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GB/T 158524 fHRHAR LL&HA WHRENHIGFHLUT I 8L

— % 1 85 RS HEH AN

—— MWW R AAREBHILM,

— W3\ RAZHERWOY.

AB4% GB/T 15852 M4 3 85 4.

A4 M GB/T 1.1—2009 & Ay N dE i,

AR EHFENES3ORM ISO/IEC 9797-3 201 fFRER LL4HEARA HREHNM W3

W - RAEZHEBHRNLE),

A 845 1SO/IEC 9797-3,2011 M HL{F e s W4k, 96 6.3.3.1 % % 6.3.3,6.5.3.1 B ¥ 6.5.3,

A5 1SO/IEC 9797-3, 2011 M FEHABEXREKFEHAMT .

e RTREES AE, ABME T AR R M, DS R E AR R, WS
WA P BRTER 2 MUMRBES A" P, AT .
o MG FRABERFEEN GB/T 15852.1—2008 {8# T 1SO/IEC 9797-1,
e BB T ISO/IEC 18031,ISO/IEC 18033-3,1SO/IEC 18033-4;
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— BN RC AR RE BN ETEARENNESHEME,
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WHEERAXHAORLEANFITESREH., AXFNRHAIAFREANZHEHOTE,
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BFEER Z2ER HELHE
F3IWH - RAZHERBHNS

1 %EE

GB/T 15852 M ZWE 4 MUSE T 4 R JH &2 40 08 o 209 95 B0 28 919830 3% . UMAC, Badger, Poly1305
R GMAC, REWEXT GB/T 33133.1—2016 AL 09 FF 7 MWW M GB/T 32007—2016 M E
MAoHERNE AFSREMENAFNERNERSASHAE - 18— ER%ER
Pt KEN m A SR R — BN » UM HSHRED MAC,

AVBSBERATELERGH ABREMNANELRS ., XENETUFIEERSENLE, TR
REFESEASRUNTATHREN, GTUENHLENLH AENEEA THAEHNLE,
BTN AAHLEINHORERUTHEERE . FHOKERES SR . EaREN™
AWK (RS E20ENAEE MAC M (S, RPN,

B, BAXSHERSO—RERE ISO/IEC 10181-67 g i i,

2 MEESIAXE

TR TR R RAOAR M, RN A MOS]FEXH, OUEE B W8 RS F A3
. REREAMOS HXH CRFEA QEFRANESOBERTEIH.

GB/T 15852,1—2008 AR HA ZTLHA MAXNH WIES. RASASEHONY
(ISO/IEC 9797-1; 1999,IDT)

GB/T 32907—2016 fHEEE£HEAR SMISHEBRNE

GB/T 33133.1—2016 {FRLAEHA HrHZFEMNERNE 2180 Wikl

GB/T 36624—2018 fABHEAR ZTL£EAR TEVNMEHNSH

3 AEREX

GB/T 15852.1—2008 $¢ 5 &9 LA B T PUARE #jE SGE M FARXH.
i

S H  empty string

KEELTHHS®,
3.2

GRS nonce

R —XHME, BT MACH S OtHENRA .
33

RE tag

MAC WS, i — T RERy i@ I B LAt e SR 1.
34

ZHBELY  universal hash-function

MR TR - ERMACEK LSRR B E K LSS R . TFHRAEREMARA X
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Wi fE WA S RO BT IR T R A REM A RER B
B R A Carter 11 Wegman #1177, J02 MAC Stk 09 5 /1 B i Wegman ) Carter 3£

4 BSNmeNE

4.1

s
TS ERTAXE.
bit(S,n)

bitlength(S)
bitstr2uint(S)

FHERSAMn A HSE ] NS LN 1, FNRHBH ORI
i)

HAFH S 0 A K

—PERBE A _HHR RN LGRS, B HESOHKFN
.0 bitstr2uint(S)=2""" # bit(S5,1)+2"* « bit(S,2)

+ 42" » bit(S,t=—1) +bit(S,¢)

B SRR RNEENN ERER S SRR,

blocklen

ceil

EHC(K ¥ X)
floor

octetlength(S)
octetstrZuint(S)

KREAHEHMHIEAKEEFEND

o LR R, 2 B EAYW ceill (D RWE n=z
BB

WXonE X fHE K AT EL 9% Enc #17n#
FITFRERME, BRRER, %z B— 1388 W Noor(z) BME n<x
b SNl %

M

EX 3%

T o o 4

FMEH

SEERNWHKE@EFEND

N e

HE

fESYPARAM

it o

B S SF W el (HE S M9 A 2 8 MFE0

R S[0142" % S[1]+2" » S[2] 4+ +2%* u S [n—1] WA &
%, K n=octetlength(S)

B2, FYBRUEQSFENN DR Ty HRER

prime(n)

MEREEE AT 2" R AREM

B3 ABSREMARNNE 1 xR,
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£ EMMA
n prime(n) prime(n) 88+ A M &R
32 | —5 0x FFFFFFFB
36 2% —5 0x 0000000F FFFFFFFB
64 % —g9 0x FFFFFFFF FFFFFFC5

128

2'® —159

0x FFFFFFFF FFFFFFFF FFFFFFFF FFFFFF61

130

25

0x 00000003 FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFB

S[i]

HAFH S MW MFWOERTIM 0 F i)

HA462FXTF UMACHERENT —ERY 1 WRR 0 R,
S[i...j]

taglen

uintZbitstr(x ,n)

uintZoctetstr(z ,n)

X,

X\

X»1
X

zeropad(S,n)

*u

hSHMi AN, M FVHRN TS

HENFVKE

KEXRn OFVHHR S, WE bitstrZuint(S) =z

KEXn BFHHR S, ME 2 =octetstrZuint(S)

HAMHE X AR .45 X A EKEAXFREF, X, £d X &
ZEMNE s HSSERMKEY s A HSSE

HFF2H X ERN .6 X HHESKEXTRE T, MX|" B X &
HME s THSERMKEY s 8 HSSE

RS X HB—.Y=X>] REMNOHFEY 0

XK

MFEREYE -, HEHNY SR S #TRAE AR KERRETN
n TEFHBEEME. Bk, zeropad(S,n)=S | T. P T EWE
S| T de% 3 Hn T LIBER octetlength(S | T)MBRE NS HG®R (T 7
BEXR %)

HNFPNENETIERREN. H¥ABRKEHSHHLS S, M ADB
HRANB HESEERARFTERN LSS
HEENENRERSEN, #FAB RKEASOLES, WAAB
RRARBHENRERSHERN LR

A RZAMENRNEEN, B8 -1 32 e ksR, Bk,
S+ 3 T = uint2bitstr( bitstr2uint(S) + bitstr2uint( T) mod2® ,4)
PGB MEEN, B8 -1 64 Ui, B,
S+ T = uint2bitstr(bitstr2uint(S) + bitstr2uint( T) mod2* ,8)

B REKER

P oA U HNRNREEN . B8 — 164 o0 m, Bk,
S # ,, T =uint2bitstr(bitstr2uint(S) » bitstr2uint(T)mod2* ,8)

BS: tu,tul e o ERNSERCHILE T CURAKNAT 0 otk fo Rk S WA 80090 6.
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4.2

I BT HEPNGRR, ¥FAMB FRREENa b MHES, M A
IBRERKEXG@+OMMEED L PREMG « WREERA BRE

MY b R HESR B
0 B n A0 SR 0 H A
1 B on A1 SR AR
{} %5 i
. BGF™) LHRE, EXLGFR")MEWMANY 1+ata'+a' +o'™

HECG PUMVEM 128 M km, M 128 UMHESEW=U - VITUDTFHN,
B 4 W=0".,Z=U,
b) ®Fi=1,2,,128, RGFUTFTH 5N,
1) #&bit(V,i)=1,M4 W=wBZ,
2) #Hbi(Z,1280=0,MS Z=Z>1; FM$ Z=(Z>1D(11100001 | 0™),

T 30 o A AL

ENH , 3958 i 4F #8 #f % ¥ 6 ¥ (Enhanced Non-linear Hash-function)
GMAC % £ 8% 9155 (Galois Message Authentication Code)

KDF : # 41 3 2 % & % (key-derivation function)

MAC: i & % ¥/ # (Message Authentication Code)

NH .k £8 #4 2 3 i ¥ (Non-linear Hash-function)

PDF . ¥ % 4: i & %% (pad-derivation function)

UMAC, 2 2«3 ¥ 8L 8 918 (Universal-Hash Message Authentication Code)

5 —mAn

AREZBEUOHBENEWEMAT — MmN E (S aueBWE 7 S RN R R4

MBRE), RENBERNHENEAT -8, 0. ERENENEELONET, TLHEBIRNA
ENTIRNENT 2.

R A TR THENCERM ZUC 8 SM4 Wk MACHEFE RN Lmit, MR BRN TER

BB R SR, R C Mt T ek ZUC #0 SMA Wik 9L 4 m,

RAZZEEUH MACKHERE T EHE K, — T HEM BA—TENAN EARA. KR

T 207 55 LA RS B MAC,

a) WHHLE, AHESEHK SR HEFHK, I— T mEEH K. Kb, & UMAC A
Badger i FIMSOS I N fE BB A

b) WEBLH, #MAMMNE MKW LHEBNTEORASRL,

o MERE. SEFNNBERAEEH K, NENTE - TERRRIGETE, LRy —
MEEHKERENZMME H.

d) Sk, WREME H EmE &6 K 008200 TF 3047 e, J065 500 2% 9 8 % 515 MAC,
Kb, % Polyl305 ft GMAC hiff FRind N i h8 A,

MTFABSPRUAFHAN . RASANLNEERFTOBRMN.

MTRARAERERUN MACHE BREGR, S MR SEHN . EWGE I HNREE

RAAREAENA, NREELETRBAWE W NE LSS ~ERE.

4
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6 0w

ARMETHHRAZAEEUOHBENENE, APEAEBRNENHEXAE HREHXE
ARG ¢ LB BRI S B A I R 8 1 S A R T 7 A B SR OO A R ol
M7k

6.2 UMAC

6.2.1 UMAC p#i i

UMAC £— i 4 N MAC 37k 41800 W35 98, 6 10 6 8 A 18 09 8 th B0 1 7 e i e, &
¥ /& UMAC-32 ,UMAC-64 ,UMAC-96 #1 UMAC-128, UMAC f# i — 1% 128 O §I K, 3
HignH i N 9 AT 8 4§ 128 L2 M. R\ UMAC KW ARE, ™46 MAC
B HESr 51 32 WA .64 LEAF .96 HLAFIR 128 LhAF, BHGInth 8 raglen T, MBI N 4 1.8 1,
RZARIEPFEY, RARNERKERNAT 2"MFH, A UMAC REMBANASER FY,
LR R, JUHR I B 8 AR, 0PI HEAR A2 8 A0 A3 WKL AE .

B AS AL PRIRT ERERM SMA M UMAC B 4 60 Wi i it .

B XE R UMAC 09 MR R R 5 UMAC Wk 85 09 RE& (inS 4 om[2) %) iR,

B2, % MAC UMM A Q& SRFW, WK B AEN UMAC @Y TETF RFC 4418 o 33 09 @ fcH M

622 EX

ERHUMACZN RENEHNLUTSE,

—— SHEEENE AR AEENENRSRETEHEE | K | Rogm|B|.
——E K taglen L% 4.8.12 8 16 Z—(LIFETH).

—— MK HE, BT 8 He4Fa 128 LM,

6.23 HSRWMDHEN
6.23.1 HNEAHE

X F UMAC ke xt e h o o R i A LL L BB MO RS, W, o F UMAC,S[ilg
XAWRES WW MFV, 0P =1,

6.2.3.2 WMHEAM KDF
T 0 L R O DO B L 4% . BB FC O numocters BOF 1T BAE M

WA THH KUCHE N keylen FHHHSR)
index (/NF 2% 94k 1 B 80
numoctets UMF 2% (9 4E 1 B0
i, Y BE X numoctets F17 69 HL46 )
a) n=ceil(numoctets/blocklen) ,
b) HY@ATH,

) MFi=18n,%;
1) T=uint2bitstr(index ,blocklen—8) || vint2bitstr(i,8);
2) T=Enc(K,T);
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d)
e)

3) Y=Y|T,.
Y=Y[1-numoctets |,
WY,

H. S GB/T 17964—2008 o i 52 S, @ 44 M2 i 86 8 KDF /i CTR ML i/H — 2 @ BION0E,

6.2.3.3

R i % PDF

TARTE e o N P — 1 A — 1 R S () — LA AR O B AL TE R T R 4
84121 16 MEP.

a)
b)

e)
d)
e)
D

g)

h)

i)

6.2.3.4

WA FHY KN keylen FHHLER)
BB N BEArF 1 # blocklen ZEBYFH M)
FEKE taglen (B8 1.8,12 K 16)

Wi, YUCEE N taglen FH R HAFP)

PDFnonce=N,

#F(taglen=4 & taglen=8),

1)  index =bitstrZuint(N) mod(blocklen/taglen) ;

2) PDFnonce =N @uint2bitstr] index ,octetlength(N)],

padlen=Dblocklen-octetlength( PDFnonce) ,

PDFnonce=PDFnonce || 0™&="**

K’ =KDF(K ,0,keylen),

T =Enc(K’,PDFnonce) ,

F(taglen=4 B taglen=8),

Y=T[ (index * taglen) +1-++(index » taglen) +taglen],

KA.

Y=T[1-taglen],

WY,
FREANEHERARE - TES(LERKENSFIHRANDRRER T EBSEREEN 4 T H
REDFAF . MNERMRAXEFATHHFAOFESH nex®., LN, S4B ATLEdEF xR
— WA W R,

W8 &M NH

NH(S#E 2SR R - MERERN.
B, MR RS NH s Black $#H ™,

BA Key(fcHE % 1 024 FH M HNR)
Msg CEYW R JCICH 2 32 M 8OF B FRS T 1 024)
W, YUHEHE Y 8 FHM SN

¥ Msg Hl Key SMWRICHSY 4 (9F V4.

a)
b)
c)

d)
e)
D

t =octetlength(Msg ) /4,

¥ Mg PHRKER A AFWEM, M, M, ,A\flif Msg=M, | M, || || M,,

4 K,,K:,,K, ﬁﬁ!ﬁ ANFETR,B K, “ K; |l -l K, ix".? H"‘T“.(Kt} b ¥
W 4 TFEWD,

Y=0%,

i=],

§ (i{‘)ﬂsél
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1) Y=Y+u[(MiyotuKie) 2o M tuKadls
2) Y=Y+o[(Mu+uKi)® o (Mo +u2Kiu)l;
3) Y=Y+u[(Mia+uKi) * o Miss+uKidls
) Y=YH+u[(Miss+uK.s) # o (Mir+uKii) s
5) i=i+8,
g EMY,
B2 R-BFAEMFATRARENS —THS U ERFORAERE R XNNE. KBFTAR

FEENAMFFHEA QTUSRIFRETHHAF. XWHIFAES N I BRUETARFT
n.

6.2.3.5 SR &M ENDIAN-SWAP

EH¥ ENDIAN-SWAPH— T KEN 4 AF VRN ERUEFRBVERUHEF RE 2.
A S(KETMH 4T FTERO LSHR)
Wil . T(BATFTREERMILNESR S)
a) n=octetlength(S)/4,
b) 45,8 S. AKERAMFENR MRS, 1S: | - | S.=S.,
o) WTHITH,
d ¥Fi=18n,
DD W, W, W, W, AFH.REW, | W, |W, | W,=S,,
2) Spmi=W,|W,|W, W,
3) T=T||Sgmwe-
e) WHT.

6.2.3.6 WE)HWEM POLY

B POLY B—1T2WMA/EEN, TR _EA%EN L2-HASH 9/, 81 6.2.7.2,
WA wordbits (B 64 B 128)
mazxwordrange (/T 2% (i IF B §O
key[ Bl #i 8 X 0+ prime(wordbirs)-1 (8]
Mg [ 6 B 7] ¥ (wordbits /8) M FYW R A M ]
Wi y CR(R AL M % 0+ prime(wordbits)-1 FIEED)
a) wordoctets =wordbits/8,
b) p=prime(wordbits),
¢) of fset=2%"—p,
d) marker=p—1,
e) n=octetlength(Msg)/wordoctets .,
) 4 M M, M, HKHEN wordoctets BFT B, 1§ 2 Msg=M, || M, | - || M,,
g y=1.
h) H'T' i=1 ! mn;
1) m=bitstr2uint(M,);
2) #F(m=maxwordrange) M,
1) y=(key » y+marker)modp;
i) y=(key» y+(m—offset))modp,
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i)

3) e

y=(key * yt+m)modp,

Wy,

6.24 HYWaR

UMAC i i ) 53 40 8 59 30 2 137 2400 2 044K JE blocklen 0% 16, 3F HAL 2 9.
B WRAET I MENEET SN AR Ky SRR R RENRA SR, AN REEY K, &

A BmFEReMNENIN,
wA THEH KB Y keylen FHHHER)
RS NI ArF 1 M blocklen Z S FHH)
B taglen (% 4.8.12 | 16)
Wi FMEH Ky=(L1Key,L2Key,L3Keyl,L3Key2) (4F ¥ < BE 69 HL 5§
0®)
MEEH K (KEH taglen FHHHER)
a) iters=taglen/4,
b) L1Key=KDF[K,1,1024+ (iters—1) » 16],
¢) L2Key=KDF(K ,2,iters * 24),
d) L3Keyl=KDF(K ,3,iters = 64),
e) L3KeyZ=KDF(K ,4,iters #4),
f) Kg=PDF(K,N,taglen),
g %t Ky=(L1Key,L2Key,L3Keyl,L3Key2),K¢.
6.25 HAEFLE
ERERZENAHLLNARTRENEAFITEESHN. HE-BEERE . FAMHLERE
M AFEHR,
B, AREQUFRANHTANLLE HAREEAEONAFESARRLUNREENER.
6.26 HEZS
BA: MW Ky = (L1Key,L2Key,L3Keyl,L3Key2) ({E 8 B 89 HL 46
g)
e K (KEN taglen FHHHER)
HEMERNTFVEFTH LSS
taglen (¥ 4.8,.12 B 16)
. wE HKE N taglen FHNHSER)
a) WHBEYTH,
b) ¥F i=1 B (taglen/4),%:

1) L1Key,=L1Key[(i—=1) # 16+1--(i—1) » 16+1 024];
2) L2Key,=L2Key[(i—1) = 24+1-+i=24];

3) L3Keyl,=L3Keyl[(i=—1) »64+1-i % 64];

4) L3Key2,=L3Key2[(i—1) wd+1-ind];

5) A=L1-HASH(L1Key,,.M);

6) #F(bitlength(M)<=bitlength(L1Key,)) M :

B=0“| A;
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7 HEWR.
B=L2-HASH(L2Key,,A);
8) C=L3-HASH(L3Keyl;,L3Key2;,B);
8) H=HI|C,
Wi H,

6.27 SEFBREN

6.2.7.1

B—RABWEM L)-HASH

MR BRI 1 024 BF 8 (W RE — 208D, 5 EEHEIm
B NH M & E #4508, HORBBPR— T LER  NKEMTRET 128 5P FR

BEAEER.
WA L1Key(1CHE % 1024 F9 09 H A )
L1Msg (£ BE/NF 2" FW M )
Wil H1({CBE X 8 » ceil (bitlength(L 1Msg ) /8192)F 1 it e $§ 1)

a)
b)

c)
d)
e)

)
g
h)
i)
i
6.2.7.2

t=max(ceil(bitlength(L1Msg ) /8192),1),

# L1Msg SRR ILHRM, M, M, & E L1Msg =M, | M, | - | M,, 3 EX FHi i 9
1<<i<<t—1 % octetlength(M,) =1 024 | 3r,
Len=uintZbitstr(1024 = 8,8),

H1=<empty string>>.

MFi=18:—1,%.

1) ENDIAN-SWAP(M,);

2) H1=HI1 | (NH(L1Key M)+ Len),
Len = uint2bitstr(bitlength(M, ) ,8),

M, =zeropad(M, ,32),

ENDIAN-SWAP(M,),

H1=H]1 || (NH(L1Key,M,)+Len).

S HL,

W R H% &M L2-HASH

W_REAA-—-%% POLY 89 &M 7 s 804§ L1-HASH 9§ th M b7 4%, # L1-HASH
B4 8, WX L1-HASH % S 690U S — 3 POLY, A AE 0 B0 AR WA, HA 4N
BEEAT 16 KFENN, AMEMN LI-HASH (M H U795 20 .

B, o0 POLY Wil RS BN, LB RANMEE(ESHESR),

a)
b)
c)
d
e)

WA L2Key(fHE K 24 F L)
L2Msg (KHE/MNF 2 FH O HER)
Wi, H2(KEXR 16 ¥V HLER

Mask 64 = uint2bitstr(0x 01FFFFFF 01FFFFFF, 8),

Mask 128 = uint2bitstr(0x 01FFFFFF 01FFFFFF 01FFFFFF 01FFFFFF, 16),
k64 =bitstr2uint(L2Key[1+-8] A Mask64),

k128 = bitstr2uint(L2Key[9--24] A Mask128),

# (octetlength(L 2Msg)<2"), W,

y=POLY(64,2% —2" ,k64,L2Msg).
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D LS.

1) M,=L2Msg[1--2"];

2) M;=L2Msg[2" +1--octetlength(L2Msg) ];

3) M;=zeropad(M,; | uint2bitstr(0x80,1),16);

4) y=POLY(64,2%—2% ,k64,M,);

§) y=POLY(128,2'"" —2" k128, uint2bitstr(y,16) | M,),
g) HZ2=uint2bitstr(y,16),
h) &M H2,

6.2.7.3 BEZRABEW L3-HASH

L2-HASH MWt R KB 16 FH M, EXNRE— R0 EH,L3-HASH B KE X 16 9FT
BRER-TEEREEN A NFHR,

WA K1((EX 64 FHRHSER)
K2(KEX 4 FHHHSR)
Msg (| HE X 16 FH M HFH)
Wi, H3(KEX 41 FYRHEHR)
a) y=0,
b) # Msg WK1 ¥R 8 0 HHHIRBN.
MFi=1~8;

1) M,=Msg[(i—1)»241i=2];
2) K. =KI1[(i—1) »8+1-i=8];
3) m,=bitstr2uint(M,);
4) k,=bitstr2uint(K;)mod prime(36),
o  WERAEE, RIS 32 T e N TR,
1) y=(m, =k, +++m,*k,)mod prime(36);
2) y=ymod2";
3) H3=uintZbitstr(y,4);
4) H3=H3®Kz2,
d) Wi Hs,

6.28 EIE{MmE

WA MEEEH Ke KEH taglen FHHHER)
WM HUEER taglen FYH LS
L JLp WHREHTE MACHCEY taglen FHHLER)
a) MAC=K:®H,
b) $i MAC,

6.3 Badger
6.3.1 Badger 895 if

Badger &— MAC W&, EMH—1 128 WHMEH K fi—1 128 WM N, € L%
—TREATERSTF 2" -1 FVHHBLER—MREN taglen 9B HHRE, P taglen T LR
AT B2 06 A ER 20 FEW, MG T G ol SR T U MR (R R, I B 0 LS I

10
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= 8 k¥,
A2 PR T ERERFM ZUC Sk 09 Badger 7 24 i 69 001 it .
B Badger 8% XM[3]P WM, Ll fh Wegman 1 Carter BT ME RSB BT SRR,

632 ER

fEMF Badger Z M, WMENEHHLU TS,
—— RSN R R R EN .
— R raglen RN 4 4 8412 4,16 1% 20 Y 22—,

6.3.3 WHEM ENH

ENHORBM I RER B BP0 R — M ERE BN,
B SN E R R0 B M ENH i Boesgaard § AR ™ . € X T Black § AR M 09 RIEHEER NH BT,

NH B fifE UMAC e,
WA ¥ LKey(KEX S FVHHES)
ME Left (KX B FVMHEHR)
MB Right % 8 FV M HSH)
i, M LHash (XN 8 FHM SR

a) k., =octetstr2uint(LKey[0++3]), ky=octetstr2uint(LKey[4-7]).

b) ml, =octetstr2uint(Right[0--3]), m1ly=octetstr2uint(Right[4+7]) .
¢) m2=octetstrZuint(Left[0---7]),

d) hy=(ml.+k,)mod2™,

e) hy=(mly+ky)mod2™,

D 4 h'=((hy*h)+m2)mod2™,

g) LHash = uint2octetstr(h’,8),

h) ¥ i LHash,

6.3.4 VLD

Badger (E G S ICHED 16 M FW . (GRAICHEDY 16 19, FERBBEREOTARE
BHILMKROF VT LUHTRTRE., GHEANSS 1 AROMFHE. B PRCAFUT
o,

PRG_Init(K , N) ({8 §1 K fiEed (0 N # PRG Y BREW k.

~——PRG_Next(n) \ PRG =4 T—#HKHEN » LIFNRE.

AARERY AEFVHANESFTUEOTERANTIHA.

B mRNETIMASERTEN, MEREH K, SHENEN FUSTESNRALEN. ANfneesn

Ko 1605 000 M3 M B o) Wi,

WA FEH KUCHEY 16 TR TSN
WA NCICEE DR 16 FH R H)
B A W MRS A B9 04 R L6 K B maxlen, T 2 0<<maxlen<2" —8
I HR 8 098 B
PRI taglen (B 4.8,12,16,20 2—)

Wi FEFEKy=(KL.AO)(EBEENHES NP KL B—1ThEEY
SFEVTHHERHRAER.Af B—THEEN 4 FHHRUHNRMNE
i

11



GB/T 15852.3—2019

MEEY K (KEX taglen FHRREN)
a) PRG_Init(K,1'™),
b) words_used =0,
c) wu=taglen/4,
d) v=max|]l,ceil(log; (mazxlen))-6),
e) ¥F;=1386.
MFi=18 u,
1) kf;.=octetstr2uint{ PRG_Next(32));
2) words_used =words_used +1,
) XMF =196
MFi=138u,
Y (kf,.=prime(32))0¢f .
1) kf,.=octetstr2uint(PRG_Next(32));
2) words_used =words_used +1,
g) ¥ (words_used modd70)8 .
1) #%F PRG_Next(32);
2) words_used =words_used +1,
h) ¥Fj=18v:
Fi=18 u,;
KL, ,=PRG_Next(64),
i) PRG_Init(tK,N),
17 Kg=PRG_Next(32*u),
k) Wi Ky=(KL,kf),Kg.

6.3.5 HABALAR
Badger AR EM N A H TR,
636 HERS
HENZAREBUTZMAREHN:
WA #MEP Ky =(KL.AOEBKESHEH)
HEMEEEEN "1 FVHHER)
WEKE taglen (¥ 4.8,12,16,20 Z—)
L JUF MM HUCHN taglen FHHHEFHR)
a) len=hitlength(M)3J 64 HLEFAI B,
b) * len=0,
M,=.c=M, =0%
c) ;Hiflfl'&‘.:

1) ¥ lenmod6450,
ERMESAEMT S M HKE len 64 HAFAI BT,
2) MFi=1%u;
i) M,=M;
i) v'=max{1,ceil(log;(len))—6);
i) MF =18,
12
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1) t=octetlength(M,)/8;
I M AWK 8 MNFYHEB,,,B,,MEM=B,| | B;;

M #FeRhlRE.:
M,=ENH(KL,;,B,,B,-,) | | ENH(KL,;,B;,B,);
V) AR .
M,=B, | ENH(KL,, B, B, || =~ | ENH(KL,,B;,B,).
d MFi=18u,

1) Q=0 |len| M
2) ¥ Q ArWmICHY 27 kWM ME B, , By MR Q=B | || B\s
3) HEAL4 B, B HREEHUATHEMHLEEL 4 1Y,
4) MF i=1 # s,
b; = octetstr2uint(B;);
8) s, =((bywkf, )+ +(bswhkfs,)+kf;,)mod prime(32);
6) S,=uint2octetstr(s,,4),
e) H=S, H || §,.
f) Wt H.

6.3.7 #HiE{RiE

WA mEHEH Ke (KEX taglen FHHLER)
M HHEHE Y taglen FHMHER)
L 1P HEENHE MACKEE N taglen FH M HAFH)
2) MAC=K,®H,
b) i MAC,

6.4 Poly1305
6.4.1 Poly1305 f9#8 i

Poly1305 J&— MAC Wik, EM A —1 256 WM ®H K OL9H 22 KHEITOM—1 128 K
SRR, WL REET R I ANA LR 128 N MAC, SARNHANUYRE
N R T R A A R 8 AR A

A3 TS T 7 KRR A SM4 T3k 69 Polyl1305 Frd: s py Ml e i .

B Polyl3os Z85 XMO )P REBH, UESM5mN KR, HRTR—-RGTN, &M ] oo I
# Polyl305 MEREB B B FRRK.

642 ER
f# Fil Poly1305 KA th M (EM W5t 88,
643 ¥F¥ELE

KEXZHFHEEN K AASRONL, MRS ERQNYT, X8 HN0aE.
——K[31,K[7],K[111, K[15]6 R % 4 1 e f.
~—K[4],K[8],K[12]09 R {E 2 1 o4 iz .
FHPZEREANE T RETFHN T MEEH.OF .

WA EWE KOKER 32 FWHHEN

13
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L P FBEY Ky BN 16 F1 09 LI
eSS Ke (KEX 16 FHHHLER)
a) Kuy=K[0--15],
b) Kg=K[16--31],
c) '&' Ku:'Ke.

6.44 HAFLR
MRS Tk fr Siat | .
WA B MUER L, FHRHNHR)
L EF RS a8 s (RO

SHMARMABEE ey, FKEX 17T FVBEMHERD

a) % l,=octetlength(M),
b) 4 s=ceil(l,/16),
c) 4 t=floor(l,/16).
d) HFi=0,-,t—1,

Cis1 =octetstr2uint(M[16i---16i +15]) +2'",
e) ﬁ s>

1) 4 r=I[,modl6,

2) c,=octetstrZuint(M[16¢-+1,—1])+2%,
£ W sse;,0e,.

645 HEZS
HENREKELUTZHARETNR:
WA HEEWE Ky (IKEX 16 FHE LR
HesEn T8 s (820
SN WARAHE oo, RER 17T FHRNBEN)
Wil W HUCHER 16 FWah ki ®)

a) r=octetstr2uint(Ky).
b) H'=(c, % r'+c; #r' " 4-4¢, » r' Imodprime(130),
¢) 4 H=Hmod2"™,

d WHH.,
6.46 iR
SR A HERA RN RS,

WA FBME HEEY 16 FVHHRER)
MEEF K. (KEX 16 FVRHHRER)
ot HUCHE Y 16 FHHHEHR)

W, HEENH MACKEY 16 FTHENESR)

a) 4 S=Enc(Kg,N),
b) s=octetstr2uint(S) ,
¢) 4% mac=(H+s)mod2™,
d) MAC=uint2octetstr(mac,16),
e) $aili MAC,
14
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6.5 GMAC
6.5.1 GMAC fyii

GMAC 54X 128 KNI EERNERSEH . BB MACKHEKE Y « LW, P £ 8
RO EW R 96<r<128(LEWEHE T, e =32 Ml e =64 (3 VM) . AN ERNERER/NFR
ST 2404,

GMAC $§46 GB/T 36624—2018 4§ & # GCM (3§ Galois/Counter Mode) 7E 8 7 7 = fn 8 pY 8%
EoH M RNE . GCM i McGrew #l Viega #11,

A4 oA T HEREJE R SMA M EE B GMAC FF A i Mt i

6.5.2 ER

EMAGMACZ N WEN XML TSN,

—SHAKEY 128 KIFMMAEBNE, SEEERARNESRERARE K|,

BRI KE « JUP 6<t<12B(ENEH AT =32 M =64 MHAVFMEA, BRWE
iS4 101K ® C),

— W AR,

6.5.3 $Bh T GHASH

¥ GHASH LIKEY 128 H4FM4H H AIBTMEBEKEN KSR W 5Z hRA St —1K
B 128 letvesrdl,

WA KEEXN 128 AP E H
ERKEMHER W R Z
‘I‘Ht '&!ﬁ 128 &“mﬁ xu—;-ﬂ

a) Sk MuXyE—TRENBEE,WE:bitlength(W)=128(k—1D+u #Ho<u<128, & W,,
Waye ,Wo R W B BIR K EER 128 HIFOI A EUF P (FTREFEMIN W, 4d W Rk
JGu bW,

b) 4! Mo RE—RENOBE,WEE  bitlength(Z)=128(1—1)+v }# H 0<v<128, 4 Z,,2,,
L Z, ASMZ BBNEER 128 KNS (TREEMN. N Z, 48 Z0BE v |

.
o WELITREHHKEY 128 LENME Xin:
1D X,=0'%,;
2) Xi=(Xi-®W)+H I<i<k—1(H k<1 MR EEL W)
) Xiy=(X,-,DW, || 0*"=))«H (Frk=0 MgEiEER);
1) X =(Xi-PZ,-)*H AH1<i<k+I-1(F I<] Mg EEEW);

5 Xia=Xpi-@®Z 0™ ) H (F =0 ML LR,
5) x.+|+| =(x.+|@mnt2bluu<bltltwh(W) 18) I uintzhit‘tr(hiden‘th(ZJ 13)) . H .
d) .Hj X.*l*! -

6.5.4 FHELE
A TARXMAETESE K REFEFEFH Ky ANEFHE K.
WA FEPK

i HMEH Ky
15
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Y Ke
a) Kuy=Enc(K,0'"™),
b) Ke=K.
o) Wt Ku.Ke.
655 HeBL®
GMAC XM i Q17 Bt
6.5.6 WERS
WA e M
HMER Ky
it B H
a) H=GHASH(K.,M.()),
b) it H,
6.5.7 #i{Li{E

EREEREMENE N, T8RS0 MR, B0k ad (055 A MR, ¢ BT Bl e
EOTRA, EEEEEA T MR,
B: NTUGHEEXFEN - THEBER.AELUAXNEXSERPONE AR,

SA: M H
meE#d K.
HEe N
sl HEENE MACHCHE Y ¢ (XA HEEHR)

a) 3 bitlength(N)=96,M4 Y.,=N ||0* |1, W,4 Y,=GHASH(K4,{}.N),
b) 4 MAC=(H®Enc(Kg,Y:)) ..
c¢) %H MAC,

16
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B 3R A
€ $.1:1.¢ 3%
Mide R

A.1 UMAC

AFMFEET UMAC s 6 i, X B M ] GB/T 32907—2016 1 #L5E i) SM4 S 5 K 2
MAEEENE, RAIPIETHHEI6FYEY K NS FYENE N UMACHERMES.

K ="abcdefghijklmnop”
N ="bedefghi"
Al UMACHESE
MmE UMAC-32 UMAC-64 UMAC-96 UMAC-128

(empty) | 330d0fde | 92a7ab5a4db03535 | 5e72819955fc948b79aa52la 5e72819955(c948b79aa52ala53dB{di6

‘a"#3 €80d10e6 | 49aTb462ddB20446 | B5728ealcSceaS5{86971201b 85720ealc5cea5fB697120fb46cbS i

‘a’ w2 28e39d7f | 894939(becdadbb5 | 459¢1338(4963a0bd1428eab 459¢1338{496320bd1428¢a69dad30(5
‘a" 2% d67dfcSa | 77d758ded5he2be | bb02721d5df28a56401befdb bb02721d5d{28a56401 bef4b91308025

A.2 Badger

A KAIEHR T Badger MM L5 &, 32X B M H GB/T 33133.1--2016 P #LE i ZUC 3 8645 3 30k )2
BEMEENE, RAHETHFALUTESE K 1V 8t Badger & 955 E.

K =00 01 02 03 04 05 06 07 08 09 Oa 0b Oc 0d Oe Of
IV=00 01 02 03 04 05 06 07 08 09 0a Ob Oc 0d Oe Of

® A2 Badger Wil &

ne Badger %
{empty) 77 65 d7 8f 3a 69 ab €3 0 70 60 61 6 ae 99 2d
0o 03 al 2 6a 05 €9 le 42 68 5 5 9a 62 47 16 Je
01 6f 39 bb 1d 9d 41 15 b7 20 €9 ab 56 0a b9 70 44
00 01 02 03 04 05 06 07 08 55 ff eb df 82 27 9¢ 74 b9 a7 17 70 57 bd 13 ab

A.3 Poly1305

A FAERT Polyl305 MWL FI i, X B GB/T 329072016 o #L5E 69 SM4 Wik fE % H K
ENSEENNE. SRR AS,

17
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£ A3 Poly1305 RMitE R

e & WA M#
He (empty)
mEr®d Ke 75 de aa 25 c0 9f 20 Be 1d cd ce 6b 5c ad 3f bf
MitpEs) MMy K, a0 13 08 00 00 £4 64 00 dO 7 €9 07 6¢c 83 44 03
e N 61 ee 09 21 8d 29 b0 aa ed Te 15 4a 2¢ 55 09 cc
Polyl305 #5 % 15 30 55 7e 5d a6 ad 58 3e 34 cb 41 3a b9 {3 dd
e i3 6
mEEE K ec 07 4c 83 55 80 74 17 01 42 5b 62 32 35 ad d6
Lt o HME Ky 85 1f o4 Oc 34 67 ac Ob €0 5c c2 04 04 13 7 00
Wi N fb 44 73 50 c4 B 68 c5 2a c3 27 5c {9 d4 32 Te
Polyl1305 % ab 51 6f 5d 11 cc £3 3¢ 18 43 21 ed c8 75 7b 22
s 66 3¢ ea 19 Of fb 83 d8 95 93 {3 {4 76 b6 be 24
d7 6 79 10 Te a2 6a db 8c af 66 52 d0 65 61 36
neE®d K 6a cb 5f 61 a7 17 6d d3 20 5 ¢l eb 2e de de 74
L a0 )
HBEY Ky 48 44 3d Ob b0 d2 11 09 €8 9a 10 Ob 5¢ €2 c2 08
BR(K N ae 21 2a 55 39 97 29 59 5d ea 45 8b c6 21 §f Oe
Polyl305 & % ¢0 be 41 5f b7 48 be 07 96 dO cb 83 a5 4 60 of
ab 08 12 72 4a 7f 1e 34 27 42 cb ed 37 4d 94 d1
na 36 c6 b8 79 5d 45 b3 81 98 30 £2 0 44 91 fa fO
99 Oc 62 e4 8b 80 18 b2 3 e4 20 fa 31 34 cb 67
fa 83 el 58 9 94 d9 61 cd cb 21 09 5¢ 1b 9
MHARE | pawe K, el a5 66 8a 4d 5b 66 a5 16 8c c5 42 4e dS 98 2d
BmEY K, 12 97 6a 08 c4 42 6d Oc e8 a8 24 07 of {4 82 07
B N 9a e8 31 e7 43 97 8d 3a 23 52 Tc 71 28 14 e 3a
Poly1305 #58 af ee 4c 3¢ ¢1 bf d5 89 6d 2e 7f 44 6a Of {8 al
A4 GMAC

AFQERT GMAC gy Wl e &, X H A GB/T 32907—2016 o 405 6 SMa I3k £ 300 J2
MrAEFHAL, SLE A4,

18
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Nt & SA 2]

AR (empty)

#E¥ K 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
HMEaEe]

Wsed il N 00 00 00 00 0D 00 00 00 00 00 00 00

GMAC 5% 23 2f Oc fe 30 8b 49 ea 6f ¢B 82 29 b5 dc 85 8d

mE fe ed fa ce de ad be ef fe ed fa ce de ad be ef

8K fe ff 9 92 86 65 73 1c 6d 6a 8f 94 67 30 83 08
Wt e 2

W N ca fe ba be fa ce db ad de ca {8 88

GMAC % 9d 63 25 70 9 30 64 26 4a 20 91 8e 30 81 b4 od

- fe ed fa ce de ad be ef fe ed fa ce de ad be ef

ab ad da d2 42 83 lec2 21 77 74 24 4b 72 21 b7

L) K fe if €9 92 86 65 73 1c 6d 6a Bf 94 67 30 83 08

sai N ca fe ba be fa ce db ad de ca {8 88

GMACHKE le ea eb 66 Se 96 bd 05 9b d9 92 91 23 03 Oe 78
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W R B
(REFEMR)
EHBENNRSHER

$Hof R AE AR BN MACHEMNE TREGES]I P AR, X THMATMH MAC Wik, &
PROGERTUNEH S RHAZAEENN MACHENTHKRL G, FRESE L8RS
Mo,

X9 690 X £ XUl , R AURR DUC B DA T — TS & 000 R

a) MBRELSEFRIM, aglen) , M P — Pl e BB b RATITH,

b) FHHAMMER MACREMANE T EE. DRI MAZEEFENSTHAENEH.
FER AURAEA-EHATLAOHE T B XURN AR - FHTLENHESI G E
MM,

) RRFESBEHFBEMRE/RIEEHEFAN MACEH THAMNGMERSE . MENEE
et Wk StEl I HRR K.

d) BBy RS R AR M MAC B 509E by — Rk @ MR TN, 363 X ML XAk H .

20
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M ® C
$ £ 0:1. ¢ )
ZUC 70 SM4 Sk i S B i RE

ZUC(H M ZFFIEBNE T 2011 F£iER#A SGPP LTE HEEE, HFF 025 yEFEER
179 5% GM/T 0001—2012, F 2016 4E RV E & 5% GB/T 33133.1—2016, ZUC HERBERT L
¥ 4% W FF ) 0 S e i O 3 o M O 0 A ety ol R

SMA( SMSO M EEFRNE T 2006 SFHE AT ERDAFTERXES T 2012468 %
FHRTUARE GM/T 0002—2012,F 2016 4 8% M &#xME GB/T 329072016, H & L%k ,SM4
LEBELRETEROTE., EEHSHOUR, Hixh SM RF 0256 SR 23 80928 440t (8t
WAL 2 A 27 SR 2 27"O0) M 23 SR RO ER 4 4 0 (o ) B 4% B 2'7, MR B g 200y gl
B SM4 &R BIAH 32 VAR, LU SML AR ELTR,

A4 LI 00 4 RO 25 408 SR ) MAC 33k . UMAC, Badger., Poly1305 #1 GMAC, 76 Bt & A
o i B i i Bt 2SI T GB/T 329072016 o BLSE A9 4 1 85 W3 X 3k SM4 1 GB/T 33133.1-2016
MEAFIIEDNE ZUCHELIHERNERNE., EXEENE ZUC T SM4 A& EN R
e AN HENABRRAELEENRN MACHERNETIENELSMEHITHE, B8 V&M
B ARERRELONBENRS .
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