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AR T LB B SR AR 4 (LU R BIFRIPvA) 3E#2 3 LK P LR AR6 (BT FEI AR TPv6) H i
PRI, ik CiTreaees, RIENNAERF. EEGE. MY A, BioE. Htibid. MZ e AR
EEAR .

AR T MIPv4 [[] TPv6 SER R B AL EERTE, JFEIE TIEC 61850 HESRh 3 T Bh il Y1)
IEF SN

RGN R 55 BALHRSHE R (TIEC 62357-1) X [EC trERIEEARIRERITH A, FEH LFRE
R IPv6 FIXEESCAFAIEM, A S SCRFEE I NIPYG R IX SR RIFZAT .

A AR 5 Z SR AE L E (S P E R TIPvG FR.

2 MFEMSIAXHF

T HI S Y A A S AR S| R A SO AT A kR Hob, B EIREI RS
i, A% H R SRR AE T 40 ANEEH BRI B oo, HEsia (B A aseR) &l T
A3

ISO/IEC8602 5 EHAR  #2fk OSI Tk 7 AUz 5 il % ¥ i (Information  technology—Pro-
tocol for providing the OSI connectionless-mode transport service)

7E: GB/TI6723—19%6 {5EHAR Rt SR Ruzkik 5 A9 HHL (IS0/TEC 8602:1995, IDT)

IEC 60050-191 [EHEREBE TiRJC nl{EtE 5% & (International electrotechnical vocabulary;
chapter 191:dependability and quality of service)

IEC 60870-5-104 mzhilt#& AL H5-10457r: (LR HirdEfL il 5En TEC 60870~
5-101 4 £43jj [7](Telecontrol equipment and systems—Part 5-104:Transmission protocols -Network
access for IEC 60870-5-101 using standard transport profiles)

IEC 61400-25(Frfa &) MOk HIp ks £4% @ {5 (Communications for monitoring and

control of wind power plants)

TEC 61588 o425 i & 145 ] & 4t (0085 i i #0 [7) 25 B (Precision  clock  synchronization protocol
for networked measurement and control systems)

7E: GB/T25931—2010 & AN ] RSt IFEHanT #h Rl 25 M) (TEC 61588:2009, IDT)
IEC 61850 (BT &B4r) H7HaLiEE MM £ 40 (Communication networks and systems for

power utility automation)
IEC 61850-6 LI AZNLEFEMBMALE Fodr: SHEHTREE RN LI NEERE
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A 1% 5 (Communication networks and systems for power utility automation—Part 6:Configuration
description language for communication in electrical substations related to IEDs)

I DL/TS60.6—2012 HUIHZMUEEMZMRS Feabr: SERRE T RIS NEEIE A
55 (IEC61850-6:2009, 1DT)
IEC61850-8 (AT #ksr) HWHHIMMCEEMSBMAS  FrEid (s ks ¥a (SCSM)[Communica-
tion networks and systems for power utility automation-Specific communication service mapping(SC-

SM)]

IEC 61850-8-1 EAHINLBEMEMERESL FE8-187: FrTilfE RSB (SCSM)— B
MMS(ISO 9506-1 FIISO 9506-2) ZISO/MEC 8802-3[Communication networks and systems for power
utility  automation—Part  8-1:Specific  communication service  mapping(SCSM)—Mappings to
MMS(ISO 9506-1 and ISO 9506-2)and to ISO/IEC 8802-3]

. DL/TS60.81—2016 Hi/JEZMLEEMABMARG H8-1805: Rl (s MRS mest (SCo) —mu#) WS

(IS0 9506-1 1 IS0 9506-2) Sz 1S0/TEC 8802-3(TEC 61850-8-1:2011, IDT)

IEC 61850-8-2 HLAFZNMLAGEMEMAL F8-287: FEEERF WG (SCSM)— WL |

XMPP[Communication networks and systems for power utility automation—Part 8-2:Specific com-

munication service mapping(SCSM)—Mapping to Extensible Messaging Presence Protocol(XMPP)]
IEC TR 61850-90-1 EJEZNMGEEMER RS H90-1 #5r: DL/T 860 {48 Hauk[ALEE 1Y

M H] (Communication networks and systems for power utility automation—Part 90-1:Use of
IEC 61850 for the communication between substations)

7: DL/T860.901—2014 HIEaMUEERSEMFEST 5590155 DT 860 7EZE skl (S s HINFIBEC
TR 61850-90-1:2010, IDT)
IEC TR 61850-90-2 HL N EHZNMLEEMEMRAS F90-2 &y BRG] .0z [ H
[EC61850 i {5(Communication networks and systems for power utility automation—Part 90-2:
Using IEC 61850 for the communication between substations and control centres)

IEC TR 61850-90-4 HAHHEMLEEMEM RS F90-434: MEE T2 4$5 B (Communica-

tion networks and systems for power utility automation—Part 90-4:Network engineering guidelines)

IEC TR 61850-90-5 HLABAIMLEEMERM AL H90-584: EHIIEC 61850f&% 77+ IEEE
C37. 118/ [A) 2P # & 15 E.(Communication networks and systems for power utility automation—Part
90-5:Use of IEC 61850 to transmit synchrophasor information according to IEEE C37.118)

IEC 62351 (FifFis) HWAHORSGEHEREGETH FHIEMB(E %4 (Power systems manage-

ment and associated information exchange-Data and communications security)

IEC 62357-1 HWARGERRHGEEZHR F13H4: 5% (Power systems management
and associated information exchange Part 1:Reference architecture)

IEC 62439-3 TAEfEME @ErlEtEEzEMEg  E38a: FATIURIUPRP) Emal it
JoE8IL £ B (HSR)[Indusirial communication networks—High availability automation networks—
Part 3:Parallel Redundancy Protocol(PRP)and High-availability Seamless Redundancy(HSR)]

ITU X.234 {5 EHOREEM OSI i Jy Az 5 ik % 19 ¥ (Information  technology—Protocol
for providing the OSI connectionless-mode transport service)

IEEE 802.1AB IEEEbr#E FI(RIAEE 35 SR vy ml 3% 6 5% K IW(IEEE Standard [or

Local and metropolitan area networks—Station and Media Access Control Connectivity Discovery)

IEEE 802.1QIEEE #7 JS g fmis o il iz S (VLAN Ff{L5%40) (IEEE  standards

for local and metropolitan area network;Virtual bridged local area networks(VLANs and priorities))

2
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IEEE 1815 IEEEHE J1#riE RGuEE 7oA 2E Y [IEEE Standard for Electric Power—
Systems Communications—Distributed Network Protocol (DNP3)]

RFC 0768 FI P EdER Pl (User Datagram Protocol)

RFC 0791 Internet FFi¥[Internet  Protocol(IPv4))

RFC 0792 Internet |48 L H}iX[Internet Control Message Protocol(ICMP)]
RFC 0793 f&%i#% % Pril(Transmission Control Protocol,Protocol Specification)
RFC0826 LUK Muht @4 (An Ethernet Address Resolution Protocol)

RFC0894  ZETLLUKMA IP i f£5i#5#E(A Standard for the Transmission of IP Datagrams
over Ethernet Networks)

RFC 0959 SCEE{EShid[File Transfer Protocol(FTP)]
RFC1142 0SI +F [8] & 4t 3+ [6] & e 3 A 2 i1 $5 W (0ST IS-IS Intra—domain Routing
Protocol,February ~ 1990)

RFC1240 %k UDP fRA<11] OSI JTi%E#{% %R 55 (0SI Connectionless Transport Services on
top of UDP Version 1)

RFC1305  RI&&ET1a) B 4~ 3[Network Time Protocol(Version 3)]
RFC1918  F E Mgl 70 Al(Address Allocation for Private Internet)
RFC1981  IPv6 2812 MTU A IL#ri(Path MTU Discovery for IP version 6)

RFC 2131 zh&FEHLECE Prid[Dynamic Host Configuration Protocol(DHCPv4)]
RFC2147  JFIPv6 FE.f] TCP I UDP(TCP and UDP over IPv6 Jumbograms)

RFC 2328 JFMAf i M AT I8 6 iR 42(OSPF Version 2)

RFC 2401 928 JZ 42 4= fHill(IPsec)

RFC2460 IPv6 #i3E[Internet Protocol,Version 6(IPv6)Specification]

RFC2464  FET LUK FIPv6 # L f£46(Transmission of IPv6 Packets over Ethernet Networks)
RFC2473  TPv6 [%i il H48 Ui (Generic Packet Tunneling in IPv6 Specification)

RFC2529 BT LT ABEER IPv6 over IPv4 155 (Transmission of IPv6 over IPv4 Domains

without Explicit Tunnels)

RFC 2663 [P M ZEHhht ¥ A EMFEHDI[IP Network Address Translator (NAT)
Terminology and Considerations]

RFC2766 [ 2 His bl % $ - $ip 0 85 4 [Network  Address  Translation—Protocol  Translation
(NAT-PT)]

RFC 2767 T “HhilHediiE” HoREN EHL[Dual Stack Hosts using the“Bump-In-the-Stack™
Technique(BIS)]

RFC3022  {£4¢ 1P Mg bl %% [ Traditional TP  Network Address Translator(Traditional
NAT)]

RFC3056  J@Eid IPv4 Z=sCHW IPve 187 [a] /)% 4 [Connection of IPv6 Domains via IPv4 Clouds
(6t04)]

RFC3315  IPv6 A EHLECE Y DHCP for IPv6(DHCPv6)]

RFC3338 FLFeAPL BHiE” HLRMPWEE EHL[Dual Stack Hosts  Using“Bump-in-the-API”
(BIA)]

RFC3416  faj 5o 28 55 78 B il i A 2[ Version 2 of the Protocol Operations for the Simple Net-
work Management Protocol(SNMP)]
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RFC3736  IPv6 JoiR#& a4 £ VLA E Bk % [Stateless Dynamic Host Configuration Protocol
(DHCP)Service for IPv6]

RFC3921 a§REIHE SRV BIRfiH B 5 E R [Extensible  Messaging and  Presence
Protocol(XMPP):Instant Messaging and Presence]

RFC 3931 IETF M T{E4H, —EREEVHURAI[IETF Network Working Group, Layer Two
Tunneling Protocol-Version 3(L2TPv3)]

RFC3986  Zr—HtiEbril: JEHIE[Uniform  Resource Identifier(URI):Generic  Syntax]
RFC4038  IPv6 iLFEHINHI{E S (Application Aspects of IPv6 Transition)
RFC4193  IPv6 ME—ZA<Hu 88 i il (Unique Local TPv6 Unicast Addresses)

RFC4213  TPve FEHLFIEE 1 230 A HlH|(Basic Transition Mechanisms for IPv6 Hosts and
Routers)

RFC4271 A5t H3LA[A Border Gateway Protocol 4(BGP-4))

RFC 4291 IPv6 THH{ARZEFI(IP Version 6 Addressing Architecture)
RFC4302 TP iAiELEB(IP  Authentication Header)

RFC4303 1P Hf%#:% 44 [IP Encapsulating Security Payload(ESP)]

RFC4380 BT M EE ik ¥ 1) IPv6  UDP B%iE £ K [Teredo:Tunneling IPv6 over UDP
through Network Address Translators(NATS)]

RFC4443 IPv6 % H|4R CHpid [Internet  Control  Message  Protocol(ICMPv6)for the  Internct
Protocol Version 6(IPv6)Specification]

RFC4459 M PEIEHF] MTU f143 /A #(MTU and Fragmentation Issues with In-the-
Network Tunneling)

RFC4554 k4% b FHVLAN ST IPv4-IPv6 3:4£(Use of VLANs for IPv4-IPv6 Coexis-
tence in Enterprise Networks)

RFC4632 LFREEI A : Internet  Hulib 73 BCRIZEE &1 & [Classless  Inter-domain  Routing
(CIDR):The Internet Address Assignment and Aggregation Plan]

RFC4861  TPv6 <hf&E KB HMX [Neighbor Discovery for IP version 6(IPv6) |

RFC4862 IPv6 JoARS b BZ)ECH (IPv6 Stateless Address Autoconfiguration)

RFC4919 3T IPv6 BUMRIHEE L L 1 [IPv6 over Low-Power Wireless Personal Area Net-
works(6LoWPANs)]

RFC4944 FEF TEEE 802. 15. 4 M5 454 IPv6 2 L (Transmission of IPv6 Packets over IEEE
802.15.4 Networks)

RFC 5214 uks N HahEEE F 4k HrY[Intra-Site  Automatic Tunnel Addressing Protocol (ISAT-
AP)]

RFC5340  2:-FIPv6 1] OSPF i (OSPF for IPv6)

RFC5569 5T IPv4 ZLHRYT IPve tRIEFE([IPv6 Rapid Deployment on IPv4 Infrastructures
(6rd)]

RFC5641 2 ERBEEV UM AST EHEEIREE [Layer Two Tunneling Protocol-Version 3
(L2TPv3)Extended Circuit Status Values]

RFC5771  IPv4 #i&Hbht 77 ACHIIANA $55(IANA Guidelines for IPv4 Multicast Address As-
signments)

RFC5905 o) £ sf [R] Pip i R AR 4 - PRI 5 i3 {E(Network  Time Protocol Version 4:Protocol
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and Algorithms Specification)

RFC5942  IPv6 T MER. BERSAN T M) 2 [8] )55 & (IPv6 Subnet Model:The Relationship
between Links and Subnet Prefixes)

RFC5991  Teredo %% H#iFi[Teredo Security Updates(Updates RFC 4380)]

RFC 6052 IPv4/IPv6 5483/ IPv6 Fhk(IPv6 Addressing of IPv4/IPv6 Translators)

RFC 6081 Teredo 4 fE(Teredo Extensions)

RFC6144  IPv4/IPv6 #53aHEZL[Framework for IPv4/IPv6 Translation(NATs after RFC 4966)]

RFC 6145 IP/ICMP %48 (IP/ICMP Translation Algorithm)

RFC6146  FAIRA NAT64: M IPve Z& Fim 3| TPva filg 55 235 19 M 28 5 1k A1 b 10 5% #2 (Stateful
NAT64:Network Address and Protocol Translation from IPv6 Clients to IPvd Servers)

RFC6282 %= T-TEEE802. 15.4 [4% IPv6 EIEH (1K 4i1%3\(Compression Format for IPv6 Dat-
agrams over [EEE 802.15.4-Based Networks)

RFC6333  IPv4 #E/3 )5 58 B0 %5 417 5138 (Dual-Stack Lite Broadband Deployments Following
IPv4 Exhaustion)

RFC 6535 T “FEHLEHE" HARM W EHL[Dual-Stack Hosts using  the“Bump-in-the-Host”
Technique(BIH)]

RFC 6550 IPv6 flLINFEA 4 [ 25 5% 1 PFUL(IPv6 Routing Protocol for Low-Power and Lossy
Networks)

RFC 6775 HETARINHELLEAHMAIPVG 458 RKILE 1L [Neighbor Discovery Optimization for
IPv6 over Low-Power Wireless Personal Area Networks(6LoWPANs)]

RFC 6864 E#HIPv4 bRiHBAI#E(Updated Specification of the IPv4 ID Field)

RFC7040  Zy3tIPv4-over-IPv6 A M (Public IPv4-over-IPv6 Access Network)

RFC 7059 IPv6 over IPv4 BEIEHLHIAILLEI(A comparison of IPv6-over-IPvd4 Tunnel Mecha-

nisms)

RFC7230 & X A& (HTTP/1.1): H BB A #% tH (Hypertext  Transfer  Protocol
(HTTP/1.1):Message Syntax and Routing)

3 KiE BN FBRENAE

3.1 RiEFMENX
IEC 60050-191 55 HILA L FHIARERZE SGER T A

311

FMAEMX application-level gateway

fERESRIE BEMRAEANE, B8RSR EA S ERASE N ES
R R P 28 5 o
312

PI#F  bridge

£ OSI LA EUE SR = GE2R) EEA R B M MR & .

[KJE: ISO/MEC 10038, ANSIVIEEE  802.1D—2004]

3.1.3
fEE1%  decapsulation

ft A T E R E  $RELE R i EEE k.



GB/Z 43728.200—2024/1IEC TR 62357-200:2015

3.1.4

DHCPiR% % DHCP server

e e B BE R AL TP Huhk (FE2Y) (9 948 R %545
315

1 &ZAR%EEE domain name server

Wi EBEXN REG—SHFEEMFT(URL), T 1P Huht 89 R04% ik 5 45 -
3.1.6

% encapsulation

#¥EEMEHhmEHE cERARH TSR FEREHH.
3.1L.7

FHL host

REF TP PR AT 9 25 715
3.1.8

~EtiE  public  address

A 5 S ) ME—
3.1.9

F b  private address

AJFE g 3 23 o [ o9 25 o = A Al R sk .
3.1.10

FEH2F  router

& OSI BRI 4% B2 (B3 E) A E M E RN E i & .
3.1.11

¥ translation

F— UG R S — AR, B ORIEE XU B AEA B T il
3.1.12

¥%3%Es translator

HEAE AN — MRS — MR &, AER R BBEEIU I EARER.
3.1.13

fEHEMX transport-level gateway

RiE#HAGEENEREAS, BMEEE - EIEGEERE A NS L.
3.1.14

BRiBH A tunneling

A P S R 22 18] S F — o 28 B S B B3 o — R 28 B LAY 3R S0t da i K.
3.1.15

f#ifiws  tunneler

P 1 o v 5 2 / R T R IR

3.2 4ERE

T HlgaRg A E R T A .
6LoWPAN: # T IPv6 AJKINFELL 1M [IPv6 over Low power Wireless Personal Area Net-
work(RFC  4919)]

6
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A-record:DNS ([32{7IPv4 Hihibid 5% (32-bit IPv4 address record from DNS)

AAAA:DNS #1287 1Pv6 Hihkic 3 (128-bit IPv6 address record from DNS)

ACSI:4h %8 {5 IR %3 O (Abstract Communication Service Interface)

AH: AE 2kl Authentication Header(RFC  4302)]

ALG: W H JZ M % (Application-Level Gateway)

API: W FFE 4 B2 42 L (Application  Programming Interface)

ARP: Huhit @2 Hr b [Address Resolution Protocol(RFC 0826)]

AS:H i A 5i(Autonomous  System)

BFD: X ] % % ¥ (Bidirectional Forwarding Detection)

BGP: i1 7 M SCHMY (L ELMEGP B4 & M) [Border Gateway Protocol (successor of EGP in In—
ternet)]

BIH: F=HL#1E(Bump In the Host(RFC 6535)]

CIDR: JG2&HE A ¥4 [Classless Inter—-domain Routing (RFC 4632) ]

CPE: % F #¢551% % (Customer Premise Equipment)

DER: 73#f U AE IR AT 0] F 4 GEJE(Distributed Energy and Renewable energy)

DF: A4y K fii[Don't Fragment bit(IPv4)]

DHCP: #)7 T #HLE & ¥i(Dynamic Host Configuration Protocol)

DHCPv4:DHCP [z 4<4[DHCP version 4(RFC 2131)]

DHCPv6:DHCP Kt 46[DHCP version 6(RFC 3313)]

DMZ: % 4 [X(DeMilitarized Zone)

DNP3: 454} 70 £8 P 1 it 4~ 3[Distributed Network Protocol version 3(IEEE 1815)]

DNS:2 % i 55 25(Domain Name Server)

DSO: A # & 4112 & 7 (Distribution  System Operator)

EGP: 4} 9 % B il (Fxterior Gateway Protocol)

ESP: $1%: % 4% foj[Encapsulating Security Payload(RFC 4303)]

EUI-64: ¥ EME—briHFF(IEEE iEM#HL#)) LExtended Unique Identifie(IEEE Registration Au-
thority)]

FTP: - f&%it}i¥[File Transfer Protocol (RFC 09359)]

GOOSE: [H] 13 H %} 2 19728 #5555 [Generic Object Oriented Substation Events(IEC 61850-8-1)]

GRE: i F 2% 15/ %%(Generic  Routing Encapsulation)

HTTP: # A4l [Hypertext Transfer  Protocol(HTTP)RFC  7230)]

HSR: Tra] AEELEE U Al [High-availability Seamless Redundancy (IEC 62439-3)]

IANA: B M 5555 BCHLF (Internet  Assigned Numbers  Authority)

ICMP: 456319 2 Bp i [Internet Control Message Protocol(RFC 0792)]

[CMPv4:ICMP FiA4<4[ICMP version 4RFC 0792)]

ICMPv6:ICMP i A6[ICMP version 6(RFC 4443)]

ID: #15 #F (Identification)

IED: & fe 1 11 #[Intelligent Electronic Device(IEC 61850)]

IETF: HEXM T#2{E% 4 (Internet Engineering Task Force)

IGP: N & 55 Pl i (Interior Gateway Protocol)

IP: H LM #pid [Internet  Protocol(RFC  0791)]
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IPv4: B EERIBM LA 4[Internet Protocol Version 4(RFC 0791)]

IPv6: B HEM 32 4<6[Internet Protocol Version 6(RFC 2460)]

IPSec: 28 244 [ Internet Protocol network layer security(RFC 2401) ]

IS-1S: e & 4 2| b 8] & Gt Pl [Intermediate  System to Intermediate System(RFC 1142,
ISO/OSI  8473)]

ISP: T I [ i 5 $2 £ i (Internet - Services Provider)

ITU: EFr#E{SE ¥ (International  Telecommunication Union)

LAN: 53 (Local Area Network)

L2TP:2 ZFEiE i [Local Area Network](Layer 2 Tunneling Protocol(RFC 3931)]

LLDP: 524 = & B Frid[Link Layer Discovery Protocol (IEEE 802.1AB)]

MAC: A1 i 1y [n] Z #](Medium Access Control)

MAP-T: HihbFn¥g O #mS) Mapping of Address and Port Using Translation)

MF: 43 Fi fii(IPv4)[More Fragment(IPv4)]

MMS: #lli&E$# 2 iE(Manufacturing  Messaging Specification)

MPLS: £ ¥} b5%5 %2 #(Multi-Protocol Label Switching)

MTU: f A% c[Maximum  Transmission  Unit(REC 0791, RFC  2460)]

NAT: PzgHhdik¥:$: [Network Address Translation(RFC 3022)]

NCC: [ £& 4% #| 5 £>(Network  Control  Center)

NDP: %} & & H ¥} [Neighbor Discover Protocol(RFC 4861)]

NERC: Jb3EHa Fyn]§EtEZE fi 2 [North-american Electricity Reliability Corporation(USA)]

NIST: EZERESH AP (32[3) [National Institute of Standards and Technology (USA) ]

NPDU: [ & {31 35 ¥ [Network  Protocol Data Unit(ISO/OSI)]

NTP: W &ti[a]#pi [Network Timing Protocol (RFC 1305) ]

OMB: fTEUE BT 5 (32[F) [Office of Management and Budget(IJSA)]

OSI: JFiF# % L EL[Open Systems Interconnection(ISO)]

OSPF: Hi e i [Open Shortest Path First(RFC 2328) ]

OSPFv4:IPv4 OSPF Y [OSPF for IPv4(RFC 2328)]

OSPFv6:IPv6  OSPF [} [OSPF for IPv6(RFC 5340)]

PDC:#fl = £ % 4% (Phasor Data Concentrator)

PDU: ¥} E3E T Protocol Data  Unit  (ISO/OSD)]

PMU: 4l & % 50 (Phasor  Measurement Unit)

PRP: 317 TC 4 il [Parallel Redundancy Protocol (IEC 62439-3)]

PTP: ¥& 4 £ [625 Ppid [Precision Time Protocol (IEC 61588)]

PVID: & T35 1) VLAN ID(Port-base VLAN ID)

RIR: H#i[X P L EE 7 T HL ) (Regional  Internet Registry)

RPL: K J)#E J2 & 95 M 2% 2% B 73 1 [Routing Protocol for Low-power and lossy networks
(RFC 6550)]

RTU: it /5 % 551% %(Remote Terminal Unit)

SCADA: i #1455 £3E % % Z % (Supervisory Control And Data Acquisition)

SCD: 7% e 5 A ¥ #5514 [System  Configuration Description(IEC  61850-6)]

SCL:7 1 5 Bl B #1138 15 5 [System  Configuration Language(IEC  61850-6)]
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SDH: [E)# %524k % [Synchronous Digital Hierarchy (ITU-T)]
SED: #%; % #e 4 [System Exchange Description(IEC 61850-6))

SIT: EAREIPAICMP Hhil s 57k Stateless IP/ICMP  Translation algorithm(RFC  6145) |
SLAAC: TiREHhE BahECE [ StateLess Address AutoConfiguration(RFC  4862)7

SNMP: fa] [ 25 EE Hp i [Simple Network Management Protocol(RFC 3416)]

SNTP: {&] f [ 2% [a] 314 [Simple Network Time Protocol (RFC 35905)]

SONET: [A]:F £F [ £%(Synchronous Optical NETwork)

SMV: ¥ #ill & {f[Sampled Measurement Values (IEC 61850)]

TCP: %447 #| ¥ [Transmission Control Protocol (RFC 0793)]

TRT: {&455i 454 28 (Transport  Relay Translator)

UDP: ] #1484 P [User Datagram Protocol (RFC 0768)]

ULA: ME—ZAHb 83 Hhhl [Unique Local unicast Address(IPv6)]

URL: & — #5385 {7 #f[Uniform Resource Locator(RFC 3986)]

USGv6: 3 [H EUF O B2 1 P LA 6(NIST)[United  States Government Internet Protocol

Version 6 Initiative(NIST)]

VID: EEfl =3 M ID[VLAN ID(IEEE 802.1Q)]

VLAN: HE 4l 5[ Virtual Local Area Network (IEEE 802.1Q)]

VLL: MEJF 28 #%(Virtual Leased Line)

VPN: L E B M4 (Virtual Private Network)

WAMPAC: 7850, F3FZ4](Wide Area Monitoring Analysis Protection and Control Sys-

tem)

WAN: [ B (Wide Area Network)
XML: a]§" JE b5 ic15 = (Extended Markup Language)
XMPP: nl§ fEiH E 57~ VMd[Extensible Message and Presence Protocol (RFC 3921)]

£9E

3.4 REEEFS

E 1 B S E R A 0.
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IPvdin OO
WOHRTE 2R
IPvE i1 EREEE
B

IPvd|IPvEG 3O

IED ERIED(IPv4)

|

IED TEDE

i = NIPVE IP B

3 ® 2B R B
PPV
il

O 1P 891Pv6 B

ﬁ IPva-IPv6 $583 & ERHHHL
uzmﬂ L g

B 1 EEES

FHEHL/SCADA
(wO, W)

4 EERZAR

7E: AT CMIEC TR61850-90-127F 5, LMRELMGI ISR, EAS AR A 2o gt T4 .
4.1 1IPv4

4.1.1 ¥kE

IPv4(RFC0791) H1980FE LK —H 2 HLEEM I IERE, £45MARMEH R ZHMEHIL. HE
BRI

a) IPv4 REEREN, HIEEhBAAHE NN R,

b) IPv4 f{# R 3267 48 I bt/ H 3t

c) IPvd H—ERHMICEE.

4.1.2 LAKRSE) IPv4 RN

RFC0894 & X T LAKMWith 1Pv4 FIEAKRR. FIEMR LB TE2ER LT E, LK
o ol TP 2 3C L A0k =X WL 2.

10
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2B kY= 2=
MACLiE (IEEE 802.3) IP L5 802.3
A A —_—
{ W W T D I
M
(_A ' ( h
I Hir |, e . il [CES £
{EMAC ek EIP Hiip - = L =
% |mc TR XE | _ M i R T e e
. m Mkt 0xB100 VLANID | ~e00 g i b ikt 5] .
FH#s 6 6 (12 J 2 12 4 4 4

802.1Q VLANEFZE LK
*x

2 pUKREng 1P |3k
iE: GODSE 1 SW @i ERSAMMERL,. BEEWH IEEE802. 19 b E
4.1.3 TPv4 3L

IPv4 R CCLEBAEFEA3207 IP HehE R — /R RS, B i 50 bR iR o0 2% Br 12 $5 48 52 50 (NPDU)
M AR AT, LUKMIWT TPva H3E A% 0 Es.

11
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o1 2 3 4 5 68 7T 8B 9 10 11 12 13 14 I3 16 17 I8 19 20 21222324 25 26 2728293031
H i} it / destination address(48 1)
H fitj#tihl/destination address P HihE /source address(48{ir)
Pttt /source address
o BLA R 25 /Ethenet  Type(VLAN  1ag=0x8100) VLAN(E %:4%/VLAN priority | VLAN#7iH#f/VLAN identifier
ELAE P25 /Ethernet  Type(IP  1ag=0x0800)
p. 2 ;
[ 4/ Version gﬂfé%’m B %23 TypeOfService B ol length
#1182/ Identification (5 FF%/seq number for fragments) oF |me PR Fragment  start offset
E4¢} ] Time oL ive DR/ Protocol Type P ——
/ i IPiEht/Source(32  £1) \
/ H AP Heik/Destination(32 )
P I/ Option  (FmEFd &%) | R FE EI24k
e
DF: A1 b /don't fragment
LICMP MF:% %4} F/more fragment
= 2IGMP
(=™
= 6TCP
R 17:UDP
= 46:RSVP
ﬁ 50:1Psec ESP NPDU(UDP,TCP.ICMP,OSPF......)
= SIdPsec AH...
= 53:SWIPE
E 89:0SPF
T 123:15-15

B 3 LLKEM IPvd BESRER

4.1.4 Ipv4a Hbht

IPv4 Miht R R326. EMMMTERAE 2N HHGEFHARGFY, AR08, 81
HrHE — P NLFH.

A1 “10.12.127.4 7 ¥4 “000010100000110001111111000001007 b.

1Pl A A MR M hl. AMih43M — , AEBENISESEERERJANA) 8 it X
HMEBRMTMERIR S, RN ESEH, AnEAEBAR. T T 8 H B MR SZMER
M AT #IE. RFC 1918 &) & [IPv4 HihtHEEMIESEN.

2 M Ipvd HIBECHRER (R4, 1. 1), BAENE TR OE o 37 F 2 M e ER .

A tohE T R0 TR B b 2 Rl EER R ER M hE S 3R (NAT) 9 4% #E(RFC 2663/RFC 3022) %% A ™
MuhbFe 4o S, RZ7F%. NAT RRiF A E EZUDP A TCP E{E P MH OS5 8 HIP M it .
NAT i i od Hhb 57 B f 2 9t ik 5 40, RE TPV (94 v A 3.

1Pv4  Hbhk 35 46 3 B AS | /B 7 9, fm o 36 35 f] 8% il (CIDR)(RFC 4632)5E LB TM .

w2 #bhb10. 12, 127, 0/24F R ER 24 MR MFE YT AB TR 7M.

12
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+F W RN i bk 28 5E A 2R N 28 FF PR e B AR -
RFC 57718LE [ IPv4 HiEHhhE 397 S .

4.1.5 IPv4 SHFRITKND

BRAAER R IL(MTU) RIBETEEESABER T, F4TARmd B Esmn P SEafi KT
FiH.

W F B AIMTU H K SEEAR O R, W IPva 3 G230 B K B/ 2
WAL, Sfum iy S E g ARt E 4.

Hik, IP #HCLEAE - RFERNS FFA “FiR7 ) “oFEAEREE” FEREHRBRED S
FFERIfrE) . 0 GE(MF) £BX4 NPDU AR&E 490 H . A2 H50(DF) f85 F — Bk 2
ARERHXAS NPDU #E4790 H .

RN Az MR ET, WA E DF 1, {EfIPv4 FHLERIEXMR T R WmEHL
TiEF Ay o) NPDU, $iid ICMP iz Bl —MRESH B, AOEm BV BN MTU {5, BH3 34k
FHEYWCE k. TPv4d EHLZEBER MTU R AN T68FT.

T EHE 1Pv4 BB SE X FE S/ RST6 F1.
LA ERY TP BHE LA MTU {48 % ~N1500FF5.
RFC 6864 #l RFC 4459 12t T HEZiFHEE.

4.1.6 IPv4 EEIHY

FEH I RTEEIP M%. M TRRE& HAXNHEBBIEFEUTAZE.

a) HuhEREHTPML(ARP)YRFC0826) i EHLIRIEIPv4 HuihE3REL2EMAC bk, FEk, FEHL
F—R2EHE “EMIP HhkE X . #651% 1P Hubk 89 EHUEH MAC dhhbkifrmsi. i
REFEAWEUEA R, WREEFEMAENMEAER—PMREMA, ZHESRES
MK, DEH—SHEKR. ARP TI{EEHE2E.

b)  HEMEEHE BB IUAICMPYRFC  0792) e iF F HLif a] o 72 HL2 & 77 78 LA S 0 7 I 8]
ICMP H—AFHThAER “WR” , HENE W@ 4 R “Ping” . IOMP BH B IIGE: REH
wMEGit. ICMP T{EEEIE.

c) EAEEHAEWIDHCP) MEZEEHESRIP k. Fit, X3 HLADHCP % 8k
1P Hubbmf, SUE|— AL ER IP thht. XEEZ REEFEAEEE, FALTEH
Fitht. M%mthnBEC B &S 1P ik, WA {EA DHCP. DHCP Kt A& 4(DHCPv4)(RFC

2131) E£m EEHUDP i, %115 /Z267H68.

d) HWAMRFDNS) iFEVumE RS — e L FF(URL) & 8L 1P #bk. DNS LA
& IPv4 HufikiY“A-record” {F AWIR, & HR7EMN R ERA@ESHE IP ik, FHEHTRT
Al . DNS 7Ef&%Z#FFTCP sk UDP #iM¥, %05 &53.

4.1.7 1Pv4 BEHR

BRI ASIATIP P REEME S . BAaFZELTHEEMNNEECRAR, UciEa
Rkt

IETF X ¥F 2 Bt BT 7 hnifEfk. WEMCHILAGP) EE AE R4 (AS) W (2= Wk i
P, B4 T R R A2 R 56 B UL (OSPF)(RFC 2328) 8k - [a] & Gt 2 o 8] 2 St ¥ UL(IS-IS)(RFC
1142) .

13
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LM ER B EEA RN EE /RS, @il AL X THUBGP)(RFC4271) 225 .

EMER&2ZE, 1P PCCER R R R (i3 .

BRI UCRE T MARKERE. BERPHESEKNRNEFREE, IFkENEALBEE
JUareh. TP bR 5%y FOW [ 36 5B U (BFD) HL#I eI inR e s ik &

4.2 1Pv6
4.2.1 IPve X

B TIPv4 2Rk B (FE20114EM AR R), IETF &l & TIPve Hil#xi#E(RFC  2460),
IPv6 HubitF128F7. 1Pve 7E IPv4 EEE Fidkfr [ —epih, nigess (oM MERdIhaE, Hpiia ook
CLEEHFEHE 3] IPv4.

IPv4 Hiht 5 Eh A 237 B A M iE e, BN E KE R b Ea R HIPv4 . JEHAERIK
— B, B2 T RS 1P,

IETF A FCFF IPv4, MR ER el A E S IPvd . B WH PSR IPvd 3 TIPv6
(e TAE.

4.2.2 LLKMIE) IPv6 3L

RFC 2464 5& X 7 LLK MBI IPve F3E 148 X W4,

PAKRIER “0x86dd” #RiIRIPV6.

IPv6 8 Sk 30 [E 52 KB M40 FT, ME— M IPv4 FEB I FEURRAS, FHRvrd Bk (uf
i, et BESSH).

IPvd fl IPv6 HAFHE, WHEEH2EMULAMNERMBIZMRAE S KX 5.
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0 1 2 5 6 7 89 “ 11 12 13 14 15 16 17 1819 20 212223 2425 26 27282930 31

Hiyitht /destination address(48{F)

H bt /destination address Ehl /source address (4847}

Fhubl/source address

LL AR #% /Ethernet Type(VLAN tag=0x8100) VLANGE %248 /VLAN priority VLANERIEFF/VLAN identifier

ELA 8 /Ethernet Type(IP =0x86dd)

0 | gzk/version ERY / traffic class HitFic/Tlow label
1

kB /payload length F—i#k/next header BEEIRE] hop limit
8

ETPHahl/source (128{i)

24

10t G

HeyIP#iht /destination (1284rF)

40
Bm¥ B /Routing extension header (AiX)

Ll

6(0x06) TCP M
17 (0x11)UDPH#pEL
435y E %
46 RSVP

50 IPsec ESP---
51 IPsec AH---
53 SWIPE

58 ICWPvE
S9iRf Pk
89 0SPF
123:18-18

NPDU (UDP, TCP, 1CMP------ )

JE e b e g

B4 LUKRM IPve HiBEHERX

4.2.3 1Pv6 Hiht

4.2.3.1 IPv6 HiltER

RFC4291 fE X TIPv6 Huhk#Fomral. XHIFIPv4 {9 “mr+3E " |, IPv6 #5128 fibhtsr A\
H, FHZHYAN ARG R RETFHE, SHAE S E.

7711 :2001 : 0db8: 85a3:0000: 0000:8a2e:0370: 7334 W[ F I A:

0010000000000001000011011011100010000101101000110000 000000000000

COOOOOOO0 0000 T O1O00 100 1 100MO001 1011 LOOOKHL 11001 1001 10100

A, WESRENEKFESFZRFE “07 , BEmE R HiaEthit b r— M E.

Rfi2: Ll el L 492001 : 0db8: 85a3: :8a2e:0370: 7334

T HERE IPv4, [Pva HihEaf7ETPve Hohbrh B —k, A “aatHitdl”  Bas “” 4.

15
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T3 192.0.2.1-364: £f9b::192.0.2.1
HE: RFC5952 nlfEL-iEpiibhl @S, FHAEERK IPve bk P EHAS o ER, X5 RFC4291 HFE.

4.2.3.2 IPv6 £F8iEHhRR

RFC4291 He 7 ks 0. 1Pve FIEEAN b B8 =4 FB: nfi¥tH. m+FM ID
FEMeAf 8 O fRIAFE, IPve BigHibE &5+ WE5.

4 PR BT %8 /global routing prefix FRID/subnet 1D fEOID/interface ID

nfi mf{iz 128-mnfit

B 5 Ipve BifbitiE

64072 [1ID FRHUE 2 E15:
a) MIZON IEEE 802.3 MACHBEERT A HIR, {EHIEUT-64 #:

b) M DHCPv6 % 233k13 GRE{EHBEERS) ;
c) HshBENIACE:

d) FzhohE
it: XTFEUI-64 FIfER. SR&50k[22].
4R iE bl HIANA @i £/ RIR 5.

4233 IPv6 M

IPv6 {E i “IPv6 Huhl /RIS " A A E TS . RFC5942 #2EE T IPv4 T MRS IPvo
GIEGOESTIR
ffltm. fc00::/7 FRBITH A “11111107 [FTA HhE .

4.2.3.4 TPv6 ME—ZHb e FEHEE (ULA)

RFC4193  5E 3 T BESERTAN“fc00:/7  MFEX ULA bk, @“L- #2E" (KHbzrE) G T X
4%, £00:/8(“L- krE” AHREN 07 ), 8iE 00:/8(L- FrE” iREN 17 ). IPve ULA HihtEi#)
W6

“LiFE"
M8/prefix SR FHRGI
1:'11%:115?0 global prefix subnet prefix &0/ interfoce ID
8 40fF 16{ir B644ir

B 6 IPv6 ULA MbhitiE#

IR ETa A RCR), WL brE” BN (FFAH0E ) .
ULA bl 76 FL 4 B4 e .

4235 IPv6 Zipibht
RFC4291 £ ¥ TIPv6 HEER A< HuHbhE (Y 5T Ffe80::/10,IPv6  EEER A HuHhhE 5544 WL 7.

16
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BIEE prefix
1111111010

104 644 6441

0 #FENOID interface 1D

E7 1Pve EEAMbHIERE

st AL A TR — 8RR, ASCRFER .
4.2.4 IPv6 $RBAHMNY

IPv6

a)

b)

)

d)

e)

it T — BRI, FEAENTHE.

FEHH B PR A6(ICMPV6)(RFC4443)  HUE TICMPv4 F1il, & TPve HIFRF| A . 1C-
MPv6 5 UDP. TCP# T {EfEfE4EE L.

1Pv6 ZBfE R (NDPv6)(RFC  4861)i2 fit ikl AzhAC B (SLAAC) Thigg, BT
IPv4 [f] ARP HH3FN ICMPv4 #1X, ZICMPv6 I —& 5.

DHCPv6(RFC3315) 1 DHCPv6lite(RFC  3736) & DHCP B4 fE L.

4% 2 % 4 B (IPsec)(RFC2401)  fEHAIELHI(AH)(RFC4302)  FlE 3 % 2 8 (ESP)
(RFC4303) . BEHMUEMFIER TIPv4 t1L. TPv6 BT AZIHF IPsec, {HA5H1 i
IPsec.

FERBPPUCEREITEORRR, AR s SRR A& M TIPv6,OSPF - Il IS-IS
E P ERET A .

6LoWPAN(RFC4919) A{RINFEFIG MR TIPve &, FEEHE:

1) RFC6550 #Efit T 6LoWPAN(RPL) 8% ¥l

2) RFC4944 155%E 7 hs

3) RFC6282 5% TRFC4944  rhifsE 4R L E4a L.

4) RFC6775 $RHLT X6LoWPAN 4 NDPHJERC.

4.2.5 IPv6 4K FERIIA

IPv6 f ¥F iZE Bk 2 [a) (& 58 iR L (RFC 2147), H MTU A F LR MW f A/, {2 IEC
TR 61850-90-5 A~ FFEE I L.
i TPve P2 FFEUP B /MR Wi 1280 45

IPvo

AV M (LIRS ) EAM A, T TPve SCRFZErh ISR 28 b (RFCA944)  HEATHM Y

IPv6 TR E SR EHL L HFRE MTU KIL(REC  1981), Bl W i &5 21 55 B8 42 v BT A W 48 1 211
MTU 8.

IPv6 #3s EHLAT MTU {EMA/NT1280F75.

4.2.6 1IPv6 E&H

IPv6 A1 TPv4 (EFAHEI B P, B, OSPF EX IS-IS #hil.

4.3 IPv4 #1 IPv6 EEEE

431 FEXF
IPv4 Fl IPv6 Z[E][F FEX HI WEL.
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+ 1 IPvd [ IPv6 ZERER
JE IPv4 1Pv6
ik 326 128
Hihi b ARP NDP
ROCKEHKE AR, AEEEHIER 5 A/
AR Sk x ALEY L E A E AR R
R LA SR x fVF
TP#f 3 J Al 5e A H x
g biboR bS] ﬂﬁﬁﬁﬁﬂﬁiﬁlﬁi&mﬁﬁ%
Z 4 FF (IPsec) IPsec [ ik 05 S [Psec, {HA 32 $]{#

£ B X

JCFFOSPF. IS-1S%%, ASC#EFRPL

¥ $50SPFv3. RPLAI
HAhiEF T 1Pve i B t il

ICMP

TCMPv4

ICMPv6 (32 1)

4.3.2 1IPv4 70 IPv6 Hbhl433€

IPv4 F1 IPv6 BA & BEEKERMAE . MEARKE ML FAHEEZE Pvd [6 IPv6 IEBITE+ R

AL EE . TPv6 F1 IPv4 Huhbxf b W&2.

i NATIE IS O AihE U fEpvatttht, (EIX H3E R TCP MUDPHHNL GX LT 1 A RIMESATEL) «

#+ 2 1Pv6 F 1Pv4 HbhERORTEE RFC  4291)

HichE Y IPv4 IPv6 (RFC  4291)
FE N 0.0.0.0
Bkt 127.0.0.0/8 0::1
gt 224.0.0.0/4 £rO0:: /8
FERE A b
——{E s B 169950 0.0/ 16 fe80::/10
— — B SRR (HERE)
—— HEERHhEERR 540
Rl 10.0. 0. 0/8 (24fir5) Fe00:: /T
£d00: : /S{HEEHL
BN X 1 3 GE R ACE ) 172. 16. 0. 0/12 (20§ k) _ )
. fe00::/8 HPiEE
L4t 192. 168. 0. 0/16 (160 ) )
(ULA) (RFC4193)
R T
£ 2000/3
 [EIRTRYE A 2 5T 6 ph M b ’
ffo2::1
I & HuhE 255. 255. 255. 255

()




GB/Z 43728.200—2024/1EC TR 62357-200:2015

4.3.3 IEC 61850 #bltFTR
RGN EiE S (SCLYIEC  61850-6)1, BLE IPv6 MIZZHF MLl F xml fias:

Address
type="1P”2001:0db8:85a3:0000:0000:8a2e:0370:7334 /P

type="IP-SUBNET” /56/P
type="1P-GATEWAY”2001:0db8:85a3:0000:0000:8a2e:0370:0001/P
type="0SI-AP-Title"1, 1,999, 1, 1/P

type="0SI-AE-Qualifier” 12/P

type="0SI-PSEL"00000001/P
type="0SI-SSEL"0001/P

type="0SI-TSEL”0001/P
/Address

i IPVOEER NS ERAROR, (BRI AS FHEER, R S Ng.
Bl HEFIFACE TPv4 A 1Pv6 bk (FF HrlRERC & £ Mluhk) , 0 F Bl B ow -

o YW v w 'w W -

Address

P type="1P"xsi:type="tP IP”2001:0db8:85a3:0000:0000:8a2e:0370:7334 /P

P type="TP-SUBNET xsi:type="tP IP-SUBNET”/56/P

P type="1P-GATEWAY xsi:type="tP IP-
GATEWAY” 2001:0db8:85a3:0000:0000:8a2e:0370:0001 /P

P type="IP"xsi:type="tP IP”10.0.0.11 /P
type="TP-SUBNET"xsi : type="tP_IP-SUBNET"255. 255. 255.0 /P
type="TP-GATEWAY "xsi:type="tP_IP-GATEWAY"10. 0. 0. 101/P
type="0SI-AP-Title"xsi:type="tP OSI-AP-Title”1, 1,999, 1, 1/P
type="0SI-AE—Qualifier”xsi:type="tP OSI-AE-Qualifier” 12 /P
type="0SI-PSEL"xs1:type="tP OSI-PSEL”00000001/P
type="0SI-SSEL"xsi:type="tP OSI-SSEL"0001/P
type="0SI-TSEL”xsi: type="tP _OSI-TSEL” 0001 /P

/Address

~ 9 9 = 7T ™o ™

5 IPv4 3| 1Pve R9TE

5.1 IPvé TBHHEM

B 3207 1Pv4 HubEp9FE/R, AL HEC IEZE [ 128467 A9IPv6 1L . TPve WmJ#{it b bt =5 [a) JL F
TR

IPv6 ik NRIER BN B, KEZEGH &3 F IPve, HE2 KBRS BIIEMRIPv4.

AILHECN IPve ()9 E P& WWES. Filh 220304, FEDECIFIPv4 ML &, Xt
R KA T RAT RS

19
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IPv 6L E &t
A
100%
| PR IPY 6
— | i@ Ipy AR R ERE
| i
p— IPv4 over [Pv 651
IPv 6 overIPv 4
2= SERIPY 4TS
WPy 6 ER
0 >
2000 2010 2020 2030 *
B 8 1Pve RKEHEE
5.2 TBAR

5.3

20

IETF & P F A~ [F] Y388 RES(RFC - 4213).

a)

b)

NI ST IPvd GSHNABRRFETES IPve FIFEN, NRAFERES IPv4
BRERHFHEE, T ETE. BAREEETIENESENAERR. £AFPNAEFNGE
T B .

W& RGL
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