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WNE. #8013 (AAA) ARS5HR
METT B O ARER
FEEy: EHMBENRS SR

LY.

ABARAT T RBEARSBERESHAKN AAA BRFB 20 TRE. BT RR KT %A
FRASRRS (RADIUS) RyEEORAE.
EMERTREEARS . AAA R 35,

2 MEHSIAXH

TP F BT RRENS AR AR FENRR. LEEAPSSIAXE, KEEHRAR
By s (FEBBRHAR) SBITREAEATAIRE, AT, RRREFFEEERDIMETHE
RETHAREXAHOBTMEAE, LEREBNSIAXHE, KRFERAEHATERE,

RFC 2865 (2000) RADIUS Bl (ERIFH)
RFC 2866 (2000) RADIUS i # i (%)
RFC 2867 (2000) SCRPBRIE B 9 RADIUS i St (#4F)
RFC 2868 (2000) X REBEE MY RADIUS (3 85)
RFC 2869 (2000) RADIUS # /8 (i#)
RFC 2903 (2000) A AAA 321y
3 EX

THAREBEME LEATFERS,
3.1

WBEANBEE  Broad Network Access Server

EHEARSBUTRAARRS IPETRZAMGEAZR TS, TLUNAPEH2DSL, LAN S#EA
FRX, PCHUA ST LAY «DSL Modem S8 AR HEZARBF, 2 1P & T Mk Bl5A Internet # H .
3.2

AAA IR %% Service/Application Server

RULIAIE (Authentication), #24Y (Authorization) #3138 (Accounting) THEERIAR 2%,
33

RADIUS Remote Authentication Dial in User Service

AiE (Authentication), ##4% (Authorization) it ## (Accounting) FIIRAEEN . RADIUS IhM3CRAE
P/ %8 (Chieni/Server) 5Hy, R/ UDP {ENRBAWI N, RADISHEFPHREFR BT EEARSE
B, BABNESFREAS (User) WIEB KX RADIUS AAA BRFHB L, RAERERFBHARE
RI#fT4L . RADIUS IR% S8 ERETHE LN/ L, REFRBEREFRYHER, INEAF 4
HBRAEAPBR, BEEP AR RERSN ISR ERS . RADIUS 5 #5649 B 38 5 + 77 00K 57
HHELER.
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4 BB
FHIBEEEER TS
AAA Authentication Authorizationand Accounting UNTNE-2'E a4
ADSL Asymmetric Digital Subscriber Line AAHBFRF L
BNAS Broadband Network Access Server REMBEARS R
CHAP Challenge-Handshake Authentication Protocol B FNESY
DSL Digital Subscriber Line BERPS
FTP File Transfer Protocol bl 10
JANA Internet Assigned Numbers Authority ERMRSHER
IDSL ISDN DSL ISDN FHP &
PX Internet Packet Exchange B R 4 41 S e HpSL
MAC Media Access Control BHEAEN
MTU Maximum Transmission Unit BT
PAP Password Authentication Protocol HBRIE Y
PPP Point~to—Point Protocol =% f=37i3/3
PPPoA PPP over ATM ATM B b &3 s il
PPPoE PPP over Ethemnet EAKR bR B A Y
RADIUS Remote Authentication Dial in User Service ERAFRALERRS
SIM - Subscriber Identity Module R PRiRgER
sup Serial Line Internet Protocol RITREEER ML
SSH Secure Shell BT
VLAN Virtual Local Area Network J:-£0050: 1
VPDN Virtual Digital Local Area Network BEEF RN

5 RADIUS #xx#5%
(1) RADIUS Hhidl# s L M 1 fiR .,

0 1 2 3
01234567890123456789012345678901
Bt et T e S B B s T ot T Tt T o o S S TR
i Code i Identifier 1 Length i

B S O L o S S S S SR SRS S RSP PP VS
| |
I Authenticator {
| |
| |
+=+=+—+—+—+—+-+—t+—t+—t+—+—-—+—+—t+—t+—+—+—+-+—+t—t+—+—+—+—t—t—+—t—4 -+t
| Atributes ...
B e et

B 1 RADIUS $rit il X iy X

B
Code: 4%, RARMXHEH,
Identifier: #RUFY, B FREERMGRN . LB IFRFLAMER,
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Length: B, f3%5 Code, Identifier, Length, Authenticator, Attributes M Hf
Authenticator: 16 F¥7, NEF/ENMERHL Bl E R CHE,

Attributes: B,

(2) MXREMBAE LA 2 Fim.

0 1 2
012345678901234567890

......................

2 JXRMEEREN

B2

Type: REHRH,

Length: R#EKE, 45 Type. Length 0 Value BB,

Value: R#EfH,

3) VRREMKERME 3 Fix.

A WY RIR Y4883 RADIUS 9 Vendor-Specific /B4 (26) #1715 B, Xt Vendor-Specific /&R #
MY BRA RFC 2865 BUMT BIR, B—AF BRETUE—~IRES T FREE. —1 RADIUS
XA UA - RENT RRE

0 1 2 3
01234567890123456789012345678901

.................................

| Type 1 Length | Vendor-ID
I Vendor-ID  {cont) | Vendor Type t Vendor Length |
| Value

F—t—t— b=ttt =t —t—
M3 yFREEREY

3.

Type: REEERM, BEER 26,

Length: R BE, 35 Type. Length, Vendor-ID. Vendor Type. Vendor Length #1 Value BB,
Vendor-ID: " H ID, AIXKARF H.

Vendor type: FRHSRS, VRERIERPHERERS.

Vendor length: F/RUEMIKE, M5 Vendor Type, Vendor Length F1 Value M [F .

Value: FRIEMHRYEME,

6 HIXTHMEEL

BNAS [} AAA % 38583 RADIUS thl{ %2 H, SEMX ERMAFMIAE, BRFIT#.
6.1 EICFRAE
HERAUTILHRRMNRT, LE 1,
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21 MR
¥ = 2M§ wo £ % W %
1 1 M Access—-Request AR R IR X
2 2 M Access—Accept 3 Access—Request 3 SCIA TE 2 A W RE 4830
3 3 M Access—Reject %t Access—Request 8 3 IATE 5 S0 o 57 488 30
4 4 M Acct-Start-Request HRF BB
5 4 M Acct-Update-Request |t (i 8358t 3
6 4 M Acct-Stop-Request HREERMRX
7 4 0 Acct~On—Request WAH RRBRX
8 4 0 Acct~Off-Request Bt MM
0 5 . Acct-Response HREAIRX GFRFFE. PRAGEREE T RERE
SCEYWARE )
10 11 o Access—Challenge AT #0148 X

E:

R1th “M” Rk, “0" RRWHE.

Acct-Start-Request: Fi"IE# ERJ5 BNAS BR{ LM, RRZAHAF BTN, R —eoth (ERFETURRE)
/& BNAS B i3 AAA BY3H WG, BNASME—~EXMNER (BEREANBTURE).

Acct-Update-Request: BNAS 5zt i sk#% BNAS RMBIA A TAL SR (HKREKE) AN LR, MR —EWEH
(ERHHETTURR) /5 BNAS BA BB AAA B3 WA, BNASBE —ERENER (BERERXKTULEE), WRE
18 1 Acct-Update—Request ## X B, DIRTBYH 2B X (423 Acct—Stan-Request ) Acet—Update—Request) B F W BIWR A,
MURHH AR XAFTER. PR REHBEXPHHRALRRAN, BHEXPHRERBOBENSEIFRO B AR
A, TMARMKE—NPEHAEHBILSHRBADK.

Acct~Stop—Request: 1 TR BNAS LUMT A PR & 3+ R P A Ak 4 B (Session-Timeout ZX ¥ Remanent—
Volume) 2 0B} &%, fR—E8HE BNAS BAT KB AAA ByiH WIS, BNASMEER —EMHRKE (ERERKHT
HER), MRERAWAMEHNLFABCRREEL, ATHAABTREIEASE. BEXITRERHRE, Kbt
BRARXBEE. HRERB/XPPHTRERELRIN, DEXPHRXARCEENSETHNAOERACHE, T
ARM E—PETRERBILEOREHNLK,

Acct—On-Request ZR SR F A%, RUNBETTA (Acct-Stari-Request R4t AAMF K ).

Acct-Off-Request ZE @ & %Mt K%k, B4 RBEME A (Acct-Stop-Request BETX BT EN).

Acct—Response: HHMERMICHWM . AAA KBIEAHHREX, EMLEGHLFE BNAS A RML. HRAWMAH
XA LU & Session-Timeout ] Remanent-Volume M #:, BNAS IR G — 1~ Acet—Response #13% B4~ M £ 5 $ A /2 (9 7T JH g
RRTARE,

Access—Challenge: ATEF#IIR I T EUEN Access-Request M AL A AAA R %38 5 3% 4 BNAS, AAA B HHZM
XEABPAEA—EEE, RERASANEPRDENETR.

62 HWIXMEEN

WXBPEE XK 2,
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HXMERE X

& &

% #H

# o7

User-Name

String

RAP%. TURAFEZEREMEEARR (NBRKROS)

User—Password

String

RAP&B.
PAP A IER} ) Access-Request R 4 AT ME, KEHD
Nx16 (N A/ F 9 IEBH)

CHAP-Password

String

CHAPANE®®. KEBEEN 17, A CHAP AR A A

NAS-IP-Address

Address

BNAS 9 IP #a 31k, @} NAS-Identifier B #& EL D &H—.
B TT AR PR AAA B 95 884 B9 35 B &9 RADIUS IP 40 8 %ith bk
A% (tbin RADIUS @ 5% NAT /5)

NAS-Port

Integer

FIF AR BNAS ZRH O 5. 5 NAS-Port-ID M= LM,
# 3 % F§ NAS—Port-ID A #

Service~Type

Integer

BHRM.

1 —8#R% (Login);

2 — Mifi% (Framed);

4 —EFEMiIfR% (Callback Framed);
5 —5+¥i5RIM% (Outbound);

6 —EMM% (Administrative);

7 —#RRBF (NAS Prompt);

8 —{UAER % (Authenticate Only)

Framed-Protocol

Integer

Wi, LAUHE M IR A R R X B PPPOE f1 VLAN, ¥
B AR R, PPP.

1 —A AL (PPP);

2 —817 IP thi (SLIP);

7 —GRPS PDP Context (3GPP % %)

F d-TP-Add

FAFIP Mttt
EoRmit, SFAREEBI, FERE 0000 RHF 1270+,

,kk hkn

Framed-IP-Netmask

Address

R BT R R %5

Framed-Routing

Integer

Wikkh k.

0 —X (None);

1 —%EBHE (Send routing packets);

— i 07sk 4 (Listen for routing packets);
3 —RHEMBY (Send and Listen)

nN

Filter-ID

Text

WRERPI RN LT 4 F xR AR ¥ 55 % 7T L& BNAS
LR, W3R BNAS R X # £ Filier-ID, MR AHBE— 1
Filter-ID &24E

Framed-MTU

Integer

RAERBIT, 64~65535

Framed-Compression

Integer

WUESE L.

0 —XHE4SE (None);

1 —TCP/IP sk 4 (V] TCP/IP header compression);
2 —IPX % (IPX header compression);

3 —Stac-LZS K45 (Stac-LZS compression)
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n2 (&)

E-

% B

# &

Login—IP-Host

Address

Login 4L IP statt. AT REERAFBREAFEROEN
E.:3:4

15

Login-Service

Integer

HEAFREBENFEAORS, ATFERAN.
0—Telnet;

1 —mBER (Rlogin);

2 —TCP i#&f& (TCP Clear);

50 —SSH;

51 —Fip;

52 —Terminal

Login-TCP-Part

Integer

EAAPEEAINFERNTCP RO, ATHEAEM, 0.
65535

Reply—Message

Text

RIEMERES. TURTRE LOWEES, %4 M PPPE/
Web tAUERS A7 L4 i TP B B A R B0 I

19

Callback-Number

String

ERMTF WLAN &, AR & S4B R T LU BRAE B 06
8. nB3uiESRY

22

Framed-Route

Text

AAA Jy BNAS L P RER B BY 5 R

23

Framed-TIPX-Network

Integer

AAA YR ERER IPX M8

24

State

String

RE.
R AAA R % 887 Access—Challenge ¥ T %, ER BNASETF
— Access—Request PR H A5y i

25

Class

String

R AAA R % BB 7E Access—Accept P T &, ER BNAS U417
Accounting-Request 8 30 R A ghss 3. BNAS RS EN
ZRENE L

26

Vendor-Specific

String

FRAZAE. —TRXPTUE—IRES T8 ELRHE,
—TEEXRUEPTLE I RES)TRYE. REBHT R
BRESZEN

27

Session-Timeout

Integer

RAAFPBKXNME, Lls by, TURTHEEAMR. &
AT LA FE Access—Accept Ml Acct—Response 1 F %, BNAS ##
8 B 55 — 7 W 4R 3 o B R R R P B R K T R R

28

Idle-Timeout

Integer

RTASHEBYINR R, L RN,
MEMRED—RTHE, B2 (0~768000) k FH5/min,
mEMEEHCRE

29

Termination—Action

Integer

Bk F 45 UG A9 BNAS % sk,
0 —IWiA S (Default);
1 —HEAE (RADIUS-Request)

31

Calling—Station-1D

String

R 8 MAC sb it . 2R BNAS @ LU#E48 B 2 69 MAC suhk, )
B b o
#L% hh: hh: hh: bh: bh: hh

32

NAS-Identifier

String

BNAS R &M B F. [ NAS-IP-Address BI & E b b & H—

33

Proxy-State

String

RERE. £ RFC 2865 E X
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®2 (&)

Acct-Status-Type

Integer

AT RERBCOER:

T —HRFH (Start);

2 —it Bk (Stop):

3 —iFREH (Interium—Update) ;

9 —RRMIFH (Tunnel-Start);

10 —R# 1t (Tunnel-Stop);

11 —pRiM$EHE (Tunnel-Reject);

12 —BRMEEEF A (Tunnel-Link-Start) ;
13 —BEEEEREE 1k (Tunnel-Link—Stop);
14 —RHEEBEIE4 (Tunnel-Link-Reject)

41

Acct—Delay-Time

Integer

HREERE, AT LH#EXVGI ROERGHEA, L Haf (Fa
TERG R E)

42

Acct-Input-Octets

Integer

RN BNAS AA P SO BREREFET &

43

Acet~Output-Octets

Integer

FR BNAS RELG A MO MFEWH

Acct-Session-ID

Text

E—HRR—ITLENE, EREOHEASIEY (IHRERET)

45

Acct-Authentic

Integer

R R ERBAEN R
1 —RADIUS AiE (RADIUS);
2 —RMIE (Local);
3 —iGHRHATE (Remote)

Acct—Seasion-Time

Integer

HREBEMK, Bide

47

Acct-Input—Packets

Integer

R BNAS S/ o 0 Sl i a3

48

Acct—Output-Packets

Integer

R BNAS RES R 0NN

49

Acct-Terminate—Cause

Integer

HREILFE,

1 —F7/#K (User Request);

2 —RPEER (Lost Carrier);

3 —R%HE% (Lost Service);

—Z igat (Idle Timeout);
—&1%@#f (Session Timeout);
—EHAER (Admin Reset);
—HBWAE (Admin Reboot);

— ¥ IR (Port Error);

9 —# &R (NAS Emor);

10 —R&HR (NAS Request);

11 —&#&EE (NAS Reboot);

12 —MHOAEME (Port Unneeded);
13 —3O%#M A (Port Preempted);
14 —%iO#8R (Port Suspended);

15 —B % AT A (Service Unavailable);
16 —[E# (Callback);

17 —A AR (User Error);

18 —E LMK (Host Request);

19 —¥HBAE (Volume Exceed)

L RS - NV R N
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%2 (&%)
E &z ¥ * = i ®

FR Acct-Input—Octets IR KK .

52 Acct-Input-Gigawords Integer | MR WWRPLTZME, 7R BNAS A 0 BEHF
HXR (22xAcct-Input—Gigawords) +Acct-Input—Octets
FAR Acct—Output-Octets 93 H ¥ .

53 Acct—Output-Gigawords Integer MBHABRIETEMYE, RRBNASREAKBARMOMNTF
IR (22xAcet-Output-Gigawords) +Acct-Output—Octets

ss Event-Timestam Int @O R, SRR BB aE ).

vent~
e Timestamp TET | WM 197046 1 A 1 B UTC 00: 00: 00 B BB

CHAP A SEREHLM o
Al CHAP A iF , BUf# Challenge b 16 F ¥, M X #&E

60 CHAP-Challenge String Authenticator (#X kP HIAEF) fA RS RGAA, B
169 % 88 7 BN TR 60 89 K ) b OF & B (B 3F # 47 CHAP
WiIE
FAPHEARORE.
11 —SDSL (Symmetric DSL);
12 —ADSL-CAP (A ic DSL, Carrierl Amplitude Phase
Modulation) ;
13 —ADSL-DMT (Asymmetric DSL, Discrete Multi-Tone);
14 —IDSL (ISDN Digital Subscriber Line);

61 NAS-Port-Type Integer | 15 —EAKM (Ethemet);
16 —=DSL (Digital Subscriber Line of unknown type);
17 —BRBEMBE (Cable);
18 —Wireless~Other;
19 —Wireless-IEEE 802.11;
201 —VLAN (2R XM ATM L& VLAN);
202 —ATM

64 Tunnel-Type Integer B E IR

65 Tunnel-Medium-Type Integer | BRI {ERN 2

66 Tunnel-Client-Endpoint String BB &N (BNAS) iy IP st

67 Tunnel-Server-Endpoint String RGHSIR (LNS) & IP it

68 Acct-Tunnel-Connection String [ 3i:8:%: 3 1]

69 Tunnel-Password String BEHE® (¥

9 EAP-Message Swing | #WH EAP fA R

80 Message—Authenticator String HERIEF

81 Tunnel-Private—Group—I1D String B VPDN A S

82 Tunnel-Assignment-ID String B & % ID

83 Tunnel-Preference Integer | BEMRSEH . E/MEERBE

. EHRPETREFRR M ERR, BN s WR AAMA TR
85 Acct-Interim—Interval Integer

TR YE, BNAS 57200 4517 8 1 A 2 S T B R SC R AR R
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”2 (i)
E- - - % N w oR
86 Acct-Tunnel-Packets-Lost | Integer | BRIMEXMEHK
. FiF AN BNAS ZRMO S, 5 NAS-Port RHEX X HIRA, #
87 NAS—Port-ID Siing | e 1 NAS-Port D Mt
88 Framed-Pool Siring GEZ LS Bl 3R
90 Tunnel-Client—-Auth-ID Integer ES T3P
91 Tunnel-Server~Auth—ID Integer KEHRMEE
FIF#AE BNAS M, L bit/s HHM (MR AAAT
26-XXXX-1 Input—Peak-Rate Integer BUME, BNAS HEER)
FAFHAB BNAS i P37 %, Ll bivs MM (W AAA T
26-XXXX-2 Input—-Average—Rate Integer REREE, BNAS B A H)
FAP AP BNAS M9 AR %, Bl bivs W (XK E TR
26-XXXX-3 Input-Basic-Ra I
¢ put-Basic-fate TE | HBR, mRREEM)
W BNAS BIFH s (A%, DL bit/s B (DR AAA TR
26-XXXX-4 Output-Peak—Rate Integer ERE . BNAS R EHE)
WMBNAS BRI P F1 T, LA bit/s MW (R AAA TR
26-XXXX-5 Output—Average—Rate Integer FREE, BNAS BHEH)
. KL bi/;
26-XXXX-6 Output-Basic-Rate Integer :;ﬁ‘zf_ﬂi;z:?g$ Bbivs BB (RTRANEA
A ZE A Accept % Acct—Resy WXPTER. BN
26-XXXX-15 Remanent—Volume Integer FW, RRREROMAT LW R, BNAS Ll RADIUS Server
BET ROEE
26-XXXX-22 Priority Integer | BA MRS, EB/MEERER
HRERRA P EZERS, MR BNAS E KRB X P EMT X
26-XXXX-26 Connect-ID Ini
oot BT L RHE, W AAA BB R R AR F R
26-XXXX-27 PortalURL String FRBMYE, KERKY 253, BUMMSIHAITF Mg URL
FIPAFTHBR, FHBRAE, KEBRAN 4 FY,
X F FTP Fi /7, % BNAS 4% FTP Bt % #% (083 8% , X ® BNAS
26-XXXX-28 Ftp-Directory String R FTP B3, AAA % S NERKR R, THUARE
Fip-Directory ##f FTP JI /7t FIP H R, HMEL M ERA
FR#E
EXEC P& .
26 20 Exco-Privilege Integer ?'13; EXEC Fif, MkigE EXEC A/ Eflf.i?ﬁﬂa AAA R &
EAMESRWIR A, & LR B Exec—Privilege ¥4 EXEC i &
AR, ZRAKERMERA R
26-XKXX-59 | NAS-Startup Timestamp | Time | Dors ASERBNA. s By, FmK 19701418
: UTC 00: 00: 00 EARASE 3K
26-XXXX~135 Client~Primary-DNS Address 55— DNS iR 5 28 s i1k




YD/T 1340.2-2005

®2 (&)
® 9 £z % E ] R
26~-XXXX-136 Client—-Secondary—DNS Address | 55— DNS Fit % 85 i1t
26-XXXX-137 DSLAM-Port-1d String R P8 AN DSLAM B85 0
26-XXXX-254 Version String BNAS 7= &894 5
26-XXXX-255 Product-1D String BNAS 7= & & ¥
a4

text: 1~253 PRFA UTF-8 WBAXWTH, MRKENY 0" WREREZRE,
siring: 1~253 A it H (BERE 0-255) Afud, MRKER 0" MREEKBYE.

address: 32 4%, MBFHIF.
integer: 32 AT ESW, ABFESH,

time: 32 L4, RHFHIF; RN 197048 1 A L H O/ 05 0 BLURFTEH B R,
6.3 RADIUS X A%

6.3.1 RIEWX
INER B RERFE 3,
23 WEREXREE
RERS . §:%:1 Access—Request | Access—Accept | Access—Reject | Access—Challenge
1 User—Name 0-1 0-1 0 [
2 User—Password 0-1 0 0 0
3 CHAP-Password 0-1 0 0 0
4 NAS-IP-Address 0-1 0 0 0
5 NAS-Port 0-1 [ 0 0
6 Service-Type 0-1 0-1 0 0
7 Framed—Protocol 0-1 0-1 0 0
8 Framed—IP-Address 0-1 0-1 0 0
9 Framed-TP-Netmask 0-1 0-1 0 0
10 Framed-Routing 0 0-1 0 0
11 Filter-ID [} 0+ 0 0
12 Framed-MTU 0-1 0-1 0 0
13 Framed-Compression 0+ O+ 0 Q
14 Login-IP-Host o+ o+ 0 0
15 Login~Service 0 0-1 0 0
16 Login-TCP—Port 0 0-1 0 0
18 Reply—Message 0 0+ 0+ O+
19 Callback~Number 0-1 0-1 0 0
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=3 (&)

Rt &S . 324 Access—Request | Access—Accept | Access—Reject | Access—Challenge
22 Framed-Route 0 0+ ] 0
23 Framed-IPX-Network 0 0-1 0 0
24 State 0-1 0-1 0 0-1
25 Class 0 O+ 0 0
26 Vendor-Specific O+ 0+ 0 (123
27 Session-Timeout 0 0-1 ] 0-1
28 Idle-Timeout 0 0-1 0 0-1
29 Termination—Action 0 0-1 0 0
31 Calling-Station-1D [ ] ] 0
32 NAS-Identifier 0-1 0 0 0
33 Proxy-State 0+ 0+ 0+ 0+
40 Acct-Status-Type 0 0 0 0
41 Acct-Delay-Time 0 [} 0 [
42 Acet-Input-Octets 0 0 0 0
43 Acct-Output-Octets 0 0 0 0
4 Acct—Session-1D [} 0 0 0
45 Acct~Authentic 0 0 0 0
46 Acct-Session-Time (1] 0 0 0
47 Acet-Input—Packets 0 0 [ [
48 Acct~Output—Packets 0 0 0 0
49 Acct-Terminate-Cause 0 0 ] 0
52 Acct—Input-Gigawords 0 0 0 0
53 Acct-Output-Gigawords 0 0 0 0
55 Event-Timestamp 0 0 0 0
60 CHAP-Challenge 0-1 0 0 [
61 NAS-Port-Type 0-1 0 0 1]
64 Tunnel-Type 0+ 0+ 0 0
65 Tunnel-Medium-Type 0+ 0+ 0 ]
66 Tunnel-Client—Endpoint 0+ 0+ 0 0
67 Tunnel-Server-Endpoint 0+ 0+ 0 0
68 Acct—Tunnel~Connection o o 0 0

11
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%3 (&)
| §:3 23 REL Accesa-Request | Access—Accept | Accese-Reject | Access—Challenge

69 Tunnel-Password 0 0+ 0 0

9 EAP-Message 123 O+ 0+ 0+

80 Message—Authenticator 0-1 0-1 0-1 0-1
81 Tunnel-Private—Group—ID 0+ 0+ 0 0
82 Tunnel-Assignment—ID 0 0+ 0 0
83 Tunnel-Preference O+ [ 0 0
85 Acct—Interim—Interval 0 0-1 0 0
86 Acct-Tunnel-Packets—Lost 0 0 0 0
87 NAS—Port-ID 0-1 (] 0 1]
88 Framed-Pool 0 0-1 4] 0
90 Tunnel-Client-Auth-ID 0+ 0+ [\] 0
91 Tunnel-Server—Auth-1D 0+ 0+ 0 0
26-XXXX-1 Input-Peak-Rate 4 0-1 0 0
26-XXXX-2 Input-Average—Rate 0 0-1 0 0
26-XXXX-3 Input-Basic—Rate 0 0-1 [} 0
26-XXXX—4 Output—Peak—Rate 0 0-1 0 0
26-XXXX-5 Output—Average—Rate 0 0-1 0 0
26-XXXX~-6 Output—Basic—Rate 0 0-1 0 0
26-XXXX-15 Remanent—Volume 0 0-1 ] 0
26-XXXX-22 Priority 0-1 0-1 0 0

26-XXXX-26 Conneci-ID 0-1 0-1 0-1 0-1
26-XXXX-27 PortalURL 0 0-1 0 0
26-XXXX-28 Fip-Directory 1] 0-1 1] 0
26-XXXX-29 Exec—Privilege 0 0-1 0 0
26-XXXX-59 NAS-Startup-Timestamp 0-1 ] 0 0
26-XXXX-135 Client-Primary-DNS 0 0-1 0 0
26-XXXX-136 Client—Secondary-DNS 0 0-1 0 0
26-XXXX~-137 DSLAM-Pon-ID 0-1 0 ] 0
26-XXXX-254 Version 0-1 0 0 0
26-XXXX-255 Product-ID 0-1 ] 0 [\]
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6.32 Wi
ItRBIAMRERE 4,
24 HRRXAH
[ o Actt—Sum Ae:t—updne A:ct—slop :ccl—()n icct-()ﬂ' nAe«::l-

1 User—Name 0-1 0-1 0-1 0 0 0
2 User—Password 0 0 0 0 0 0
3 CHAP-Password 0 0 ] 0 0 0
4 NAS-IP-Address 0-1 0-1 0-1 0-1 0-1 0
5 NAS-Port 0-1 0-1 0-1 0 [ ]
6 Service-Type 0-1 0-1 0-1 0 0 0
7 Framed-Protocol 0-1 0-1 0-1 0 0 0
8 Framed-IP-Address 0-1 0-1 0-1 ¢ 0 0
9 Framed-IP-Netmask 0-1 0-1 0-1 0 0 0
10 Framed—Routing 0-1 0-1 0-1 ¢} 0 0
11 Filter-ID O+ 0+ 0+ 0 0 0
12 Framed-MTU 0-1 0-1 0-1 0 g [¢]
13 Framed-Compression 0+ O+ 0+ 0 0 0
14 Login-IP-Host O+ O+ 0+ 1] 0 0
15 Login-Service 0-1 0-1 0-1 0 0 0
16 Login-TCP-Port 0-1 0-1 0-1 a8 g 0
18 Reply—-Mesaage 0 0 0 0 0 0
19 Callback—Number 0-1 0-1 0-1 0 0 0
22 Framed-Route O+ 0+ 0+ ] 0 0
23 Framed-TPX—Network 0-1 0-1 0-1 0 0 0
24 State 0 0 0 0 0 [
25 Class 0+ 0+ 0+ 0+ 0+ 0
26 Vendor—Specific [ 0+ 0+ O+ 0+ 0+
27 Session-Timeout 0-1 0-1 0-1 0 [ 0-1
28 Idle-TimeOut 0-1 0-1 0-1 0 0 ]
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*®4 (8)

REEE RS Ac:t—Sum Ac‘c:—updaxe A:cl-stop :cct—On :cc!—()ﬂ' hAcct—
29 Termination—Action 0-1 0-1 0-1 4] 0 0
30 Called-Station-1D 0-1 0-1 0-1 0 0 0
31 Calling-Station-1D 0-1 0-1 01 0 [ 4] 4
32 NAS-Identifier 0-1 0-1 0-1 0-1 0-1 0
33 Proxy—State o+ 0+ O+ 0+ 0+ O+
40 Acet-Status-Type 1 1 1 1 1 0
41 Acct-Delay-Time 0-1 0-1 0-1 0-1 0-1 0
42 Acct-Input-Octets 0 0-1 0-1 0 0 0
43 Acct-Output-Octets 0 0-1 0-1 ] 0 0
4 Acct-Session-ID 1 1 1 0 0 0
45 Acct-Authentic 0-1 0-1 0-1 ] 0 0
46 Acct-Session-Time 0 0-1 0-1 [ 0 0
47 Acct-Input—Packets 0 0-1 0-1 0 0 1]
48 Acct-Output-Packets 0 0-1 0-1 0 ] 0
49 Acct-Terminate—Cause 0 [} 0-1 0 0-1 0
52 Acct-Input-Gigawords 0 0-1 0-1 0 0 1]
53 Acet—-Output-Gigawords 0 0-1 0-1 0 0 0
55 Event-Timestamp 0-1 0-1 0-1 0-1 0-1 0
60 CHAP-Challenge 0 0 0 0 0 0
61 NAS—Port-Type 0-1 0-1 0-1 0 ] Q
64 Tunnel-Type 0-1 0-1 0-1 0 0 0
65 " Tunnel-Medium-Type o1 0-1 -1 ¢ 0 1]
66 Tunnel-Clieni—Endpoint 0-1 0-1 0-1 0 0 0
67 Tunnel-Server—Endpoint 0-1 0-1 O-1 ¢ 0 ¢
68 Acct-Tunnel-Connection 0-1 0-1 0-1 0 0 0
69 Tunnel-Password 0 0 0 [ 0 o
79 EAP-Message 0 0 [ 1] 0 [
80 Message—Authenticator 0 0 0 0 0 ]
81 Tunnel-Private-Group—ID 0-1 o-1 0-1 0 0 0
82 Tunnel-Assignment-ID 0-1 0-1 0-1 0 0 0
83 Tunnel-Preference 0 0 0 0 0 0
85 Acet—Interim-Interval 0 0 0 0 0 0
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x4 (12)
AEEE REE Ac:k-Stan Ac:t—update Azcl-stop ﬁcc(-On :cct-off DAcc‘—
36 " Aect—Tunnel-Packets—Lost 0-1 0-1 0-1 0 ¢ 4]
87 NAS—Port-ID 0-1 0-1 0-1 0 0 0
88 Framed-Pool 0 ] 0 0 0 Q
90 Tunnel-Client—Auth-1D 0-1 0-1 0-1 0 0 0
91 Tunnel-Sesver-Auth-1D 0-1 0-1 0-1 0 0 0
26-XXXX-1 Input-Peak—Rate 0 0 0 0 0 0
26-XXXX-2 Input—Average—Rate 0 0 ] 0 0 0
26-XXXX-3 Input-Basic~Rate 0 0 0 0 0 0
26-XXXX—4 Output—Peak—Rate 0 0 0 0 0 0
26-XXXX-5 Output—Average-Rate 0 0 ] 0 0 \]
26-XXXX-6 Output—Basic-Rate 0 0 0 0 0 [}
26-XXXX-15 Remaneni—Volume ¥ o 0 0 0 0-1
26-XXXX-22 Priority 0 0 0 0 0 0
26-XXXX~26 Connect-1D 0-1 0-1 0-1 [ 4] 0-1
26-XXXX-27 PortalURL (1] 0 0 0 0 0
26-XXXX-28 Fip—Directory 0 o 0 0 0 [
26-XXXX-29 Exec—Privilege 0 0 ] 0 0 0
26-XXXX-59 NAS-Siartup-Timestamp (] 0 0 0 0 0
26-XXXX-135 Client—Primary-DNS 0 0 [ 0 0 0
26-XXXX-136 Client—Secondary-DNS [ (] 0 0 0 0
26-XXXX-137 DSLAM-Port—ID 0-1 0-1 0-1 0 0 V]
26-XXXX-254 Version Q 0 0 0 0 [
26-XXXX-255 Product-ID [ 0 0 0 0 0

W 26 S RMAET A9 XXXX 2 Vendor-ID, X BHAE T Wil IANA B M B DR E.

EL 2 EN1 1R

0: M#E—EREHRERIF;

O+: 0/ RENTMETTMS HRIERICP:
0-1: 0P R—TAUTHRHRAERIP;
1: REH—TME—FLBRERIP.
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dial-in (1)

Access—| 2
____________________________ >
____________________________ »]

Challenge (4) Access—Challenge (3)

Respanse (5) N Request (6) JATE (RO 1812)
____________________________ »
____________________________ >

Access—Accepl/Access—Reject (7)
config user (8)
Accounting—Request (start) (9)
____________________________ ;
Accounting-Response (stan)) (10)
8t (R 1813)
A Request (Update} (11}
____________________________ i ;
____________________________ »l
Accounting—Resporse (Update) (12)
| disconnect (13) ) Accounting-Request (stop) (14) |
____________________________ »
user (15) R P m)(lﬁ)ﬂ

M4 HBRABRAEHRNARE

RBABRAR (1), FRAMBEBNASHRAMAMNER (WAL, 04, HAEAMROE) TR
o] AAA RFBRE (2).

ME AAA BERAFAHEAE R (I SIM FAM), W AAA 7 BNAS k3% (3); BNASH# (3) &
RABRPR (4), BREHDEENEBRES BNAS (5), A5 BNAS I BB W IMER SITRAERE
Bl AAA (6).

MBERAPR-IEENAP, T4 AAA BEFBEVF BNAS A TLL LM, RetfsE2HF KR
BB Access—Accept (7); FR, AAA IR% RS54 BNAS BRI P I4EIE{E B Access—Reject (7).

MPZA 41, BNAS RIRIEM AAA REBAHNRESREBR, (8); mREAP IR, BNAS
RMAHA S ERFNTRArEE, UEEAFREITRIRL.

MBRAT DI %, BNAS B AAA BEBEE DI RFERQERPAZAS ESFH BT %
(9), AAA REFBUBFRINERZFRUEEL THN (10), M BNAS —Brrd 6 J5 B4 6B i s

N, MBEER—EREHNITHER,
M BRI, BNAS ZRfE AAA ZXTRIER (11), AAA BEBUBFRINLRZHFRAEE
HFHY (12). MG BNAS —Bie RRBAWET WG, IREELE-EKBMHTRER,
HEAPEHFEE (ERQA Ld BNASWH) (13), REAPTRESF B 5N, BNAS [@ AAA
BHEBER—-TITAFLEEREG, HFLTHEALRAFERAMERENETES (MERK. #/HK
FH/ARE) (14), AORHEANEE (15). A BFFEBIHRGCRZERCUEEL T

(16), RRIT S ILFERE, AMIFRFRTUSHEE,

16
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72 HEBRAALERR (i)
721 SENBHA

WA E RN & TR B, B G Telnet, Rlogin, TCP #%4& (TCP Clear), SSH. FTP.
Terminal FHFABREEF. ATHNENES, REMDUATT —EHWT R, Bt RE&EHAS A
iE. BBhes.
722 AEWR

BEEHERFHAIERSC P B Service-Type B % 6 (Administrative RFCEX), RREHAY
RELFRAPZ—, HSREEEASL,

HREBHASTARENNIN, THREEHAAWIPHLSETHR, REARFATLERE
Login-IP-Host,,

HAbmER LIRS EEARAS .
723 AEME

MRREFHMAF @A TINE, R AAA BF5 BT 2R Login-Service, HIIFE X% 2, X F EXEC
JBF (4345 Telnet, Rlogin, TCP &4, SSH. Terminal %) AAA R 4% 5238 F % Exec-Privilege (29-7" BR
#), XF FTP Flf M T &R ¥ Fip-Directory (28-3R ¥E),
724 Rit )

HXERIFSEEAMS, HEEEAN,

8 ESiH R

HHFRARAEF BIEARER— AR, REEHERL S, T8 W %, RADIUS 4%
PIRFE: (1) REREX;  (2) HAERX,
8.1 IERM A

¥ FIRERR IR IS R H A (B Forward Mode), MM 5 fim, B 5 FF SRR EEM
S BINESY

BAS AAA-Proxyl AAA-Proxy2 Home—AAA-Server
@

ot
@
Access—Request
®\>

Access—Accept

Access—Accept

Access—Accept

5 WEIBKTFE
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XA S PRREBREENT

(1) &2t AAA-Proxy £ Bl F & AAA-Proxy (BNAS) M9 RIRCBT, 2 56#3E T4 AAA-Proxy
(B BNAS) MACZAMKEEAMB AT ERERR, ELEERBAK, MEFHX (Silent
Discard), FRIHATL T W,

(2) FERXPEE User~Password & ¥ M &% AAA-Proxy BI MR & HEEHI L, Aid AAA-Proxy #F
% AAA-Proxy (3 HOME-AAA-Server) Z[alfy3t W%t User—Password #4709, St FHMBEHN
BRERFERE,

(3) EMX P AE CHAP-Password ¥, 3 H¥#H CHAP-Challenge JR ¥R, £% AAA-Proxy & 5%
B SCRY R AR TE R S A Authenticator IR I R,

(4) AAA-Proxy 5] LATE WK # 3L 3 i Proxy-State JR4E, 02 F KA X HFELE Proxy-State R¥ER)
10 #4) Proxy-State J& ¥ 06 1 B 7E BT 8 B9 Proxy-State B2 5. T % AAA-Proxy LA RS REIM0 5 &
Proxy-State J& %, HOME-AAA-Server 2447 1E X 537 ) Wi B 38 3 H 44 B A B9 Proxy-State B ¥E 5], 3 BMF
AEE, AAA-Proxy BIWIRI IR G, MBZHEFRBIXFMAT Proxy-Sate B, WLFH A S8
] (BJG—1) Proxy-State JB 4% I\ I B3R SR HR B

(5) &% AAA-Proxy ZE A B! L B AP HT A RIS F 4 AAA-Proxy (=% BNAS) [l Access—Accept
#3, EALIRE A S MRS W R Access—Reject 1730, A AAA-Proxy & X, 7650411 BURALTE M ¥k
%, WFXFFAR Proxy BIZILBIA T4 AAA-Proxy (3R BNAS) [E3% Access—Reject 3,

MFUREXRXAELIS, & BNAS RFIE, BNASRAEHEANSY, ERNTHRAEE RIS
MR, BHRREAERIL, BXEDBKERREGE, DRBEWRIMRIT, BNAS A KiK.,

8.2 HMAWIWI LT

X FIH AWM RMLBFFH K F A (Bl Forward Mode), MBI 6 TR, B 6 HAFERRIBIEE

0 [R) WL

BAS AAA-Proxyl AAA-Praxy2 Home-AAA-Server

@
el

@Acct-Request

@Acct-Response

/
/ ®Acet-Response

@ Acct—Response

B6 HRERNTE

XHE 6 PHRBEAMT

(1) #4% AAA-Proxy ZEW B T4 AAA-Proxy (K BNAS) @RI e, & FiBIE F & AAA—Proxy
(B BNAS) MACZHEMAEFAMBUATIEERR, FTOEMRBEK, MEFRMIL (Sient
Discard), EFMMITLLT W,
18
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(2) RBAC L% AAA-Proxy (3K HOME-AAA-Server) 2 [A] (36 2 85 4 B # i 85 W R RS I 4%
%,

(3) AAA-Proxy o] LUR BT 76 1% R IR X P 18 0 Proxy-State R4, 1158 Ik AR X h #£7E Proxy—
State /& £ 03 10 £ Proxy-State JR#: LA AE BT A #Y Proxy-State M#EZ 5. T % AAA-Proxy S FURE R 3h
HI¥E % Proxy—State Jil #£ . HOME-AAA-Server 2 314 X1 b2 4 W 5 38 3C ¥ 57 & 9 Proxy-State JR #5538 [H ,
HEMBFARTE, AAA-Proxy BB, MBZEEHRBXFMAT Proxy-State B, BB
HOHMMEK (B5—1) Proxy-State ik MW R R P IFEE .

(4) RICH And RRIER XA AAA-Proxy FEERBE, B3URCP Acct-Delay-Time MENE .

(5) XMFitMEMICWEROLM, ks BNAS REIE, BNAS R EELH, EMENEARE
WRIWN RS, EHAREBX, REXBBRAEEREE, HRRAKDIMNIR, BNAS A hH #%
.
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LNS AAA

MR A
(MM R)
VPDN iyl &K 2
VPDN i AN BFFIE AL Bim.
User LAC (BNAS) LNS LAC AAA
AP dARR
Access—Request
Access—Accept
HURE
Acct-Start~Request
Acct-Response
PPP Setup
VPDN #A KR
Access—Request
Access—A¢cept
Acct—Start-Request
Acct—Resgonse
M . RS UIE KRB
FAPRRTR
Acct-Stop—Hequest
Acci-Resgonse
D1t SN
Acet-Stop-R t >

M A1 VPDN ARBAFRAFH






