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2.1

2.2

A

Advanced encryption standard
Anonymity key

Authentication

Authentication algorithm version
Authentication and key agreement
Authentication authorization accounting
Authentication center

Authentication header

Authentication key

Authentication management field
Authentication proxy

Authentication response

Authentication token

Authentication unique challenge response
Authentication vector

Authorization
B

Backdoor

Backward security

Bandwidth consumption attack
Base cryptographic functions
Biometric identification
Blacklist

Blended attack
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2.3

2.4

2.5

Blended threat
Blind spoofing attack
Block cipher
Bootstrapping server function
Browser hijacker
Brute force attack
Bucket brigade attack
Bulk encryption
C
Cellular authentication and voice encryption
Cellular message encryption algorithm
Certification authority
Certificate revocation list
Challenge-handshake authentication protocol
Cipher
Cipher key
Cipher key sequence number
Confidentiality
Connectivity credentials issuing function
Credential
Cryptography
D
Data confidentiality
Data encryption standard
Data integrity
Datagram transport layer security
Data origin authentication
Decipher
Decryption .
Diffie-Hellman key exchange
Digital signature
E
Eavesdropping
Electronic code book
Electronic signature
Encapsulating security payload
Encrypted key exchange
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2.6

2.7

2.8

2.9

Encryption
Encryption algorithm
End-to-end encryption

Enhanced cellular message encryption algorithm

Entity authentication

Escrowed encryption standard

Escrow Passwords

Extensible authentication prdtocnl
F

Finger image

Fingerprinting

Fingerprint scanning

Firewall

Fishing

Flooding

Forward security
c

GBA user security setting

GBA with UICC-based enhancements

Generic authentication architecture

Generic bootstrapping architecture

GPRS encryption algorithm

GPRS-IMS-bundled authentication
H

Hijacking

Home AAA

HTTP over TLS

Hybrid attack

Hybrid encryption

Hybrid virus
I

Integrity key

Internet key exchange

Interception

IP security

[Psec security association
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[SAKMP security association
210 J
211 K

Key

Key agreement

Key confirmation

Key control

Key derivation function

K.é}r distribution centre

Key escrow

Key exchange

Key management center

Key refresh

Key set identifier

Keyed-hash message authentication code
212 L

Lawful interception

Local AAA

Location dependent interception
213 M

Master secret

Master session key

ME-based GBA

Message authentication code

Message digest version 5
214 N

NDS/IP

Network domain security

Network security

Non-repudiation
215 O

One-way hash function

- Online authentication certificate

Online crypto-operation

Online certificate status protocol
216 P

Packet filter firewall
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Pairwise key

Passive threat

Password

Peer-entity authentication
Person identification number
Physical security

Plain text

Pre-master key

Pre-shared key

Pre-signature

Principle of least privilege
Privacy

Private Key

Private signature key

Public key

Public key certificate
Public-key cryptography standards
Public key infrastructure
Pseudo-random function
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Quintet

218 R

Random number
Redundancy
Reflection attack
Reflection protection
Replay attack

« Repudiation

Role based access control
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Secret sharing

Security association

Security association database
Security capabilities

Security context

Security domain

Security gateway

AN 1)
BB BU
14

X F L ARINUE
MANRHE
Yy &2

W3 3L
mEEHA
BHFEEY
i+

B/ M pUR N
PFE

R
MAELZEA
A
AHEP
RAEGIRE
2 PAEERE W
Oy BEALE™ 4 R 3K

ki |

BEPLEL
IR
5 By
R R
L 828
18

e SRS DE

WESE

4 KEX
TERKBRIIRPE
TN
Z2ETX
T
ZEMK

YD/T 2258-2011



YD/T 2258-2011

Secure hash algorithm
Security mode command
Security parameters index
Security policy database
Secure socket layer
Sequence number
Shared secret data
Signed response
Spoofing
220 T
Transport layer security
Trust chain
Trusted computing group
Trusted platform module
Trusted environment
Triplet
221 U
User authentication
User security setting
222 V
Validation
Verification
Vulnerability
223 W
Watermark
Weak encryption
Weak key
Weak password
Wired equivalent privacy
WLAN access point attack
Wireless transport layer security
224 X
XML key management specification
XML digital signatures
XML encryption
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A1l A

A-Key

- CA
CAVE
CCIF
CK
CKSN
CMEA
CRL

A4 D

DES
DH
DTLS

AS E

EAP
ECMEA
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(PERITEMIR)
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Autbentication Key

Authentication Authorization Accounting
Authentication Center

Advanced Encryption Standard
Authentication Header

Anonymity Key

Authentication and Key Agreement
Authentication Management Field
Authentication Proxy

Authentication Response

Authentication Unique Challenge Response
Authentication Token

Authentication Vector

Bootstrapping Server Function

Certification Authority

Cellular Authentication and Voice Encryption

Connectivity Credentials Issuing Function
Cipher Key

Cipher Key Sequence Number

Cellular Message Encryption Algorithm
Certificate Revocation List

Data Encryption Standard
Diffie-Hellman

Datagram Transport Layer Security

Extensible Authentication Protocol

Enhanced Cellular Message Encryption Algorithm
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EKE
ESP

AB G

GAA
GBA
GBA ME
GBA_U
GEA
GIBA
GUSS

A7 H

H-AAA
HMAC

A8 |

IK

IKE

[Psec

[Psec SA
ISAKMP
[SAKMP SA

A9 K

A.10 L

L-AAA
LDI
LI

A1l M

MAC
MD5
MSK

Encrypted Key Exchange
Encapsulating Security Payload

Generic Authentication Architecture
Generic Bootstrapping Architecture
ME-based GBA

GBA with UICC-based enhancements
GPRS Encryption Algorithm
GPRS-IMS-Bundled Authentication
GBA User Security Setting

Home AAA
Keyed-Hash Message Authentication Code

Integrity Key

Internet Key Exchange

[P security

[Psec Security Association

Internet Security Association Key Management Protocol
ISAKMP Security Association

Key Distribution Centre
Key Derivation Function
Key Management Center
Key Set Identifier

Local AAA
Location Dependent Interception
Lawful Interception

Message Authentication Code
Message Digest Version 5
Master Session Key
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A12 N
NDS Network Domain Security
A13 O
OCSP Online Certificate Status Protocol
A14 P
PIN Person Identification Number
PKCS Public-Key Cryptography Standards
PKI Public Key Infrastructure
- PRF Pseudo-Random Function
A15 R
RAND Random Challenge
" RBAC  Role Based Access Control
A16 S
SA Security Association
SAD Security Association Database
SEG/SEGW Security Gateway
SHA Secure Hash Algorithm
SMC Security Mode Command
SPD Security Policy Database
SPI Security Parameters Index
SQN Sequence Number
SRES Signed Response
SSL Secure Socket Layer
SSD Shared Secret Data
A17 T .
TCG Trusted Computing Group
TLS Transport Layer Security
TPM Trusted Platform Module
TRE Trusted Environment
A18 U
USS User Security Setting

A19 W
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