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Al

it

AFRAER FH EHR E LS GlobalPlatform brffE (%42 #7615 A #5%] V1.0 (Secure Element Access
HE.

Control V1.0)) %ifhll, 54 —BERBNEFR. HERBRRERWT:
® GPAUTEE ST PIAR I %R, BIARATIR GET RN EEMNA 7 %) MARFT R (&

FTIAEEMNE TS, HREIREHEERA S B LA B AT REVSRMFEE, APHEMER] T ARF
FIAE RE£ 3 () BRI HEAT T SiF

® GHHXTARF R T HHFAR. A TET FRMLm] ®oHS%, MisfENAEREEEEF
RREEFEOEXR,

o HmTHFEFERENYRLRE RNEE, FARHEEGPMTEREM LM T5.2%, Mg
ARt B E AR A SR IR A

AbrAERE AL EBZhEERE AT
AbrAE LSRN ERE. & 3.
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BihBER iR EREEEFRERAEK
1 38

APRAERLE T AR RE R U RS R, BERGAEER. BaEELRMIIE AR N EREN
.
AArEEA TBEF LR EEEER (RAEEERAK SE. AR UICC +).

2 FEtESI XM

THISCAER FA S RIN R BT D FUREE BT RS, DU H IR AEH T4
. NRAEHMBGIRCH, HEHRA (BETAHESER) &R TR,

ITU-T X.690 FEBAR-BEERT T ISR AR, SR SRR 0 A
453N (Information technology — ASN.1 encoding rules:Specification of
Basic Encoding Rules (BER),Canonical Encoding Rules (CER) and Distinguished
Encoding Rules (DER))

ETSI TS 102.221 BHEFR: UICC-#¥# 0 ; MHEMEHBKFHE (Smart Cards;UICC-Terminal
interface;Physical and logical characteristics)

RSA Lab PKCS#15  hn#4 {5 B iEHARME (Cryptographic Token Information Syntax Standard)

3 AKiE. EXFGEHE

3.1 REFEX

FHIRERE SGER T A3
3.1.1

BiEEAEFE Telecom Smartgard
XFFHREDIRME R, BFESIME. USIM. CSIMF%.

3.1.2
Viel¥EH4Ek  Access Control Enforcer

YE R AR RE R UG I APL (K)—#85, AR B USRIV i 32 AR - AR A48 X e R U 0 48 9 [
FR Vi e (5 4 e I A AR AR AT 2 1
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3.1.3
i A Device Application
BATELWRERE N B = NHRF .
3.14

BEhiE{E4i% Mobile Device
AEBEE R & N & .
3.15
BIEEREERNA Telecom Smartgard Application
ZRIBITEBE R A RN .
3.1.6
#imL FASE%TZ#EO  SE-API
£ v N F SR B IR U5 1) RS R BB R AR R .
3.2 HER&iE

T HI g S T A S
ACCF Access Control Conditions File
ACMF Access Control Main File
ACRF Access Control Rules File
AID Application IDentifier, following ISO/IEC
APDU Application Protocol Data Unit
API Application Programming Interface
ASN.1 Abstract Syntax Notation One
DF Dedicated File
DODF Data Object Directory File
EF DIR Elementary File Directory
NFC Near Field Communication
ODF Object Directory File

PKCS#15 Public-Key Cryptography Standards #15

4 BETEFHEERRE

41 &N

e 25 1 2 A A

iy e #5343 30

iy I 25 Bl R SO

MNFI#RIR

IS F B B T

N2 P 4 B 11

MBEEFS

R

BB H R

HITE %

i3

X% H 3
APIETLEPRAERS, AFRAES LU4E
HARFAE E XS R YA

AFRAE AR ST — Al A R e VS I S, XU k) 4 A E AR R B L A A R R B
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HIAEBAL T ], RIS AT LARR L6168 LA 48 e B 48 R 95 Bt
£ 3 BRAF TR G0 S BV ) 25 ) O A8 S A7 A 7 PGS A BB R PP A U BRI BRI . X SR 5 ST A
(B Ee) 2R mT LAY A (EREBLL) MfEiAERACA, o) Do SCRVFT Rl i R AR 4.

42 RGERH

LA e R V) ) B R AR 1 iR .

GRS T — SRR e R U R IR A AL, B R RO R MR R, SR
W5 N\ EAF R e 1 ) PKCS#15 SRS, B3l 17 £ 9 Ul i) 42 A SOE ot SCfF8e ORI,
FEL 3 N FE L SE-APT Uy 1] AR B RE R A2 rh, AR AL I TR A5 S 1) o

~

f&

e
=

RN He - ewiE
;>‘ m &

B

i

VHERER | o bR

SE-API

M1 REEEFHEENRRRNY
5 MBIEEREF e ML ER

5.1 el s HEK
51.1 #hA

Vi 6] 36000 ) S AP 7 B {5 B B R i PKCS#15 3045, H 4494 ODF. DODF. ACMF.
ACRF. ACCF % EF XX, TFHEHMNMAMMNEXHRELEWE X, T ASN.1 Mxt%e X, Wik

BE (I AID), WIZET ASN.1 0 MBEATHEAR (W ITU-T X.690). PfiF A 45 H T HN ST 26
% .

512 XHHRE

iy 1) R S K RBAXAT A OxFF BEATHUTE . U il 42 ALl b P T B8 SO AR SO AR AT 5 1 3
Rz SEREIX PR T T R
51.3 EFDIR X#

AbrdEd, WHKAH DF A9BNISCHF, M7 ERA EF DIR X ACE PKCS#15 DF A, K

£3.%5 PKCS#15 MR ¥ AID & DF #4215 8 .
EF DIR {8 4A# N ZK WL ETSI TS 102.221 & X, XFF PKCS#15 A\ H )& X EK . RSA Lab
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PKCS#15.

5.1.4 ODF X#

ODF 7#f# T DODF X842, ZCHMgiie XNE 1.
#*1 ODF XHENX

XHFRIR: 5031 CAFKK: transparent file M/O: Mandatory
XAFKRE: n Ay EHE: low
RS A
READ ALW
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes No. iR M/O Length/byte
1~n DODF I {1 #42 (ASN.1#&:0) M nFHi
ODF Cf4(¥) ASN.1 #& = i F -
Path ::= SEQUENCE {
path OCTET STRING,

index INTEGER (0..pkcs15-ub-index) OPTIONAL,
length [0] INTEGER (0..pkcs15-ub-index) OPTIONAL
}( WITH COMPONENTS {..., index PRESENT, length PRESENT}|
WITH COMPONENTS {..., index ABSENT, length ABSENT})

5.1.5 DODF X

DODF X474 T GP U 1) #HI NH IAR R L& ACMF SCHFRIBRAE. ZSCHF S5 E LR 2.
#F 2 DODF XHEX

TR XXXX XA42RY: transparent file M/O: Mandatory
XAHKEE: n T EHHE: low
A
READ ALW
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes No. Ei:3%) M/O Length/byte

I~n 498 0id X ACMF(¥/Path® (5 B (ASN.1#E ) M n
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Vi 19 32 HI %3 S B\ 0 2 PKCS#15 DODF, %A 1R 1 ) #5 4 0idDO( {iso(1) member-body(2)

country-USA(840) Global-Platform(114283)} ).

il & HIHL4H OID K : ({iso(1) member-body(2) country-USA(840) Global-Platform(114283)
device(200) seAccessControl(1) accessControlMainFile(1)} .
DODF 0idDO X % & ACMF X412, %Z#E42M ASN.1 A LT

Path ::= SEQUENCE {
path OCTET STRING,

index INTEGER (0..65535) OPTIONAL,
length [0] INTEGER (0..65535) OPTIONAL

}( WITH COMPONENTS {..., index PRESENT, length PRESENT}|
WITH COMPONENTS {..., index ABSENT, length ABSENT})

-- the path of a file (as per PKCS#15)
5.1.6 ACMF X#

ACMF, Bym#sl 34, SN EEHERPNAFE—/ ACMF . mREEFERPH
WEA ACMF XX, NAAZHBERERZE T X, Vin# 68k (Access Control Enforcer) VA%

A I0F AH I B LA 4 B N A D

ACMF R EE T RIFFRIC (refresh tag) A [l 5413 (K #42. ACMF SCHFIS5H WK 3.
#£3 WiEEHEXHEN (ACMF)

AR XXXX AR transparent file M/O: Mandatory
HKRE: n Y EFHE: low
A
READ ALW
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes No. iR M/O Length/byte
1~n XA BRAERIFHRC (Refresh Tag) Fli ) 3 5HIE M i
WSk, RFASN. U e X
ACMF X% KW T ASN.1 BT & X

-- The access control main file object

AccessControlMainFile ::= SEQUENCE {

-- the refresh tag

refreshTag OCTET STRING (SIZE(8)),
-- the path to the access control rules file
rulesFile Path,
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—RFU
}

5.1.7 ACRF X#

ACRF, By snsctt. SAmGEERPNIFE— ACRF X, mRBEEGERP
HBLE /N ACRF X, NN HERAEFRZE T B, ViR#EHR (Access Control enforcer) MNAE
1E—UIREAH R £ LA A e b N R U 1)

ACRF U480 B ke X T — 4B ER RN MR R, IF8m AT e Xy
XN A i) U e #2604 S0 (ACCF).

ACRF XHIFE 4 H g% X

F4 WHaEHEXHEX (ACRF)

ORI XXXX X425 transparent file M/O: Mandatory
SCHKEE: n W EHFHE: low
AR A
READ ALW
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes No. ik M/O Length/byte
l~n Wi EHNFR, FARMEE: Hir+UREH&EF M nFHy
IAFEERR. MNFIRFHASNERE X, RE8HEH
U i) R A i ASNL1 VA RE X
-- An access control rule entry
Rule ::= SEQUENCE {
-- the target of this policy entry,
target Target,
-- the path to the access control conditions file applicable
-- for this target
conditionsFile Path,
--RFU
}
Hbsxt S350 TN FERAGEE: XN BREHERNA GEY AID #75€). BRIAERRA N AT

AHANE (BEH &N XA R RERERNAD.
HFrxT 8 KT ASN.1 i&##E X:




-- An access control target: either a named application,
-- the default selected application, or all other applications
Target ::= CHOICE {

-- the AID of the targeted Secure Element application

aid [0]JEXPLICIT AID,

-- the (unnamed) default selected Secure Element

-- application (applies to default selected application

-- on all logical channels)

default [1]NULL,

-- identifies all other applications

-- that are not referenced in another rule

others [2]NULL,

--RFU

}

AID X8R F ASN.1 #EZ:E X:
-- as per ISO7816-5
AID ::= OCTET STRING

5.1.8 ACCF X%

YD/T 3202—2016

Vi R A 5 | (9 A A8 T ACCF U, BRI ) #8834 SOk b o B U7 R4 Bl 4 AR AL 31
RO, FIRTHEF LKA T — MU NARAEFERK SHAL SERAHHE.
T SR 1) 2 B AR A SO DA, UV 1 3 AN ST 7 0 42 A R ) 45 48 T A 48 i 2 T 2 A U 30F 2

AR EE Y VA R

W Ry i A SO PRI RAE TR A, WUBTA 48 12 XA 4 A SO (6 e S UL £ S B

A 223 FE X 129 Ui 1) £ R 80 B R P B

ACCF RHZE 5 i gH e X.
F5 WMHREFFRHEXHEN (ACCF)
CHRFR: XXXX? XA42R: transparent file M/O: Mandatory
K BE: P EHHE: low
P A
READ ALW
UPDATE ADM
DEACTIVATE ADM

ACTIVATE ADM
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RS TimEHEHIFAXHEX (ACCF) (5)

Bytes No. iR M/O

Length/byte

1~n PIEE LRk IS M
1. EBRRAE (M)

2. V) F IR

¢  APDUVFA R (0)

¢ NFCH T %#% (0)
PLEAARFAASN IR X, W3R

nFH

Vi I I AR I ASN.1 i€ X
-- A Condition entry
Condition ::= SEQUENCE {
-- the hash of the certificate of the authorized entity;
-- if not indicated, then the Rule pointing to this Condition
-- applies to all the device applications
cert CertHash OPTIONAL,
accessRules [0]AccessRules OPTIONAL,
--RFU

— SHA1 of the certificate of the authority being granted access
CertHash ::= OCTET STRING (SIZE(20))
-- Each type of AccessRule can occur not more than once
-- in this sequence
AccessRules ::= SEQUENCE OF AccessRule
AccessRule ::=CHOICE {
apduAccessRule [0JAPDUAccessRule,
nfcAccessRule [1JNFCAccessRule
}
APDUAccessRule ::= CHOICE {
apduPermission [0] APDUPermission,
apduFilter [1] APDUFilters
-- RFU
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-- TRUE means APDU access is allowed,
-- FALSE means APDU access is not allowed
APDUPermission ::= BOOLEAN

-- Each APDU filter is a 8 byte octet string:
-- 4-byte header and 4-byte mask
APDUFilters ::= SEQUENCE OF APDUFilter
APDUFilter ::= OCTET STRING (SIZE(8))
NFCAccessRule ::= CHOICE {

nfcPermission [0] NFCPermission,

--RFU

}
-- TRUE means NFC event is allowed,

-- FALSE means NFC event is not allowed

NFCPermission ::= BOOLEAN

BT APDU 7] 88 NFC S SRuE 2 wT 6T, Jir LAAE . (R Ui i) 25 S8 U T e A 70 00 U S s e
WRARRE N, L R HARYCR A T 7 AL 2

® X T—AMFE AID B3k AID, W15 ARF 9K XAHK APDU SREEET, T2 35 U ] 425 AR
HRHRR A APDU ¥ SRR AR BE ) ALWAYS fCVF SRR .

® X T—AMRFE AID BiHAD AID, W3R ARF R E AR NFC F44-SRBE A, 0 £ 3 Uy 1) 423
BEHRBRK K NFC Fi 44 SnE B ALWAYS RUVFIRBK .

52 HREEEFEOEX
521 #ik

HAE A R ERMW T APDU #8480, HTHNMMME (% O7E ETSI TS 102.221 it
APDU & X 3ERE_ E3EAT T i4k) o« XFRINEFRHE, AERPRRERTERE.

5.2.2 SELECT
5221 $ESiRMEE

SELECTfir & fl T FF— NN B, R SCRFFI FISELECT iy 4T FF — V8 48 45 1 B £ 38 ) 3
.

5222 BEBHIMEE
SELECTfir & 3L & X .36
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R

N R R
CLA
INS ‘A4’ SELECT
P1 xx’ 5| SIS %P1
P2 £ 5| i 2 5p2
Lc “xx’ AIDE S B A2 K BE
Data XXXX...’ 3P FH i AID B S B 42
Le ‘00’

SELECT5| H#HISHP1 NET.
% 7 SELECT 3| f#=4$18%8 P1

RIS AR AT I

R L RRHAT IR

H— AR

F—A LA

5223 MRIRX

SELECT Wi N 3C 38 35K b 4 226 49 . ) Bl S O s £ B LA
BINPAT E E AL Ja, BEMRZEF9000°, FHLSPAT KMEFEMRIFRERRE.

(6Ai

681’

A3 &%Th e

F* 9 SELECT #iRK#&

¢6A9

(821

B RPN/

5.2.3 READ BINARY
5231 ELIRH

I8 MR EF SCAFP A9, S IR 7E EF U2 AR I 47T LARAT «

5232 EELSHMBE

READ BINARY#542 ¥ W% 10.

10
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£10 HIBH

CLA 0X

INS BO

P1 ‘xx’ Z&S.11

P2 ‘xx’ L2

Lc xx’ z5

Data XXXX... 2

Le X FERF I

READ BINARY #§4 P1 &5 W% 11,

F£11 P14%E

READ BINARY 84 Wi N $4% W% 12.
£12 WEKE

1~Le R | Le

5.2.3.3 MIRRA{E
READ BINARY#54 Wi NARAME W% 13

®13 MRS

'90' '00' [IEWiEF
'6A' ‘80  |B¥GHR
'69' 85 |[BEAEAEAZ

6 BEhiE SRR R AR

6.1 #uk

B 338 {25 1V 1) 2 AR R 52 iU ) S 6 Th RE A v, 2B 4R AR U D e Xy 20 B
fE, JFSCBRUE-PAREC. MUUEE. MNUCACTEThAE.

BRI R, BBhIE {7 2 P U ) £ BB 280 N U ) (R R e R I LB IR0E, sl R
BTt b DRV ) 422 IR T SR AL (0 Uy 1) 2 SRk AN T et

11
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6.2 MAFZIEHRMER

i i) 32 BB B T LA o 40 3 B4 R GEIR BN APT ARER 4 2236 N F A IE BEE BEE R . RS
N A AL, VA EHERSIRRENE LA XMES. Ui RS ERRE T HSMER KR
AL, RGN R B —/MEBHER, WFHERPUEEE 08— ZUEB KA.

6.3 HMMnFLEXK
6.3.1 #HiA

FERN B AR, 203 U ) 325 B BER T AT & NSO A AL BRI, 7ERENEEX
AU TR R R B SO S5 H (K B R AT BRAIE

6.3.2 MWISCHEFEK

RN SCAHAE AR B R N RS MAE AR RIS R, V5 ) HIAR N % A Mk A tEAb 8,
PASZREAS R i F s Bk

PKCS#15 X (MEFFE KW T -

W AL PKCS#15 AID (A0 00 00 00 63 50 4B 43 53 2D 31 35) £ 4% K% SELECT
BY_NAME @44 K H, WAEFRT), WL HnT CATF# R PKCS#15 Xff (ODF. DODF %);

B WA SRREFERY LT PR

a) iK1k SELECT #5741+ MF 1 EF DIR;

b) ¥HiEE EF DIR J-##k 5 PKCS#15 AID (A0 00 00 00 63 50 4B 43 53 2D 31 35) #HILACHIA
[ (DF-PKCS#15);

c) W PKCS#15 N R, 453k +FF PKCS#15 DF H3%, RJ5 ol FF 4K X 2B ODF, DODF
E 3

6.3.3 PN G RGESFMEE

RSO R G L LA T A, A B SO R G IE S X

® F)v LAF4E PKCS#15 A Gk AID wJAERERTD) , Vil #EHIHLE ¢ OID 7E DODF 3
HIEHRCE

® PKCS#15 UHF45#I4E EF dir 151, 3¢ BV #HIHL%I# OID 7 DODF X4+ IEHACE .

U RIS R G L UL T AP AR — &S, AR SO R b 8 U il A, oAt
) 5 6 1 LR A K R SR T AR

® XA PKCS#15 N (AREilitARdE AID % 3h) , I H¥H EFdir X

® XA PKCS#15 WA (AReEidirE AID EF%2)) , I H EFDir X+ &H € PKCS#1S
SR

® PKCS#15 ST AR R, (ER#ZEHIHLEK OID £ DODF U RIRE .

B V5 ) IR UK SCOFRRAT AR R 353 BOE a1 {8 35 N U 1) e A 0 BB o

12
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y e 32 AR AE A O 00 75 A LA A AE R PRI AT AR, AUmER A AL

o ANyIshiitE;

© I D e A o A BRI ST
N AN AR W 2 B .

B ZIERS

-

Select File

IR FERENiA

e

d

-

S

ReadBinary (ODF)

TRV -

I T S

T I 34
{5 (E4% i

2 RN

ReadBinary (DODF)
¢——  ReadBinary (EF ACMain)——————p>
¢—— ReadBinary (EF ACRules)—————p

<¢— ReadBinary (EF ACConditions)———p»

B 3100 5 £ U 5 3 R 4 B R AR B I S A
#£HX ODF 3KHX DODF (44 #4%;
#EE DODF 3KH{ ACMain (/%48

BEEL ACMain SCf3RHEX ACRules S #£4%;
#EH ACRules $XH{ ACConditions X513 ;
. BB 23 ) F2 B SR AR AT R I SCAE IR AR R A7 2 £ o o U BEER S 75 e PR )

>

>

HRe EATREAT, WORATMNARSTER, W& IERITERE, AR R ETERNA VR . £
MU SERIG, R N BRI LR N AF (B KHLR TR EEAF ).«

6.4 MM TRER
6.4.1 ik

FRIU VTP R Vi ) 2 AR B B Lo T BE

KIG, ToEARYE LN A AR

FE U e £ A R O 20 35 N FH U ) v AR 4 R N A

2R B 15 ) AR L R R N AR RAA BV [ 4 2 S5 M B AE
e 25 R 0 P v 4R B A Ay DT SRR, R R U ) 2SR R R A 75 0 2 SR A

AUVCRCIERR U ) 42 AR 1 B % FROME M UC G SOk EAT UL AT, R o) S R BRR TG B AL B %5

% AN H RS VT AC A T 0L

13
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6.4.2 MM ihZELE

6421 #hA

T R Uy i 2 HI Tk, BN & AT REF R th T REREAR . PTRER At rTREE A . 7T REFR
SE—AMN BT RERRE ZANNA, B, TTRES AN RIS R BRI R A R A O, R & 4
FUIHR T AVCACAH ] Uy i) 2 K, 824 B 2 s AR BRI ph R 1 J7 i

FARRL, Arh AL EE 3 B4 4 F AP oL

a) HAERIIREFHNA AT CAICH, F72E ARSCHHUE, I PRt Sm G N2 AT IT A

b) WIREFRNIICAC BRI, 75 2 SO A A2 L] .

6.4.2.2 MUEERLLTE

S F R TR AR o R E U AT CADCAC IO R, SRR DCACAS B2 T BRI M 4T, T
T B R R F = AN A R AT R SE J A 2.

a) SR EE 3 AR AR S 4% R

RN RARE T AR, SBnt 53 RARSEEHIREK:

o MEFAERNA: MidiEE AID 8E 18R BAE N A7 25 FeA fa (a4 6 I AR

© LN e AU M R R N A KK

# 14 N EMEFH T A R KHERF -

®14 MWEER
HLAE R B N R S B AR S APy TR A%
= = B
R’ ) i
& 7= i
= & BRI

b) PP T HRUEBR R E

W R AN R HE BRI RMERES, BAEERBEAG RELEER) MMM, N
SR A LGN AES (RémSEEIES) #TER, REKRERIEFEPH ELIES, B3R
EH (RARFZNNREA) . mREHERD] (MRAEIHERT), RMERMRT —RARIMA
.

o) JERE RIS 2 5

B AR R 1 2 3 N U L AR R BE R IRZ R R RAVFHFRE APDU Vi i UfEH RE R o BA
TR R R 7K I SV 8 3 I P V5 1) LR A BB R

6.4.2.3 MUMES

W R 2 A NIE F T R RE ) e 5 8 e R L I LA AR IR SE 2%, 82 08 33 100 0 1 A5 4 AL
F ELSE = (A L SERA U R A SE R RSB . W RN AR O BE, A BT
BAT I, AEITTARE 15.

14
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F15 PR HIAN IR IR S R

- R
AU P FEAEER Ty L An AID
| Never | Filter [ Always Never Filter Ar_Aﬂays
| Never R1= R2 R2
All Filter R1 R1+R2 R2 | R1
B |— | Avays | R R1 | RI=R2 L
 Never R
AID | Filter R2 Rl %mmzim
Always Rl | Rl RI=R2

WRAFAE—FARE T &N AUER S B EAEEEE RN AID fRARN, ABaBRIERE I
At £ 3 O B ELARRRIN, 75 U A ) £ 35 SN2 P U i 3X A SE N BRI e 4

6.4.3 MMITERZE
6.4.3.1 BETFHE—IEHRIMNCTE

T T U ) 42 AR R B R UG e S AT U A

B, TR FIEL T U i) 42 AR N %4 4 4 i N F V5 i) FLA 4 e R A i K -

a) FSCHAAFEES

b) MRNSCHAFLE, EAFFAE Bn B 3 N A Uy 1a] AR 5

) FEVREUNIAR AT Ui ) $2 RN 72 b B R

Vel L ERR A T T A S 3RO R i s 4 i I P B v £ 4 e I AR S IBR A4 U ) 428 A R
W, Frp&umHmELUERRR, BEFERFNAS AID FRH.

a) B, MEBIEE T &8N B RAE RN A B R AN

SearchRuleFor(DeviceApplicationCertificate, AID)

o WRMNAFLE, WNAXERN, #EERLE.

® WIRIFAES — A4 U N A A% L AE A B R N R SRR RAABE I, R4, SearchRuleFor
(DeviceApplicationCertificate, AID)## B K145 RNV %R “Never” (W, “HNIppRALEE” FAMHIBH) .

b) WRBAMMHEEEM ) , NFHEELERE N FTHLEWNA (ARG ERENE) , F
Hifiid AID $i85€ 7 RARR A58 A8+ N A IR0 -

SearchRuleFor(<AllDeviceApplications>, AID)

MRFESD AN L NARZEERAERNHMEXEKAOREMM, A, SearchRuleFor
(<AllDeviceApplications>, AIDJ# % (1) 45 RN %2 “Never” (W “HNppsRaLE" #HKBHHD .

o) WIREHMMHELKM a) Bb) , SRELIMRE NG e &N A EEH A BEH R NAK
o yUR

SearchRuleFor(DeviceApplicationCertificate, <AIISEApplications>)

WRMMAFLE, MAERXFRN I LR RS,

d) WREEHUWELELa) « b) Be) , WHERENNFrA L8N A LU FTA REE RN AR

15
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FR .
SearchRuleFor(<AllDeviceApplications>, <AIISEApplications>)
WRBAELE, NIRRT RN .

6.4.3.2 ETFiEH#ERIHN T

Y 6.4.2.2 FHEM “UEBHES M TRIEBMARER” RN, LR8N A bk ik
B4, HHHEPEPEE —MEBE S KBRN U RN, o, NZERHSIER#ESRIK
ZHEPRBEABN . AN, ZERMMIDCACERR S, Vi) F AR Y 4% FR % BE SRR B S e P b i
FRIUE 5 SR BBK 6 U ) 422 S R U o

Vi Il AR 4 4 2 BRAREN 5 F 8 P & 24 FROAIE 5 S IR A U ] 725 AL A U

a) $& I 5 0 AE 5 2 55 A\ TER 3 3 0 PP 4 X 8 3 55 E 5 B A Y v £ 4 B R N AR SR IR L
PRI -

1) SearchRuleFor(EndEntityCertificate, AID)

WMRMNFALE, WAEAXERN, MEREL.

2) SearchRuleFor(IntermediateCertificate<1>, AID)

WAL, WAERXEMN], MREL.

3) SearchRuleFor(IntermediateCertificate<n>, AID)

WRMNAAAE, WAEAXEMN, MEREL.

4) SearchRuleFor(RootCertificate, AID)

WRMNFFAE, WIAERLX &N, MREIE.

b) MREH RN EM a) , WHRREN A 4o N A AR € B AEH BE N A AR -
SearchRuleFor(<AllDeviceApplications>, AID)

WMRBMNAAAE, WAEAXERN, MREL.

¢) WMRBEAHMNEELEM ) Bb) , MEREXHEE L NN L& FTA HAE 8 B8 N AR -
1) SearchRuleFor(EndEntityCertificate, <AIISEApplications>)

WRMNAFAE, WAEALXEMN, WREIE.

2) SearchRuleFor(IntermediateCertificate<1>, <AIISEApplications>)

WRMNAFAE, WAEALXEMN, MREL.

3) SearchRuleFor(IntermediateCertificate<n>, <AIISEApplications>)

WRMNAFLE, WAEAXZMN, WREE.

4) SearchRuleFor(RootCertificate, <AIISEApplications>)

WERMNAFLE, WX AN, MREIL.

) WRBHRNGELEM ) « b) BRc) , MEREX I LN N A LT A4 AE < N R
1B

SearchRuleFor(<AllDeviceApplications>, <All Hi{5 4 fit & Applications>)
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6.4.4

D EEE T bk S
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£ N FH U e FRLAR A R R R R, i 4 AR R AR U e S A AT U TR, SR
UL U P B 445 SR A TR 75 SO VP60 N PR OV B, AR BRI R 201 B 3 TR

o

fEam

i ) 475 I A ke

1. APDUI# K

2. §R APDU

WREBLHH T

0 ® N A AW

APDU #3K: #¥5MNAET SE-API #7755 A 48 e 5 I A 28 L A a8 £ 1

<

9. HLIPLAC 45 B

3 RE
FmAE

4. $kH{RefreshTAG
— —

5. iR [F|RefreshTAG
6. LAt

> RefreshTAG

K 7. hngom i /

>8. A

10. Ap

DU )

B3 wEEhRE

¥R APDU: 1&41)Z API ¥ 23N F &% I8 APDU i K ¥ & 45 1 1) 42 BT ;
IRER 280 N UE 4D : U 1) 48 BT HR R Y R e v SR & o B FH B B 2 E 5, T 6.1 TR

IR RefreshTAG: Vj ) 2 SR M AR U BE P IREXSE Fibr & (Refresh TAG);

&[5 RefreshTAG: HifE 4 k1K [0] RefreshTAG;

LS} RefreshTAG: WIRZARE S Z AR BUEARF, MFENT—2: & NBEEE 8 2

IRERHEN: H AN AAR " FEH A A AE R P ORI, RBIH A RS

FRUCHC: T i) 48 AR B B T 48 i I FH 48 44 UE 5 R e 275 (EL 8 LA % H AR A B9 ATD DCACHE I ;

. FRMUCHECLE R K P UCAC 45 RO AR E U . I SR I RCSS REA RV R, W&

MR PR . WIRVT R VAT, W& [Pl RAT R W N 5
10. APDU Vjia): WRAWFLSNAVIH, WEMAEH RV REDRE APDU S HBERHEFR.

17
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Mt R A
(BERMEMTR)
poLUE S )

ARG T AR ARG HAN AR S, THITRSE. HETHRE, TR

ff] AID XF A0 000001 51 xx k&R, IEBMAEEMER 111..., 222..., 333.. .%KEA.

A1

18

Bl
z L PR E G S T
AID1 = A000 0001 5101 ——>access denied for all apps
——>conditions 1
AID2 = A0000001 5102 ——>access allowed for 1 app (hashl)
——>conditions 2
AID3 =A0000001 5103 ——>access allowed for 1 app (hashl)

——>conditions 2
Any other AIDs ——>access allowed for all apps ——>conditions 3
LAF % PKCS#15 X REM MG B
XHRGERERGH (ET RS -
MF (3F00)
|-EF DIR (2F00) —> reference DF PKCS-15
|
|-DF PKCS-15 (7F50)
|-ODF (5031) —> reference DODF
|-DODF (5207) —> reference EF ACMain
|-EF ACMain (4200) —> reference EF ACRules
|-EF ACRules (4300) —> reference EF ACConditions...
|-EF ACConditions1 (4310)
|-EF ACConditions2 (4311)
|-EF ACConditions3 (4312)

XHRGE)RRG M (BT PKCSHIS NAD -

PKCS#15 application (AID: A0 00 00 00 63 50 4B 43 53 2D 31 35)
|-ODF (5031) —> reference DODF

|[-DODF (5207) —> reference EF ACMain

|-EF ACMain (4200) —> reference EF ACRules

|-EF ACRules (4300) —> reference EF ACConditions...
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|-EF ACConditions1 (4310)
|-EF ACConditions2 (4311)
[-EF ACConditions3 (4312)

EF DIR: 3F00/2F00

Based on this ASN.1 syntax:

DIRRecord ::= [APPLICATION 1] SEQUENCE {

aid [APPLICATION 15] OCTET STRING,

label [APPLICATION 16] UTF8String OPTIONAL,

path [APPLICATION 17] OCTET STRING,

ddo [APPLICATION 19] DDO OPTIONAL

}

aid PKCS-15 = A0 00 00 00 63 50 4B 43 53 2D 31 35

label = "PROVISIONING" = 50 52 4F 56 49 53 49 4F 4E 49 4E 47

path = 3F00/7F50

binary coding:

61 22 4F 0C A0 00 00 00 63 50 4B 43 53 2D 31 35 50 0C 50 52 4F 56 49 53 49 4F 4E 49 4E 47 51 04
3F 00 7F 50

ODF:

References file 5207.
Binary coding

A7 063004 04 02 52 07

DODF:

GPAC OID(HEX encoding) = 2A 86 48 86 FC 6B 81 48 01 01

application name = "GP SE Acc Ctl" (example: value to be confirmed)

path to EF ACMain = 4200

binary coding:

A1 29300030 0F 0C 0D 47 50 20 53 45 20 41 63 63 2043 74 6C A1 14 30 12 06 0A 2A 86 48 86 FC
6B 8148 01 01 30 04 04 02 42 00

EF ACMain:

Refresh tag value is 01 02 03 04 05 06 07 08

path to EF ACRules = 4300

binary coding:

301004 08 01 02 03 04 05 06 07 08 30 04 04 02 43 00

19
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EF ACRules:

AID1 —> EFConditions 4310 ——> access denied for all apps

AID2 ——> EFConditions 4311 —> access allowed for 1 app (hashl)
AID3 ——> EFConditions 4311 ——> access allowed for 1 app (hashl)
* —> EFConditions 4312 ——> access allowed for all apps

binary coding:

30 10 A0 08 04 06 A0 00 00 01 51 01 30 04 04 02 43 10
3010 A0 08 04 06 A0 00 0001 51023004040243 11
3010 A0 08 04 06 A0 000001 51 033004040243 11
3008 82 0030 04 04 02 43 12

EF ACConditions]: (access denied for all apps)
binary coding:
(empty file)

EF ACConditions2: (access allowed for 1 app)
Hashl hasthe value 11 11 11 111111111111 1111111111 111111111111

binary coding:
301604141111 1111111111101 1011101011111 11 11

EF ACConditions3: (access allowed for all apps)
binary coding:
30 0

A2 Rfl2

Z I SR kP S

AID1 =A000 0001 51 01 —>access allowed for all apps ——>conditions 1
AID2 = A0 00 00 01 51 02 —>access allowed for 1 app (hashl) —>conditions 2
AID3 = A0 00 00 01 51 03—>access allowed for 3 apps (h1, h2, h3) ——>conditions 3
AID4 = A0 00 00 01 51 04 —>access denied for all apps ——>conditions 4
AIDS = A0 00 00 01 51 05 ——>access denied for all apps ——>conditions 4
Any other AIDs -—> access denied for all apps . ——>conditions 4

LAF 4 PKCS#15 XU RENMAAE B
XHREERGW (BETIXHRS)
MF (3F00)

20
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|-EF DIR (2F00) ——> reference DF PKCS-15

|

|-DF PKCS-15 (7F50)

[-ODF (5031) —> reference DODF

[-DODF (5207) ——> reference EF ACMain

|-EF ACMain (4200) —> reference EF ACRules
|-EF ACRules (4300) —> reference EF ACConditions...
|-EF ACConditions1 (4310)

|-EF ACConditions2 (4311)

|-EF ACConditions3 (4312)

|-EF ACConditions4 (4313)

X RG R KRG (FETF PKCS#15 NAD) -

PKCS#15 application (AID: A0 00 00 00 63 50 4B 43 53 2D 31 35)
|-ODF (5031) —> reference DODF

|-DODF (5207) ——> reference EF ACMain

|[-EF ACMain (4200) —> reference EF ACRules

|-EF ACRules (4300) —> reference EF ACConditions...

|-EF ACConditions1 (4310)

|-EF ACConditions2 (4311)

|-EF ACConditions3 (4312)

|-EF ACConditions4 (4313)

EF DIR: 3F00/2F00

Based on this ASN.1 syntax:

DIRRecord ::= [APPLICATION 1] SEQUENCE ({

aid [APPLICATION 15] OCTET STRING,

label [APPLICATION 16] UTF8String OPTIONAL,

path [APPLICATION 17] OCTET STRING,

ddo [APPLICATION 19] DDO OPTIONAL

}

aid PKCS-15 = A0 00 00 00 63 50 4B 43 53 2D 31 35

label = "PROVISIONING" = 50 52 4F 56 49 53 49 4F 4E 49 4E 47

path = 3F00/7F50

binary coding:

61 22 4F 0C A0 00 00 00 63 50 4B 43 53 2D 31 35 50 0C 50 52 4F 56 49 53 49 4F 4E 49 4E 47 51 04
3F 00 7F 50
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6B 8

22

ODF:

References file 5207.
binary coding:

A7 063004 04025207

DODF:

GPAC OID(HEX encoding) = 2A 86 48 86 FC 6B 81 48 01 01

application name = "GP SE Acc Ctl" (example: value to be confirmed)

path to EF ACMain = 4200

binary coding:

A1 2930 00 30 OF 0C 0D 47 50 20 53 45 20 41 63 63 20 43 74 6C A1 14 30 12 06 0A 2A 86 48 86 FC
148 01 01 30 04 04 02 42 00

EF ACMain:

Refresh tag value is 01 02 03 04 05 06 07 08

path to EF ACRules = 4300

binary coding:

3010 04 08 01 02 03 04 05 06 07 08 30 04 04 02 43 00

EF ACRules:

AID1 ——> EFConditions 4310 ——> access allowed for all apps

AID2 ——> EFConditions 4311 ——> access allowed for 1 app (h1)

AID3 ——> EFConditions 4312 ——> access allowed for 3 apps (h1, h2, h3)
AID4 —> EFConditions 4313 ——> access denied for all apps

AID5 —> EFConditions 4313 —> access denied for all apps

* —> EFConditions 4313 —> access denied for all apps

binary coding:

30 10 A0 08 04 06 A0 00 00 01 51 01 3004 04 0243 10
30 10 A0 08 04 06 A0 00 00 01 51 023004 04 0243 11
30 10 A0 08 04 06 A0 00 00 01 51 03 30 04 04 02 43 12
30 10 A0 08 04 06 A0 00 0001 51 043004 04 0243 13
3010 A0 08 04 06 A0 00 00 01 51 053004 040243 13
3008 82003004 04024313

EF ACConditions: (access allowed for all apps)
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binary coding:
3000

EF ACConditions: (access allowed for 1 app)
binary coding:
301604141111 111111 1111 111111111111 111111111111 11

EF ACConditions: (access allowed for 3 apps)

binary coding:

30160414 1111111111 111111111111 1111111111110 11 11 11
301604 142222222222222222222222222222222222222222
3016 04 14 33 33 33 3333 333333 333333333333333333333333

EF ACConditions: (access denied for all apps)
binary coding:
(empty file)

%3

B, ViR &

Default AID —>access allowed for 1 app (hash0) ——>conditions 1

AID1 =A0000001 5101 ——>access allowed for 1 app (hashl) ——>conditions 2
AID2=A00000015102 -——>access allowed for 1 app (hash2) + APDU Filter —>conditions 3
AID3 =A00000015103 ——>access allowed for all apps ——>conditions 4

BAF 4 PKCS#15 XA RENM AAE B -
XHRGERERGH (BT XHRE -

MF (3F00)

|-EF DIR (2F00) —> reference DF PKCS-15

|

|-DF PKCS-15 (7F50)

|-ODF (5031) —> reference DODF

|-DODF (5207) —> reference EF ACMain

|-EF ACMain (4200) —> reference EF ACRules
|-EF ACRules (4300) —> reference EF ACConditions...
|-EF ACConditions1 (4380)

|-EF ACConditions2 (4381)

|-EF ACConditions3 (4382)
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|-EF ACConditions4 (4383)

XM RGERERGH (BT PKCS#IS NAD) -

PKCS#15 application (AID: A0 00 00 00 63 50 4B 43 53 2D 31 35)
|-ODF (5031) ——> reference DODF

[-DODF (5207) ——> reference EF ACMain

|-EF ACMain (4200) ——> reference EF ACRules

|-EF ACRules (4300) —> reference EF ACConditions...

|-EF ACConditions1 (4380)

|-EF ACConditions2 (4381)

|-EF ACConditions3 (4382)

|-EF ACConditions4 (4383)

EF DIR: 3F00/2F00

Based on this ASN.1 syntax:

DIRRecord ::= [APPLICATION 1] SEQUENCE {

aid [APPLICATION 15] OCTET STRING,

label [APPLICATION 16] UTF8String OPTIONAL,

path [APPLICATION 17] OCTET STRING,

ddo [APPLICATION 19] DDO OPTIONAL

}

aid PKCS-15 = A0 00 00 00 63 50 4B 43 53 2D 31 35

label = "PROVISIONING" = 50 52 4F 56 49 53 49 4F 4E 49 4E 47

path = 3F00/7F50

binary coding:

61 22 4F 0C A0 00 00 00 63 50 4B 43 53 2D 31 35 50 0C 50 52 4F 56 49 53 49 4F 4E 49 4E 47 51 04
3F 00 7F 50

ODF:

References file 5207.
binary coding:

A7 063004 04 02 52 07

DODF:

GPAC OID(HEX encoding) = 2A 86 48 86 FC 6B 81 48 01 01
application name = "GP SE Acc Ctl" (example: value to be confirmed)
path to EF ACMain = 4200
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binary coding:
A1 293000 30 OF OC 0D 47 50 20 53 45 20 41 63 63 2043 74 6C A1 14 30 12 06 0A 2A 86 48 86 FC
6B 81 48 01 01 30 04 04 02 42 00

EF ACMain:

Refresh tag value is 01 02 03 04 05 06 07 08

path to EF ACRules = 4300

binary coding:

301004 08 01 02 03 04 05 06 07 08 30 04 04 02 43 00

EF ACRules:

Default AID ——> EFConditions 4380 —> access allowed for 1 app (h0)
AID1 —> EFConditions 4381 —> access allowed for 1 app (h1)

AID2 —> EFConditions 4382 —> access allowed for 1 app (h2)...
AID3 ——> EFConditions 4383 ——> access allowed for all apps

binary coding:

3008 81 003004 04 0243 80

3010 A0 08 04 06 A0 000001 51 013004 04 0243 81

30 10 A0 08 04 06 A0 00 00 01 51 02 30 04 04 02 43 82

30 10 A0 08 04 06 A0 00 00 01 51 03 30 04 04 02 43 83

EF ACConditions: (access allowed for 1 app)

HashO has the value 000...

binary coding:

30 16 04 14 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

EF ACConditions: (access allowed for 1 app)

Hashl hasthe value 11 11 11 1111 111111111111 1111 11111111111111
binary coding:

301604141111 1111111111111 1111101110111 111111 11

EF ACConditions: (access allowed for 1 app)

Hash2 has the value 222...

APDU filter : 80 F2 00 00 / FF FF FF FF + 80 CA 00 00/ FF FF 00 00

NFC event : NEVER

binary coding:

303504 142222222222222222222222222222222222222222A01D A0 16 Al 14 04 08 80
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F2 00 00 FF FF FF FF 04 08 80 CA 00 00 FF FF 00 00 A1 03 80 01 00

EF ACConditions: (access allowed for all apps)
binary coding:
3000
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