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RAD HMWABIENROARSHREELHIRX R

ERIIEES =l A b il B AR
Wb SQL { A Java 5.1.1a) \5.1.1b) 5. 1.1d)

M ZipInputStream % 4 fiff FE 3C 4 Java 5.1.1a) ,5.1.1d)
Frl A% 38 45 Runtime.execO) J5 55 1 1F 22 {7 $Cdis Java 5.1.1a) .,5.1.1b) .5.1.1d)
AEFEEREE BN Java 5.1.1a).5.1.1b) ,5.1.1d)
il B XML i A Java 5.1.1a) \5.1.1b) ,5.1.1d)
B XML &b 52 ik i Java 5.1.1a) .5.1.1b) ,5.1.1d)

M HE local A5G 1Y B B 48 52 45 219 local Java 5.1.1h)

5 B U R C/C++ 5.1.1a),5.1.1b),5.1.1d)
PR R B M B 1% A Ok AR M T c/C++ 5.1.1a) \5.1.1b) \5.1.1d)
T TS U o A Al C/C++ 5.1.1a) ,5.1.1b) ,5.1.1d)
A% A 35 e 0 B AT RN C/C++ 5.1.1a) \5.1.1b) 5. 1. 1d)
A8 ARl o 0 O T AR Ol 1T C/C++ 5.1.1a).,5.1.1b) ,5.1.1d)
A8 1F ol F T e Y B R A R A C/C++ 5.1.1a) .,5.1.1b) .5.1.1d)
A1l e T A 00 B A A 5 o XL C/C+—+ 5.1.1a),5.1.1b) \5.1.1d)
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17



GB/T 38674—2020

SCLHEMTRATAE RS SQL A4 R BB EE R T EEAE RS H Y. i1k SQL AR 8 kA
IS UEAE Z 55 A R S 8k A if) .
PP SQL FEA MO R 1 4 T A RS HE Qava 355 i, m 0] 2 245 W7 MG H %
(Java if: 7)) i,
.
publie void doPrivileged Action(String username. char[ | password)
throws SQLException {
Connection connection = getConnection() ;
try {
String pwd = hashPassword( password) ;
String sqlString = "SELECT * FROM db_user WHERE username = "
+ username +
" AND password = " + pwd + "";
Statement stmt = connection,createStatement() ;
ResultSetrs = stmt.executeQuery(sqlString) ;
b finally {
try |

connection.close() ;

 catch (SQLException x) |

L
I s

H
TE XA A TS A AC S 75 8 L 4l TDBC S DA IE H] P L 338 stmt.executeQuery (sqlString) £5 1] 1Y
SQL 4 sqlString., & A& il — A~ PFE L7 4 Ak L IF H sqlString & 28k e b sl 50 9E . 2 pwd
"OR 1'="1 B}, sqlString 5t 2= 7% i . SELECT * FROM db_user WHERE username =" AND
password=" OR "1'="1", Statement,executeQuery(String) Jy A RE T IE SQL i A iZ AU ¥ & 5] &
SQL A il deifi .
w2,
public void doPrivilegedAction(String username. char[ | password)
throws SQIL Exception {
Connection connection = getConnection() ;
try |
String pwd = hashPassword( password) ;
il Cusername.length() » 8) {
}
String sqlString =
"select * from db_user where username= 7 and password=17";
PreparedStatementstmt = connection. prepareStatement (sqlString) 5
stmt.setString(1. username) ;
stmt.setString (2, pwd);
t finally {
18
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try |
connection.close() ;
I catch (SQLException x) |

~
I e

H

TE 3~ B AL Y AC S 7 1) o, 2 java. sql. PreparedStatement $047 2 801k A i), o] L kE 6 & A A
A5 SQL i ¢3¢ thf7 . i id i [ prepareStatement [ set * O ik, o] Lk from B Rl kG A . 2
¥ 43 1E 1 09 5 SO |5 N B i A8 DL/ SQL T8 AT I . ZE LAY L X6 B3040 A0 154 ) el 45 4 i 1oz 4

prepareStatement,
A.2.1.1.3 M ZipInputStream & £ ##[E X i

X} java.util. ZipInputStream (%5 A JEATHE A 0T LB 1L FE L 2 00 R ¥R . Ik — A SC k. e
zip gif M gzip Hi 9 HTTP N2, nTRE 2 FEd 2 MBI JOF AR R4 RS s ol F . g & &
L zip FESAY B,

X F M ZipInputStream % 2 fif H SRR B - B 1 45t T AMEAE Qava il 50, 61 2
T RS Qava 1B 7)) m B,

~Bl 1

static final int BUFFER = 512;

public final void unzip(String filename) throws java.io.lOException{
FileInputStreamfis = new FileInputStream(filename) ;

ZipInputStreamzis new ZiplnputStream(new BufferedInputStream(fis));
ZipEntry entry;
try {
while ((entry = zis,getNextEntry()) | = nulD) |
System.out.println("Extracting: " + entry);
int count;
byte datal ] = new byte[ BUFFER];
// Write the files to the disk
FileOutputStreamfos = new FileOutputStream{entry.getName() ) ;
BufferedOutputStreamdest = new BufferedOutputStream(fos. BUFFER) ;
while ((count = zis.read(data, 0, BUFFER)) | = —1) {
dest,write(data. 0. count);
}
dest, flush() ;
dest.close();
zis.closeEntry () ;
}
b finally {
zis.close() s
1
H
AN HLAE Y A A 7 B 5 AT K A i e — S SO P i FE R WE IR . B S RVFRRERRSLEAT B & 5%
F B A TR IRAE SR Ik
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~Bl2:

static final int BUFFER = 512;

static final int TOOBIG = 0x6400000; // Max size of unzipped data, 100MB
static final int TOOMANY = 1024 // Max number of files

."llr."f wan

private String validateFilename(String filename. String intendedDir)
throws java.io.JOException |
File { = new File(filename) ;

String canonicalPath = f.getCanonicalPath();

File iD = new File(intendedDir) ;

String canonicallD = iD.getCanonicalPath() ;

il (canonicalPath.startsWith(canonicallD)) {
return canonicalPath;
!

} L‘IS(‘.‘ 1

throw new IllegalStateException( "File is outside extraction target directory,”):

public final void unzip(String filename) throws java.io.lOException {
FileInputStreamfis = new FileInputStream(filename) ;
ZipInputStreamzis = new ZiplnputStream(new BulleredInputStream(fis));
ZipEntry entry;
int entries = 0;
long total = 03
try |
while ((entry = zis.getNextEntry()) | = nulD) |
System,out, println("Extracting: " + entry);
int count;
byte datal | = new bytel BUFFER];
// Write the files to the disk. but ensure that the filename is valid.
// and that the file is not insanely hig
String name = validateFilename(entry, getName(), ".");
il Centry.isDirectory()) {
System.out,println("Creating directory " + name) ;
new File(name). mkdir();
continue;
}
FileOutputStreamfos = new FileOutputStream(name) ;
BufferedOutputStreamdest = new BufferedOutputStream(fos. BUFFER) ;
while (total + BUFFER (= TOOBIG &.&. (count = zis.read(data, 0. BUFFER)) | = —1) {
dest.write(data, 0, count);
total + = count;
}
dest.flush();
20
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dest.close() ;
zis.closeEntry () ;
entries+ 3
il Centries » TOOMANY) |
throw new lllegalStateException(" Too many files to unzip.");
}
il (total » TOOBIG) |
throw new lllegalStateException("File being unzipped is too big.");

!

b finally {
zis.close() ;

Y
’

L
¥

FE XA HLAE A AC S % ] v AR RS 7 B2 4% H 2Z AT S0iE B4 2 H I 24 Bk, SR 44 FR G IR 2 8 -4
WU 2k . while 95 B8 b i (U RS K FI BT zip VA8 T A4S 2% H A9 SCIER /N IRl B 4R BUZR H . G SR 4
B 26 B R K AEABI TR 100 MB.L W 24 th 524 . SIS AR EAEH ZipEntry.getSizeO J7 ik . R MGE#&
Al LA Ph s Z1P SCRY o R e 46 19 SO 09 /N . die I o AR 0 11 55 R 4 4 v SCE 4k B R B, o SRR
1 024 AN H L Wl 5%

A.2.1.1.4 B4 1EEL Runtime.execO) FiEMIEZEEHIE

A Java B B4 — 1 Runtime JE A9 52 6], — M 24 shell B 98 &, 1T AT BAAE POSIX
f# H1/bin/sh B # 7 Windows F & i ] emd.exe, MZSH0P & LLas i WG] 5 a3 oAb L, — /I 3k
B 2K 2 43 SR A I T B 2 AR S BOE A TBGE o AT IR TR 2 A5 A Z A AT s R LAY
V545 i 2 R AT Z 0 A 07 28 5 vk

X T A% % 245 Runtime.execO J5 & AR Z (5 Bl AR50 . /- ) 1 25t 7 AR HT % (Java 15
i, B 2 g T G Qava il 5D R il

R 1(Windows) .

class DirList {

public static void main(String[ | args) throws Exception {

String dir = System.getProperty("dir");

Runtime rt = Runtime.getRuntime() ;

Process proc = rt.exec("emd.exe /C dir " + dir);

int result = proc.waitFor();

if (result ! = 0) {
System.out.println(" process error: " + result);

}
InputStream in = (result == 0)7 proc.getlnputStream()
proc.getErrorStream() ;

int ¢;

while ((¢ = in.read()) | = —1) {
System.out, print( (char) ¢);

}

H
A 7~ B dir a2 50 H 590 . X 2 i Runtime.execO) 18 H Windows 1 dir 454>
21
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eI . FIA Runtime.exec O J5 4% 2 U5 T8 17 FRHE 1 A 28 Ak 09 B0 . r DL 64005 23 5k iy 4
HEAMGE .,

Yk 35 0T LU 5 LR A4 )RR

java -Ddir="dummy & echo bad’ Java

A2 bR AT SRS .

emd.exe /C dir dummy & echo bad

B — et A 28 I ARAEAE Y dummy SCPEJE, IF HAESEH & L4 bad,

w2054 .

if (! Pattern.matches("[0-9A-Za-z@ . ]+", dir)) {

/...

'

XANF A R A S 52 ] 2 0 FE 3245 19 F P i A i AT e, R R AL b i A B 2 80
I 45 Runtime.execO) J5 3 AW B A7 19 7 05 4B 2 W HE R i .

A21.15 AEEEEEFEANE

HTML SLF web 25 rp i 7 B n] DL s Bt . BEOR 7 BE 1) web R 55 & 42 I (L (RO BE BT 7 12 2k
Fopy . (R B 3 5 R a1 L a5 ik O 2Ok A8 ol B - B .
X P AGAL B B A N A A 0 R i 1 25 T AR L (Java 185 R 6l R 2 ik TR
W (Java W5 ) s,
.
public class SampleServlet extends HttpServlet {
public void doGet(HttpServletRequest request. HttpServletResponse response) throws I0Exception.
ServletException {
response,setContent Type("text/html") ;
PrintWriter out = response.getWriter();
out,println(" {html)> ") ;
String visible = request.getParameter("visible") ;
String hidden = request.getParameter("hidden") ;
if (visible I = null || hidden ! = nulD {
out.println(" Visible Parameter:");
out,println( sanitize(visible) ) ;
out.println(" {br Hidden Parameter.");
out.printlnChidden) ;
I else {
out,println(" (p>");
out.print(" (form action=\"");
out.print("SampleServlet\" ")
out,println("method=POST)") ;
out.println("Parameter:" ) ;
out.println(" {input type=text size=20 name= visible)");
out.println("{hr)");
out.println(" {input type= hidden name= hidden value=\a benign value\">");
out,println(" (input type=submit)");

out.println(" (/form> ") ;

2z
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public void doPost( HttpServletRequest request. HttpServletResponse response)
throws 10Exception, ServletException |
doGet(request, response) ;
'
// Filter the specified message string for characters
// that are sensitive in HTMIL..,
public static String sanitize(String message) |

."llr."f ses

}
F AR 7R T — A servlet, B4 — AN A WY 5 BE A — AN BREC Y 55 B R R Ml g5 T . AE
A% 3ok 25 0 WEE 6% 22 T o 0T DL 01 2 B £ ek 0 I b B (E R Y - B AT IR IE
M4 A Z B param] B, web UUHDRE s LA R N %
Visible Parameter; paraml
Hidden Parameter: a benign value
{2 ek 0T DL AE URL o g Bt ok O e 2 B ik — A E L I F
http://localhost: 8080/sample/SampleServlet? visible = dummy& hidden = % 3Cfont % 20color =
red % 3ESurprise % 3C/font %G 3E! 1]
M3 URL gl 32 41 205 00 2 8% B 90 %3 8% 2% s
Visible Parameter: dummy
Hidden Parameter: Surprise!!!
w2,
public class SampleServlet extends HttpServlet |
public void doGet( HtipServletRequest request. HttpServletResponse response)
throws 10Exception, ServletException {
response,setContent Type("text/html" ) ;
PrintWriter out = response,getWriter();

out.println(" Chtml> ") ;

String visible = request.getParameter("visible") ;

String hidden = request.getParameter("hidden") ;

if (visible ! = null || hidden ! = null) {
out.println(" Visible Parameter:") ;
out.println( sanitize(visible) ) ;
out.println(" {br) Hidden Parameter:") ;
out.println( sanitizeChidden) ) ; // Hidden variable sanitized
I else {
out,println("{p>");
out.print(" {form action=\"");
out.print("SampleServlet\" ")
out.println("method=POST)") ;
out,println(" Parameter:" ) ;
out.println(" {input type= text size= 20 name=visible)");

out.println("{br>");
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out.println(" {input type= hidden name= hidden value=\a benign value\">");
out.println(" (input type=submit?");
out.println("{/form?");

}

public void doPost{ HttpServletRequest request. HtipServletResponse response)
throws 10Exception. ServletException {
doGet(request. response);

}

// Filter the speciflied message string lor characters
// that are sensitive in HTML,

public static String sanitize(String message) {

AR R BN B B AT R A PRI, 0 URL A Y8 &80, servlet J7 4 LUF A%
Visible Parameter: dummy

Hidden Parameter: (font color=red)Surprise{/font;!!!]
A.2.1.1.6 Fips XML iEAN

AR P A RE i 25 R A XML SCRYAE R A L B8 2 At E 5% 38 o) 76 8006 7 Bl A XML ARk
HH XA XML PRI . XML fif b a5 2345 1X 28 bp 28 4% FOE W AR EAT e br . T i — BUAE 2y
JE ) XML G, 325 T A i Jn 6 84 2

{item?

(description) Widget( /description)

(price)500.0{/price’

{quantity)1{/quantity)

{/item)

AT Pa] LUTE (quantity) JCE A LL R FE4F HY . 1(/quantity) (price) 1.0(/price) (quantity) 1

LR XML 3R .

(item?

(description) Widget( /description’

{price)500.0{/ price’

{quantity) 1(/quantity) {price? 1.0{/price) (quantity) 1 (/quantity)

{/item)

T =l A7 By APT S Hr 43 Corg. xml.sax and javax.xml. parsers.SAXParser) 0] DL i #71% XML 3
4 R i b XML A% AR B 2 i Ji — A4~ T & Cprice) BYME B 2 B & A SE B8 1.0,

P XML H AR s 6] 125 T A BAE I E Qava 355D 6, /il 2 25 7 B3 ik
(Java ifi 5 ) i,

.

public class OnlineStore {

private static void createXMLStreamBad([inal BufferedOutputStreamoutStream. [inal String quantity} throws 10-
Exception {
String xmlString = "{item’\n{description) Widget(/description’\n"
24
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+ "{price’500(/price)\n" + "{quantity}" —+ quantity
+ "(/quantity) {/item> " ;
outStream, write(xmlString.getBytes()) ;
outStream, {lush() ;
}
'

T A AR AE B o — AN D ik A SRR T T A A R DR R B A — A XML A3, S8 )5 8 I e 3% 3 R
55 f o AEXISHLAT AT B 30 XML T A )38, R R 3 A~ T 16 BT A7 A o] g A 3830k
2 XML AJfE & 28 %0 A8 A4 BIAY fan A BCHE IF, — 8§ B0 A A XML 8z e #% DTD 55k XML,
QSRR B AT QX RE 9 XML 745 B I8 2 07 76 G0 XML 22 fif b 20 i A3 By sUME RESR 5 .
T 20 NBIE -
public class OnlineStore {
private static void createXMLStream({inal BulferedOutputStreamoutStream,
final String quantity) throws IOException. NumberFormatException {
// Write XML string only if quantity is an unsigned integer (count).
int count = Integer.parseUnsignedInt(quantity) ;
String xmlString = "{item’\n{description) Widget(/description)\n"
+ "{price’500(/price>\n" + "{quantity}" + count + "{/quantity) {/item)";
outStream.write(xmlString.getBytes()) ;
outStream. flush() ;
}

L
¥

A1 Y i e 7 R BIE quantity & — LT S8,
A.2.1.1.7 B XML SMERsE 4k

XML SCES af B — AR /N ) 32 3 B (52040 IF 86 gl A5 p . S fAcm] RLJE A i | A1 38 A a2 ik
SR . MBS B AT R AN SO ) XML AL Rk . ey 3 a0 LE i 484 S5 91 9 URTL ff H 45
[0 4 7 B AE 4 W SO R 8 TP PR A I SO o DT 3t 1A 4 IR 55 s PR I A 95t LL A< 4 52 / dev/random 5/
dev/try fE 5 A URT, 33X AT G 3 10K A BH €5 J ol & 2 7 35t

X P XML A S A Sl (00 ox  1 45 il TR RIS Java il 5O s il w6l 2 4 7
HLE % Java il &) w1l .

~fl .
class XXE {
private static void receiveXMLStream(InputStreaminStream.
DefaultHandlerdefaultHandler)
throws ParserConfigurationException, SAXException, IOException |
SAXParserFactory factory = SAXParserFactory.newlnstance() ;
SAXParsersaxParser = factory.newSAXParser() ;

saxParser.parse(inStream. defaultHandler) ;

%

public static void main(String[ ] args) throws ParserConfigurationException.,
SAXException, I0Exception {
try |
receiveXMLStream(new FileInputStream("evil.xml" ), new DefaultHandler());

+ catch (Java.net.MalformedURLExceptionmue) |
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System.err.println("Malformed URL Exception: " + mue);

}

1
f

b AR 22X evilxml SEAT AT OF HLARE M OCHE RSB th . SR, SAX BUE DOM fiff #r 4%
VIR AE SYSTEM J@ o s AR 1 URL X A 0K 45 B8 3 — DA K 19/ dev/try SCHFII N2, 1E
POSIX FR ¢, 3 BOX A SO 2% S 30re Fy BEL2E B30 0T DL ok 755004 i & 75 304 A8 k. 2ok
T Al X — 28 A B XML Uk SR il .

AR evil.xml SO AL DR SO, B ¥ & 32 3 f XXE 5k .

(7 xml version="1.0"7)

{1 DOCTYPE foo SYSTEM "file: /dev/tty")

{foo) bar{/foo?

i I EntityResolver J57 ZE 2Bl 1l XML #3523 A L

il 2.

class CustomResolver implements EntityResolver |

public InputSourceresolveEntity(String publicld. String systemld)
throws SAXException, 10Exception {
// Check for known good entities
String entityPath = "file:/Users/onlinestore/good.xml" ;

il (systemld.equalsCentityPath)) {

System,out, println( " Resolving entity: " -+ publicld + " " + systemld) ;
return new InputSource(entityPath) ;

}else |

// Disallow unknown entities by returning a hlank path

return new InputSource() ;

}

B AN B A A QA 78 B 4 fi DR J7 R 3 %€ L — 4> CustomResolver &, iX RSB T org. xml.sax.
EntityResolver #£ 111. & 0] LLil: SAX i FE il X 13 552 0 10 &b B 53¢ A4~ 22 il (1% &b 2R 28 468 A9 J2& — 4>
R AR S A SCHY ) B 2% B0 . 2 A S A T 45 2 1 L 22 4 19 S AR R B AR I resolverEntity O J5
22 iR 8l — A~ %5 [ InputSource %4,

setEntityResolver O J5 ¥ ] LR X B A9 SAX B 8l 5251 1 M 34 5k . 4 g i 0 R i A S XA eh A E
SCARHT a9 25 A9 InputStream X4 23l i java. net. MalformedURLException 5+ %, i % {3 & 1Y
J2 A — > XMLReader X 42, L8 o 35 A3 GOA B  F E SCRY S AR B 2

class XXE {

private static void receiveXMLStream (InputStreaminStream. DefaultHandlerdefaultHandler)
throws ParserConfligurationException, SAXException.[OException {
SAXParserFactory factory = SAXParserFactory.newlnstance() ;
SAXParsersaxParser = [actory.newSAXParser();

// To set the Entity Resolver. an XML reader needs to be created

XMLReader reader = saxParser.getXMLReader() ;
reader,setEntityResolver(new CustomResolver());
reader.setErrorHandler(defaultHandler) ;
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InputSource is = new InputSource(inStream) ;
reader, parse(is) ;

'

public static void main{String[ ] args) throws ParserConfigurationException. SAXException. I0Exception |
receiveXMLStream(new FileInputStream("evil.xml") .

new DefaultHandler()) ;

S
f

A.2.1.1.8  HLE%E local 18X R EIEAT . F5E 18 L #Y local

4 locale WA W5 & 1) B4 , {8 H locale AHCHY 5 AL B local #H G I1 BHE 25 7 A BN B Y
ZEL . HRRE S ARRAT PR OCHE T L HTML bR 480 3 228 %€ Locale. ENGLISH fE )y — A~ $§ 2 1)
locale, TEA[AMY locale FREEHE 1T Y 0l fiE & T BOUZ AN BT AT 0, 3 & Ao vF 30k # S8 i A ik
o T XSS 7E L BB B L SR AT B locale Jy i AH G, WU R 48 28 A I 9 locale,

{61 40 v R AR

public class Example {

public static void main(String[ | args) {
System.out.println(" Title".toUpperCase()) ;
}

}

TEHE I locale MIE T .

TITLE

SR K ZHOEF MR T 78 REIEAE LA HHGE S AR BI5A— D0 1
REHRWAT A4 (DAL KGR A 5 (D, 76+ HIH locale (CAPT 2006) £ 7% /4 F 1 fil
W Z Ay 25 4 .

TITLE

VFZ T2 P R HAKEE T locale J5 4 5 B . W 2R locale A1 G0 BCHE  F2 7 % A /R i locale,
W] L2 4 AR T BRIN ) locale B,

X F 4R E N W local YN B /-0 1 251 T AFANEHE Java 1G5 R0, <8 2 25 1 7 B30 A%
UJava ifi 7).

BRI
public static void processTag(String tag) {
if (tag.toUpperCase().equals("SCRIPT")) {
returns

1
I

// Process tag

L
¥

TEH1E locale H' "script" KE A "SCRIPT", 1fif 7 £ H-H locale HEE 1, 8 " seript" K5 # i
" SCRiPT",
~fl 2.
public static void processTag(String tag) {
if (tag.toUpperCase(Locale. ENGLISH).equals("SCRIPT")) {
return;

27
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// Process tag
H
RS o locale 158 Ry 9 3C, DA b B 25 A0 1Y 155 L

A.2.1.1.9 TR¥EBEEAERLR

W15 A5 BV M 0 B A 0T B S BORE e G BRI 3A° L i 1T S5 SO FE I 22 11 R 40 BRI L il A 4 R 45 2K
ili (denial-of-service (DoS) attack),
XF TG B R R S O R B 1 e i T AR L (C/CH + i) il il 2 45t
THYEH L (C/CH+HiEFH AW,
.
void iterateFoo_bad() {
unsigned num;
int i
scanf(" % u", &num);
for (i = 0: 1{ num; i+-+) |
foo();
t
H
FE 40 b R EOT A6 R YR e P BRSO AR AT IR NE . AT R T gl
Bl 2;
void iterateFoo_good() {
unsigned num;
int iz
scanf(" % u". & num);
if (num » 20)
return;
for (i = 0; 1{ num; i+ -+ {
foo();

1
/

}
FEUN_EACES B8 I0T X 75 A5 200 f 7 0 T ol e T 2 R T B

A2.1.1.10  MSMER R G iR K MR ROZ R A K F 5

FEBRAE R GE D A7 K I A7 G RN /N A7 i P R S B0 AR A8 3K 6 AS [R) 9 28 4 [ a4 500 1% i sk o 5
BEFE R HEAT A HL AT T R 468 5 Z ] B AR B 4, ZE PR H recv 3 read pRECM PR AR G0 45 WORE
Jei s WA HT ntohs 3 ntohl bR ECHE 0 265 7= 15 e B 48 S A 3b 5 49 5 o 23 36 ORI i 0 L 3 T BCHIUREZ
SRIAT

K3 DI S 38 G842 W 5080 O 2 38 S AR I S O s ) 1 25 T AR L (C/iE D R
. R 2 gy T RE A (C/CH il FD R .

w1,

int badl (int s) {

short u;
recv(s, &u, sizeof(u). 0);
return u — 12; // (== error
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F
TEVE ] recv PRECZ AT . %A W ntohs 8¢ ntohl PRECH u 540k W45 7457 .
MM 22 G 4 OB ) 8 2R 48 APT(ntohs \ntohD) i 47 B8 7 5 1 5 4 R )5 P4 A .
2,
int goodl (int ss) {
short uu;
recv(ss. &uu, sizeof(uu). 0);
short vv = ntohsCuu) s
return vv — 12;

}
A2.1.111 FEHSTEHAEFESER

ELHEHE P i A B BB R YA 23 TC 9 4K BE AT BE 2 5 OB i 1) 95 543 C R P AE AT — iR
R 8B B B AR R 20 iE — BB RN A . X &8 RS KN IF 8 LB RER T
FAGUHR L O R 48 IR 55 2T (denial-of-service (DoS) attack)
KT BTG A B N A A BE R B s ) 1 25 i T OR RIS L (C/CH+ BT R B, w6l 2 4 ik
THE L (C/CH HiEFH R,
w1,
char #buffer = NULL;
void allocateBuffer() {
unsigned size;
scanf(" %u" . &size);
buffer = malloc(size) ;
H
FE bR b 8 size BY(ELE T PR scanf Ol F P FLEE SR A S 1 (B A 28 5o AT Ao 36 3R A 1 3245 A
PR AL mallocO I T4 BN AR .
Bl 2:
# defline MAX_BUFFER_SIZE 512
char #buffer = NULL;
void allocateBuffer() {
unsigned size;
scanf("%u", &.size) ;
// validate input before using it in a memory allocation
il (size (= MAX_BUFFER_SIZE) |{

buffer = malloc(size)

F
FEIN Lo ) i Al 78 b size B, 0 JEGEAT AT RO BE BRI L 8 R RN S it 512, W sk A
TR B A AE AL

A2.1.1.12 FHIEERBGENBIRRTRANZE

FE I8 FH 2 22 6 147 I 4 PR BRI KL APT IS LA A0 5 SRR AE S A G R B SR & B
i o P AL B O P A R 0 09 o e, 32 17 6T 5 A AR 0 0 R
Xt A% 1kl B S Y BN AT R A S R 1 SR T A EIE TR (C/CH BT il
] 2 g TR (C/CH i D Bl
29
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Bl

# include (Windows.h)

void [(LPCTSTR IpFileName, DWORD dwFileAttributes) {

scanf(" % d". &.dwFileAttributes) ;

SetFileAttributes(IpFileName, dwFileAttributes) ;

H

TEMN Ex il rh , s AL SetFileAttributes O Xf SCPF#E 47 J@ R & B M2 s S 8UE . 2 h & &

SO Y J VT W G T R

Bl 2:

£ include {Windows.h?

void [(LPCTSTR IpFileName) {
if  CASE1)

SetFileAttributes(IpFileName. dwFileAttributes_value_1 )
i else if ( CASE2 )|

SetFileAttributes(lpFileName, dwFileAttributes_value_2 );
'

1
f

LE 0 b il rp s A of i8] 6 CASE A 3¢ E 47 0 W 28 17 X6 S0 Jad 1 (80 a0 47 L 0K A9 15 v B
Se AV W] GE O [ 2 T 0 AT T IS AU R T SO R e Y e 4k

A.2.1.1.13 L ERESRANYRHITREZER

ELIENG T s B AR b 2 B01% 39 45 SR AT B AR B A 09 2 oR B AP, &3 g B0l 3 SRR B B R G i AR 1Y
Lz,

XA L A B T e B RO AT AR Dy R B o B 1 25 I T ARSI (C/CH + il ) i,
Bl 2 R 3 45 T HLE IR (C/CH 5D il

~fl .

void [(LPCTSTR IpTemplateDirectory, LPCTSTR IpNewDirectory,

LPSECURITY_ATTRIBUTES IpSecurityAttributes) {

scanf(" % s", IpTemplateDirectory) ;

CreateDirectoryEx(IpTemplateDirectory. lpNewDirectory. IpSecurityAttributes) ;

'

E Eon i, AL CreateDirectoryEx O Il £ 19 42 2 800 15 45 8l .

JH B B 1 [ 0 B e R 7 T B AR AR A L A R PR AR A 19 2 B0 0 9 T AP AR A S RS L
i SR BT IR 9 B o8 A Y R IEHL T

2.

void [(LPCTSTR IpTemplateDirectory, LPCTSTR IpNewDirectory,

LPSECURITY_ATTRIBUTES IpSecurityAttributes) |

CreateDirectoryEx("C:/Temp" . IpNewDirectory. IpSecurityAttributes) ;

H

FE RIS A AR 7 ) 2 v s B0 P 0 4 0 i A8 A A P il A P B AR

Bl 3.

bool isDirectoryValid(LPCTSTR IpTemplateDirectory) |

// validate lpTemplateDirectory

return trues;
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void [(LPCTSTR IpTemplateDirectory, LPCTSTR IpNewDirectory,
LPSECURITY_ATTRIBUTES IpSecurityAttributes) {
scanf(" ¥ s" . IpTemplateDirectory) ;
if (1 isDirectoryValid(IpTemplateDirectory))
return;
CreateDirectorvEx(IpTemplateDirectory. IpNewDirectory. IpSecurityAttributes) ;

H
FE R A ACHS R 6 3 v, V] AR L 2 11 3630 1 0 P 4 AR B AR R 45 1

A.2.1.1.14  ZEIEfE RS R E BB B 1T AR

£

TR 15 5 B A o 2 25 P I 42 B A2 o 2 Do el 3 4 I G R R A BIL 2 < Gk A AT UHS B R

i A T RE Y P AT N A B AR Y AR 2 AT AR b SRAT G B sl 1 L Bl G A

XF T8k BT U A BN AT R AR AR O L R ) 1 g i T ARSI (C/CH il D s il

A2 BT TE R (C/CHFHIBTF ) R,

.

£ include {Windows.h?

void {(LPCTSTR IpFileName) {

scanf("%s", IpFileName) s

LoadLibrary(IpFileName) ;

H

FEUN F R, SR LoadLibrary O Nl 88 % (19 5 800 15 55 500 .

JH B A A [ 0 BSOSk A AT 0 28 P T T R 288 B0 285 1 2 B W S o S A SR B A X 1

BUT S 2 B I 92 B8 & B e BIL Y

A.2.

il 2.

= include {Windows.h)

void f(LPCTSTR IpFileName) {

scanf(" ¥ s" . IpFileName) ;

IpFileName = CheckArgStr{IpFileName) ;
LoadLibrary(IpFileName) ;

H

E Eos i, AL LoadLibrary O I 487 19 2504 03 T K56 s Check ArgStrO 1Y 5HIE .
1.1.15 ZH{ERAHTENBBRIEAEPRKE

AR 22 1 oR B APT A0 22 o DR AT 458 405 1 R0, 7 2858 ok — A 4 U 2 BOR 48 5 3% A~ 22 v XA I 32 PR
TLHE N T RO VR A 2 B 2 8, T Rl 2 il U o DX 3

XF A8 1k A BT g ) B A S G2 o R BE RS B R B 1 25 T AR RLE L (C/CH+ HiEFDO R
R 2 TR (C/CH iR FD R

~fl .

# include {memory.h)

void [(void #dest, const void #src. size_t count) {

scanf(" % d", &count);

memepy(dest. sres count) ;

F
FEIN Lo 5], PR memepy O 4 58 5 il N AF B 19 2 800 T 85 80
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w2,
= include {memory.h?
void [(void #dest. const void *sre. size_t count) |

memcepy(dest, src, count) ;

an bR i rp S AT B BE 2B count WA BTG Bt o (ELTE IR 12 oA KSR L 479 X AR B AT 3R
B PR PRZ A BE(E AN 2 B ad H 928 XA BE

A2.1.1.16 ZIHERBESEHHIBEEIERR

o BT Y 18 B00H L4 A O 2 B0 328 2 X 2 o X E AT Ak B ) P R B0, APT T RE 2 el 2 o X i i

XfF AR R S A B E M ZE s XS B - 1 1 45 T AR RLIE L (C/CH+ +iREFDH .
w2 g T RS R (C/CH+ il DB,

.

£ include (stdio.h?

void [(char #bulfer. char #str) |

seanf(" Yis" . str);
_stprint{(buffer. "%s". str);

FEdn bR b, SR stprind O 3 47 H3 4T ED Y 7 =X ser B30 H A9 22 vh X buffer . T
BT st 75 GBI BE W] fE 2 o H A9 22 vi X buffer M9 BE %5 2 45, n] fiE 2 S B2 nh
DX 3 4

w2,
£ include (stdio.h?
void f(char #buffer, char #str) |

_stprintf(buffer, "%s", str);
Iﬁﬂ.J:?_ﬁﬂﬂlrh.str VAT BTG B . (EAE I 2 eR BRI o AT o X LA B AT 3R AE , IR D Z K A &
et 928 vk X A9 .
A2.1.2 #WHEK
A2.1.2.1 #ER
B g A 4 7R ) K S AR MEIE SCRY X PR R IR AL2 B,
RA2 HYHHSFUAROARSHEEIHRXRE

PR s A bR e SR
i B B2 8 XSS Java 5.1.2a)
i Bl 56 F DOM fy XSS Java 5.1,2a)
il s A7 fiff ) XSS Java 5.1.2a)
Tia) &1l 2R 96 1% il 000 T 7 i 4 Ay R 0% <N O C/C++ 5.1.2a)

A.2.1.2.2 B R &R XSS

I AR 13l i Weeb 1§ SR 3R BOAS o] {5 8 (9 B4 & 7 o G 36 B4 e 75 A7 A R AR B 15 00 T . DR
ek en T Web HIP N AR P45 5 T 32 3ROSR XSS it .
32
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R T B B Y XSS @A B0 s B 245 T ARG L (Java il 5 25 1]
B F i ISP ACE A Bt DhgSE N HTTP 35K rh i U 51 19 1DCeid) L R4 JE R 25 P L
(% String name= request.getParameter("username"); %)
4. (Y= name’)
WR name WA WS H T B4 Web 0 % 48 88 248 2w HTTP Wi 3 8 AE S AT 12 A0 85 , 17 A
J¥ 6 52 3 S B R XSS it
T kG SR XSS Bty HEBCR AT AR 5 S AT B A
a) X P R A AT A BRIGUE CIn AR % HORE R BCT) TR R AT (O LB B Cseript) L javas-
cript 58) #E47ad %
by ARSI B T HTML B F Ch AR & (HTML 454 . HTML J& 1 \JavaScript A |
CSS URL) X A7 A ol {5 84 A7 46 4 9 46 i A .
#il 0 5k Al OWASP ESAPT Xt 44 th HTML FF SCoboR [l 4 8L 4i i J7 ik F .
//HTML encode
ESAPLencoder(),encodeForHTML("inputData" ) ;
//HTML attribute encode
ESAPLencoder().encodeForHTMLAttribute("inputData" ) ;
//JavaScript encode
ESAPILencoder().encodeForJavaSeript("inputData") ;
//CSS encode
ESAPILencoder().encodeForCSS("inputData") ;
//URL encode
ESAPLencoder().encodeForURL("inputData") ;
e) B HttpOnly J&@ 44 o bk G0 50T & F) FH B 5 A B 3 32517 Cookie B #5Xidi . 7F Java EE f . 45
Cookie ¥ bl HttpOnly B0
response.setHeader ( " Set-Cookie"," cookiename = cookievalue; path = /; Domain = domainvaule; Max — age =

seconds; HttpOnly");

A.2.1.2.3 TR ETF DOM HJ XSS

DOM % XSS MR b2 it Jg T S 3 Y XSS, fhy 98 b i B 9 b 455 % I A E AT Sl &) oy . A
o 32t G 1 P AT VF 22 G A 6 3K . 2 0 I3 3K 0 4 6 U 4 23 O i B £ — ST ZE ) Document object
SCRY G B A A T SCR X 4 L BN T IR OT 2 R — A SCRY RS BEA SORS R S B R A iR
B, wTRLH I TS BAIAS XS SCRY XS G HEAT S BN TS Bl SR Y ST R . R, & S Y AL AS R T LA
il DOM e 8 548 2 ot i 4 25 N 77 3 4 B DOM. A (8 850808 91 76 A s P77 . 29 0 AR 5 09 2% 7 o
TRFD A AR 3245 19 28800 1 0T 3h 48 00 0T i (%9 DOM 49 8, B B 7 4% 2 T 32 $13E F DOM fy XSS
Hiti .

X TR BT DOM | XSS B4 &0 78 il 25 T G HIE Gavascript i 5D 77 1

.

(script?

function test(){

var str = document.getElementByld("text").value;

document.getElementByld("test" ) .innerHTML="{a hre[=""+str+ ") testLink{/a)";

1
f

{/seript)

(div id="test") {/div)
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(input type="text" id="text" value="" /)

{input type="button" value="write" onclick="testO" />

LMY JavaSeript U Bt Al AT # input FEEHC text {5 & IR BoR B P,

FEXXH L write $H1 MY onclick SR T testO ik . 1M 1% pR BCELHE 51 FH A P S A 19 {5 & 2 o i

i) DOM 45 £ 24 1 7 46 Aonclick=alert(/xss/) // « B IR ¥ 8% 2 B 3 F DOM HY XSS Hifi.

T R EE T Dom Y XSS Hrili » @ UCR F LA Oy X kAT B

a) STy EC R XSS AR 6 P A A AT A PG TIE (R 4E i FURR R B L X AR IR A A (i
(0O "BL R Cseript) javasceript ST E

b) 5T s gt R XSS A1 ] AR 4 B b 2 T HTML b F SCHh i A [ 47 (HTML b %
HTML J& % . JavaScript JiA< (.CSS.URL) . X fir 4 A 0 {5 B #4745 24 09 5 H 4 % .

o) S Tps SR XSS MR L5 E HiepOnly JB 4.

A2.1.2.4 TBFFHEEL XSS

JOLFH R Y DA KRR P sl At 5 i B3040 A7 A IBOAS ] 135 08 P 800 L 7 A G 30 B0l 2 75 A A0 2 R AR 1Y
BT ABRGHALZ RS T Web P 0 )P4 5 T 32 BIAAiE 8 XSS duili
X T TR A7 Y XSS A1 B s B 25 T A RS L Qava 355D R 6,
.
(%
Statement stmt = conn.createStatement() ;
ResultSetrs = stmt.executeQuery("select * [rom users where id =" + id);
String address = null;
if (rs! = nulD {
rs.next();

address = rs.getString("address" ) ;

1
f

%>
FEEHNE: (Y%= address Y1)
T TSP AR A B B T SR AR — A B R B ID Ceid) MOCECHE PE ob 25 96 1R B I 4 L 9T R
£ JSP G 1.
WA name AYAE R di P SRR AY o ELAE ACECHE JE B 35 A E A7 4 B A0 B2 58 L I8 4 g i 3 st vl AR I
T A AR 36 AT A7 i 8 XSS ik .
T RAE iR XSS By #UCR I LLE Oy Nk B AR
a) TR ST XSS HH IR, X A SE AT A PR AR UE CAn AR I HORR = AT L XRR IR AT (n
Cor V"B B Cseript) javaseript S8) dEF7T b
b) S Eh s gAY XSS A A MR B 2 E T HTML B F S0 89 AS R 7 5 (HTML 45 %
HTML J& 1k JavaScript A~ \CSS,URL) , %} T A5 A 0] 15 K006 254705 24 19 i 10 40 09 .
o) SR A XSS M L% B HiupOnly Jifk .

A.2.1.2.5 ENEBRFECEWEBIRER R ZFKRAMEFZHF

TEBRAE R G0 b A K0 A7 G R0/ N A7 i 99 2 B2 9 A7 it 0 3K 7B AN TR) 10 28 45 ) i A 5000 £ S el
FEE B AT A WL 95 R0 2% 0 R Z B A B . AE VA send Bl write BRI, W0 2R AN
htons 3% htonl pRECEE A L5 77 e 460 o I 28 715 T o 2 it 1CRSCHE B 152 ke i 5 BOHURL Z S AT 28

K 1] A0 8 78 490 A i SR W IO 2 A Ry P8 I S O R ) 1 AR T ORI (C/CH i
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FOARB. B2 gl TR L (C/CH D Rl
=Bl
void badl(int s. short x) {
short u = x + 12;

send(s. &u, sizeof(u). 023 // (== error

TEVA ] send pRECZ T %A 18 H] htons 3¢ hronl R ECKE u F 48 485 )F .
w2,
void goodl (int s. short x) |
short u = x + 12;
short v = htons(u);
send(s. &v. sizeofl(v). 0); // ok

1SN 2R G0 A% S 450305 10 98 2 46 APIChtons  htonl) #E 47 8048 <72 45 Fe 56 460 L SR U 115 2 26 48
A2.2 HENESRP
A2.2.1 MEMRE
A.2.2.1.1 #R
BT 0 ML 9 75 191 B 5 A o X SC RO X BROC R 3R AL3 FTR
®A3 HUMEBEAEHRARSHFAEXHITRX R

7 il 4 %5 Al AFRMERE RS

B B L B Java 5.2,1h)

B il YA 2 4 0 0 oA BT 3 Java 5.2.1d)
W R Java 5.2.1d)
G (08 FH N 2 4 00 o 4 B 1 Java 5.2.1d)
kO ol FH AN 2 4 i A B Java 5.2.1d)
AN FH R 4 B 4 L Java 5.2.11)
& LA R B AT I C/C++ 5.2.1h)

A22.1.2 EpERENE

JavaAPT #24E T java.util. Random 253 928 PRNG, X4~ PRNG Enl B el &2 00, Kk,
JEPIAS java.util. Random JS A9 Sl H 1 A R (9 FhF . S AE BT A 1Y Java 92 30 v Az iR 8] 09 B0 7 40 .
e R U E B — R REER G MR S EM. EAO T, 72 R S0 2
T A 2 AR, T R L Gk A T ) AR 2R G R A 1 AR ROR R0 AR S T AR ST — A
A R KX B AT B R (AT AN

B . java. util. Random AN B 7E % 4= I H 8% & 76 %5 0 U B 17 R P 5 & 6 Cln . %25
I 1246l FH 0T 28 4 0 B BIL B0 2 o BB A java, security. SecureRandom ,java, util. concurrent. Threadl.ocal-
Random 2, A Fl I % Bifi 1L KO ) 76 4R %5 0% 57 1ORE 1) OG5 o2 T v 2 T 59 L2 ek
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T 1 LA 5 % ) 1 48 8 T R ML T2 Java #8578 B, 7R ) 2 2t T BTG 1T o
(Java ifi &) B,

.

import java,util. Random;

i

PV T

Random number = new Random(1231.);

Iy
f e

for Gint1 = 035 1€ 205 i+-+) ¢
// Generate another random integer in the range [0, 20]
int n = number,nextInt(21);
System.out.println(n) ;
'
fEW Enf Al H T java.util. Random £ BB HLEL .
Bl 2:
import java.security.SecureRandom;
import java.security. NoSuchAlgorithmException;
o
public static void main (String args[ ) {
try |
SecureRandom number = SecureRandom.getlnstance("SHAIPRNG") ;
// Generate 20 integers 0..20
for (int 1 = 03 1¢ 205 1i+-+) {
System.out, println(number. nextInt(21) ) ;
}
i catch (NoSuchAlgorithmExceptionnsae) {

// Forward to handler

H
LE Fos il i fdi T java.security.SecureRandom A= % B HIL &L .

A2.213 BeERAAR2IRERZE

TE 42 AR SR B W R GE AN T Ik 5020 A 22 42 1 e 45 51 3% (n MD2 \MD4 \MD5 ,SHA |
SHAT 48 A R E R 1 56 4 1k

X T G A AN 2 42 B IS A SE AU 00 R B 1 g5 T AR RLE I Qava 35D am B, /s Bl 2 25 1
TRE I (Java 15 .

Bl

byte[ ] b = str.getBytes();

MessageDigest md = null;

try {

md = MessageDigest.getInstance("MD5") ;

md.update(h) ;

jcatch (NoSuchAlgorithmException e) {
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PL EARHS B, R MDS 553 R P E B 1 52 a4k
Bl 2:
byte[ ] b = str.getBytes();
MessageDigest md = null;
try {

md = MessageDigest.getInstance( "SHA-256") ;
md,update(h) ;

i catch (NoSuchAlgorithmException e) {

L

AW ERBEEWRS D N R E) =224 AR SHA &%) 58 2 (dn SHA-224 , SHA-
256 .SHA-384 fil SHA-512) e {4 ik Sl s & 4l 19 s s k. DL ACHES i Bovb o, fd il SHA-256 4% 3 B (b
MDS 35 2 5 E B o #1: ,

A221.4 THRKENZEBK

T Bk o Al A I B, SR IR AR G 4.

XF T PR BE N A I AR B0 L R Bl 45 T A RIE . Java &) - il
.

KeyPairGeneratorkeyPairGen = KeyPairGenerator.getlnstance("RSA") ;
keyPairGen.initialize( 1024) ;

KeyPairkeyPair = keyPairGen.generateKeyPair() ;

PublicKeypublicKey = (RSAPublicKey) keyPair,getPublic();
PrivateKeyprivateKey = (RSAPrivateKey) keyPair,getPrivate();
byte[ ] publicKeyData = publicKey.getEncoded() ;
byte[ ] privateKeyData = privateKey.getEncoded();

L EACHS )i Berfr, KeyPairGenerator {fi il RSA #5538 K8 0 1 024 fi7,
S R O 2 L RSO A K T e T 128 (A A . T A X R N B ik (i RSAD L 3
WA R Tl 55 T 2 048 fE &4 .

A2.215 BeEERAARmMEHEE

T % A Ve ZOR B A9 R G0 (A %2 4 i I 573 (i DES . 3DES RC4 \RC5 45) H5 JE k& (R UIE i
SRR 1 O3 2k
X b G AN 22 A BN R AR B0 R B 1 28 T ARG % Java 5 5 i, 7”01 2 45
TR (Java 15 5) s Bl .
~fl .
BufferedReader bufread2 = null;
InputStreamReader inread2 = null;
try {
inread2 = new InputStreamReader(System.in) ;
bufread? = new BufferedReader(inread?2)
String str = bufread2.readLine() ;
/% FLAW: Insecure cryptographic algorithm (DES) = /
Cipher des = Cipher.getlnstance("DES");
37
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SecretKey key = KeyGenerator.getlnstance("DES" ). generateKey() ;
des.init(Cipher. ENCRYPT_MODE, key):

byte[ ] enc_str = des.doFinal(str.getBytes());

10, writeLine(1I0.toHex(enc_str) ) ;

i catch(I0Exception e) {

log_bsnk.warning("Error reading from console");

¢ finally{

}
PLEACES R Berb R H DES X 88 2E17 n %%
T 2 Ak SR 1 A G P U 28 A i I 0k (I AES (RSAD X SEUBBCHE AT I
Tl 2.
BufferedReader bulread?2 = null;
InputStreamReader inread2 = nulls
try {
inread2 = new InputStreamReader(System.in);
bufread2 = new BufferedReader(inread2)
String str = bufread2.readLine() ;
/% FIX: Secure cryptographic algorithm (AES) =/
Cipher aes = Cipher.getlnstance(" AES");
KeyGenerator kg = KeyGenerator.getInstance(" AES") ;
kg.init(128) ;
SecretKey key = kg.generateKey()
aes. init(Cipher. ENCRYPT_MODE. key);
byte[] enc_str = aes.doFinal(str.getBytes()) ;
10, writeLine(10.toHex(enc_str));
} catch(10Exception e) {
log_gsnk.warning("Error reading from console");

i finally{

}
VL AR b Bopr L fd ] AES HBUR DES SRIE 50808 56 4 .

A2.2.1.6 BEERTREMBREEN

P 1% SRR R o3 4, — U a8 W S i — AN e, o W] S0 — 8 B ALK A AL, W SO 28 n % B
FEAF 2% SCHL %% SO 00t il 5% 3 5 O 3z B0 300 32 W) 38 DR P S . e o o 0 i 3 A DO 454
AP 41 8 o] 55 2 107 P 1 S B B A o 22 4 10 4 KT B ) B i 43 i L RS (ECBD |
W HLEE (CBC) 3 153 12 15t (CFB) LA B th B2 5t COFB)Y . Horp ECB #5820 R A [ fit 1 SC b i £ 15 31 4
[Fi] F1) %8 3C BN REAICEY 1] il ik o it CBC B8 AT X A~ B

X T 3 o (i FHAS % 2 I BAE R B0 R B 1 45 i T AR BLE % Uava I 5D n il . R 2 45
THFE M Qava 55 1),

1.

Cipher cipher = Cipher.getInstance(" AES/ECB/PKCS7Padding” . "BC");
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cipher.init(Cipher, ENCRYPT_MODE. createSecretKey(seed));
VL AR K AES %% H T ECB £,
T R T e i B I o R S ECB &, T CBC 882N 23 X A [ i W 3¢ B 2k il
[7] f) 2 SCH L BIr L CBC BT . SR, CBC B ROR B I HAE R SSL — i JH i 23 3 il ™ A
K. ATRIECH CCM(Counter with CBC—MAC) #8830, Q5 57 3% 5 VR GE . £5 T AT A9 495 50 T W GCM
(Galois/Counter) 13, ,
Bl 2:
Cipher cipher = Cipher.getInstance(" AES/CBC/PKCS7Padding" . "BC");
cipher.init(Cipher. ENCRYPT_MODE. createSecretKey(seed) ) ;
VL EACHS S AES %% 1T CBC #isX.

A22.17 AEEREHRLE R

YRR o A0 A s 6% o 25 % LIS L T AT 3T O RN B AT DA A A O R B B A SR T A R SR
FEIF class SCHF . RT3 i 2 4 2R 19 31 5% 2L Wl 25 0 I 4% 2% L & K KR IR R e & 21k

X ok B ol P 0 2 %) 9 R AN L s BB 1 25 R T S RE T  (Java TR FD R B, a2 g5 i1 T RS
H: (Java 5 5) s i

w~Bl 1

private static String encryptionKey = "dfashsdsdfsdgagascv";

byte[ ] keyBytes = encryptionKey.getBytes() ;

SecretKeySpec key = new SecretKeySpec(keyBytes. "AES");
Cipher encryptCipher = Cipher.getlnstance(" AES");
encryptCipher.init(Cipher. ENCRYPT _MODE. key):

AR A A 2 61 0 % 2% SHARAT AES N .

T PP R HIAS /N T 8 AN 45 1 BEAIL A Y 74 e A R
2.

KeyGeneratorkeyGen = KeyGenerator.getlnstance(" AES") ;
keyGen.init(128. new SecureRandom(password.getBytes()));
SecretKeysecretKey = kgen,generateKey();

byte[ ] keyBytes = secretKey.getEncoded () ;

SecretKeySpec key = new SecretKeySpec(keyBytes, "AES");
Cipher encryptCipher = Cipher.getInstance("AES") ;
encryptCipher.init(Cipher, ENCRYPT_MODE, key);
RS ] KeyGenerator 28 42 il % 5L .

A.2.2.1.8 ZE3EIEFHITNE

E S AR T Bty 3 0T LS 2 48 o P A7 B R pR B R T AR AR . S T i Rk B
W) R RIS B I AE S AT I EAT N L OF AE AT R P I A AT i

Xt T % B bR R B AT I BN R B 1A T R BLIE F L (C/CH BT R B, R 2 4
T RELE I (C/CH B s Bl

w1

int ( # log_fn)(const char * . ...) = printf;
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log_fn("foo");

AN RS A A 75 Bl printf O BB ES log_n pREE E1 . I LB AE 98 25 e 76 4% 19 Bl B .

SR AVl B B log_In bRECHE B LK B0 o] Xcals 0, ) G0 2 b X6 Hh el N R AR EE AL
Yk # 0 fE A i) 4T 5 pR 808 35 prindd A9 (R,

=l 2( Windows) .

# include {Windows.h)

void * log_[n = EncodePointer(printl) ;

int ( # [n)(const char # . ...) = (int ( * )(const char * , ...))DecodePointer(log_fn);

n("foo");

Microsoft Windows #£{it T EncodePointer () fil DecodePointer () p& 80X} 48 £F ik £7 48 0 fift 4 , o I
RS 45 7€ R e R .

1 & . DecodePointer () ¥ A7 1% [] i 3 8% 25 J Me . 2R ook 4 fE 08 5 45 #H 446 log_Mn. B4 ¥ 2
& [ R 2 f 5 £ OF B2 SRR F . (HUR 5 a8 B0 A S PUT AR EACH AY BE 1 A LL X RIS B Y &
£ SR i

A2.2.2 HERP
A2.2.2.1 R
X S50 DR 89 7% 81 B 15 s o TE SC AU R OG R AR A4 iR
R A4 HMBRBAPHORORSREEIHIRXR

PRIk mEE AbRETE K
BE B 7E 1 R R B Y Java 5.2.21).5.2.2g)
A B 2 0 B B Java 5.2.20).5.2.2g)

A2222 BEEIBRPFREBED

o PR P T R o O B 1) A58 SR 8, (o B 8 X A T R 808 B 2% SC PR Y N BT WL, o
B R b R T R B AR BURE B

A2223 AEERBHBER

0 2 5% T 85 5% Al 95 4% TP MiuhE | o % R XRE Y BIURME B 2 (R B R B A BGE# . (B —A 7T L)
U 0] 28 SO B9 A H T LAXS FEEAT B4 i, S8 5 45 B BURME B . R, B2 5 A il X B0 A 2 a2E 47 8 4 1
R AR B AT T 2 0 2 (B AU AT PR AR IR AT 2%, BN A — > AR E A AR b 0 L g 6 8 A
BERATANT o SRR B AT R 4 2 ) 0k R AR L
K AN L 0 g % OB R O R ) 1 SR T AR R L (Java i85 R Bl ) 2 2510 T RLE
M Java 7)) w6,
e
class TPaddress |
String ipAddress = new String("172.16.254.1");
public static void main(String[ ] args) |
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{RISHE—~ String % & AR 55 8% 1P Mok #E 47 7R 465, i H java K81 T H (A0 javap —c

IPaddress) #E47 R 4 o DA AT LA A5 39 58 4 % (19 il 55 28 1P Mkl
~f 2.
class 1Paddress |
public static void main(String[ | args) throws I0Exception {
char[ | ipAddress = new char[ 100];
BufferedReaderbr = new BulleredReader(new InputStreamReader(new
FileInputStream( " serveripaddress.txt”))) ;
// Reads the server IP address into the char array.
// returns the number of bytes read
int n = br.read(ipAddress) :
// Validate server IP address
// Manually clear out the server IP address
// immediately after use
for inti = n-1; V)= 0; i- -) {
ipAddress[i] = 0;

br.close() ;

|
I

AR 3 i — AN %2 42 H SR B 03 SRS B R 55 4% TP Mol . 5k f S ST B3 B 09 A7 o 6 R 55 2%

1P, A LAB 1k ik — 20 il 5
A.2.3 iFEE
A23.1 HMHES
A2.3.1.1 #ER
BT B 1 %5 500 04 75 1) B2 5 A o E SCAO XS PR G R Nk ALS FR .

RAS HMNEHREINNTORSIREELHIIRBXR

R E mEE AR fE T S
E G 0 DNS 24 B4 b %2 42k 00 4406 Java 5.3.1D
SSL i e I TEHEAT i 55 4 B O 4 E Java 5.3.1g)
DRAIE 2 0 4% 25 BR Java 5.3.1h)

A.2.3.1.2 ER{ER DNS EMEH LTS EHkIE

FEJF SR F DNS 45 BRiE47T 22 42 000E 5 DNS £ 5102 25 5 0 iy 3 217 R 09 .
X b e Al DNS 24 FRAVE B % 20 0903 A4 00 s B4 T A EETE 3 Uava 18 5) s Bl

il

String ip = request.getRemoteAddr();
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InetAddressinetAddress = InetAddress.getByName(ip) ;

il CinetAddress.getCanonical HostName().endsWith("demo.com")) {
//Verification passed

'

VL EARES B B An R & 4 DNS 3R . S48 K 2 RE.,

AN ZARAE DNS 44 FR AT % 42N .

A.2.3.1.3 SSL EENHEH#ITRERZEMNEIE

M PEAT SSL LR IR 55 4% B O S0 UEAL TR HDIRAS . fE KL L4l SSL 3 3 9 P b, BOIA R L T A
YOER 55 B8RS . XA TAEAE R A IE D .
X SSL i F i EHEAT IR A5 % B Gy S UE B 20 s ] 1 45 I T R BLIE T ava i 5D s B, 5] 2
TR L Qava 65D R B,
w~Bl 1
SimpleEmail email = new SimpleEmail() ;
email, setHostName( "smip.testemail,.com" ) ;
email.setCharset("UTF-8") ;
email.setSmipPort(25);
email, set Authenticator(new Default Authenticator(name, pwd));
email.setSSLOnConnect(true) ;
email.setFrom("test@163.com") ;
email,setSubject ("l F ")
email.setMsg(C"BEPE R 2" 5
email.addTo("admin(@163.com");
email.send() ;
AR A R B AT W 2 56 R R 55 AR L
M2 B smiup.testemail.com: 25 B, I W B8 ¥ 44 Bl 05 42 22 9 &% 45 hackedserver, com™ [ 4iE
oo Boi YR 55 # R ek K A SSLL R HE b TR TR Y AT AE 2l 2 T P USRS B
AT SSL Iy LG B TE B AT IR 55 A S0 R KT A . RS T T Y P L 50 IR 55 A B Oy OF &
41y SSL % 4%,
Tl 2.
SimpleEmail email = new SimpleEmail() ;
email.setHostName("smtp.testemail.com" )
email.setCharset("UTF-8") ;
email.setSmtpPort(25) ;
email.set Authenticator(new Deflault Authenticator(name, pwd));
email, setSSLCheckServerldentity(true) ;
email.setSSLOnConnect(true) ;
email.setFrom("test@163.com") ;
email.setSubject ("I 8" 5
email.setMsg "B P 28" 5
email.addTo("admin@ 163.com" ) ;
email.send () ;
AR A s 0 A 6 TR R 55 2 E .
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A2.3.1.4 RIEVDEMZSE

A8 A U % 25 44 3k B o o AR B /0 o B B 2 B L 2 ) 583 BT A A8 4 R R R
X T ARE L B IN & AL BRI O B 1 450 T AL (Java 6 F) 25 6], 230 2 45t T BEH
% (Java 55 B,

BN
Signature signetcheck = Signature.getlnstance("SHA256withRSA") ;
signetcheck.initSign(key) ;
//signetcheck.update(message) ;  //lack of necessary steps
return signetcheck,sign() ;

LR AR F B b L k2 update (TR 5 BRI EEAS 26 T E fol B A9 25 44 .
e A BN 25 2 3 B b AT T AT a0 B4 21 T DA 25 1) 558 2 44 R 8
Tl 2.
Signature signetcheck = Signature.getInstance("SHAZ256withRSA") ;

signetcheck. initSign(key) ;

signetcheck,update( message) ;

return signetcheck.sign() ;

LR R B BN update BT FH .
A232 O4%%%
A.2.3.2.1 #ER
BEXT A2 4 (1 5 191 B A5 4 o I SCAY X BROC R 3R AL6 TR .
RA6 HUOLREMTOIRESHREEIHHBEER

IR 7 i A 1l 55 4%
kGl ] null %% Java 5.3.2¢)
iSRG et Java 5.3.2¢)
3 O {1 FH O S % Y Java 5.3.2¢)
RE S oD 55 o 5 R A Java 5.3.20)

A.2.3.2.2 EER{EA null H53

null B ESHISREM L2 LETIRRAG W .

XF Tkl null RS0 R 6 1 45 T ABGE B Java i85 R0, /w2 451 7 HIEH
P Java 7)),

w1

conn = DriverManager,getConnection{url, "root" . null) ;

R AR e R P 2 ) 9 B R IO P i 4 .

FEFF P AN AR A nall 2565 B8 JUr s 45 05 130 DA TSC 8 SCAF ob 3R IBUDN 26 A% 4 P 1.

2.

String password = getEncryptedPass();
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conn = DriverManager.getConnection(url,user, password);

b A v R P 2 o 1 2 (R AR BRI A 3 £
A2323 BRERZZHN

FEFP T T 25 B9 8 W (E R 0% VM 22 52 B sy .

XF T ok B 2 R S B R B 1 A T R RIE % (Java 365D R B, n B 2 25 T B ik
(Java ifi 5 ) i,

~fil 1.

conn = DriverManager.getConnection(url."root". "");

SRR SR P 23 5 0 R SBORCHE i 4

o T v 25 01 80 DA RC 5 SC AP v R MR 28 3 4 1) % T 41

~fil 2.

String password = getEncryptedPass();

conn = DriverManager,getConnectionCurl, user, password) ;

R AR v SR 28 2k o o A % T 1 A AR IBCHS A e 4
A23.24 BEERAXED

P K 8 50 24 6 010090 S
X T sk A fdE P B SCE S A O B 1 S5 T AN BE FH EE Java 1B D) w0, ] 2 2517 My H
P Java 75 il

w1
String password = request.getParamter("password") ;
dBConnection = DriverManager.getConnection(url, name. password) ;

ERACHES R Berb L HI R B R 25 i B S0 RS T AR B connection,

W SO T 23 WA 2R G0 4 A APk o IO % R O vl {0 %88 R (06 A T %
2.
SecretKeySpecsecretKeySpec = new SecretKeySpec(key.getBytes("UTF—8"). "AES");
aesCipher.init(Cipher. DECRYPT_MODE. secretKeySpec) ;
String decryptedPassword = new String(aesCipher.doFinal( password.getBytes("UTF—8"))., "UTF—8");
dBConnection = DriverManager.getConnectionCurl, name. decryptedPassword) ;

RS B, 3R connection I E 25 95 19 55 45
A.2.3.25 BEERAENEEXERPZSG

T Y S FH 767 B0 4 % (I base64) 8] 55 05 7 55032 (I MIDS , SHA-1) X 85 1% 308 17 in 25 A g A5 20 o 7
AT, IR P T X A TR M A A s B (n SHA-224 \SHA-256 \.SHA-384 il SHA-512)
AT
A.2.3.3 HUREIE
A.2.3.3.1 #E&

BT AR A7 3L 11 7 1) B 5 o T SCR X RO R Ak ALT TR
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AT SHMEREENROARSHFEEIHRI R

ek 7% it AR HETE 5 5
i 5 B AL 7] Java 5.3.3a).5.3.3D
T KRR AR TR AR C/C++ 5.3.3a) .5.3.30
B A Y 1Y Windows APT #3BR 2 # i 8 C/C++ 5.3.3a)

A.2.3.3.2 ®EHRHEAIE

Z P R G0 b Y SR8 H O e — R P AT SCHF B AT 3 25 46 28 2R 40 1 19 TP T L ) 3 4 3¢
PRI o 25— TR PP AN 78 43 1t R o 2 61 0 ) A0 R 00 At S A1 st 80k A T DA A I 48 eSO BR 2 i
P I IO e S G SR A P P A T SRR L W I K R S 1 () FL A 2 DR I R

X T b G A ] A O s 1 1 25t T A LIS TR Qava 5D m Bl sl 2 454 T MLAE %
(Java i 5 ) il

w1

String permissionMask = System.getProperty("flileMask") ;

Path path= testFile,toPath() ;

Set{ PosixFilePermission? permission= PosixFilePermissions, [romString( permissionMask) ;
Files.setPosixFilePermissions(path, permission) :
LA AR A R F 2 G0 I8 A 09 2 8P 0 BOA R AR ACHS . (B 25 40 Jas 4 o A9 R0 a6 R AT A 19,
S ZR G0 v v 0 R ks AT L U AT DA R AR A BT AL B SR A D R ACRR . A SRR IR IE Y %
PEARBL Il I8 2 Kty # 0T il 2 ) X — T i 7 18] R 46 b AT R SO
~Bl 2.
String permissionMask = System.getProperty("flileMask") ;
Path path= testFile.toPath();
String[ ] validPermissions = {"r———————— Yo Wpmm—pr—rm——— s
for (String validPermission :validPermissions) |
il (permissionMask.equals(validPermission) {
Set{ PosixFilePermission) permission =
PosixFilePermissions, [romString ( validPermission) ;

Files.setPosixFilePermissions( path. permission) ;

AR AT LA A SO U SRR Bl 1k S SCPEBCRRAR A . T R 0 25T % P B A RS
LT SCAF AR AT LR P — b i 42 55X BPRUEE — A STV P AT AR E 0 A R SO AR B 3 L OF HL
LAV P B AT e . i A5 3L R P R O A Bl ACKE AS 2 B R SO AR
A.2.33.3 ETEWRIBFAERE

L2 R K BB R S A A PR R AT A 5 AR A P SR P L B A e R G S TR AAT . B
S PR B2 0 [ B ) ) T 8t 6 A R ) o 5] A 306 B 4 W LA AR O R
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FEAR 22 [ 2% IR 55 A o BB A5 B 5% ) P AR X90] LAJF i3 TCP 8 UDP 3 11 ity — i 4 1 P R L
FIZALIR .

LA LR HESE A E B0 B0 T AT AE T IR I A TS BR Sk kAT R O A 4 L SR AR 20 R I A AR I T AR O
(A BRI PRAT 5 R E B B i o O AT e R I e K 890 20 500) 5 R 1 Dt s S BIR  T7 2  65 531) f ASL R
kLR AT

O i AV AR R o 8 0 D AL BRI B T P A A 0 P RN A D .l 5 8 T PR seteuid O Al
setegid O) fE i I A 51 30) 9 58 20T P BUBR .

D SR A R BB LAPIAT o A PR AE 6 G AT I RAAT SO AE L BRI T LA 3 R seteuid O 2K
ARIALFR . PR seteuid O FRVF AT AT SCHF LU P A G0 T4 38 53 RCBR e 38 A . OR 0T 76 52 15 B BR 1Y
PAESh RS B AN 22 A C S 20 B AR [ 3] B8 B F P AR

Ay W AV oA A2 AL ) AR R A 42 1 S A T R o 5 B 0 R e A M/ NRUBR N aB AT o o R O 4 4
THRUBR 2 1E AR vl RE 228 R Cen Meik # . T Ty 408 THEC PR A9 15 (i), 17 9 152 34 Oy J2 T BE 119 L, O 9 A
% 4x B A5 A P

A.2.3.3.4 BEHEA YA Windows Api RS HE &

RZ ) Microsoft Windows bR EUHR A 75 1 5 73 2 B () 1, 7 38 I AH OC R BURE 86 AN 22 22 B 5 4 by
S8 K 2 VRS IGE & D ) R s B AT AR A
X T A ) Windows Api AR 2 8O & %m,m{ﬁj 125 T AL C/CH+HIEF)
B, Al 2 25 T B L (C/CH il F)m B,
w~Bl 1.
LONG foo(LPCTSTR IpSubKey. DWORD ulOptions. PHKEY phkResult) {
REGSAM samDesired = KEY_ALL_ACCESS;
return RegOpenKeyEx(HKEY USERS, IpSubKey. ulOptions, samDesired. phkResult);
\
[ 3 7R ol o, 7E G [ R AT RegOpenKeyEx fili ] 1 @ B 22 KEY_ALL_ACCESS.,
il 2;
SC_HANDLE foo(SC_HANDLE hSCManager. LPCTSTR IpServiceName.
LPCTSTR lpDisplayName. DWORD dwDesiredAccess. DWORD dwStartType.
DWORD dwErrorControl. LPCTSTR IpBinaryPathName.
LPCTSTR IpLoadOrderGroup. LPDWORD lpdwTagld.
LPCTSTR IpDependencies, LPCTSTR IpServiceStartName.
LPCTSTR lpPassword) {
return CreateService( hSCManager, IpServiceName., lpDisplayName.
dwDesiredAccess, SERVICE_WIN32 OWN_PROCESS,
dwStartType. dwErrorControl, IpBinaryPathName.
IpLoadOrderGroup. lpdwTagld. IpDependencies.
IpServiceStartName, IpPassword) ;
H
i Jl T % SERVICE_WIN32_OWN_PROCESS X i ] 2 8 347 1 PR il .

A24 HEZR=Z
A2.4.1 LR

Bt H AR 28 4 9 70 61 K 5 0 o TE SO0 BEOG ZR ANk AL8 B .
16
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R AS HMBTREWNROARSHFEEXHRI R

PRI E i AR e AR
AN B A 28 SR Y P G R R Java 5.4h)

A242 FAEBREWMIEHBPENERAEE

HHEFHOGTRESEAOH P SAR ST RICREARR. BEHPSEADEN B S,

Mk R G B B LU R G AT LOWASP 2008 1, @i, F P 7645 TUAS B9 H A0 5 I 70 il w173 1
F Ak o ol FH A [0 2 R0 AT 0 AT RE S 98 A . 1 s T A Tl AT A 3 R A R 22 AR Y A2 % 3 H AR A

HEFT VA G TE R L AL

T AN A B E A P i AGE 3 H AR B R 0] 1 25 T AN MM % (Java i FH Bl R
{7 2 g5 i T M i Qava B8 5D B

w1

il (loginSuccessful) {

logger.severe( "User login succeeded for: " + username);

logger.severe( "User login failed for: " + username);

BASANFF A L A4 AR 75 61 o AR FR MR AR I R B e g SH P R P 4 X AT AT
fl i A 54k .

R AL B2 e I H EEATGE. 4 username J& david I BRHER H & F B 0
TR

May 15. 2011 2:19:10 PM java.util.logging.LLogManager $ RootLogger log

SEVERE: User login failed for: david

G B AR B P T username A2 david W& ZATFAF 8 T FIR

david

May 15, 2011 2.25:52 PM java.util.logging. LogManager $ RootLogger log

SEVERE: User login succeeded for: administrator

MaBEPRE T TFARRIERTMHER:

May 15, 2011 2:19:10 PM java.util.logging.LogManager $ RootLogger log

SEVERE: User login failed for: david

May 15, 2011 2:25.52 PM java.util.logging.LLogManager $ RootLogger log

SEVERE: User login succeeded for: administrator

2.

if (! Pattern.matches("[A—Za—z0—9_]+", username)) |

// Unsanitized username

logger.severe( " User login [ailed [or unauthorized user");

}else il (loginSuccessful) |

logger.severe( " User login succeeded for: " + username):

I else {

logger.severe( "User login [ailed for: " + username);
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BXCANAF A L 11 R £ 5 SR 22 1l 23 Ak F P 2 A« AT B Lk T A 380l

A3 REBxZA%E

A3l HAMKEFRZ
A3 iR
X T i Xk R 2 4 7R 1) B 5 0 o TE SCRY X IO R NSk AL FIR

A9 HMNARMNKBEFRZEHNTHREREEIHMRIXER

7~ il P %5 RS A i 5 A
IR AR E 4 Java 6.1k)
T 2 X e ) | AT Bl B Java 6.10) .6.1g)
F 3k 9 o AS B R ] R Y O ik Java 6.1a)
HEFT B A A Y J7 2 LW private BY final Java 6.1a)
A LRI T w8 i R R ik 1 g [l Java 6.1a)
ANEESE ST 1 B MR 26 ol R 2 e 11 op R Y O ik Java 6.1a)

A3.1.2 LkBEMARES

FE JTVM A A0SR P AN JE AT LA [l — 4 208 % 4 2 20 OF FLUI AT H [ 19 2 44 L 08 203X B 4~ oA
e A 38 OF H R A MR 28D

QSR — A 32 R4 B B AR U ) 2 o SR A T AU TR 44 Y LA, I Rt 3 4R I — 152
&5 HAR2E 22 MR 8528 I8 4 B0 & wRE U5 9 3 52 R 0 BT U . (U IR B 24 PR L3S &
VPG RS L 2K A F BRI Z R I BEIR .

X B MA I L MO0 -0 1 45 T A 2 Uava i SO0, w6 2 45 7 BEH
2 Java ifi 5) R Bl

B RP

iftauth.getClass().getName().equals("com.application.auth. DefaultAuthenticationHandler" ) )
[/ ) S A R AR AT

FEBE P A~ I 75 AR [l A0 Bof fk o 28 T R LB e &

2.

// Determine whether object auth has required/expected class name

if(auth,getClass ( ) = = this, getClass (), getClassLoader (), loadClass (" com. application, auth. Default Authentication-
Handler")) {

/1o RS2 G B IR A AN
H
LR R class R HLAEMIAS 80 A A ]
18
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A3.13 BHRVEXNSKMSI AEFHME

AN T AR X G0 5 | AR 5 4 K P AR . ARG N AT R X 2 B AR A B & P R A R 4 5
F 8 D ) g X 5 /], S8 — A A IERRES final X R AVFE P BB R NE O ENAR
REBCE X A L A B R final B .

X T 8 X 0 5 | R i B AN O R B 1 g T R (Java @ FD R, 5] 2
ST RO AT (Java W5 s

BN

public static final SomeType [ ] SOMETHINGS = { ... };

ABAEAACES T, SOMETHINGS 1 8C2H 19 T LB 7 7 G i AU 2

2.

private static final SomeType [ ] SOMETHINGS = { ... |;

public static final SomeType [ ] somethings() |

return SOMETHINGS, clone() ;
%
7E LB A AC A B Y (R RE B S B 1

A3.1.4 MEHFERAZRARATEENTIE

AE B EE X G 8 Al 855 1 75 3% ] RE A AR A A A6 A4 B L i BCRAT S S0 UV AT A 45 R .
68 it bR S b U P AT B A 3k () e A X G2 A o7 R Tl B chis 51 G o A5 U A 2R R T 9 ) B ok
IR A B — o Bl .

X TR E IR A E R AT S A7 BN O s B 1 g T ARSI Java i F) s ], s 1]
285 T HE N UJava 5D R f,

w~Bl 1

class SuperClass {

public SuperClass() {
doLogic();
}
public void dologic() |
System.out. println(" This is superclass!");
}
class SubClass extends SuperClass |
private String color = null;
public SubClass() {
super() ;
color = "Red";
}
public void dologic() |
System.out.println(" This is subclass! The color is " + color);

/ .-"'r ‘as

L
¥

public class Overridable |



GB/T 38674—2020

public static void main(String[ | args) |
SuperClassbe = new SuperClass() ;
// Prints "This is superclass!"
SuperClassse = new SubClass() ;

// Prints "This is subeclass! The color is :null”

}
BXASAAE G R A ACES s B vh L J5 i doLogic O HI T R 401 4 A ) B4
Ji 1% doLogicO) JE: 1R 28 i # 38 pR BT PR T A% . 214 FL 3 B 2 S Y 52 (9] i 6 9] T 2628 19 U5 3% do-
LogicO , T IE#A B PhAT . SR, 24 72 AR LI M B, 2098 T 728 19 doLogicO Jr ik X Fi i &t
T 2 7 2 M4 3 oA BOE A 58 IRAAAT T A color HYRL(ELIA & null,
¥y s o B BE R H final 2 private (9 47k,
Bl 2.
class SuperClass {
public SuperClass () |
dologic();
public final void doLogic() {
System.out. println(" This is superclass!");
}
}

XA FE A VG Y )7 4% doLogicO A M Wy final 9, T ififs T doLogicO A SHE S
A3.1.5 #HTREK N A ER ERA A private 3¢ final

MR DU AT % 2RI A Nonfinal 2S8R 51 75 ¥k JF Z0ME X SE R I . DA i 4o 22 4 462 A
EAEM . P, 38 07 20 5 B R private 5% final ke RS
X Tt A7 48 Ak I 4 i B % BH A private 2% final (915 30 . s ] 1 25t T ASELIE 6 Java 155D
A, R 2 T IS % Java i 5) - il
.
public void readSensitiveFile() {
try |
SecurityManagersm = System.getSecurityManager() ;
il (sm ! = nulD) { // Check for permission to read f[ile
sm.checkRead (" /temp/tempFile") ;
}
// Access the file
i catch (SecurityException se) |

// Log exception

H
XA A A SIS 7R 6] e F 258 5 5 ik readSensitiveFileO) 3440 T Fr s 194 2 4G .
Bl 2;
public final void readSensitiveFile() {
try {
50
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SecurityManagersm = System.getSecurityManager();
il (sm ! = null) { // Check for permission to read [ile
sm.checkRead (" /temp/tempFile”) ;
1
// Access the file
} catch (SecurityException se) |
// Log exception
'

4
f

AT S 7 4% readSensitiveFile O i B 2 final 19, AT bES T A5 L
A3.1.6 AEEMAHESFH ik M# R 5 %5 ) 1%

QRIS N T WS Ty ik AR BEURE T k 1 AT g IR A S R I A X 2 52 BR ) A T ik BE KA U )
BURR . PR B BB A 0 B 1 B X 5 ik b AT S L OF HLN R W] g K Ty 1 A WO final DL AR 0
P MRS RERS T i A WO final #9, F0F  B IR BN S i U 0P . B AR VR 55 K FT U [ 1R
(1 BR A 3X 23 i S Java R Y 22 24

X T ARG T AT W ATy T R B Ry i 9 R U R PR A B, R ) 1 4R T R BT T % (Java i
FORGl. Rl 2 g T AR ava 365D R Bl

ol
class Super {

protected void dolLogic() {
System.out, println("Super invoked") ;

1
/

H
public class Sub extends Super {
public void dologic() {
System.out, println("Sub invoked") ;
// Do sensitive operations

1
f

XFECEL T java.lang. Cloneable $ F1A9 2 L 05 223 B0 77 5 Object.clone O [ A 15 [ PEHE I 4 pub-
lic,
w2,
class Super |
protected final void doLogic() {

System.out. println("Super invoked") ;
}
'

kN final 1Y,
A3.1.7 AEENAERBEEEERNEXZORFHRABNAZE

2475 A R [R) 19 45 7 L AH [R) 450 B R 58 1149 2280, LA B AH ] 9 3 [ 256 80 L 78 25 v osE I S )y
WA R P S ik

S T AN B E T 1 4 Bl e 2 ol e 2 1 s B 9 B A0S B L s ) 1 25 T R HYE FH EE (Java

51



GB/T 38674—2020

Wrmbl, w2 g T RIE L Java iff 5O 2561
w1
class GrantAccess |
public static void display AccountStatus() |
System.out, println(" Account details for admin: XX");
'
H
class GrantUserAccess extends GrantAccess |
public static void displayAccountStatus() |
System.out.println(" Account details for user: XX");

Y
’

}
public class StatMethod {
public static void choose(String username) |
GrantAccess admin = new GrantAccess();
GrantAccess user = new GrantUserAccess();
if Cusername.equals("admin")) |
admin.displayAccountStatus() ;
| else |
user,display AccountStatus() ;
}
t
public static void main{String[ ] args) |

choose( "user") ;

H
RIS PR Y LB T static Jr LA KBTS o R , AR 78 9 AN AN [ A 1 J 308 1 2 28 v iy
displayAccountStatus O J5 i WA R AE— b I AL 1 O ik o) — AL I8 2 0 7 i
w2,
class GrantAccess |
public void displayAccountStatus() |
System,out,println(" Account details for admin: XX");

Y
’

H
class GrantUserAccess extends GrantAccess |
@ Override
public void displayAccountStatus() {
System.out. println(" Account details for user: XX");

|

1
f

public class StatMethod {

public static void choose(String username) |
GrantAccess admin = new GrantAccess() ;
GrantAccess user = new GrantUserAccess() ;

if Cusername.equals("admin")) {
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admin.display AccountStatus() ;
I else {
user.display AccountStatus() ;
f
!
public static void main(String[ ] args) |
choose("user") ;
'
F45 T h ik display AccountStatus () [ & 8l 7 static, displayAccountStatus () B} g T — A4~ 52 #il /7
o PR O 3 0 B 2 07 IR R AE AT A B T UM A5 R,
MBI 3 —A4 private J7 ke AN RE WL BBk BB S5 1Y . AT (R (] ZER 48 5 1 2R v BLAT A
/] % % 0 private J5 i A AR AT I ZR o BV Dy 32 5 AT AR [ B9 Az [0 268 TR 40 S o 3 I i A o 22 2R 1

A32 HEBFRZ
A3.2.1 HEi
B I A P 4 4 9 7R ] B 5 B o IE SCR A IEOG R AR AL10 BIR
®AN HUNALEFREMNTORSREEHRIR

il wEE A ifE T SRS
N SRR S SELIROE SiS TP Java 6.2b)
AERETHE linal 3 ST [ 4 Java 6.2b)
A FHE Tl 5T getClass () 3R (] 1 25 42 3047 7] 24 Java 6.2h)
AR F W J2 9 0 G 0 TN Bk S B IR AP Java 6.2b)
AT A LR 6] 20 Java 6.2b)
A (i FH 552 () 0k (4 3 = s Java 6.2b)
7 55 B R IE R A 2 4 A 1 Java 6.2¢)
A0 IO AT SR P A 2R BRI AN B — LR Java 6.2n)
AZ i8I ThreadGroup 77 ¥ Java 6.2a)
SR AEDEFR A A wait O Fl await O 7 i Java 6.21)
1y i T LA 28 11 27 PR AR Java 6.2d)
A AR R T R R AR Ak Java 6.2a)
AN AL B AL S Y e i 1l DS £ R Java 6.2¢)
RBAE servlet Priflt g8 21515 & Java 6.2a) .6.2b)
it H A A PG Java 6.2a),6.21)
ASBEAE P o9 08 ST Y 5 ik Java 6.2a) .6.2b)
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£ A0 (B

8 2 i AbifE R AR
getter J7 15 Fl setter 77 3 IV 1% W wt ) 4 Java 6.2a) ,6.2b)
AN TP AU £ A i e Java 6.2a)
AN BE A i 51X P 10 FH L %€ o B Cc/C++ 6.2¢)
i A 244 1 i 40000 07 C/C++ 6.2¢)
fiff FH A 24 i B4 S8y ik C/C++ 6.2¢)

A322 AEETAHREANIKFTEAS

R Y e P SR BSOS S R HE AT (R A0 R 5 | RO e 1) A — A LRI . i T I 8t T e o P Y X 4 i
fr L & S EICBAMATE AT . o] T AR S ALFEE AR T LU JLFN : Boolean , $f %4¢ 1 (1% 3 fiff £
T A AT H I String X4,

XA BT AT g R RAEAT R P A9 RS B s B 1 g3 T ARSI EE (Java i85 ] . 75
2 & T RLE R (Java 15 w6,

=% 1:Boolean ZEE
private final Boolean initialized = Boolean, FALSE;
public void doSomething() {

synchronized (initialized) |

........

Boolean 2$ A8 A & 1 B . B o8& B AR A A8 : true A false, 42 75 40 [A] 4 {H Y
Boolean #cdfi . 3 H 7E Java EE L P 3L 52—~ Boolean 2592 40], 783X 4~ 1 . initialized $5 @) X 5 T
{E Boolean.FALSE AySEf] . R 78 HAbAE S b . AL B A6 T HA X4 Boolean 28 B i 17 [A]
XA SR OF BRGS0 L0 BB A, R R A A G e R AT Bl L &
I S Uil o 3 2 sk (1 B il RS 23S R 2 (P A RS PR O A R — S 92 B8], E AT T 22 38 B 5 Boolean i [ FE
F9 T 1 A

T4 2 Integer 3t &
int lock = 03
private final Integer Lock = new Integer(lock);
public void doSomething() |
synchronized (Lock) |

........

BB Integer XFREF XA X R HAME——A51 1 IF B 89 A B SR (E X5 T HAb In-
teger X4, I H X5 T B A A — Bl 285 B3 iy s 8.

A.3.2.3 AEETIE final HRHTEF
Ak final X 42 850 25 o6 42 0] 8 ol L 3 T AT AE 905 o i 0 G 0 47 [A) 45 . T fiE 2 5 205 B R0 R i A 1Y

54
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THh.
T AEIETHE final X077 [ A (90 00 1] 1 45 1 T A S FH s Qava 35 5 i il
TS Java 1855 i,
1.

public Object lock = new Object () ;

N A

public void doSomething() {

synchronized (lock) {

[
I e

WA BEh BiE T — AN final B9XF4. MRF P RIE Object XF 42, JfAf o XF LK 4 lock, iX
B FHOX B Object X 444 0 B X 4,
B F il B private . final 4 Object % G4E M4 XF 4 ,
w2,
private final Object lock = new Object();
public void doSomething() {
synchronized (lock) {

!
LT

AR T private.final (1) Object X 24 B84,
A.3.2.4 AEETFIEIT getClassO iR B E X KT EF

T Object.getClassO J7 i AR [HE #EFT R 2L . 2 SEA AT FU AT 8, MIese gk R, 724
M IR PEATHE . WT TR Class X240, B 5 H LAY Class M4 RE5E =AY,
T ARER T8 getClass O 3R A1 2 % G 3E 47 7] 45 59 R 00 . /- 81 1 45 1 7 A LIS H 2% (Java 1

DBl RE] 2 45T R Java @B D) Rl
mﬁll 1:

class Base {
static DateFormat format = DateFormat.getDatelnstance( DateFormat, MEDIUM) ;
public Date parse(String str) throws ParseException {
synchronized (getClass()) |

return format.parse(str) ;

H
class Derived extends Base |

public Date doSomething AndParse(String str) throws ParseException {
synchronized (Base.class) {

[/
Froe e

return format, parse(str);

o
[4)]
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Base 25175 1% parseO 7 ik 2 it A — A~ H W IF H B3 getClass O J5 3% 0] i) X G 847 W) 26
Derived [AFE4E R T parseO) Jriki. SR X A4k 7K )7 i 3L T Derived JE LB 25, [0 4k K 1Y parse ()
Fr iR getClassO #EFT L S Br EIE Y 2 this.getClass (), 3X 1 this 253205 245 1 Derived 25
S — 51 H

Bl 2:
class Base {
static DateFormat format = DateFormat.getDatelnstance( DateFormat. MEDIUM) ;
public Date parse(String str) throws ParseException {
synchronized (Base.class) {

return format, p;lrsc( str) s

S
f

XA FE (1] J2: 3L T Base.class #EA7[A 2, o] f#i ] Class.forName("+--") i 7 [a] 2,
A3.25 AEETREHEMNKHNNEHRIIARS

8 e 5z B HL o — A~ 5l AR 92 B T AE java.util.concurrent.locks £ H Lock Ml Condition 2 192,
NI R JE I IR R R G o X SRR B 6 G AT T N B U A () A A R SR AU RS Y D BB R AE W Y . Y
I+ 5 30 B0 G 5 LTI e o RS fe Y b 4 1 A % B AN o R P B

X AN T 5 2 9 A R G i N R S BLIR] 2D B S B L s 1 1 g5 i T AN EEE FT R (Java i D R
il Bl 2 g il T RVE A Java il 5) R B

w1
private final Lock lock = new ReentrantlLock() ;
public void doSomething() {
synchronized (lock) {
%
}
XA BT ReentrantLock Y P ¥ 8152 BE ] 25 L X 3RF A9 X G2 4 1T P4 8 B A2 AT ) BT 11
B 2. 4E A lockO) 0 unlock ()
private final Lock lock = new ReentrantLock();
public void doSomething() {
lock.lock )
try
// do something
i inally{

lock,unlock ()

1
I

L
¥

XARES P, 2 T 8% ReentrantLock %609 Al 8§ A MY B R 892 BLIR) 2L
A326 FREETESUBEERARS

AT AT — A7 FH 8 5 A0 PRT T AN 2 48 5 O BN S e Y AR T LU & U5 ) 46 5 i 2 T AR
56
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M Sl Kk TR L AR IR A E 2, P YRR Ak A S IR O U ) 4 A
WENE W T AR AL
X TR EEIR T A I F )20 S & s ] 1 25 i1 T AR RIS Qava i85 m il w6l 2 45
THLE % Java i@ 5) R i,
il
private final Map{Integer, String) mapView = Collections.synchronizedMap(new HashMap{Integer, String)());
private final Set{Integer) setView = mapView.keySet();
public Map{Integer. String)getMap() {
return mapView;
}
public void doSomething() {
synchronized (setView) { // Incorrectly synchronizes on setView
for (Integer k :setView) |

Iy
."-'.’“‘

H
RSN 2 T — 4~ HashMap X 4 #1195 A 20 & X 2. — 4% B9 HashMap [6] 20 8 &, X A %5 1
HashMap #L & #% mapView %48 ol 61 3% 55 — A 2B setView KOl i 51 £ 3 19 mapView 1% 51
B, XA~ HashMap X2 A 0] 5 0] (1 . {H mapView o] LU i 24 19 getMap O J5 ik il . A K 6 25
MR H T setView B9 N AEETN A JE mapView 09, 55 — 28 ol DIE MK A [A] 25 19 map HAE k 1%
fRAR 2L
2,
private final Map{Integer. String’mapView = Collections.synchronizedMap(new HashMap{Integer, String>());
private final Set{Integer)setView = mapView.keySet();
public Map{Integer. String)getMap() {
return mapView;
H
public void doSomething() {
synchronized (mapView) { //Synchronize on map. rather than set
for (Integer k :setView) |

Iy
."-'.’“‘

H
XAMUISIE T mapView FEICEL T A A€ map WIRJZEH b, Ak AUE B b2 A RENUE R .

A3.27 AEFERLBIBRRPHEZHERIE

T e A ] i S5 051 80 Ok 3 M i 2 A D PR A T S92 400 B L T A R 224 S ) A LT 2 TR AR
B R AR T — A i S B B B 2 B BUE ROR A R AR R AR

X T AN G R S B AR O 6 i A IR A R 00 R B 1 g5 i T AN L (Java IS R Bl . 7R
il 2 g5 i 7 AL % Java 38 5D 25 ]

.

public final class CountBoxes implements Runnable {
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private static volatile int counter;

TV AR

private final Object lock = new Object();
@ Override public void run() {
synchronized (lock) {

counter—+ -+ ;

public static void main(String[ | args) |
for Gint1 = 0; 1¢ 2; i++) |

new Thread(new CountBoxes()).start();

A5 3 — A~ A A B SR AR RS counter FEUAUHEA . M3 314 Runnable {145 8, &
RN EE T P AN B XT G2 520 3 HL 43 500 2 T 8 — A S AT 80E . SR X MU AN BB By 1R Ze #1531 — 4>
AN —F M counter AYELME . iX S22l volatile 7B i i HE 5 MR AN S R TR 19 .

fl 2.
public class CountBoxes implements Runnable {
private static int counters;
private static final Object lock = new Object();
public void run() {
synchronized (lock) {

counter—+ 3

.....

.....

)
AR 3 Aok 285 Xk 4 92 B A A i 3o i 448 1 1 a1

A.3.2.8 HEREMEIERNC A

— ANTEAT AT 2 TR rb B AT W R i B 23 BHL R LA SRR A B X AN, fE R A W R AR OL R AR
RE RS TR AT B, 0 SRAE S W SR T RO R W, 2 S B R VLR s PE B

X165 5 I OROE R O 3R AT B B0 s ] 1 25 1 T A RS R (Java @ 5D - i, il 2 45
BT HLE R Java 1G5 R 0.

.

public final class Client {

public void doSomething(File [ile) {
final Lock lock = new ReentrantLock() ;

InputStream in = null;

try |

58



GB/T 38674—2020

lock.lock() 3
in = new FilelnputStream(file) ;
// Perform operations on the open [ile
lock.unlock() ;
t catch (FileNotFoundException x) {
// Handle exception
t finally {
if (in! = nulD {
try |
in.close();
} catch (I0Exception x) {

// Handle exception

?
RIS 1 T ReentrantLock e {45 8 U, 4T T (19 SCHFHEA T8R4 11 4 2 S 56 I L 00 A B8 B O AT 7Y
B, MEESFE RSB ZY catch fAR L. IF H unlock O 7 A 24T .
Bl 2:
public final class Client {
public void doSomething(File file) {

final Lock lock = new ReentrantLock();
InputStream in = null;

try |
lock.lock() ;

in = new FileInputStream(file) ;
// Perform operations on the open file

lock.unlock() ;

t catch (FileNotFoundException x) {

// Handle exception

} finally {

lock.unlock();
if (in! = null) {
try |
in.close();
} catch (I0Exception x) {

// Handle exception

RIS T ReentrantLock A6 (R4 9 U 25 4T 1 (19 SC {4 BE 47 8 0 4 4 5 0 oK 2 4k 5 i L RO
2z E F finally 1CASH  lock. unlock O J5 s $0AT . 0T 1l 2h B A5 45 A9 i,
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A3.29 BHRRAEEGFPHEEMARRE—NER

notify O Jy i HMe i — A2 10 3 A GRAE S — A o Bt S 4 B 0m A0, G S 80 W 2 A 4k A I8 4
B R 2 B e AR S A L X A BT Al H Y. 53 4h . Condition. signal O Fl Condition. signal AILC)
7 e i A 8 FH Condition. await O) B 37 BH 28 B (19 J5 B 12 5 Object. notify O Fl Object. notify AllO) Jr
FAT .
XTI SR AR BRI AR — R B S . RE 1SHET A% Java IBF) R
a2 gyl TRV Java 185 R B,
1

public final class ProcessStep implements Runnable |

1)

o

private static final Object lock = new Object();
private static int time = 03
private {inal int step; // Perform operations when field time
// reaches this value
public ProcessStep(int step) |
this.step = step;
}
@ Owverride public void run() {
try {
synchronized (lock) {
while (time | = step) {

lock. wait() ;

// Perform operations
time+ +;
lock,notify() ;
H
t catch (InterruptedExceptionie) {

Thread.current Thread () .interrupt(); // Reset interrupted status

}

b

public static void main(String[ | args) |
for (inti=4; V=03 i——) {

new Thread(new ProcessStep(i)).start();

}

XA R T — D ZLRBR AT R 2N Z L0 B, N RBE M ITH time F B E L IR,
LR TF time FBUAYHR R R B0 2 A AT XS W R AR Y 2 B AEPRATAE 55 5 L B — S R S
time, SR J5 FRE M AT T — NP BRI LAR . R B — DRI A [ 8 5 05 2% 1 . Object. notify O %
U MR — 2R . BRAE IE4F W BT T — D PR AL AR L 5 0 5 A ey 23 e AR AR i .

Tl 2.
public final class ProcessStep implements Runnable {
private static final Object lock = new Object();
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private static int time = 03
private final int step; // Perform operations when field time
// reaches this value
public ProcessStep(int step) |
this.step = step;
}
(@ Override public void run() {
try |
synchronized (lock) {
while (time ! = step) {
lock. wait() ;
\
// Perform operations
time+ + ;
lock.notify AllC) s // Use notify All() instead of notify()
H
 catch (InterruptedExceptionie) {

Thread.current Thread () .interrupt(); // Reset interrupted status

}

i
P05 i — AN BRI SE B A O 8BRS R Object.notify ALLO) 7 3 3k 3 11 BT 43 26 75 vh i 26
HE 25 1 0 2R B8 T LABRAT & B AT 55 o 1000 2 G Al 258 7 4% 1 Sy {8 A9 2 e D) 2 40 & 55 7

A.3.2.10 AZEF M ThreadGroup %

Java o — AR FRAE QI EERT ARG T T — R B e, X SR R 2 & 1 java.lang. ThreadGroup 352K
SRR, QBRI WA A A E R A I VM Sl — A O 4. ThreadGroup JS 241
TR R TR A~ e R 2 Y 2 R HE AT IR B PR AR O R D5 % . {HJ2 ThreadGroup 6 AR £ U7 1% & A 4
{84 /Y . 0 allow ThreadSuspension() ,resume() , stop() ,suspend () . Ifij FLA L) i AR FEL 20,
i activeCount() cenumerate (), fff Hl ThreadGroup API il 5 86 5 3 [ 41 : allow ThreadSuspension
O .resume() .stop() ,suspend () ,activeCount () ,enumerate) ] fE 2 S EHEZE A WM . L KA — 3L
X GORE

XFALEIH ThreadGroup J5 ik MG w1 451 T ABEH 2% Java iEF ) il il 2 45
THEHE Java 155 m i,

.

public int  docreate( ThreadGrouptg) |
int alive = tg.activeCount() ;
return alive;

'

CH I T ThreadGroup.activeCount () J5 #: o iZ 7 7E APT A il Oy iz (o] 28 F5 £H vb i R 2R B 5y
— AT 1% 5 10T REAS B 1E 0 A 52 0 2 B 21 v I 6 E AR AT ) 2R R 1 R

il 2.
public final class NetworkHandler {
private final ExecutorService executor;
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NetworkHandler(int poolSize) |
this.executor = Executors.newFixed ThreadPool( poolSize) ;
'
public void startThreads() {
for Cint i = 03 i 33 i++) {
executor.execute(new HandleRequest());

}

Y
’

public void shutdownPool() {
executor.shutdown () ;

}

public static void main(String[] args) {
NetworkHandlernh = new NetworkHandler(3) ;
nh.startThreads() ;

nh.shutdownPool ()

%

1
f

RS T — A~ [ i e b R 45 B2 08 3 AR, i A2 R ThreadGroup, % 17 java, util.
concurrent.ExecutorService 2t 145 2 FE M 49 7 vk . BROOR IS HE 11 AT 1R T v of 5 BB BR £k A
MR s R HEIT BRI HEZ2H EWN AT UA T2RAEEMERA, . XK P
shutdownPool O J7 1% 0] LAZ& | i T[] — 22 R 41 i Jir A7 2 7 .

A3.2.11 PRALAEFIAHBIEA waitOF awaitO) ik

Object. waitO) Jy % 2 87 I S B0 A7 49 81, i 1k Al 26 7 7T LU HL & 745 B BIF 48 264047 . Object.
waitO) J5 i 5 2 e R DA e By i I8 . 55 o i SR A AR B B RS A S AT AR
JELETAH waitO Z A i & 2 J5 » while 76 F5 #5240 25 45 45 1 i die if Jr 0. 284 Condition 4% H i a-
wait () J7 WA N S AR 20 b i . B 32 2% o DU ) B 2 S BT R YT Ay BHL 2 L 5 BUHE 46 R 55 el

XTI AAETEA I waitO R await O FriE AR B0 - B 1 245 T A RE AL (Java i 5) R il
A2 g5t T S L Qava 365D R il

.
private Vector vectors
public void consumeElement() throws InterruptedException |
synchronized (vector) {
if (vector.isEmpty()) {
vector,wait() ;
H
// Resume when condition holds
}
H
Bl 2:
private Vector vector;
public void consumeElement() throws InterruptedException {
synchronized (vector) |

while (vector.isEmpty()) {
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vector,wait( ) ;
}
// Resume when condition holds

}

1
f

A3.2.12 WIRFTIALIEZF LR

Thread.stopO) 72 82 #2 HY — 4> ThreadDeath 5%, 8 5 2255 L2k . 78 Thread.stop
O 2 — DL R HCE AR 09 P A 81 3 T AE 2% 87 20X SE FUOR 7 19 X R L X SE X G IE AL T — A —
R E T, KBTI IE ThreadDeath 54 3¢ H finally 25U G FA—BUREXT L .
XF T8 O T DAZE E 32 BHER FR A 00 . s ] 1 25 i T A RIS T % Java I8 5D - 61, -6 2 51 17 M
WHZ Java B E ) i,
w~Bl 1
public final class Container implements Runnable {
private [inal Vector{Integer) vector = new Vector({Integer) (1000);
public Vector{Integer’getVector() {
return vector;
}
@ Override public synchronized void run() {
Random number = new Random(123L);
int i = vector,capacity();
while (i) 0) {

vector.add(number, nextInt(100) ) ;

1——

}
%
public static void main(String[ ] args) throws InterruptedException {
Thread thread = new Thread(new Container());
thread.start() 5
Thread.sleep(5000) ;
thread.stop() ;
%
}
Vector 282 LR 2 1 . T LA 25 AN 2R A X 2L 52 S il A7 O 4R AE I A 20k AL T — A A — Erg R 2
9. vector Sl Al FT A B 9 B 3 Bk By 1k 78 92 B R 2 8 B OR — BN AR R X B A vr R . SR
Thread.stop O J5 ik 22 i MR R 45 1k IE7E #E 47 B9 3845 T 410t — 4> ThreadDeath 5% . Fr 47 2845 (9 i 1)
SR, MR LRBREEIMA — DB E vector BF B 1L 347 AT AE S B0 0 b T A —BOREM
vector,
Tl 2.
public final class Container implements Runnable {
private final Vector{Integer) vector = new Vector{Integer; (1000);
public Vector{Integer)getVector() {

return vectors;
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@ Override public synchronized void run() {
Random number = new Random(123L);

int 1

while (i) 0) {

vector.capacity() ;

vector,add(number.nextInt(100) ) ;

j— —

}
1
publie static void main(String[ | args) throws InterruptedException {
Thread thread = new Thread(new Container());
thread.start();
Thread.sleep(5000) ;
thread.interrupt() ;

Y
’

'
JEH Thread.interrupt O Jy #3887 — AW 0 P WelR S 4r & . &0 LUl F Thread.interrupt ()
e A X bR . XA T A A AR BB P T R [ true, IS PR TP WRIR AR A

A3213 AEEREEBRREFERETEERERZE

W A T HE 28 4 I 2 R 22 A ) 7 P TG R B X 1 2 A S ) AT A I SR A X O R A e 4
Mk ERB LNk, 2 FEAR YR L. e, MR 2R R AT X I Rk BN A i 5
BB A ek i — RS R L DT RS 2 X PERY LS AR B i U L2 W A R . DR
JPAS L AR I R % A n) kR B S LR L 2Tk,

P AREAE AR PR 2 )7 ok B S AR L 2 0 M0 R B 1 25 T R R % (Java 155
R, R 2 gy T R Java 55D s 6l

R VREFE):

class Base {

public synchronized void doSomething() {

'y
T

class Derived extends Base |
@ Override public void doSomething() |

Iy
i -

F

EAAFF G AE A 7R 01 7E Derived 28 i/l T — AN HERIE 9 7 58S T Base 28p iy [a] 22 Jy
#: doSomething.,

Base 2511 doSomething () J5 % 0] L% 4 1 9% 2 A~ B0 . 03X JF AR 3&E T Derived 7261
S,

[H R 1% 32 Base 5 {5 A 4 B2 W) IF b 52 32 & 09 1 28 19 55 6], By DA T B AR Mk i2 B i > F2 P ) ik . A
L& P REAR S IR BT R AEA 4k K T AR L 2RI AR LR L 20 F TG T ERAE .
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B 2B FEFE) .
class Base {
public synchronized void doSomething() |

£ oaea

class Derived extends Base |
@ Override public synchronized void doSomething() {

£ oaea

}
A A GG ER A T 3P E doSomething O )ik,

A32.14 AEEVBUENHIEERATELE

TERW AL S S M RS G &R @& MW AL 05 2R s g, B an ., 7 53 2690 45 16 A9 main
LR RE SIS A AR S B RBRB %R main RFEE KRR, B0, 728 i 1 2%
B e i T S £ R ) R RN R

XEF AR AR K B IR (TR £ BB O ) 1 44t T R B Tk Clava 350 R B 7%
il 2 7 ih TRk Java 155D - 6.

.
public final class ConnectionFactory {
private static Connection dbConnection;
// Other fields . . .
static {
Thread dbInitializerThread = new Thread(new Runnable() {
@ Override public void run() {
// Initialize the database connection
try |
dbConnection = DriverManager. getConnection( " connection string") ;
i catch (SQLException ¢) |
dbConnection = null;

1

1)

// Other initialization. for example. start other threads
dblInitializer Thread, start() ;

try |
dblnitializerThread.join() ;

 catch (InterruptedExceptionie) {

throw new AssertionError(ie) ;

t
public static Connection getConnection() {
if (dbConnection == null) |{

throw new lllegalStateException(" Error initializing connection™) ;
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}
return dbConnection;
}
public static void main(String[ ] args) {

Connection connection = getConnection() ;

YER LR — 30 SRR T LR 8 T — P e A 4. X e A2l el — 1%
B8 E 4 4 (R B Z % FF ConnectionFactory 28 T 47 B 51 (L6 dbConnection) 5E l#I i1k . J5 18
T AE AT Z BN I S5 1 main {i SR SE MV IR 1L . SR)5 JFEH] P ConnectionFactory 28 main () 25
P joinOJr ik iX 205 G AR A S AL, X TR AR Y OC 28 23 38 284 0 1 i 91 B8 o DA 5 2
FEHI,
wfl 2.
& mainO 28R W15 10 AT 1Y B 53 L i AN S DI S A9 W0 B A v A i — A e B R
public final class ConnectionFactory |
private static Connection dbConnection;
[/ Other fields . . .
static |
// Initialize a database connection
try |
dbConnection = DriverManager.getConnection("connection string") ;
| catch (SQLException e) |
dbConnection = null;

}

// Other initialization (do not start any threads)

A3.2.15 ANETE servlet Rit BLSIEE R

Java servlet $&4 7 — A~ F T F76f 2315 H OC B 19 HiuepSession 28, 38 6 5048 B 4 5% 76 554~ web
Ko XA AT LB (k23 05 £ 5 i O A RS T
X FAEAE serviet Tt 88 250G (5 BN O R B 1 45 T ASBE L Qava B 5O il . w B 2 45
BT HUGE R Java IGF) s,
.
public class SampleServlet extends HitpServlet {
private String lastAddr = "nobody@ nowhere.com" ;
public void doGet( HtipServletRequest request. HttpServletResponse response)
throws 10Exception. ServletException {
response,setContent Type("text/html") ;
PrintWriter out = response.getWriter();
out.println(" (html> ") ;

String emailAddr = request.getParameter("emailAddr") ;

66



GB/T 38674—2020

if (emailAddr ! = nulD) {
out.println("Email Address:");
out, println(sanitize(email Addr) ) ;
out.println(" (br? Previous Address:");
out, println(sanitize(lastAddr) ) ;

13

out.println("{p>");

out,print(" (form action=\"");

out.print("SampleServlet\" ");
out.println("method=POST>") ;

out, println( " Parameter: ") ;

out.println(" (input type= text size= 20 name= emailAddr)");
out,println("{hr> ") ;

out.println(" {input type=submit’");

out,println(" {/form>»" ) ;

lastAddr = emailAddr;

Y
’

public void doPost{ HttpServletRequest request., HtipServletResponse response)
throws 10Exception. ServletException {
doGet(request. response);
}
// Filter the specified message string for characters
// that are sensitive in HTML.,

public static String sanitize(String message) {

XAAFFE AR FCHS R BB T — A servlet, B 2275 HI P Hi A — A HL 7 BB £ Ho 1 L 98 5 4 b
HER B4 FH P . bl FE A% AR lastAddr 28 4k 53X gt — A~ 52 ) 7 Bt
[H A HttpServlet 2824 1Y . B — 4% P Ui ] servliet 2L 52— lastAddr F=Et, ML, lastAddr
FBR N LU — DA F R & 5 i i B 7B, 5 oh, i T X A AR R ) e A 2R B i AL
I s last Addr 7 B nl RLAE B~ 2 it [) 6] 375 5K 122 2 B30 FH — A W TH 9 (8 o P 3IE X — 4> AS ] 28 X6 42 11 3
gl AT WA
Bl 2.
public class SampleServlet extends HtipServlet |
public void doGet(HttpServletRequest request. HttpServletResponse response)
throws 10Exception. ServletException {
response.setContent Type("text/html" ) ;
PrintWriter out = response,getWriter();
out.printlnC" Chtml> ") ;
String emailAddr = request.getParameter("emailAddr") ;
HttpSession session = request,getSession( )
Object attr = session.get Attribute("lastAddr") ;
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String lastAddr = (attr == null) 7 "null" :attr.toString();
if CemailAddr ! = nulD) {
out,println("Email Address::");
out, println(sanitize(email Addr) ) ;
out,println(" {(br) Previous Email Address::");
out, println(sanitize(lastAddr) ) ;
.
out.println("{p>");
out.print(" {form action=\"");
out,print("SampleServliet\" ");
out.println("method=POST>") ;
out.println(" Parameter: ") ;
out.println(" {input type= text size= 20 name=emailAddr)") ;
out.println("{br>");
out,println(" {input type=submit?");
out,println(" {/form>»" ) ;
session.setAttribute("lastAddr" . emailAddr) ;
}
public void doPost( HttpServletRequest request. HutpServletResponse response)
throws 10Exception. ServletException {
doGet(request, response) ;
H
// Filter the specified message string for characters
// that are sensitive in HTML.,
public static String sanitize(String message) |

! asa

'

LA AL A ACES L 7E HitpSession X A7 il 1Y lastAddr 280, servlet HLHIBR #5206, 0
FPHLHEHE 205 1D, & & 5 0 0 U8 25 4E 0 cookie fEfif . & il TP iy HAL (5 B, 248 lastAddr JE .
Mz 55 # At . P, serviet #2417 4E [F]— 23 ] servlet $& 22 09 it J5 — A4~ B8 B £ bk Gt 7 H Al
R M TE A5 1F) o A AP AR AT RO I 5 AE A 2 2 B e 2R PRI SR .

A.3.2.16 % HEAME L ERIG

H W9 200 g AR R TR %2 4 119 L java. text. Format WY parse O Fll format () 4 & — 4~ 0l S EUH
FE B AW P 85 1 race condition,
X T b A F AR AR B B 5 B0 L 2R B 45 T AN RIS T (Java i85 R 6l
R,
public class DateFormat extends Thread/{
private static SimpleDateFormatsdf = new SimpleDateFormat("yyyy-MM-dd") ;
private String name;
private String dateStr;
public DateFormat(String name, String dateStr) {
this.name = name;
this.dateStr = dateStr;

68



GB/T 38674—2020

}
@ Override
public void run() {
try |
Date date = sdf.parse(dateStr);
System.out.println("2E Bt " + name+"iE47" +"; date:" +date);
i catch (ParseException e) {

e.printStackTrace() ;

1

public static void main(String[ | args) |
ExecutorServiceexecutorService = Executors.newFixed ThreadPool(3) ;
executorService.execute(new DateFormat("A", "2017-06-10"));
executorService, execute{ new DateFormat("B". "2016-06-06"))
executorService.shutdown() ;

!

H
EIRACES R Berh  GE SCT — AN B AR R GRS A BB 50
i EARES b AT 3 RS B0 . — Bl DL IE W AT, — P DO R L B AT — RN Bl A R
S —E. B 2 R — 20 AR R SimpleDateFormat 28 AT — 4~ Calendar X 42 5|
B HIRAEAE FIX A SimpleDateFormat AH2CHY H 85 B . X FEEE S S8 — A WL i SimpleDate-
Format J& static i, 4 £ thread 2 0] 5 2 3£ 52 SimpleDateFormat, [A] 0 2 352 Calendar 5| A,
TERDERMIER T AL M BLI R A L.,
AWE 4 Bt sk
a) # SimpleDateFormat 5 S ey 28 o L 2 B 0 I — W5 2 Bk A 2 — 4> SimpleDateFormat
R IRENAE .
b) 7 mE LB synchronized  7E 7] — i Z1 . HAT — AL 0] LIIRAT P A9 HE AT ik . X FEPE fE
B WA E SRS AL BRA GBI .
o) EME = joda-time, B3 =7 H IR BRAL 21 8,
d) I A ThreadLocal: 8B A H C 1Y SimpleDateFormat X4,

A3.217 AEERABFIMNETHRRESR

org.apache.struts. action. Action ¥ & % L}z Spring HE 22 F 24 ) 25 (1 4o fdi J @ Controller, @
Service fil(@ Repository {3 fiff (Y 2 BRI AR & BB O AR LR TR Z 210 . Web 758 25 BRI\ R 5052 f) 2 28
P9 7 SR AL B Heeep 353K, BB %F GO6F AE — A 2 SR (0 BR8P JF J $hUAT 30K 3 B0A 051 0 42 8 5 745
1] 9 £ 7 B 4 A

X T AN B 4R B 51 A B T AL s B 1 g5 T A Java @ 5D - . 25 ) 2
T HEHNE (Java B 5wl

~fl .

@ Controller

public class User

String username;

(@ RequestMapping("/login", method = GET)

public String greet(String username) |

this.username= username;
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return " I "+ username+" 1"

1
f

i — Bl Spring HEZE 5 2 () WEB it % #1119 Controller {8 A W . 48 & username 4 ¥ 51 78
i, Y User (X LA 235K B, A8 it username Y44 2 /1 R JL 58, 30K 5 B2 R ) $odis it 6%

{fi Jl strutsl 9 Action 5{ Spring HEZ2 5 [y — 2L ) e i, i E L R B L 2. BE
mE.

w2,

@ Controller

(@ Scope("prototype")

public class User!

String username:;

(@ RequestMapping("/login" . method = GET)

public String greet(String username) {

this.username= username;
return " WL +username+" 1"

)

AR R B o] RCKE User 458 5 5 0 2 Bl L & — YRR 2Bl — A4 User XF 42 AT AR GIE 2L #2
Ta,

)R S L AT LA Jmg 3 728 ik phe st ) A

A.3.2.18 getter 7573k #N setter 75 3% R % B 31 B &

Y getter/setter Xf (0 — AN i R 2L 0L 55— AT i W RE i ) 20 o 2508 U7 ) A — B0 O iR S
i, 7532 47 A BE W) 26 1T R SO — AT b .
% T getter 7 setter Jy o T vk BTV (M B0 R 0 1 40t T A ML 3% ava 3 2) 7%
. 2 gy T REE L Java il 5D R B
.
public class User {
String name;
int age;
public synchronized void setName(String name) {
this.name = name;
}
public String getName() { // XN 1Y setName Jy 26 T synchronized & i it 17 [7] 2
return this.name;
}
public void setAge(int age) { // X AY getAge J7 i [l T synchronized He 347 [a] 25
this.age = age;
}
public int getAge() {
synchronized (this) {

return this.age;
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L
¥

LA 2R ] P getter 7 I setter 7 3 A WA ] A
XS Y getter J5 ik M setter J5 3% A7 — N J5 L EAT [ A0 I L 40 EEAT IR A5
~fl 2.
public class User {
String name;
int age;
public synchronized void setName(String name) {
this.name = name;
H
public synchronized String getName() {
return this.name;
1
public void setAge(int age) |
synchronized (this) {
this.age = age;

!

public int getAge() {
synchronized (this) {

return this.age;

H
ARG R ] p L getter A setter 5 ik BN [A] 4D

A3.2.19 AEFERAVNEREHE

TEFL R TF 2 A7 I i AR — 26 5 TF 89 9 X QB0 46 AL # A IF HL AT 7 (T3 26 X G i A A T4
b4k, eI I A AT RE 2 R RE R W) AR At . (F S I 6 S BUZR T 42 4x A9 S AR ) 4R AL 7 B — 2640, TR AR
Sy B, A B

R T A A AT K A8 B AR O s B 1 25 1 T AR RTE Java R 5D - 00, m il 2 245 1 17 #L
0 % Java i85 = ),

T N B3 AE i o 00T G £ B R R A ) 28 9 I i . s AR

w1
public ¢lass DoubleCheckedl.ocking{ /1
private static Instance instance; //2
public static Instance getlnstance() |{ //3
if (instance == null) { / /4 qirst check
synchronized (DoubleCheckedlLocking.class) { //5:lock
il (instance == null) //6:second check
instance = new Instance(); //T:problem
> ."llr;'l.;8
} .-"f.f"fg
return instance; //10
' //11
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}
H
A s 451 P OO0 A B B e S B IR W R AL . AE AR B 3 BRSO e o P e A
55— instance AN null, FEASTE AT T 18T A9 0 85 A0 BR AR B8 4 . A B 0T LR IR B I 491 2 [ 25 7
BRI PERETR . R X R R L. AR RAT RIS 4 17U S instance A K null
i sinstance 51 YA G247 7] GE 6 B AT 56 BT Rk . I anF .
& 7 17 (instance = new SingletonO ) B —AXF 4, 3 —AFACH AT A4 o0 anF (1 =47 Dh AR5 .
memory = allocate()s  //1. 4 BECXT 409 N ££ 25 0]
ctorlnstance(memory): //2 . #1444
instance = memory; / /3T instance 5 1] W 43 i 14 9 47 Hb bl
L AT ORI g 2 3 Z )L AT RE WY . 2 13 Z MR 2R AT R AR
memory = allocate();  //1:4FBC %409 1725 0]
instance = memory; /738 instance 45 0] W 43 B A4 N 77 Mo bk
/U R R G B AT W G Ak
ctorlnstance(memory); //2: ¥ G kX %
Q0 SR 8 % ) Bl R A A Y SE SR BT IR AL i T BE T volatile M IE IR P ERAL Y T %8 . G2
i L A T B R AR R P IR AL I TR % . MR 2ORBIanE
w2,
public class SafeDoubleCheckedlLocking {
private volatile static Instance instance;
public static Instance getlnstance() |
if (instance == null) {
synchronized (SafeDoubleCheckedlocking.class) |
if (instance == null)

instance = new Instance();//volatile instance

}

return instance;

}

FETF volatile A% X T A6 25 8l 2 MO i Dy %8,

XA T JDKS o 0 g i A, S N TDKS JF 5 {f FHET 9 TSR-133 P9 A7 155 % 80 31, 350 /4~ F
JUEIER T volatile 1915 X .

A.3.2.20 AEEIGSF X AE A PEE R

FEAS BURECHT P T sleep O SF I SR EL. th TAEFEIF IS AT 1, 1T 6B 23 A7 LA 7 £ B X 32 Bl 4% il
B E IR HEA T A BIURETBCRT XS sleep O 2540 3% bR 50000 18 23 385 B4 AR e 9 3% . 32 10 ] B 2% it W AS W] T
AT A

X T AN EEAE e 51X P I8 BEL 2 eR B 1S B0 s Bl 45 1 T AR BE 2 (C/C+ +H i FD) s 6l

.

# include (pthread.h?

void foo(pthread_mutex_t * mutex) {

pthread_mutex_lock(mutex) ;
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sleep(30000) ;
pthread_mutex_unlock(mutex) ;

1
f

A.3.2.21 {ERA HRIESIRF

P AT 60 1 8 EL T ik BI04 L AN B ) — Bk OF BLAE ] — R )2 AT, AR 2T
AE T B SE N B/ i SR AE A K IR 2 R B B H M Bl AT B AR B A 2 R e 2 3 B3R 0 W D5
5 At Thw 311 119 488 2

T IR XE G 1A Mg At R e R R ) Y L AR ) i AR

X Tl FAA >4 0 i B0 N B s ) 1 25 T ORI i (C/C+ HiBFD R B, mpil 2 45k TR
I C/C++iEFH R,

w~Bl 1

# include {pthread.h?

void foo(pthread_mutex_t #*mutexl, pthread mutex_t *mutex2) |

pthread_mutex_lock(mutex1) ;

pthread_mutex_lock(mutex2) ;

pthread_mutex_unlock(mutex1);

pthread_mutex_unlock(mutex2) ;

H

an bR i, mutex] @ f# BB AE R T mutex2 A B4R 00RO J2 AR 1Y L 2 S B0,

FIT AT A B X T Sk 0% I B R L BN B R ] — LR O HLTE [ —Hh R 2 ST . N E b B
X 4 1% TN e Y

w2,

# include (pthread.h)

void foo(pthread_mutex_t *mutexl, pthread_mutex_t *mutex2) {

pthread_mutex_lock(mutex1) ;

pthread_mutex_lock(mutex2) ;

pthread_mutex_unlock(mutex2) ;

pthread_mutex_unlock(mutex1);

H
i 0 1 e A P 01 DU

A3.2.22 ERMBHEMBIHEAE

FI AT B9 B X L T A o B A SR A L AL B 0 (] — B, O ELAE [ — il )2 1 AT . A 2]
AE T BOLLE N B/ i B AE A 2 KR 2 2B BT B IRAT B AR IR A 2R Y, i 2 B BOE B BT IS
A5 A s T ) A 2

FEXT G PR AT B/ fife A58 A 0T AR 22 P 00 8 X R A 00 s A 45 10 L I A 5 O B 9 50 A7 n 4t/
R AR A T X AT 0 T o B A 5% A T Y B £ a U A R 0 B B R o AT 2 4

-Lj‘—éf_:‘ji;o



GB/T 38674—2020

XA SR B BT RS R ] 1 S T AMVE IR (C/CHHIRFDORE ., w2 G T
ML C/CHHEFIYRB,

.

£ include {pthread.h?

void [oo(pthread _mutex_t *mutex) |

pthread_mutex_lock(mutex) ;

pthread_mutex_destroy(mutex) ;

\

s A5 e A B IR B R A S R HE AT AT R i A A (X B AT R
2.

= include {pthread.h?

void [oo(pthread _mutex t *mutex) |

pthread_mutex_lock(mutex) ;

pthread_mutex_unlock(mutex) ;

1)1}1 read 1'11111(:)(_(|c.~‘.1r0y{ mutex) ;

1 1 Ak A B ) Y SRR

s B A X IR S AT B AT SR L AT T R
A33 BEEEAHZEE
A.3.3.1 R

RAN HMEHAAREHNTOIREREEIHMRBIER

ER Lk Al AFRHETE RS
WA AL T4 s b HERR P 4l A Java 6.3¢)
Vb A 38 2 1 D0 e 1k Y A 22 £ A Java 6.3¢)
PR B 1 S0 E E TR B3 CICH++ 6.3a) .6.3b)

A33.2 MABAUFHEDHBRAPBEA

java.io AL PrintStream 2561 & M 4~ 55 2009 85 2U 4k 77 35« format O fl printf (), System.out Fl
System.err YE A PrintStream X 4 . f iV 76 b off i i FEE 290 LU PrintStream J7 ik, (L §#H %
00 1 UG B AH L B A6 SCARF I A o 2 T2 A S92 BIDRE AR 18 — SRR 0 8 . B SR R B R G RO R
FH AT Rl o AEL G S AN 32 A5 AT A0 Bl 40 & B RS 20 47 A8 oL D) AT R 2% 3 b A 8 T B sl B 4 e 55 . IRtk
ASREFE RS AT d il AR 22 (5 R IR A A R
A F MAE AL AT T HERR L P i AR B0 R ] 1 45 T AR R % Java I5F) . =) 2
ST R Java B F ) R il
.
class Format {
static Calendar ¢ = new GregorianCalendar(1995. GregorianCalendar. MAY . 23);
public static void main(String| | args) |
// args[0] should contain the credit card expiration date
// but might contain %1% tm, X 1$te or %1% 1Y format specifiers

74




GB/T 38674—2020

System.out. format(
args[ 0] + " did not match! HINT: It was issued on %1 $ terd of some month”, ¢
)3

1
/

F
PLE AR 7 U A i vh A0 5 A 32 A5 A 1 R0  mT R 25 Hh B0 JE0 T B8 1
TE AT I 2 1 5 A SR UE AR 00 R el F el DLl SR A5 01 S tm. 01 $te, BE 01 S oY A%
A 0 B AT AT H R S A IR TR HO . A ) b X S s AT A BT ED 05(5 A, 23CH ) Fl 1995
(4.
~Bl2:
class Format {
static Calendar ¢ = new GregorianCalendar(1995. GregorianCalendar. MAY . 23);
public static void main(String[ ] args) {
// args[0] is the credit card expiration date
// Perform comparison with c.
[/ if it doesn't match, print the following line
System.out.format(
"% s did not match! HINT: It was issued on Y terd of some month",
args[0], ¢
)3
b

L

VA b7 B BE PR TP 7 A2 B il A 22 BEHE BR 1A AL 7 75 Ep 22 5h
A333 AUEBRAENREIXNIFZEHE

B 215 095 AR IZAE Al FH AT s T By 1k & 2 E 0 3R i A . 2 P R 4 GE D 23R SUAE
i AIRE O 3 R R IE ) A Y 1 D0 2k AT B PR ME e, 7R P A A B R 5 4 E D i B 2
B« HEAT 1 28 B A0 Ak B LG Qe BRI R ) g — A AR B 09 g A AR SR o T e N 53 A 4R it d A7 PR
B TE U] ek AT BB 40 FH P o DT el 20 4 8 FH A AT g

TE ) 3 38 5T AR B .

B —1 R HE RS R RGg R E e, Kb — e B o A AT E R i 5
— BB 2 A YRR R “ private” M URAE B . BUR XA H A SO ] 5

10:47:03 private[ 4237 Successful logout name: usrl ssn: 111223333

10:47:04 public[48964 ] Failed to resolve network service

10:47 ;04 public[1] (public.message[49367]) Exited with exit code: 255

10:47:43 private[ 4237 Successful login name: usr2 ssn: 444556666

10:48:08 public[ 48964 ] Backup failed with error: 19

FH P A B4 R H G SCHR DL 3 4R G 1 {5 EL L SR SN B 1k S IOR A Bdl . BT AT RE S R LLR
(177 30 & AVF PR AR 3R SO Dy 1 s T U ik 5 — 3

(. % ? +public\[\d+\] +. % (SEARCHTEXT). %)

SR L X i % 0T LU AT A0 5 45 3 B AR (SEARCHTEX T , 53¢ BF fl 5 AT LA 1 T 17 A9 3C A 52 3 1F I %
KATEA

x| Cox

EAJG B IE N 2R R .

(. % 7 +public\[\d+\] 4. %, % )[( %, %)

-]
(4]
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XA IE ) ik A2 VEE H A& SR b i A3 £ 8 AL 45 IR 4 AL AT 119 1 L
X A A 1 4 1 W) 3 3k S A2 A5 BE OB B0 L s ) 1 25 T R LS T (Java i 5D 5 B, o
) 2 g5 5 T RN % Java #5525 ],
.
public static void FindLogEntry(String search) {
String regex = "(. * 7 +public\\[\\d+\\] +.* " + search + ", *)";
Pattern searchPattern = Pattern.compile(regex) ;
try (FileInputStreamfis = new FilelnputStream("log.txt")) {
FileChannel channel = fis.getChannel() ;
long size = channel.size();
final MappedByteBulfermappedBuffer = channel, map(FileChannel. MapMode. READ_ONLY . 0. size);
Charset charset = Charset.forName("ISO-8859-15") ;
final CharsetDecoder decoder = charset.newDecoder();
CharBuffer log = decoder.decode( mappedBulfer) ;
Matcher logMatcher = searchPattern.matcher(log) ;
while (logMatcher.find()) {
String match = logMatcher.group();
il (1 match.isEmpty()) |
System.out.printlnCmatch) ;

%

1
!

I catch (10Exception ex) |
System.err.println("thrown exception: " + ex.toString());
Throwable[ ] suppressed = ex.getSuppressed() ;
for (int i = 03 i{suppressed.length; i++) {
System.err. println( " suppressed exception: "+ suppressed[i].toString());
'
}
returns
}
BN A BLAE 1 Al AE 3245 09 P i A A3k B & SOk & S BUE N #RGA AL
il 2B 8.
public static void FindLogEntry(String search) {
// Sanitize search string
StringBuilder sb = new StringBuilder(search.length() )
for (int i = 0; i{search.length(); ++1) {
char ch = search.charAt(i);
if (Character.isLetterOrDigit(ch) || ¢ch == " [| ch == \") {
sh.append(ch);
'
}

search = sb.toString() ;
// Construct regex dynamically [rom user string
String regex = "(. * 7 +public\\[\\d-+\\] +. %" + search + ". *)";

a"lr."l.’ e
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AT G R 7 S0 B R AT e P A AR T RERCT AT (BR T A AR LRSS A0 X R O ST
PABH 1k 1E W 238 A

A33.4 EHNZEIEENNSH

18 FH bR B o B AT SRR . AT RO G I T DL R A 20 A R 5 Y bR RO L DA
HERE JHAR ¥ IE 847 .
X T HE RS BN O R B 1 T ARG (C/CH il )bl il 2 gy ih 7SR %
(C/CH+ilEFHRH,
.
/ # Sets some internal state in the library # /
extern int setfile(FILE #*{ile);
/# Performs some action using the file passed earlier * /
extern int useflile() ;
static FILE *myFile;
void setlile(FILE #{ile) {
myFile = file;
'
void usefile(void) {
/ * Perform some action here * /
H
FE XA ARHLE W ARFL R B setfile Ol usefile O BB A RAE BN S H —AAE 8 SCOH& T
AE 23 B ek B AT L 75 9% 17 T R B0 PR IR 25 0T 2 i T R P 19 22 B
RN ERARS S T SURESCR B 2R B S E I E,
~fl 2.
/% Sets some internal state in the library * /
extern errno_tsetlile(FILE = file);
/# Performs some action using the file passed earlier * /
extern errno_tuseflileCvoid) ;
static FILE *myFile;
errno_tsetflile( FILE #file) {
if (file & & 1 ferror(file) & & 1 feof(file)) |
myFile = file;
return 03
H
/# Error safety: leave myFile unchanged * /
return -1;
H
errno_tusefile(void) |
il (1 myFile)
return -1
/%
# Perform other checks if needed; return
# error condition.
*/
/ # Perform some action here # /

return 03
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i

B E PR R 2 8O B A S IR S X 2 PRIEFR Fe AT 9 — B M BR i e 9 2 2B iR, 540 R
17 R R SCCHE H B DRI A R B e R A ) 2 — R 22 42 B0 i IR Ak B0

A34 REREZRZ
A3.4.1 HRE
X S Ak B2 4 ) 7S 1) B 5 B o TE SR R B OG AR INER A2 B
RAL HURELBERENROIRSHREEXHINIRBXR

7 il 3 7 Bl A b o B S
AL B o 22 T G A S Java 6.4a) ,6.40)
ASTIE A 57 i T 6 AR R Java 6.4g)
ANEAE linally HerpHE E 4R Java 6.4
ANEALE finally B b s o] £ 00 555 Java 6.4a) ,6.40)
AREH I RuntimeException, Exception, Throwable Java 6.41)
ANEE G SSL SR Java 6.4a) \6.40)
PG S 8 4 4 IR ) 1Y R C 6.4a)
AT W AS R TR AT G ] 00 % R 2 O B R SRR AL I S CH--+ 6.4¢)
i b B £ 1 O P 7 A 3 g ] Al R C++ 6.4d)
catch 5 137 X 3 2 O I i /0 IR A 3 0 2 IR AR 2 AT HERE e+ 6.40)

A342 FAEHRABBAKERHE

SR T R U S B N R R . AN A ey BRI BOP R S T AR S R N 2 R B R A
A, P AR Y Ak B

X T A B B 22 M T A A S RS S R ) 1 S R TR ML T (Java I ED R B, R B 2 S il
THEHE: (Java il 5 s,

=Bl

try {

i catch (10Exceptionioe) {

//do nothing

'

XF T AR A S AT X IO A Ak L T A 2 22 S B T R
2.

try {

i catch (10Exceptionioe) {

Logger.info(e. "file is not find™)

\

S H 05 T LT R
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A343 TEAFREHFHARFR
TE 5 A% 3 1 3 A b RS XU B AT 08 2 T U RO B L 2Of A B T G S BT &
S I NG T
XF T A BB o VR S 5 il 6 USRS BB R B 1 4 T RIS I Java 3G FO Bl i 2 4 il
THGE R (Java 185 s,
.
class ExceptionExample {
public static void main(String[ ] args) throws FileNotFoundException |
// Linux stores a users home directory path in
// the environment variable $ HOME, Windows in % APPDATA%

FileInputStreamfis =
new FileInputStream(System.getenv("APPDATA") + args[0]);

!

FEX A AN B ARG s o oy, SR SR 1 SO AN A AE 4% 23 FileNotFoundException 54 il
Ik AN B ) £ 38 A 114 B AR 25 AR L XAl 0T DA IR SO R GE A

Tl 2.

class ExceptionExample {

publie static void main(String[ | args) {

File file = null;
try |
file = new File(System,getenv("APPDATA") -+
args[ 0]).getCanonicalFile()
if (1 file.getPath().startsWith("c:\\homepath")) {
System.out.println("Invalid file") ;
return;

}
t eatch (10Exception x) |
System,out, println("Invalid file") ;

return;

try |
FileInputStreamfis = new FileInputStream(file)

} catch (FileNotFoundException x) {
System.out, println("Invalid file") ;

returns

'
XA MM I BT — A% A2 P HBESTIF c:\homepath H i 3CF . 4 SCHFABEST
FEANTE T 19 H S IR XA 7 F8 4 220 0] — S ) 3 09 85 R (5 B . c: \homepath H 5% #p 3CHF A9 AT ]
i AR B GR T
XA T LB T File.getCanonicalFile ) J7 #: X SOk AT AR HEAL L fi 4k 1T 2 J5 09 %) B 42 24 B 17 1
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A.3.4.4 ETE finally e EEFIR H

AEAE finally B i ] return.break.continue 5§ throw 4], M 3EAMA finally A9 try 3
B A4 try BeACAY (B catch HeqC) & 75 5¢ AT . finally B 7 B 82 SHATRY . 3 AR finally B 5
JEIEH LR i A 2 FECEA oy RAEIE W Z0E  NTTHER T M try 303 catch B4l i A9 4E o] 53 .
X FANEAE finally e R IE B B AR 80. 25 6] 1 25 7 A % Java 5 R0, w6 2 45
BT HLE N Java 1B 5D R0,
Bl
class TryFinally {
private static booleandol.ogic() {
try |
throw new IllegalStateException() ;
I finally {
System.out, println("logic done") ;

return true;

}
}
)
finally He i R BEAF7E R 22 5 LR 38
2.

class TryFinally {
private static booleandologic() {
try {
throw new lllegalStateException() ;
I finally {
System.out, println("logic done") ;

!

!
1E finally Heip AR [0], {ZFTEP logic done,

A3.45 AEE finally ipiiR Al B2

& finally He b i F 2t 5 5 09 05 3 Q2R B AT 4 BE Y S 3 2 5 OB ory BRGAEIE W 0L,
XFECTAE ey Bl 0 S0 0% BT BELAS T AT AT T B A9 MK & U5 ik LA Bk e nl T, i H, TR
R TR R L AT REN 2 BRAT finally B2 B 76 SR 40 S O AT AT i A L

X FABAE finally Herb st s ol K 00 5 5 00, m 6 1 45t 7 ARSI ava 5 R 6, ox il
285 T HLE I UJava 5 -0,

w1,

public class Operation {

public static void doOperation(String some_file) |

// ... code to check or set character encoding ...
try |
BufferedReader reader = new BufferedReader(new FileReader(some_ file));
try {
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// Do operations
t finally {
reader.close() ;
// ... Other cleanup code ...
}
} catch (I0Exception x) {

// Forward to handler

reader.close ) 25l {1} TOException, AR X 454 B2 6 A S AT B S n9 1S .
Xt FAE finally Mgy 2: 4t 55 0918 4] R try-cateh AT ALBE . Java7? LUS GBS T try-with-
resource F YA . & 0T LATE S5 & A= 6 F 8 0 G A1 4 B i
Bl 2:
public class Operation {
public static void doOperation(String some_file) {
// ... code to check or set character encoding ...
try |
BufferedReader reader = new BufferedReader(new FileReader(some file));
try {
// Do operations
b finally {
try{
reader.close() ;
catch(I0Exceptionie) {
// log ie
H
// ... Other cleanup code ...
}
t catch (I0Exception x) {

// Forward to handler

L
¥

A.3.4.6 A E#H RuntimeException .Exception . Throwable

F A [F4h HY RuntimeException, Exception, Throwable, il H} RuntimeException 23 7= 4 faf &b 119
B iR AR A I IR REAL B AE (B 1T S 0 0 A, — A~ 98 FH AN BE S o K A 5 R R B T S R4 A A
M AS GE A 747 R0 WK 52 #34

77 #: RuntimeException, Exception, Throwable 7] GEHE & HoAl 5 F5 .

X TFAES Y RuntimeException, Exception, Throwable BR8] 1 45 T A B8 ¥ (Java
WO RG], RmE 2 & T AL Java 5 F) R .

.
booleanisCapitalized(String s) {
il (s == null) {

throw new RuntimeException("Null String");
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L
I

wn i

il (s.equals("")) |
return trues

1
I

String first = s,substring(0, 1);
String rest = s,substring(1);
return (first.equals(first.ioUpperCase()) & &

rest.equals(rest.toLowerCase()) ) ;

ik al LA 4 4 7K A RuntimeException ., Exception (1 B 5 4,
2.
i H B 59 NullPointerException() |
booleanisCapitalized(String s) |
il (s == null) |
throw new NullPointerException() ;
il (s.equals("")) {
return true;
'
String first = s.substring(0. 1);
String rest = s.substring(1);
return (first.equalsCfirst,toUpperCase()) &.&.
rest.equals(rest.toLowerCase()) ) ;

i
I

A347 AREZBSSLRE

SSL #&MRH 4 javax.net.ssl, SSLHandshakeException, javax. net.ssl. SSLKeyException #il javax,
net, ssl.SSLPeerUnverifiedException. # H T 155 SSL % A1 G 10 8 25515, I 5% 0k 8 AS i 1 oo 2k
S AT W U A 3 S S R S A T — R SRR BN B R EA K 2 NIRE . RARFE
0 SSL W HE AT A AL B
A3.4.8 UBIEFEZ IR A&

0 5 R T 2 0 o 7 T (B 03 5 46 1 A W

AW T C/CH il F A SCRPREURAL I -5 404 00 22 ok B8 R0 22 00 107 A9 R 46 5 6

RAIB C/CH+EEPHNAXIRERANERENERBR S MBI FHRTER

PR EERAMEE R
atof strtod No error indications undeflined behavior on error
atoi striol No error indication. undelined behavior on error
atol Striol No error indication. undeflined behavior on error
atof striod No error indication. undefined behavior on error
atoi striol No error indication, undeflined behavior on error
atol strtol No error indication. undeflined behavior on error
ctime asctime/ localtime Undefined behavior if localtime fails

82



GB/T 38674—2020

ET 0 A S B A T B B A L ¢ 1% B 2. 7% 0 3 48t TR BLAE A CC i 30 %
fil . R 4R 5 R B 6 g T T BT (C D R B

R 1atoi()) .

int siz

if Carge) 1) {

si = atoilargv[1]);

FE AR A B AR 7 1] v L 98 T PR AL atoi O R4 5245 53 e 5 R 4% A int,
PR atoi() . atol () Al atoll O - BF 2 B Y F 75 53 . e 40 Sy & AU . 25 %0 43 50 2 int. long int. long
longint, BE 17554 B 9% 20 pR B0 55 R sRALINF .

F A 14 EBE atoiO) .atol O F0 atoll O I E & £

BRI S [ A 18 T

atoi(nptr) (int)strtol(nptr, (char =% )NULL, 10)
atol(nptr) striol(nptr, (char #* )NULL, 10)
atoll(nptr) strtollCnptr, (char =+ YNULL, 10)

atoi O — S A pR 0. B AR5 DR AG TN 5 41 HH AL« JE G322 28 pR KL

a) BRI I RN errno fH

b)  WRZSRICE R, &S BE N E KA

o) WNATEAF R JE IR R R O R B AR I (TR T M AT T 0T R B L A B A A R AT X )
brifE C RAEIE AT ) B B8 7 i S 41,

T 2(rewind()) .

Char * [ile_name;

FILE * fp;

/ % Initialize file_name #* /

W

fp = fopen(file_name, “r");
if ({p == NULL) {

/% Handle open error * /

/% Read data » /

rewind({p);

/* Continue * /

i AN B 4 A6 705 051 380 JH BRI rewind O Sy i A T 1 B 1 4% 9 2 B 437 ¥ 19 SC A 02 %5 4 75 % (file po-
sition indicator) ,

o Bl rh, kAR R AL rewind O 2 75 98 FH 8

T A5 3(setbuf())

FILE # [ile;

/# Setup file =/

setbuf(file, NULL);

AL B QRS 75 Bl v O R setbuf OFEE T 28 NULL, %R 0 rh ok M pR &L setbul O
5 18 R
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R 4(strtol())
Long sl;

int si;

char * end_ptr;
if Carge) 1) |
errno = 03

sl = strtolCargv[ 1], &end_ptr, 10);

if ((s] == LONG_MIN || sl == LONG_MAX) &&errno | = 0) {
perror(“strtol error™)
boelse if (end_ptr == argv[1]) {
il (puts(“error encountered during conversion”) == EOF) {

/% Handle error * /
}
boelse if (sI) INT MAX) {
printf(* % 1d too large! \n”. sD;
toelse if (sICINT_MIND |
printf(* % 1d too small! \n”. sD;
boelse if (*\0O* 1 = = end_ptr) {
il (puts(“extra characters on input line\n™) == EOF) |
/ # Handle error * /
}
b oelse |
si = (int)sl;
}

L
¥

PREL strtol O (strtollO) (strtoul O Fl strtoull O $f 25 R L5 FF 28 1 09 F4F i L 7 45 8 254 long int,long
longint,unsigned long int,unsigned long long int,
R AR R B I T striol O BRECH P AF R FE 400 in, 370 01 5% 350 5 (L E int JETELY .
R 5(fseek())
Char # file_name;
FILE = [p;
/% Initialize file_name #* /
fp = fopen(file_name, “r”);
if ([p == NULL) |
/ # Handle open error * /
H
/% Read data * /
il (fseek(fp, 0L, SEEK_SET) | = 0) {
/ * Handle repositioning error * /
H
/# Continue * /
ZRLE B AR R B T fseek O PREUE # rewind O pREL, I 02 A5 #5402 .
R 6(setvbuf()) ;
FILE = file;
char * bul = NULL;
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/# Setup file * /
il (setvbul(file, buf, bul 7 10FBF . 10ONBF, BUFSIZ) | = 0) {
/ * Handle error * /

}

I_.f' ¥ ess ¥ f,-"

RIS A A 75 10 18 FH T pREL setvbuf O, 7838 77 2 M, 1% pA BR 0] HE 25 {6 L
A3.49 FERSULEBAGHAPANKOMERTEMEES

BREL try BEHASGE R IE B A7 19 5% 45 AR 2 gl 4K

MW I T — A B A A ol 2R R R A U 00 R e L i 2 X 4 0 K i 2 A A noexcept (true) .
IR S R

X T A A R TR AR AT i 0T B X R 3 R S RE A S B B L R B 45 R T AR RS ik
(C/CH+iliF)ImRbl.

.

# include (string)

static const std: :string global(*-");

int main() try {

) ocatch (=++) |

// IMPORTANT : will not catch exceptions thrown

// from the constructor of global.

1E AR AN ELE A AC I 7R ) L global 948 i 4% o] GE 2 76 7 P 5 sh it il i 5% 3 (std s s string 93 Z 5
U const char * B 15 43 5% A 7 B A noexcept Ctrue) . R ol GEML 8 5 50) . % 550 A 2 # main pR %L
MY try BLEH 3R, S B std: s terminate O N4 BLAMNE LT,

A3.410 AYEPREMSH/ MK

5 P I L throw Ak s CIE 9 (802 8O0 T 78 — A48 427 DI B0 46 4 — 4> i 15 79 1 44 728
X, %G R T IR 280 catch WA AR LA B throw 840 SOB i 4 . I8 T o 2505 ) e i
bR RS B AR BL s catch DA /) 30 2R 14 5 6 %) 02 1 44 I i 3 ik X% G2 ) B 1 52 LAY

X S I 7 e LA B 4% 08 S 1 B8 A8 A 5 LR B AR A B0 R ] 1 g5 T AN i (C/
CH+ilFDm b, w2 4l 7RI (C/C++ilF)H b,

.

Catch (StackUnderflowsu) {

su.modifly(); // modily argument

throw; // modifications lost

t

Ao S AR A Y S AT AR 2 B O R carch WIS A A0S S X A9 48 B
#RATRE P HOZ X R R A, WUERAE carch AT, S8 Bl J07 4l o, U0 el 0 4 B0 )9 28 Dl 0 2, 2 0
MR =ER.

Tl 2.

Throw StackUnderflow() ;
Tpe A A R e SR A Y B A I B 4 L X T AR R R B T B AR R R U X 4 L T A A
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JEIBIAR 5 R A Sl th e W 45 .
A3.411 catch BIERMESHERBREDREF RS IREHITHF

WA catch 3R 2) A9 525 7] — 3L 25 () 41 std  ; exception) JRA IR 2 45 2 19 i 1 e b B
XF T catch #5454 32 B IR 0 IR A B e 2 R AR B AT HEIF AU 8 R B 1 5 il T OR RS T ik
(C/CHHIEF IRl mBl 2 45 T HIEE(C/CHHIEF)H b,
.
// Classes used for exception handling.
Class B {};
class D : public B {}
void [() {
try |
b catch (B &.b) |

b catch (D &.d) {

[ aea

H
1E F IR AL A ACH R B catch B el 4R 7288 Byl TIRAE A9 268 D 2 B A28 8L, A ik,
B catch A RBUEAM 554,
il 2.
// Classes used for exception handling.
Class B {};
class D : public B {};
void () {
try {

S e
b catch (D &.d) |

/] e

b catch (B &by {

'
S e

)
15 LR M A9 AR s B b 38— AR AR AR 7288 D 5 R S N ERAE SR B A 1928 B
1 5%

A3.5 EitZRE
A.3.5.1 #gik
Xt e 4 00 s ) R 5 A o TE SC R IR OG R ALLS TR,
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KA HMEHRZEHNROARSHREEIMHRXR

PRITSES AR A b o T S
AN L B T B A s B T bR C 6.5¢)
AN BEAE — -4 (o) A B G a4 I L el 2k — A B C 6.5¢)
ABAE—AFREE L0 b B2k — i B C 6.5¢)
ASBERE A H AN 0] ] — A KL 45 B T AH i e L € 6.5¢)
AT AT fE 2 WA A JE R AL B FR AR B C 6.5a)
T 4 AE 1 M 47 T 45 A2 5T C 6.5¢)
AN 23 4 AT 5] C 6.5a)
AN LA B 8 g X S R A 4 4 B2 C 6.5b)
AN B e S WA DG A 4 U7 ) 22 Rt C 6.5b)
H 4 1 e i Ay 0 TR A 00 B 46 4 C 6.5b)
it void $i B 69§ 4t C++ 6.5b)
AN b 20 TR O i T AN 5 AL C++ 6.5b)
A 2SR EHE AT char_traits: : length C++ 6.54)

A352 AEFANEAERNEHHBATR

b A B A g fl B A AT S R AR AOE B R ) L R 2 S T R B (CHE D R
i, ] 3 R4 5T M C ) B,

T (FFEERIE .
enum{ TABLESIZE = 100 };
static int tablel TABLESIZE |;
int # [(int index) {

il Gindex ¢ TABLESIZE) {

return table + index;

L
/

return NULL:
H
TE XA A RS A ACHS 75 ) v o R 80 TO N AR index 1R 4 #0285 20 W 09 48 BU B4 table 1Y (w5
Z TS UEE MM . SR . PR EOE I HERR index 2R MR . 4 index /T 0 B . 75 pR B IR 9] 3 41]
iR R AT N AR E XMAT R . E—Segigdsh Ik Sk — B R R . A% RS T . Y
X kAR AR A S5 R AT R S| R £ S 38— AR R R . oAb g iR A5 nl BB/~ 4k — 148 101 5 table B X
XG5 | AR B . SCRE (9 48 B U7 0] — > %0 2 ) B 2 5 300 80 6 s 18 R R X 4
Bl 2R RS .
error_status_t _RemoteActivation(
/* ..o% /. WCHAR * pwszObjectName. ...} |
% phr = GetServerPath( pwszObjectName, & pwszObjectName)
f* L%/
}
HRESULT GetServerPatht WCHAR # pwszPath, WCHAR # # pwszServerPath) |
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WCHAR # pwszFinalPath = pwszPath;

WCHAR wszMachineName MAX_COMPUTERNAME_LENGTH_FQDN + 17;
hr = GetMachineName(pwszPath. wszMachineName) ;

* pwszServerPath = pwszFinalPath;

L
¥

HRESULT GetMachineName(WCHAR #* pwszPath,
WCHAR wszMachineName[ MAX_COMPUTERNAME_LENGTH_FQDN + 1] {
pwszServerName = wszMachineName;
LPWSTR pwszTemp = pwszPath + 2;
while ( # pwszTemp | = LA\
* pwszServerName+ + = * pwszTemp+ +;
F
XA AR B AR 7R B 7R T AE Windows 23 A sULLF % G808 (DCOMD it 2 5 #2381 (RPC) %
F b gk W32, Blaster. Worm F H 19 Gk B 2 58 . 55105248 19 2 7E GetMachineName O) R £ (8 H T M — 14~
KT R PR U P 20 P Y while I3 B4 HEAT S8 70 Mo KR A . 2 pwszTemp 1 1) (9 5 75 2041
fEHT MAX_COMPUTERNAME_LENGTH_FQDN+1 A~ 4F s A4 7 SOARHFL 5 45 i 76476 36 b fi Je
— U AR 2 it 5 | — A~ ARG 8 5 X 2 S BEOT R R E AT . XA o
A] L ] — A2 A7 0 R v AT AT A AR
~Bl 3
£ include {stddef.h?
enum{ TABLESIZE = 100 };
static int tablel TABLESIZE ] ;
int # [(size_t index) {
il Cindex ( TABLESIZE) |
return table + index;
'
return NULL;

)

R R A 2 ) A I A HEBR AR index {8, WRAE — R FHE R P e &7 4 — A kL
4.

Tl 4.

HRESULT

GetMachineName(wchar_t * pwszPath,
wchar_twszMachineName[ MAX_COMPUTERNAME_LENGTH_FQDN + 1) {

wchar_t # pwszServerName = wszMachineName;

wchar_t # pwszTemp = pwszPath + 2;
wchar_t # end_addr = pwszServerName + MAX COMPUTERNAME LENGTH_FQDN;
while (¢ % pwszTemp | = LA\V) & & (% pwszTemp | = LA0)) & &
(pwszServerName{end_addr)) {
* pwszServerName+ + = # pwszTemp+ +;
}
/% %/

TERX A HE A S 75 4] P . 7E GetMachineName O BREUP Y while 1624 0 B0, UL & T15 75
e F\ al R BN B KL o X KRR 2k, Bl 7 wszMachineName " 3% 47 K2 BHT 745 . X BAR
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LA 2 3 B2 i DX ik A
XA ML A AR 75 B S 1 B ey A A7 48 S TR 3 B L JF AR 2 Microsoft SEBLAY B 7 %8, XA
R IR 4 fi% DR 5 B8 T REJE AN LE W 1Y 5 PR A TR IE — 5 2 4R B BORHTAT 5

A353 FAELB—NTEEIEZAMNKHES N ESBE—TEE

N B AESR B B e R AR AT IR HIB 4,
X T AN A A4 1] R R 98 B b s 2% — AN BB RS, s B 1 g T A RLE T % (C
WO, R 2 g5 T RS CIEFD R,
~fl .
struct numbers |
short num_a. num_b. num_c;
'
int sum_numbers{const struct numbers * numb) {
int total = 0;
const short * numb_ptr;
for (numb_ptr = &numb-)num_a; numb_ptr{= &numb-)num_c; numb_ptr++) {
total += * (numb_ptr);
return total;
H
int main(void) {
struct numbers my_numbers = {1. 2, 3};
sum_numbers( & my_numbers) ;
return 03
H
FEX A A HAE A ARG 7 5] v, ARy 53 P R 95 iz 3 U5 M) S5 M i o0 L X 2 fa B 1y, BRR &5 4
1) 7 B AR IE R AE N AF P 2
Bl 2.
# include (stddef.h)
struct numbers {
short a[ 3]
b

int sum_numbers(const short * numb, size_t dim) {

int total = 0;

for (size ti = 03 i1( dims; ++1) |
total 4+ = numb[i];

}

return totals
}
int main(void) {

struct numbers my_numbers = {.a[0] = 1. .a[1] = 2, .a[2] = 3};
sum_numbers(my_numbers.a, sizeof (my_numbers.a) / sizeof (my_numbers.a[0]));

return 03

)
R A4 A DR 5 SR SR AE Z AR A TP E SC— S B R AT itk SE AR b A LS Y AR A ) BT R . B
H 0 F PRUELE N AF PR B R, DRI IX A i DR 5 SRR S8 A T RS RN . — 1 S5 Y O 22 4 4 e T SR i
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S P A ] 8 R R B R U A 45 A i T ) A L T 0 X 5 L R L T DU E R Z TR B 2
[f) 4 A BUFEFAF

A354 AEE—THEFTLEMESTEBE-THEBAIEEY

FEE AR S HAE T X A8 A ] — B AR — AT R AT R B S R S S
FE— A EF Fon b a0 25 A9 609 /2 A i O 51 BCH XS R 28R Ko, 78— 85 Fon bl
P 2 — A4 A RO JERO R R 5 R BE 2 7 A — A AN PR 1) P9 00 2R B 1) B s — A oc
EQISEE TN

FE— A AEFAF BB B9 48 5 B b sizeof O BAE B offsetof O 22 45 B L 33X 23 43 4 & [1] — A4~ K/
(LSl AE A . 3 S T X A R0 SR, AE BCZ 45 B o B BCA T R WA B i an, A are[ sizeof Carr) /
sizeof Carr[ 0 ) DA AR VFAY  HLAE arr 15 A9 22— N4l i A 2 — R 5.

X FABAE— A E L0 L s & — S a9 BB D0 s 1) 1 45 T A RIS R (C IR FD R
B, sl 2 g T RS L (C I FD R,

~fl .

enum!{ INTBUFSIZE = 80 };

extern int getdata(void);

int bul[INTBUFSIZE];

void fune(void) |

int * buf_ptr = buf;

while (buf_ptr( (buf + sizeof(buf))) {
# bul_ptr++ = getdata();

'

L

FE XA AL AT 7= ) 1 L sizeof (bul) I ELAL buf L. X A6 FRZABIER KA sizeol (bul)
BELA int 8B RG2S E] buf B HE SR .

2.
enum{ INTBUFSIZE = 80 };
extern int getdata(void) ;
int bul[ INTBUFSIZE |;
void func(void) {

int * buf_ptr = buf;

while (buf_ptr{ (buf + INTBUFSIZE)) {

* bul_ptr++ = getdata();
t

1

XA LA A FCA 705 f51 6 P — A AN 2 Wl 40 i 14 6 BOR AR IBUHS 1) B2 R R O3 B
A3.55 AREXFEAFHFARIERE—HARESHEITIRRS LR

A EERTI B TR m) R — A B B T R (U XA BN R s — AN TR Z 5 IR
AL . WL RS AR E TS BB TR B ARz 250 AL R R R R E SCHYAT e

AUl A O R ARAEAT (L (= ) = HD HEAT 45 B 18] bE B 48 P 6 77 26 1) J2 1 & 22 18] B9 AR X 00 .
AT AT 11 [ — A~ B4 48 AT R A7 A R P B R A R AR AT .

i F A SEBRAEAT = = R0 = EAT 35 £ ) FE R4 A i B SO B9 TR0 N XA 4R B 2 B O
null, J& 7545 18] ] — 4~ X 42 J 75 405 1) A0 RBn — AR Z 5 WA H i 75 415 16) PR

R AN XS B A I AN i 18] [) — A AL 09 98 B2 A7 AR D8 L B A 00 . s ) 1 25 1 T AN R A (C
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WrDmBl, B2 g5 T G C DR,
=~
# include (stddef.h)
enum{ SIZE = 32 };
void fune(void) |
int nums[ SIZE];
int end;
int * next_num_ptr = nums;
size_tfree_elements;
/ # Increment next_num_ptr as array fills » /
free_elements = &.end - next_num_ptr;
H
FEIX A ASHLAE 9 A 7% 46 o 45 5 0k T T 808 nums B IE R T 208 RIGITE,
XSRS IE 6 HUE R nums BUZHFT end 28 BEAE I A7 R AR QB Y . 4 108 25 23 763X FE (1 P A8 & 22
() 576, L RPN E A1 N AE P R IBUY
il 2.
# include {stddel.h}
enum{ SIZE = 32 };
void fune(void) {
int nums[ SIZE];
Int * next_num_ptr = nums;
size_tfrec_clements;
/ # Inerement next_num_ptr as array [ills » /
free_elements = & (nums[SIZE]) - next_num_pir;
H
EIX AN B A9 AR 75 3] v o 23 42 o0 38 19 B0k 38 5 48 9] B0 nums i — N0 3R 2 )5 07 A 48 B I
2% next_num_ptr JWFRER . BRI CEE S H 2 e I e RS fHiz B,

A3.5.6 FAEKBMAESWERELHUNIFEIE S

BLOC A R G A A BREEAR BT L 76 main eRECHIE FH I 6 1A R, (U, 20 50 2 45 1 0 (R 48 0 2R
BE ARGk L ] BE 2 T BOXHR B R AL
Xf T A B AT B 2 WAL BRAE TR M B S AR D0 s ) 1 25 1 T A HLIE L (C il =) s B,
] 2 g T RE T (C D R Bl
=B 1(POSIX) ;
# include (stdio.h?
# include (stdlib.h?
int mainCint arge. const char # argv[ ], const char * envp[ ]) {
il (setenv(""MY_NEW_VAR"", ""new_value"". 1) | = 0) {
/ % Handle error * /
t
if (envp ! = NULL) {
for (size_ti = 03 envp[i] ! = NULL; ++ {
putsCenvp[i]);

|

return 03
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F

FEW T POSIX R G811 setenv O pRELE# LA AE 4% 15 SR 28 1 1Y BREUR S envp F8EF T REC 22
ANFEAE [0] 25 1 B B8 A I AE B N AE A S A R ) g £ T T setenvO J5 B IR V5 ) envp 48
M. HT envp 48 §F A 0] PRI BT 7R N AF % B2 P T BE 2 P0AT R AR

5 2(POSIX) .

# include (stdio.h?

#include (stdlib.h)

extern char #*environ;

int main(void) {

il (setenv(""MY_NEW_VAR"", ""new_value"". 1) 1 = 0) {
/ #* Handle error * /

Y
’

if (environ ! = NULL) {
for (size_ti = 03 environ[i] | = NULL; ++1) {

putsCenviron[i]);

}
return 03

'
i il environ 1C# envp,

A357 THEREWMBEREHIEZEHE

FEFRAT 5132 X0 L 5 35 51 AR I 09 {60 A9 4 B2 23 950 A 20 4 80 33 A48 B I 4 1] A9 X G 28 B A K B
a2 —ANME S A 4 G R T M hE AR N B 33X AR 4R F 4 AR 3R SRS BES AR EE A .
AN SR AT PR AR AR FH s ST AAT Ry, TR AR TSR R, S O™ T A R BB A0 2 o DX

X T 0t O IE W0 AR H B SRS B R B 1 5 T AN EUE R (CIEFH R B, w2 4l T
L CIEF)H m .,

=~

int bul[ INTBUFSIZE ;

int # buf_ptr = buf;

while (havedata() & & buf_ptr( (buf + sizeof(buf))) {

# bul_ptr++ = parseint(getdata());

}

TEIX A A HLE 19 18 1S 7 9], parseint Cgetdata () JFr iR (0] %) 3% 50 (8 77 i 76 — 4~ F5 2 bul 19 INT-
BUFSIZE 4~ int JCE W54,

A A s vl g A2 buf Bl havedataO BF 780 L 3 H. buf_ptr 3% #id buf -+ sizeof (buf) .
A — A BE A8 LE bul_ptr Fro| R HbHE . {HJZ | sizeof #45E1R 9] buf w5735 SEL & — M buf
170 FZEE W — A8 X AME RS S O BE AT 400, 0T 5 buf AN, S5 3L IR B ECA 25 AR
buf R Z 5 09K A S A IE 8 1Y . ] 8 % A 22 o X3 .

w2,

int buf[INTBUFSIZE];

int * buf_ptr = buf;

while (havedata() & &buf_ptr( (bufl + INTBUFSIZE)) |

* buf_ptr++ = parseint(getdata());
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FECA R A AR TS 7% 91 of s buf A9 BE B S bal MU, IR R b Pl . 35 007 1 (RS 40 4 4
B HEAT 4 DR bufl 1 5B K A 2 IE WY

— A~ TG ) fifp e Oy G R AT FH A R 2 S IR AN AN A AE Y e ZE A HhE R s

int buf[INTBUFSIZE |;

int *bul_ptr = bul;

while (havedata() & & buf_ptr( & buf [ INTBUFSIZE]) {

#bul_ptr+-+ = parseint(getdata());

}

DCFP T AT ATAY L R C99 RIEAE AL bufl [INTBUFSIZE 13X A~ b dik . 598 3 A 70 K 92 b B IR A
FPTE.

A3.5.8 A =IEFHEHITHESIA

XA 8B R i ol 2 AR E AT A,
fERZ-6 Lol s T ie o S8R H 4L,
XA 25 5 B AT A S RS 0 R ) 1 28 i T AL (C I ) R, B 2 25 7 JE
I (C i F) R .
w1
# include (png.h’ / * From libpng * /
# include {(string.h?
void fune(png_structppng_ptr. int length, const void * user_data) {
png_charpchunkdata;
chunkdata = (png_charp)png_malloc(png_ptr, length + 1);
R
memecpy{chunkdata. user_data. length);
H
X FR ARG B9 ACHS 2R 51 A — A BRSPS R 6], B2 ARM-based 2244 F-HLH 8 I HY libpng J#
R HEA 0] RS B . libpng JE R VF T2 R0 2 FERGN PNG RSO, libpng PRSI T X
mallocO M3 FEME A 0 LR B 1 S 50aH B A #R I 2R Ml — =3 45
SR length AR A-1 08 200032 A 45 R 0L 03X 2 530 png_malloc O) i 1] %5 $5 £, IF UK WA 45
chunkdata, chunkdata 7EF4J5 19 memepy O J7 i vl FIAE B A9 bt fF 22 M 0 bkl 7 4 3 55 5 A H
& B . £ ARM Fil XScale 209 F L 3X FpAF 50 0x0 Mtk 76 o9 47 i W5 O S 06 1) 44k 3% L &5 AL gt 5 |
0x0 N2 5 FF ) 523 2 1k .
2.
#include {png.h? / * From libpng = /
# include (string.h?
void funcCpng_structppng_ptr. size_t length, const void #*user_data) {
png_charpchunkdata;
if (length == SIZE_MAX) |
/ % Handle error # /
chunkdata = (png_charp) png_malloc(png_ptr, length + 1);
il (NULL == chunkdata) {

/ * Handle error * /
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memcepy(chunkdata, user_data, length);

'

A BEAS A AC S 7R 181 8 & png_malloc O 3R I F5 FAE 25 . JF H A G455 88 size_t s
length Z 5. W PR A 21538 OB TuncO D7 ik,

A359 AEBEHEHRAWNFERESRAOBEFT LR

AN B T 258 Y 45 SRy R X SRR 4| 2 Y BT g A X 5 4 B IR L AN B X 4 26 B nT RE XS I A
A FE A, QRS A R WA A I S, mlCH AR B R 0 O S 48 BT (voidx ) SR I BE
5 Ry ALY, D0 % G 4 % 55 O KT RE 2 U .

QSRR X T RO AR B AT AR S U ERE R T RE R AE S A Uk . ERE SRR AT BB AN 2 3 AR
—SfE B R B0E kTSI

X T AN B AR B 40 SRy X 5 SR BT R A 4R ISR A L R B 1 5 i T ORI AR (C B D R
. s 2R 3 g TR (C IR D R .

.

# include (assert.h’

void func(void) {

char ¢ = 'x;
int *ip = (int * )&c; /% This can lose information * /
char # cp = (char # )ip;
/% Will fail on some conforming implementations * /
assert(ep == &)
H
ANARFLAE ARG 7R ] e, & Oy char ZE BRI G B, Bl L 400 O 0T Ry RS X ST A ine ZEBUHE £ O BE S
ipo &%‘%ﬁﬁ%i—ﬂrﬁgcp AT Soeo TR —ASXF 0048 51 Bl L 35 R 75 b — A A ) 10 % 2 6 0 Y
FREE 5 AR GRS FL A Ty AR AR SRR
Tl 20 E A& .
# include (assert.h’

void func(void) |

char ¢ = 'x;

inti = c;

int ®ip = &i;
assert(ip = = &.i);

'
XA KGRI 2R ] L char ZERUEPAFAEAE ine JERY b, PR 1 A (LK 23 IE B AY XS 5 .
5 3(C11.alignas()) ;
# include (stdalign.h)
# include (assert.h’
void fune(void) {
/# Align ¢ to the alignment of an int * /
alignas(int) char ¢ = 'x;
int *ip = (int * ) &ees
char * cp = (char * )ip;
/ * Both cp and &.c point to equally aligned objects * /
assert{cp == &eds
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F
XA AT A A 7% Gl 17 6 57 B L 76 52 X char 28 HUXF 4 ¢ A48 ) H4E B8 ine ZEMIHEAT X 57, X
FEPIRR S BT A9 51 2 BT 55 7 M ] .

A3510 AEBIRBALARMNIESHRETE

3 AN DCE 25 Y Y 8 B D 0] A2 St ] B T 300 T 1000 A 45 SR L SR A [ R R R RO SR T T 0 44 M
O AT 7 A 6
30 35 AT ] 22 2 3k 2 )X 4 Cunsignedchar B2 #J& AR E XATH .
Xf T A B3 5o 28 U DL BC Y 48 B U5 ) 22 WA 5 B0 on 91 1 25 T A BE FIE (C il ) il 7w B 2
TR (CEFH B,
w1,
# include (stdio.h?
void [(void) {
il (sizeof(int) == sizeof(float)) {
float [ = 0.0f;
int ®ip = (int #* )&f;
(*ip)+ -+
printf(""float is Yf\n"", 1);

1
/

7K RIS AR5 B, — A Tloat ST O RF G, 3t int * S TIBUT [ 10 B A1 B B AT DA 6 J
Jo S FZ BT R PAGIF SR T — Al R R A . H 2 38 G AS VT FE Y 98 B 28 Y 17 ) X R0 R 5E LY
1.
T 2,
# include (float.h)
# include (math.h)
# include (stdio.h?
void [(void) {
float { = 0.0f;
f = nextafterf(f, FLT_MAX);
printf(""float is Y f\n"". 1)
H
TE XA FLNE B9 A 75 48] o, C A5 BRI AL nextalterf O 9 FH 2 BUEE 37 05 18004 B5c s 1

A3.5.11 BIsstEEm A BB BRE R DI

15 C il & b M BRI B 22 (8] A9 e 45 2 vl G P 4 DROE O AT . ASTR) Y 2 16 4 2 S ECR RV R4 £ 22
(1] F18 g A8 7 AR AS ) A B SR AP R A5 SR . AN R A IS 1 A R AR BT I X 5 0 U IR A S — A R
ol — A FREF LR WA B ) — 5| SR S B — R R R BB R WER S /Y 45 R 0k
FH— A8 B R R AR BR G — R R ISRV O — AN B R 5 RN R 2 (] 0 5% 3 OC R LA A 2 WA T
AEEHY TS5 . Blan 76 5 Be A BB A IR RES ) b R E 2 S BUR Z2 )

XF T4 48 B 46 Oy H R ke AR B 5 R AR B AR O L R 1 5 T AN BE T (C IR FD R ). R ] 2
2 TR AT (C IR )Rl

~fl .

void f(void) {

char * ptr;
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fe o LLox/

unsigned int number = (unsigned int) ptr;
feoLo®/

TEFEEH 9280 64 o7 AT BB TN 32 UM Sa ik as b JR HH R K R TR, Wb 64
D7 F8 BT pe e f0 i B 5 B9 25 G TE H 32 A6 3% B 378 L B LLR 1 A9 AR RS 2 A HLTE Y

~Bl2:

# include (stdint.h?

void f(void) {

char *ptr;

SEoLLox/

uintptr_t number = (uintptr_t)ptr;

!

— A4 1] void 2SR A AR AT LAY intptr_t 3§ uintptr_t 258027 A B . C bR HEARIE— 445
] void ZE7Y iy 4T 1T LLFN— A~ 35 1) 4T 85 6 42 26 70 /G 48 B =2 1) A0 B 5% 5 L O FL 25 5208 5 D50k 64 45 5 M
[l PR, A b AN R A AR RS 75 B o L 7E 32 4% wintpre_ o FE Y G 1% 25 h B — A char x 355§
ok uintptr_t FEAE R UFY

A.3.5.12 B void $E§HHUFE IR

0 SR 2 AU BT BB L void « RS RURE I 25 O R RIAE L. 38 R R U0 L I I 2% 1
B AR ] void 48 51 A9 28 B 4 i 4 B A% 1k
AR R GRS RE S E B T AE (R R 28R B E w5
void * vp = new int(42);
.-"llr.a/ sea
int *1p = static_cast{int * )(vp);
{ER e SRS IREE T 1% 2 R e v] B 2R I,
X T ik G void 45 F BRI AR I R B 1 g3 i T AR RS L (C/CH+ il B R Bl mBl 2 s T
B % (C/CH il T il
w~fil 1.
R BEAFAE R 1 RV ORAE — A X R 09 Hu ik L i 5 B J 3T AR 2R
void setObjectAddress(void * )3
void *getObjectAddress();
VA LA T) B R AT Th i AT g J2 T AT B o (5L A B W A 78 B AT Y BR B TR AR T A7
class BaseA {
/] ...
7
class BaseB {
// ...
7
class Derived : public BaseA, public BaseB {
/...
7
/1 ...
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Derived *dp = new Derived;
setObjectAddress(dp) ;
/...

BaseB *bad = static_cast{BaseB * )(getObjectAddress()); // undefined

[ AE T, i TR @ T void IR HF 2. BRFE R C & L, b, % if 4 O 28 AT BE W S5
E 0 ARG W i A DG 15 B . getObject Address T A7 A9 6 42 (19 #b bk 45 18] T Derived Xt 4 (1958 4 07 8 . IF
FL. BT 24k K iz G 0 8 A UL & 257 BaseB YR, &5 P RA A AICE ., & S8R E X
1.

2,

Derived =dp

new Derived;

.B.;u-;eB *bbp = static_cast{BaseB * ) (dp);
FOVF S A 7E T A AU 00 T 2R RUE R .
AR RS HIE T BaseB MHXF Derived XF 4 46 7 ¥ A9 WA . o1 LLH 55 1 6 9 sk

A3.5.13 AEBTHEIREB IR E A

L ) 3o 2 0 1 2 25 46 I R L K00 46 6 T B L 2
FEORE Xk,
Xof AN L o RS R AR BT B AL S L s ] 1 28 T AN ELE T (C/CH HiIB DR B R
il 2 25t T RE L (C/C+ il DRl .
w1,
struct Base {
virtual ~ Base() = delault;

virtual void 1) {}

13
struct Derived final ; Base {};
void () |
Base *#b = new Derived 10];
.".’I."llr sen

delete[ | bs;
H
78 3R R B A9 AR 78 ] of , — A Derived % 4 (4 B4 9% 01 & OF Bl 75 S B Base * 1945 §F
. SR Base:: Base O #74 B Oy ke R 80 i BRI 2 3 BOR & X7 .
Bl 2:
struct Base {
virtual ~ Base() = default;

virtual void () {}

b

struct Derived final : Base {};

void () {
Derived *b = new Derived[10];
/...

delete[ ] b;

'

e LR MG A ACT 5 49 v o b S8 Deriveds o 3 2 76 MM BR %48 B0 BEBR 1 R 58 SCAT o i RS
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A3.5.14 AREFTIEEEIEL char_traits: :length

FLAEBEH . "std: s basic_string FEBUAH A traits 3 1182 DL AL B 4 18 2 40 06 T A ) 28 Y 2 45 5 09 4
TS E T MRS A 4 A EE . DR L std: s basic_string fll std: :char_traits S8 T std:
string.std: ; wstring . std: :ul6string LA M std::u32string 25, 2% std: :char_traits #% B 8 b il 22 by £2 3%
BT 4R FRBEA AT 1Y std: : basic_string 288 . — AN IS AY S iR FRBE 40 45 B std. : char_traits: :length bR
Bz ek W I3 nall 2685 (19 5277 BB 5 4 const char * Y constwchar_t * , 45 C+ + bR ifE
[ISO/TEC14882-2014].[ char,traits.require ] . #& 62,1 A 5545512 S 206 23 F8 61 00 f 5 1 F #8443t i o
WA E LATH .

KL BRE I A0 libstde + + ., 2 25 38 4948 A L e Bob g, 28 std 2 logic_error 7, R
1M o X AP AT AR C - bm b B BT 2R T EL L I A B A (9 P2 418 S0 3551%47 D - B Tibe + 4 1 Mi-
crosoft Visual Studio STL, i T A B4 1 9% 18 A REAKBUZ R AT R .

X BN 25 5 AL 45 char_traits: : length MU0 /R 01 1 45 T A BLE T (C/C+ +iBH)m
il ARGl 2 g T RLE L (C/CH HIEFH R B

wfil 1.

# include (estdlib?

# include (string?

void () {

std: s string tmp(std: s getenv(""TMP"") )

il (1 tmp.empty()) {

Iy
s

H

16 ERABE AL 75 ] — A~ std: c string XF G2 ik 98 H) pREL std: s getenv O BB . SR 1T, i
T EREL std: s getenv O 76 T8 JH 26 W I 23 3 [0 25 4, Q0 5 X B A 90 15 728 kO AS A7 A8 (a0 G Al 4 15 ™
W) VAT 2 R BURE SCHAT R .

il 2.

# include (cstdlib?

£ include {string’

void [() |

const char #* tmpPtrVal = std: :getenv(""TMP"");

std: :string tmpCtmpPtrVal 72 tmpPurVal & """");

if (1 tmp.empty()) {

!/

%

16 b AR BEAE A A S 7R 1 vy std 2 geteny O BRI B I8 AR 90 {E 0 08 A7 1 AAE 25 00 W7, SR 5 T 1 4 At
std: s string X4,

A4 FBERZRZ

A4l RBEERE
A4 B

Xt B DRAY B8 4 1 7 B B 5 b o TE SRR BROG AR ANk ALL6 B .
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KA HMAREBERZEMNROARSHFREEIHNBXR

PN TR 7R i EN T A 25
A 3 R Java 7.1d)
Wi 15 Sockets 74 3 i Java 7.1d)
A Bh A5 B PR T 2 e 1Y g 240 Y C 7.1b)
ANl FTRE B ) B U C/C++ 7.1e)
TS B R AT A c/C++ 7.1))

A4.1.2 FHERBSEINEN

Py B i o C AL WS RIS AN EAT & BRI F 2 PR IR R AR fE . Bl T 23l i R R W BB Y
5 KGR AR 48 IR 55 Wit .
X T R A BB BT R B 1 2 T ARSI Java IEF) R, R 2 45 T HLE
#(Java i 5B,
.
public void processFile(String filePath) |
try |
FileInputStreamfis = new FileInputStream(filePath) ;
InputSireamReaderisr = new InputStreamReader([is) ;
BufferedReaderbr = new BufferedReader(isr) ;
String line="";
while( (line=br.readLine()) ! =null){
processLine(line) ;
}
i catch (FileNotFoundException e) |
log(e):
i catch (10Exceptione) |
log(e):

1
i

fE LT Java J7 b BT 1/0 WX G5 RSEAT & PR B2 P MKSE Java Mg SELAIL (9 17 3% [l i L )
BCT/O FEGEIR 592 b B P ASRE 0 5 o] s 98 FH R ALY finalize O Jr ik . 76 SR IFIREE R i RE S
B Java BEIPLABEA RO 1/0 X% . BIFAREMKE T [inalize O I 98, B £ finally £€§5 3
Hh - gl RO B

Bl 2:

public void processFile(String [ilePath) {

FileInputStreamfis = null;

InputStreamReaderisr = null;

BufferedReaderbr = null;

try {
fis = new FilelnputStream({ilePath) ;

99



GB/T 38674—2020

isr = new InputStreamReader(fis);

br

new BufferedReader(isr) ;
String line="";
while((line=br.readLine())! =nul{
//processLine(line) ;
H
} catch (FileNotFoundException ) {
//Nogle);
 catch (I0Exceptione) {
//Nogle) s
}inally{
if(br! =nulD{
try |
br.close();
} catch (I0Exception e) {
//ogle);
}
ifGisr! =nulD{
try {
isr.close();
i catch (I0Exception e) |
//og(e) s
F
H
if(fis! =null){
try {
fis.close();
i catch (I0Exception e) {

//og(e) s

1
f

VL AR F BE AR finally £CRSHe o i B8 IR R AT 1T A BRAY BRI .
A.4.1.3 EWR Sockets B EIE A

FE R Q2 8R4 BC Socket J&  AHEAT A BBEMC H PR IR R GEVERE . Boali 2% 77 i 2xil 1 FE /S BE B Y
Jr Ak R AR 46 i 55 Bt
X T Bt Sockets 13 BIREBANBL /R B 1 45 1 T ABNE I Qava 5O 8Bl =01 2 450 T 8
WA Java W5 ) s,
.
public void getSocket(String host.int port) |
try |

Socket socket = new SocketChost, port);
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BufferedReader reader = new BufferedReader({new
InputStreamReader(socket. getInputStream()) ) ;

while(reader.readLine() ! =nulD) {

)
t catch (UnknownHostException e) {
e.printStack Trace() ;
I catch (I0Exception ) {

e.printStackTrace() ;

}

L
f

ARG B QU T — AT socket X4 R HEAT A BB
A REMH T finalize O M1 Socket W, W 7E finally 1A% E vp F B B Socket T,
Bl 2:
public void getSocket(String host,int port){
Socket socket = null;
try |
socket = new SocketChost.port);
BufferedReader reader = new BufferedReader(new
InputStreamReader( socket.getInputStream()) ) ;
while(reader.readLine(}! =null){
}
t catch (UnknownHostException ¢) {
e.printStack Trace() ;
} catch (10Exception e) |
e.printStack Trace() ;
iHinally{
if(socket! =null){
try {
socket.close();
I catch (10Exception e) {
e.printStackTrace() ;

%

}
AR B Al SE 2Z T2 1 socket EAE T YIRS A finally fCRS B rp 647 T BRI,

Ad 14 FEHSEEEMBEBAT

LoadLibraryO) il LoadLibraryEx O eR £ T 0 4848 5 #6472 %5 0 19 8l A B 42 1 S0 . Bty & ) fig il
i B DLL 8 3R BR AR b 0 AN SO 0, FH AR e JC B0 48 sl i A7 41 B i F /AR S .

Xof A 2 25 B 12 PR I AR s WY 40 Y AR O R 1 S5 T ASBE B (CIEF D R B, Rl 2 BT
G (CiEFH R B,

Bl

# include (Windows.h?

void func(void) {
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HMODULE hMod = LoadLibrary( TEXT(*MyLibrary.dll”));
if (hMod ! = NULL) {
typedefl void (__cdeclfunc_type) (void) ;
func_type #[n = (func_type * )GetProcAddress(hMod. “MyFunction™) ;
if (In ! = NULL)
fn();
1
H
R i # RE S 3 DLL v 4 8 MyLibrary. dll, I A7 BUE R Je 18 R 9 ##2 F Lk T LU 3 DIL-
MainO) (R Ji7 Z GE 22 A 3 D 38 1 9F ST AR B ACRS . s $2 41—~ MyFunction O 4% 11 928, 4 7
A ST % 4 B SCAE AT, RN s A7 8 B8 A ALBR R e n iR 55 2 DD & 3 4 5 BURE R
93—

Bl 2.

# include (Windows.h)

void fune(void) {

HMODULE hMod = LoadLibraryEx(TEXT(*MyLibrary.dll”), NULL.
LOAD_LIBRARY_SEARCH_APPLICATION_DIR |
LOAD_LIBRARY_SEARCH_SYSTEM32) ;

il (hMod ! = NULL) {
typedefl void (__cdeclfunc_type) (void) ;
func_type *in = (func_type * )GetProcAddress(hMod. “MyFunction™)

if (In! = NULL)

n();
}
}
AN B0 2K B 6 00 o] S AT B AR 22 A0 A0 Bh A B 2 L X RE AT DA A s A7 R AR i pL & . b A AR

A LoadLibraryExO R ¥0HG 1 28R System32 H 3¢ (HEF HAb H 0048 R, W67 H R 5
IEFTHREEH 3 .

A4.15 FREFERBHEHER

— A BEEAE B LG A RE AR AE T . RS Y R 2 S BURE AT
XA B RO B BE BN OL R B 1 2 i T ARVE L (C/CH IR R B, mBl 2 il T
BLAE I (C/CH +HilEFH Bl
Bl
Void fun() {
int sockfd;
struct sockaddrmy_addr;
sockfd = socket(AF_INET. SOCK_STREAM. 0);
if (sockld == INVALID_SOCKET) {
return;
H
closesocket(sockfd) ;

bind(sockfd, (struct sockaddr * )&my_addr. sizeof(struct sockaddr));
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FEX A 7R ] 4 92 U6 sockfd 5l i+ 773 closesocket O Ml IR + L4 % HEpE A7 (1 ) 25 S5 55082 e i 35k
w2,
void fun() {
int sockfd;
struct sockaddrmy_addr;
sockfd = socket(AF _INET., SOCK_STREAM, 0);
if (sockfd == INVALID_SOCKET) {
return;
F
bind(sockfd. (struct sockaddr * )& my_addr. sizeof(struct sockaddr));
closesocket(sockfd) ;

1
f

TE KA B 7R 1 i 4 X BE IR sockfd B (8 % 30 31 ek HLRE T « AN 2 ORI A 38
A4.1.6 MESMBRBEFTEZHITIZIE

FE T8 A R G0 APT SEAT 5 IR AR A I L G SR A0 5G9 2 JO 79 2RO o 1% A0 B8 IRl fE 25 9 is 2
HERBL,

XF T IR AR B IR AT S ATk e A B R 1 g T R RLE R (C/CH IR FD R . Rl 2 4
T RE T (C/CH +ilFD R bl

.

# include {(Windows.h?

void {(LPSECURITY_ATTRIBUTES IpEventAttributes. BOOL bManualReset.

BOOL blnitialState. LPTSTR IpName) {

scanf(" ¥s" . IpName) ;

CreateEvent(lpEventAttributes, bManualReset, blInitialState. IpName) ;

}

FEN s B, BREL CreateEvent O G 3504 X5 G2 14 44 FR R 15 05 84l .

JH T ) 11 5 #9088 ok RE AT 8 U A SR AR W U 2 0, W 9 B A AP SR I, A X A T
it B BB IR S LS8 A I R AL

Tl 2.

# include {(Windows.h?

void {(LPSECURITY_ATTRIBUTES lpEventAttributes. BOOL bManualReset.

BOOL blnitialState. LPTSTR IpName) {
scanf(" ¥ s", IpName) ;
IpName = CheckArgStr(IpName) ;

CreateEvent(lpEventAttributes, bManualReset. blnitialState. IpName);

!
EM ER Bl . sREL CreateEvent O A8 FH4F X G019 2 PR 4 T 5 bR %L Check ArgStrO 158

Ad2 HNEERE
A4.2.1 HEiR
B R PN AE A B2 4 1 s 400 e S AR HEIE SCRY X IR SE R nER AT iR,
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KA HMAGEEERENTROIRSREEIHMRIER

IR i A brifl 52 2% 5

00 41 200 R 55 2l Java 7.2b)
AN o R LR S04 4 B B F C 7.2b)
AN PR AR B AY P T R s C 7.2b)
FE [ — A BEHR [7] — 4>il 4 2 v 43 S 0 RR O 77 C/C++ 7.2a)
AN i) 2 28 B 0 N A C 7.2d)
Ko i B i 3h 25 43 2 B 79 77 C 7.2¢)
g %k 4 53 I O 1) A AF C 7.2b)
CRAIE 7 4 3 00 17 6l AT R 60 A 53 T 288 4 5 7 A A nll 28 485 7 C 7.2b)
A new o3 S A5 0 2 1R O W 6 X 57 23 ) C++ 7.2b)
Al % i P R e AN 23 2R 7 48 i C++ 7.2b)
P %o 118 4 5 R AL e C 7.2a)
AN RIS O P9 R i C/C++ 7.2a)
AN 4y RO O 9 AEEAT ORI C/C++ 7.2¢)
ASEE X ik AR B A AT A 5 | C/C++ 7.2b)
B2 v XL i C/C++ 7.2b)
B AR 0 IXF C/C++ 7.2b)
AN P A 22 4 01 A A B R c/C++ 7.2g)

G Realloc #8 & HIA Y C/C++ 7.2a).7.2e)

A4.2.2 BBRIEHARSIE

A1 24 IR 55 i DAt o 30 e A0 R O R 0 D O U, DA ORI A 15 sl 5 kR P I ik R AT T A — b 2
g,

X T bt G AR 26 IR 55 ol 9RO R B 1 g5 i T A IYE L Qava D B, w6 2 4 T ML H
Eava if 7).

.

FileInputStreamfilelnputStream = new FileInputStream(file) ;

fileInputStream.read(bytes. 0. length);

RS B Bk F R T AT A length, X SCfF A5 KA length 88K B, £ 55
DOS ity . E248 0 55 0ty & —Fh il F 0 IRk i et . DR I DA BE U L 6T 9 B 39 R 4 8 LAY A1
RO 5 B AT ™ RS B Bl 1k JE PR ) AY A

2.

static [inal int MAX= 0x3200000; // 50MB

[ s

// write the files to the disk. but only if file is not insanely big

if (file.lengthy MAX) {

throw new IllegalStateException{"File is huge.") ;
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FileOutputStreamfos = new FileOutputStream([ile_name) ;
bop = new BufferedOutputStream(fos. SIZE) ;

while ((count = fileInputStream.read(bytes)) | = -1) {
bop.write(bytes. 0. count);

L
¥

RS B ek SCPF RN EEAT K56 L IR AN B B U .
A423 FAREFENEAEFPETIBATR

X AN A S A R A A T OGRS RSB R B 1 5 T ARSI (C Il FD R B, R
il 2 2 i TR (C R =D Rl

B (PEEMRIE .
enum{ TABLESIZE = 100 };
static int tablel TABLESIZE |;
int *{(int index) {

if (index ( TABLESIZE) {

return table + index;

Y
’

return NULL;

FE XA AS BT AR 7% v, R0 O K PR (T index £ 0 #2485 43 e A9 3 B4 table MY RAS 2
HIEIEE AYME . SR, sRBCE I HERR index ZRAEAYRT AL . 4 index /T 0 B, 76 pR B R 13 4] vhofin
HERIRAWIT RIEARE LATH . 15— SR iF s ik bk — AR5 . 7 Se 4w i3 8% b . 2540 hn
LA RS R AT SN 2 B AR D . A 2 PR 45 L T RE ™ A — N4 1 5 table EERTR
B ) AR . A T XORE B4 ST D 8] — S X 0] i 2 S B0 R e Bl IS O R R 42

w2,

enum{ TABLESIZE = 100 };

static int tablel TABLESIZE |;

int *{(int index) {

if Gindex »= 0 &&. index { TABLESIZE) {
return table + index;

1
I

return NULL;

L
¥

— T R B AR 2% A I R HEBR AR ¥ index {H WRAE — DR EHE R P E R EN S 4 — ARk
ikt

A42.4 AREXMRETERHKEHITRIE

W T Yot B A T RE o2 il 7 BB AR Ak PR AN R A AR B A BE AR AR T B, SR
B AR B AT AE W T RS A M S AT R A

R T AN B0 B85 8 Ak (91 BE AT BB S B0 A 1] 1 25t T AL A (C IR FD B, n il 2 25
TR CHETFH R H.

Bl

void [() {

char pathlPATH_MAX]; / * Requires PATH_MAX to be defined * /
strepy(path, getenv("PATH")) ;
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/% Use path # /
H
EIRACES b R getenv O IR [ Y 45 H3 L S 25 1 — A4S T 2 A B A Bl . R R ) O ds AT P
L eI IR R B $ PATH C# W80 L AFEWIHI Y PATH_MAX, I8 f #4217 45 A K F
PATH_MAX.3REEIY $ PATH {34 nl e K F PATH_MAX BRE A9 R I F AP0 . R — 0@
o T PATH_MAX, K2 S EEoh X3 . R, AR $ PATH AR B #E X strepy O 2 S B 51
JEEEE
T2,
void () {
char * path = NULL;
/% Avoid assuming $ PATH is defined or has limited length * /
const char *temp = getenv("PATH");
if (temp ! = NULL) {
path = (char * )malloc(strlen(temp) + 1)
il (path == NULL) {
/% Handle error condition * /
b oelse |
strepy(path. temp) s
!
/% Use path * /
}
H

e FRACHS Gl stelenO bR A5 6 B9 BE L 175 30 25 09 ¥ 31 T o 1) P9 25
A425 FER—AIER.FE-THRERSBEMBERANT

Bl 25 N AF A R UL A g PR 1O IR, T R BOBAE 09 2 AR . 5 B3 N AE LI Al 43 i 4
HUVH S8 G M IR Y UM 93T . A B A7 A4S B AT B 5 S50 M8 2 o DX 3G 1 B9 935 S R0 DU R i 55
LA, R B A BT T L YA B BB A RN A RO S A A DL BB S AE . AEAR TR
SR G 2 v 43 TC VRS I A A T B E DL S — B A A7 I AT 4 i e B A B R 2 2 B S BB
RO A RS L U 1R) © B ) N A 05 A B R SOR X BC N AE . D T 3l S X S5 B0 L N A I A
[F] — il 52 )2 v 43 B AR T d e 2 A ] — AU LR

X TAE A — A 8] — A0l 42 o A3 BE FURE RO AZ B9 RS B0 s B8] 1 45 1 T ARG L (C/C+ +ift
TG, R 2 T REE T (C/CH il F D R,

.

enum{ MIN_SIZE _ALLOWED = 32 };

int verily_size(char # list. size_t size) {

if (size ¢ MIN_SIZE_ALLOWED) {
/ # Handle error condition * /
free(list) ;
return -1

1

return 0

'

void process_list(size_t number) |

char * list = (char * )malloc(number);
il (list == NULL) {
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/ # Handle allocation error * /
1
if (verify_size(list, number) == -1) |{
free(list) ;
return;
1
/ # Continue processing list #* /
free(list);

XA AR A AR 7 ) 7R T 26 AN T) F il 42 )23 4 TCRURR T8 D9 A7 i 300 X0 e IO 7 KU . 7 X A
5+ list B B N AESEAE process listOQ pRECT 43O AT . AR5 X B AL 38 25 verify _size O Y1 BEFIUFT
FEREE A, WAL list R EAMR T — A i /MR BE L ZPBC 4T list 19 N AE R BRI, SR 5 X A o BGR [ml 38 J1)
o FEA U BRI — ORI IR — B N AE L S BOBUE R A, I HL S 307 nT 4R 00 98 78 IXURS:

TE verify_size O BRAEUP B N AE B8 F % A2 7F process_list O BB — A~ F R E0P i E 512 W
FEI A FCAL T 8 — % 2 S BGE R T XA AR St & A e DA FRARED o L S N A
283 R 0 0 3 R AR A v I TR AT

i‘@] 2:

enum{ MIN_SIZE_ALLOWED = 32 };

int verify_size(const char * list. size_t size) |

il (size ¢ MIN_SIZE_ALLOWED) |{
/ * Handle error condition * /
return -1;
1
return 0;
void process_list(size_t number) {
char * list = (char #* )mallocCnumber) ;
il (list == NULL) {
/ # Handle allocation error * /
1
il (verify_size(list, number) == -1) |{
free(list) ;
return;
'
/ # Continue processing list #* /
free(list) ;

L
¥

h TAEMGX AN [0 8, verify_size O A AL BEACHS UEAT 7B M & A BRI list, X AME BURIE
list R —R . I T process_list O sRECAH R M 42 .

A426 AEHEAESLEHOAE

{1 B P4 77 85 28 R SO IO PN 2 4 T R A0 5 | LA B 0002 B L 26 7R e sl o TR 3 g v Y
AL D #2 FBOR E LWATRh . C BN AE Y8 R T RBP4 5. BFH8 EF 09 Ui e W] B 2 5 30T A
AR . U5 E) 2 BN AF IR 5T R T AR 2 AT R .

X F AN i) 2R AR B, s ) 1 45 T AEE L (CIEF)Hm . i 2 450 TG
i (CIBEFH B,
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Bl
# include {stdlib.h)
struct node {
int value;
struct node * next;
b
void free_list(struct node * head) |
for (struct node * p = head; p! = NULL; p = p-inext) |

free(p);

%

XA A Brian Kernighan Fll Dennis Ritchie, Bz T X882 09 IE M AR B, S0 G
RN BACAS L, p 7E p-onext Z AT HEREEL, BT L p-onext BEHU T E LB RCAY WA [A]
T2,

# include {stdlib.h)

struct node |
int values
struct node * next;
HH
void free_list(struct node * head) |
struct node * q;
for (struct node * p = head; p! = NULL: p = ¢) |{
q = p-inext;
free(p);

1
f

A427 BREBHHSHSEMNAF

FE AR AT B3 E A 53 B oR B0 [ 48 A= i J5 S0 495 3R 2 1015 98 B 58 3 free O X BT 418 1] (4 N A7 25 1]
HEAT BERL o
XF T B RS A 3 B N AF IGO0 s B 1 25 i T ARSI (C B FD R B, w6l 2 45 T R
& (C i FH) R B,
.
# include {stdlib.h)
enum{ BUFFER_SIZE = 32 };
int {(void) {
char # text_buffer = (char * )malloc(BUFFER_SIZE) ;
il (text_buffer == NULL) {
return -1
return 0;
H
FE XA A ML A ACHS 7R (9] v i 5 malloe O 20 BE B9 A7 25 18] . HiT text_buffer 5] T4 1] {H & 76 € 1Y
A i 300 45 A 2 W AT HEAT R
Bl 2.
# include {stdlib.h>
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enum{ BUFFER_SIZE = 32 };

int {(void) {
char *text_buffer = (char # )malloc(BUFFER_SIZE) ;
il (text_buffer == NULL) {
return -1;
1

free(text_buffer);

return 03

)
FE XA B A FCHS 7R Bl v 35 145 1) 19 9 A7 23 1) 2 free O BEREIL

A428 AMEHEEBHAREF

VE R BE 2 8L 3 45 mallocO) s calloc() s realloc() . 3% aligned_alloc () i 8 Bl W & &k 0. B2
VLB R WA 19X R, WA B S 80 TE 0 580 ] RE B 0ol 4 45 0 i vl i Ak 2 vb X . AN IE
I B 500 AN 78 40 1930 PRI A L 8 30 1 iR BT 25 S 8O IO R JE AR R ZE P IX .

L o B Y AR RN T IR BRI R O AT s 1) A s e S T A RN R B
HEPATCRE AR T — S5 PR OF ELA 3 n] 22 $02H B 51 B, |97 19 /NI B B B R/, 2
TR AF R/ T IE B A 0 G2

XF TR X 0 BE RS A N AE IS B0 R B 1 G T ORI i (C R FD R B, Rl 2 gy i T RE
H(CilFDH R,

T8 1(Integer) :

# include (stdint.h?

# include {stdlib.h?

void function(size_tlen) {

long *p;:

if (len == 0 || len) SIZE_MAX / sizeof(long)) {
/ #* Handle overflow = /

1

p = (long * Ymalloc(len * sizeol(int));

il (p == NULL) {
/# Handle error * /

1

free(p);

H

XA KL A A 7 ] v long 258 7 (1% 2020 9 H 37 DR AL 25 p o ACRD 2R A7 JOAF 5 e 20 190 vk 1 R D00,
£ len A4 0, 2R K sizeof Gint) HFETFE K/ B i H sizeof (long) . SECH 5 NIEA R
Hi i o% sizeol (long) KT sizeof GinO) AT T 1.

w2,

£ include (stdint.h?

# include {stdlib.h)

void function(size tlen) {

long #p;

if (len == 0 || len) SIZE_MAX / sizeof(long)) {
/# Handle overflow * /

t

p = (long * Ymalloc(len * sizeof(long));
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il (p == NULL) {

/ % Handle error * /
}
free(p);

L
¥

XA BT 9 AR 7% 9l fii ] sizeof (long) 2] IE 1 P A7 43 B it FH Y size.,
A429 RIEFHENEFEEREBEBNZEZNFZHEEN null REH

Ho By — 1> 22 v DX A 3 R AN R Y 2 v DXL 2 R b DX . 28 b KU I R TR A AT R R
FE B F B 6 4 e A o DA ol B i S A R L T LSl AR DR e BR T 4 DL, B SR A ST O A A 5 2 B AR H
(1 22 o XA IR 85 1) 25 ) 77 B 49 £ B L nall 22457,
X T RUE A H B A7 fiff FL AT L 808 1 25 8] 78 44 7 A0 208 A nall 84515 A9 RS 0L . s 0 1 26 T A B
HECHEFO RG], w2 & TR C BT RG],
REIVGRER 1 HIEIR) .
# include {stddel.h?
void copy(size_t n. char sre[n]. char dest[n]) {
size_ti;
for (i = 05 sre[i] && G n); ++D |
dest[i] = sre[i];
%
dest[i] = \0;
}
ARG RIS R R TR 25 1 AR DR . Gl A O BR L B B sre B B dest, SR, BT
PTEIRBATTHIL null 24585, BT dest KM 1105 AR5,
THI2GHRER 1 WEIRHES) .
# include (stddef.h?
void copy(size_t n. char sre[n]. char dest[n]) {
size_tis
for (i = 03 sreli] && G{n-D; ++D {
dest[i] = srel[i]s

1
/

dest[i] = \0;

L

16 R HUE A AC RS 7R B G FR A 28 1k 25 BT dest BP9 null Z457F .
A.4.2.10 A new N ERIERHEERNIIF=E

RN 42 S5 20 e 351 25 O % 2 40 T JE 008 19 INLAE S G 2 0 TS 2 o 4 DR i 425 [l — A4S o 3L 453 11 3
B, (B2 ERIAEY new 23 FCHEAE4F (placement new operator) K 45 513 18], 1 3 A E 2 15 47 2L 1%
1) 25 [H) 2 Ry 4 5 0 X G AT R 1 DR AS 23 0 DR 48 B A7 1 B A9 X 5067

i new BEAEFRF R H8 51 40 BE P ARB L SR & A 7 8 B X SRR 5 0025 3 3O G X S5 1% A7 T
Pyt L i S EOR AT R AR ERRE R )2 (A AN R A 4R B AL A 0 Sk AT s L AT N & S RO
TP N AR A 3 R E AT .

X TN new 43 FCFRAE 2 46 1E B 09 X 5 25 MRS RO L 09 1 2510 7 ASHLE L (C/C+ +H B 5 il
Al 2 g5 T HLE T (C/C+ i) Rl
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Bl
# include {new?
void () {

short s:

long #lp= ::new (&s) long;

'

e F AN B A 2R ] — S48 1) short 28U A9 8 &1L B 38 45 new 2 BCHRAE iR AE BRI IR
b4 long 289 | 7 sizeofl(short) (sizeof(long) AY&EF) L iZ 45 & K 5E Y, X BRI, L) B ) 2.,
By st A o8 O AR o UV S A M . B an . 48 5 A 9RO static &R 78 & JFRAE 1O
F e #efdi

w2,

# include (new’
# include (type_traits)
void () {
char ¢; // Used elsewhere in the function
std; :aligned_storage({sizeof(long) . alignof(long) ) : :type buffer;

long *lp= ::new (&buffer) long;
';.’."llr e

1
f

an B ALE R ACHS 25 B O T long # 2 AC 3 1 R 95 19 25 18], JF HA 57 R84 .
Ad42.1 MRPAAEREEASRZERTHFEH

TEZE AR5 VLI P std: :copy O 75 ¥ T B 23 i A% A9 25 45 dai i

X Tt DR 08 pR B A 2 R AR R AR RS B AR B 1 S5 T R B S (C/CH il ) R il
ARl 2 g T RS T (C/CH+ il T fil.

Bl

void f(const std: : vector(int) & &.sre) |

std: s vector{int)dest;

std: :copy(sre.begin() s src.end() . dest.begin());

1
f

EIRACES b ] RE o T DL A RS K B dest FE AR .

o FH I TS R 3 R 08 A9 N A 25 ] 25 dest,

Bl 2;

void f(const std: :vector(int) & &.sre) {

std; s vector{int) dest(sre.size()) ;

std: :copy(sre.begin() . sre.end() . dest.begin());

H

o 2 4 1Y std: cback_inserter (), 24 H AU 2228 B A L9219 A7 45 M A L std: : back_inserter()
230 A AN 1 PN AE 23 0] o DA T 3hE B 25 4 i o

A.4.2.12  ERXF R 53 EC AR R Y R B

Windows #2447 F Z AT NAF 2 ECRY AP, BEX b £ FH A 26 5 e BB Y PR BUZ AR 20 .
Xt e X 114 3 T FRE R pR A L L R i 1 4 T ORISR (C BT R, Rl 2 45 i T R
H(C TR,
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Bl

LLPTSTR buf;

DWORD n = FormatMessage( FORMAT_MESSAGE_ALLOCATE_BUFFER |

FORMAT_MESSAGE_FROM_SYSTEM |

FORMAT_MESSAGE_IGNORE_INSERTS, 0, GetlLastError()

LANG_USER_DEFAULT. (LPTSTR) & buf, 1024, 0);

if(n! = 0){

/ * Format and display the error to the user * /

GlobalFree(bul) ;

H

FEX AR L PR FormatMessage O 43 Bt — A4~ 28 wp X 3 HLA7 6 2 2 80 buf W, 783X AR5 o5 )
i il GlobalFree O 4% T LocalFree() 33 1 45i% .

il 2.

LPTSTR buf;

DWORD n = FormatMessage( FORMAT_MESSAGE_ALLOCATE_BUFFER |

FORMAT_MESSAGE_FROM_SYSTEM |

FORMAT_MESSAGE_IGNORE_INSERTS. 0. GetLastError().

LANG_USER_DEFAULT, (LPTSTR)&.buf, 1024, 0);

if(n! = 0) {

/ # Format and display the error to the user * /

LocalFree(bul) ;

L

1A~ B A AR 705 (51 R B0 SRS A% 548 o P T 3 214 99 AP ) o e
A4.213 REERBROANEBRRTZE

HE 153 BC 8 A 75 R OIS At oz (o X6 7 F) e i e 4
BB N AE BT AR A —Fh oy 2R e SR 5 T 55 — b oy OB A RIS L . L IR
AT C A CA - A P A7 A8 2 pR R, sCTRL O PR 5 0 2 Y P A7 A B R . i AR DE B 9 P9 A7 40 T
IVRE I PR K 23 S BCIE OB A9 7 17 47 A B 28 ] S A PN A i 5% ] AL
X T AN AR A A BRI Bk A B0 R B T R REE TR (C/CH + iR FD s )
Tl
class A {
public:
void foo()
void A::foo() |
int * ptr;
ptr = (int * )malloc(sizeol(int)) ;
delete ptr;

L
¥

LA ptr = Cint * Ymalloc(sizeof (int)) I AY Y AE T B 2 i free AT BB X A T de-
lete Ptr ¥ 23 5 BCE WU AR 174 0T e -5 B0 H #2 7y 2088 0% 28 2k 19 il .

A4.214 AEMNSEMRFEHIT BN

A0SR A AE R IOR P U EEAT T AR, T R 2 18 ARG 3 TUI A9 25 2R
A RN A N A BRSO 25 R R i IR L 5 RS R e s 15t R (e 5 B — YO ) 9
112



GB/T 38674—2020

Blo FERXRME LT Toki # AR 6% By i 5 i B A B 2 T Sy O N AE L OR300 P DK Y e T
i o
X T AN EEXS 3 BE B A7 AT ZOROBE O B R B 1 R B 2 g5 T AR R (CH iR D R,
.
£ include {stdlib.h)
typedel struct x {
char * field;
by
void release(tx * a){
free(a-) field);
free(a);
}
int main() {
tx *a = (tx * )malloc(sizeof(1x));
if (a==NULL) return;
a-)field = (char * Ymalloc(10);
release(a) ;
freeCa-field);
free(a);

return 0;

H
FiRfCIS R release(a) B &XT a AT TR A JG BIPIAS free i) B a HEAT T HE & R,
B 2.

#include (iostream?
using namespace std;
class C {
char #data;
Cleonst C &) 1}
public:
CO { data = new char[10]; }
“CO |
cout({ "Calling delete for " {{ (void * )data{{endl;
delete[ ] data;
}
b
int main() {
Cels
Cc2;
cl = ¢2;
F
FEX AR C ol C: o data BhA 5 BCNAT AR AT E UL AT . 453 R B main O $04T
iy cl.data Fl c2.data B AT AR A90E , 25 07 #4055 ER I8 T delete[ J4RAEAF AR W] (19 45 £ 9l B O K

A4.2.15 AREIERFEDBHITHESI A

X 25 A% 0 AR AT 5 I R ACAR 8 [0 AR 9 end O B rend O JHRKE ™ A2 K€ AT R .
X T A EER EACES R A AT AR T AR B0 R B 1 &5 T A RE T (C/C+ il 5D il . Rl 2
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g TG R (C/CH HiE T R
Bl
#include (set?
using namespace std;
int foo(set(int) & cont) {
int x = 03
set{int) ; siterator is
for (i = cont.begin(); i | = cont,end(); i+ +) {
x += *i;
il (x ) 100)
break:
;
X = *i;
return x;
H
FEX AR B 2R break WA BEA G EHAT 1 255 T conteend O, X FEXT 1 FE4T i 51 HIHF 237
HARE LATH .
3 At 5 | T AT AT M B0 3k B 2 A 28 X R BB A T A .
Bl 2:
int foo(set{int} &cont) {
int x = 03
set{int? ; ;iterator i3
for (i = cont.begin(); i 1 = contiend(); i++) |
x += *i;
il (x ) 100)
break:
;
if (i! = contiend())
x += *i;
return x;

}
FEIX A R J7 ST 1 AEHEAT I, FI 2 15 26 T contend O

A4.2.16 FIEZEWMEKX EiE

T ] — > G b DX RO I T 22 i XY b i ROT ELBL A T AR AR A N AE L 2 2R o IX 1) |
i ), C A C 4 B #AE N BE A9 B 37 4 it > By 1 76 AT T A7 vh U ) s o 2508, W 3 A A i
W5 B G Rl 5 4 B 22 o DX ) ) B 2 A AR A i 57 DA o 2 b DX A I SRA 9 A5 3
B RS A B A T A R AR AT .
X FEE RGP X B AT I R B 1 g T AR AIRE (C/CH+HIlFD R, /w2 4l T REH]
2 (C/CH+ilEFHm .
Bl
void bad() {
char #data;
char #dataBuffer = (char # Ymalloc(100 * sizeof(char));
data = dataBuffer - 8;
char source 1007];
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memcepy(data, source, 100 * sizeof(char));
free(dataBuffer)
'
LE g, 45 51 data $5 15 89 P9 A7 Ho ik 78 dataBuffer Z B0, 25 38 ] memepy # D08 b, 8 T
dataBuffer i b3 5%, 5202 ob X ) 1 H a) B,
~fil 2.
void good() {
char * data;
char * dataBuffer = (char * )malloc(100 #* sizeof(char));
data = dataBuffer;
char source] 100];
memcpy(data, source. 100 * sizeof(char));
free(dataBuffer) ;
'
TE XA s il rh 45 5 data 35 0] 09 A7 Mkt B o8 dataBuffer 4 ] (8 A7 H bk . 2498 H memepy 5 U1 £
A A dataBuffer (9 Bl 5 WA 2 5209 vb X 1) b3 ),

A4.2.17 BIEZMXTE

YRR Y [a) — A~ G2 o DX RO B T 28 o X R I A LB EE T AR QB A N A, i R R X ) R
it ) A, S XA ) A AE 2 — AR 1) — A2 ep DCHE DL AT R i . C A C - B AT R
P 14 B B G A B L A AT R A T U [ s S L AT A Sk S B G ORI R N 22 b
DX 2 D) Y B 2 5 7 AR A T R DA o v DX A SR A A O v A IR A R AR
AT .

X T AR R ZE vh R U A RT B0 R B 1 25 T A RE L (C/CH il J) Rl il 2 45 it T REH
HE(C/CHHEFH b,

Bl

# include (stdio.h?

void wrapped_read(char * buf. int count) {

fgets(buf. count. stdin);

H

void TaintedAccess() |

char buf1[12];
char buf2[127;
char dst[16];

wrapped_read(bufl ., sizeof(bufl));

wrapped_read(buf2, sizeof(buf2));

sprintf(dst. "% s %s\n", bufl. buf2);

TE %78 ) pr 22 72 A — AN G o DX Y L 28 W 0 i A BCHE BT T804 dst iR S1 . B dst K
PlE SR 16 AHSETE sprintf O R R T Al G877 4 — 4> 24 A5 0045 A O B2 1E4F7/07)

~fil 2.

£ include (stdio.h?

void wrapped_read(char # bufl. int count) {

fgets(bul, count, stdin);

H

void Tainted Access() {
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char bufl[12];

char buf2[127;

char dst[ 25 ];
wrapped_read(bufl . sizeof(bufl));
wrapped_read(buf2, sizeof(buf2));
sprintf(dst, "% s-%0s\n", bufl. buf2);

L

FEIX A7 B dst B9 B IE A b O 25,
A4218 AEZEFEAARZEHNFHELERY

A —2 C/C+ + sRBUE A 184 4P 0 5 45 5 b B pR &L - strepy L streat , strnepy . strncat , strlen.
i 1y PR sprintd Al snprintf, A7H5 LR X memepy . 58 1 i FH 3 26 A8 22 42 9 oA BORE — Fh RS B (UAS Bk
B B AR 4 19 T 3. I P — 26 22 42 1) R RO AR i S g A8 1k 10 P 9 pR KR ol S 1 X S N
BREI T8 A B O 22 4 1) R B
X AN B AN 22 2 0 A SR A BR BSOS B R B 1 2 i T RS (C/CH HiB T R B, R
{5 2 g th 7RSI (C/C+ + il D Rl
w1,
void bad() {
char string[ 80 ];
strepy( string, "Hello world from " )3
w~fl 2.
void good() {
char string[ 80];
StringCchCopy( string. "Hello world from " )3

S
f

{ii i StringCchCopy ##t strepy.,
A.4.2.19 BE%E Realloc &R 3 {E AR X

TEWIH] Realloc pR%L. I HL K pRHIGR [0 {8 F] 4 WRAF 20 585 — > S 8030 ST o) 09 3 A7 5 40 2R 30 2R
W) A9 iy R 2 e A PN A St 5 SR R R R [ DA T 2 HE il 72 ik BRIP4 A3 1) TR 0 IR 9 A
B2, s i e Realloc pRECE BT 43 BC T N AE  F587 43 BC 19 N FF 43 % A6 ik
Xf F kAR Realloc eREUE A S AR B 25 6] 1 25 1 7 AL (C/CH+ i F) m . Bl 2 45
T L (C/C+ B B,
w1,
void bad() {
char *buf = (char # )malloc(sizeof(char) * 16);
buf = (char #* Jrealloc(buf, 256);
free(buf);
e FoR il rh, pR AL reallocO) AR [FTELWE AR 45 1T buf 48 1) 19 8 77 X5 42, 4 21 oA X realloe O 3 HI %
W, bR EGR [0 NULL, buf RS W 9 B mallocO) 43 BE B N AF & 4E T 1t
il 2.
void good() |
char * buf = (char * )malloc(sizeof(char) * 16);
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char * new_bufl = (char # )realloc(bul, 256);
free(new _huf) :

}
A43 HIEEER
A.4.3.1 HER
X ke P A P 2 4 1) s (51 B 5 B o TE SC Y R B OC R AN SR A8 IR
FAIS HYNHEEEEREAROIRSHFREEIHNIRXR

s 5 Py %5 miEE A b ofE B AR
o i A FE o A 3 R i Java 7.3))
i B B R o] 4 df Java 7.3¢)

A432 THRBEEZBRF[IBRMN

P B w4 P B FE B RS AT B B K PR AR R PR RE . ik A T R 22l o AR R BT IR
b 49 77 3R A 46 IR 55 i .
X 5 0 DR O P O IR SR A S DL R Bl 1 25 T A KLIE RATE Java @5 a0, il 2 25
THHE Java i5H) a6l .
.
try |
Connection conn = DriverManager.getConnection(some_connection_string)

PreparedStatementstmt = conn. prepareStatement(sqlquery) ;

} catch (Exception e) |

log(e);

e L3 Java fURS R BE b o B8 S0 12 00 4 95 UG R HE AT & BRURR T, 78 ST M B P IR T Bl T
23 T GE 2 FEJR L DT 3 EOH A FI P AN BE U5 [7] 12 B4 g 95 1 .

FE P A RE MR T (inalize O [0S 8500 P2 98 U5 L R 7F finally 185 B o 7 3l B AR e 9 6,

2.

Connection conn=null;

PreparedStatementstmt= null;
tryt

conn = DriverManager.getConnection(some_connection_string) ;

stmt = conn,prepareStatement(sqlquery) ;

i catch(SQLException e) |
log(e):
}Hinally!
ilCcon! =nulD{
try |

conn.close() ;
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i catch (SQLException e) {
log(e) s

}
if(stmt! = nulD{
try {
stmt.close() s
i catch (SQLException ) {
log(e);

L
f

RS B L 7E finally AQ 6% 3 b £ B8RS 0 T B 1A e I L
A.4.3.3 EEHIEEHEEG

P44 5400 0 30T 9 SQUL 40 4 T P BF 4 2 Tl 2 S BOCt 4 0 R
ZHRUIE %

65 0 7 O 50 % 91 1 20 1 T R KRG PR3 v 38 25 R B, %01 2 43t T B0
Mk Java iy 5) Rl

.

id = Integer.decode(request.getParameter("invoicelD")) ;

String query = "SELECT * FROM invoices WHERE id = 7";

PreparedStatementstmt = conn, prepareStatement (query) ;

stmt.setlnt(1, id);

ResultSet results = stmt.execute();

R F B 0 SQL 1T 45 60 50 R LG B W

e b miACES b Bk T LLE 5 R invoicelD 35 AN W) (06, 2K OIT 5 W4T ol 35 2005 B .

AT 05 0T 06 2P D0 357 SRR S LA 08 0 TF B0l 0 S0 B o 030 5 . T L 3
4 T BB AL 1P 44 A S A 10 ) B — 3 o ok S B

~fl 2.

userName = ctx.getAuthenticatedUserName() ;

id = Integer.decode(request,getParameter("invoicelD") ) ;

String query =

"SELECT # FROM invoices WHERE id = 7 AND user = 7";

PreparedStatementstmt = conn.prepareStatement(query) ;

stmt,setString(1, id) ;

stmt.setString(2. userName) ;

ResultSet results = stmt,execute();

RS B b 3 A 2 ik R AU P 44V SR A T B — 5 43 ok PR i P X R s )
Add4 THER
A4.4.1  HER

b 6 SO A B 2 4 B s 40 B 55 bR o L SC R R BROG R Ik A9 BT,
118



GB/T 38674—2020

KA HUNXHEERENTROIREREEIHMNBIR

ERITEES i A 5 A

0 S A 30 R i Java 7.4h)
5 2% 11 7 % B3 I e 32 Java 7.4e) . 7.4h)

AN 2 T 5 ] (i Java 7.41)
ik B A o Java 7.4d)
{1 ferror O MiE errno 46 £ 0 3C£F A it G/CH++ 7.41)
AFERF Topen () A1 iy ) £ 5 {5k Cc/CH++ 7.41)
FEFT IS S0 PF L remove O I % /N0 c/C++ 7.4g)
AEATIF B S0 AT IF 09 301 c/C++ 7.4¢)
PRAIE 24 31 AS T 05 B B B i i 4] 36 A C 7.4h)
Ak 393 P s A i A AR A AE G 7.4b)
2 ) 42 4 0 0 S o) e S i C/C++ 7.4e)

Ad42 EHRXEGEHIEN

Q1 2 5 43 C SR ) A IS o ASHE AT B SRS I K 23 B (IR R 8 ik B0l 5 T 8 23 3 ok FE R W U vk
A 75 2 e R 4 R 55 Tt .

T 0 B0 DR SO A SRS B A B 1 A i T AR Java B F) B, Bl 2 4T HE
Mk Java i F)m .

.

public void getZipContents(String [ileName) |

ZipFilezFile = null;

tryf

zFile = new ZipFile(fileName) ;

i catch (10Exception e) |
e.printStackTrace() ;
!
RS Beh QU T — AN SO AR 2File (HORBEFT G BB . B F AN BB T finalize O [1K
SCAF RN GE U L N AE finally €5 B o =55 20 R Bl S0 740 4l 05 I
~fl 2.
public void getZipContents(String [ileName) |
ZipFilezFile = null;
try |

zFile = new ZipFile([ileName) ;

t catch (I0Exception e) |
e.printStackTrace() ;
Hinally |
il(zFile! =nul{
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try |
zFile.close() ;

} catch (I0Exception ¢) {
e.printStack Trace() ;

}

L
¥

AR R B A 5 2 iR B9 SCIF AR 2 )5 L 7E Tinally AU B b EAT T REBL.
A.4.4.3 TEZ AT BRI B ST 4

) A 1 P S 0 i T R RS BT T £ SO AN AN 3 T A AN T T A A A B
o B AHRE 2 0 0T DR IEAE I R A A O M BRI B SR AR J0 AT T T — S Y I i T DGR IEAE
S HI B0 BRI B SO EE F R finally BRUATT . BT X AN B AR 22 28 G840 T A9 Il B S I B
THOR T BRI B S OF R 1H SO . i 5% 2% o D) T il 2 5 SO0 S it 628 5 AURE RS
XF T 15 28 1k RS Bl B SO A B0 s 1] 1 25 1 T A BERE HEE (Java i 5D 7m0, 7= 2 45 7 M
B2 Java 85 30,
w1,
class TempFile {
public static void main{String[ ] args) throws IOException|
File { = File.createTempFile("tempnam"." . tmp") ;
FileOutputStream fop = null;
try |
fop = new FileOutputStream () ;
String str = "Data";
fop.write(str.getBytes()) ;
fop.flush() ;
t finally {
// Stream/file still open; file will
// not he deleted on Windows systems
// Delete the file when the JVM terminates
f.deleteOnExit() ;
if (fop ! = null) {

try {} catch (I0Exception x) {// handle error

R4l T File. creatTempFile () A2 pf — A~ FH A7 20 K¢ 2 Fr 69 I 65 3C £, 9F H 6 T File.
deleteOnExitO Jy {EPRAIE T Il i SCAFAE JVM 2 W IHER . SR ARYE Java APT X File 26 9 34 - {1F
JVM IE #2000 A SEAT I BRARAE . Q2R JVM AN IE B 20k, SO REMNER .

~fil 2.

class TempFile {

public static void main(String| | args) |

Path tempFile = null;



GB/T 38674—2020

try |
tempFile = Files.createTempFile("tempnam", ".tmp");
try (BufferedWriter writer = Files.newBufferedWriter(tempFile. Charset.forName("UTF8"),StandardOpe-
nOption. DELETE_ON_CLOSE)) {
/) write to file
}
System.out,printIn(" Temporary file write done. file erased");
t catch (FileAlreadyExistsException x) {
System,err,println("File exists: " + tempFile);
t catch (I0Exception x) {
// Some other sort of failure. such as permissions.
System,err.println("Error creating temporary file: " -+ x):

}

}

Java 7 1Y nio2 4 95 5 ik T LB I B SO % RE 191 R H] Files. create TempFile O J7 1€ T
—ANAS ] T 4 BRI S XA A ey (MR PR BT O LR U BB R L EA S A
M . FeJ dH Java 7 89 DELETE_ON_CLOSE ¥ 30 47 JF SC {4 . 3 3% 59 fik 11 78 56 B SC 4 iy it
i SCA e D 5%

Ad44.4 ARERBRTEREE

Ty ¥ 3R [l (58 5 AT DA RIGE 5 5 A AT 45 3R T 2R 208 T O v R I e DA GE T i i PR A T 6
)2 A % T vk AR v AT AT AL B T BE 2 S BN AT U A 24 S 0 O B AT 2 LR
U0 AR o R 2 B . T LR e o o R Y [l

X T AL 2200 Ty PR ME A RS B0 s B 1 25t T AR RLE L (Java 35D il /n B 2 45 T G
ik Java 5 5) s,

Bl

public void deleteFile() {

File someFile = new File("someFileName.txt") ;
// do something with someFile

someFile.delete() ;

'

USRI T File.delete O Jy i FA M BR — 4> SCOF + AHUZ A B DA SR I 75 M bR 0 2

Bl 2:

public void deleteFile() {

File someFile = new File("someFileName.txt") ;
// do something with someFile
if (! someFile.delete(}) {

// handle failure to delete the file

}

L

RIS X} delete ) 77 1Y boolean & [WIE #E 77 £ A . I HOG T2 A7 M Bk 62 A 455 50 k47 Ak B,
A445 EHEEFER

JO7 PV e %ok P T o £ il AR 28 45 IR 36 L A% 36 45 — AN SO AP Xeili & ] B 22 i ] — SE 5
R B S A CAe 7R /7 ) AR AZ OR AP (9 R o 5 ] — 8 2 O 4 B SO sl H 5%
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b Tk AR B AR 3 D3 R O L s B 5 T A BRVE TS (Java 15 55D s 1] .
R,
String path = getInputPath();
if (path.startsWith("/safe_dir/")){
File { = new File(path)
f.delete)

L
¥

AR B e 90 TE A AR S LAY safe_dir/ " A3k L ok F WS S HEAT B A M R B AE

Yk & o] EHR LSS BL Y A

/safe_dir/../important,dat

PRI BE B4R A 200 R B L Ssafe_dir/” 7Sk i (H SR <L /70 5 20 I BE “ important,
dat” XA H 5% .

By 1k i A8 bl g ) de A O 1 R B R — D 5 ik BE IR A 09 50 3R O HLORLE P HOBB IR R I iy SR 4 .

A.4.4.6 {E ferrorO M IE errno R4 M 32 4 FH IR

X TS b A A R T R A ferror O T AR errno e dEAT KR, 24 HLAL Y 5 R 45 R 4%
(errno indicator) At (4 82 75 F . BR AL ferrorO) 23 M 485 5E A9 0 6 55 15 48 7 4 JE 1746 )

X P ferror O TMTAE errno de kG Ml SCUF R R AT B0 /8 6] 1 25 1 T ARG % (C/C+ + 1)
e B2 g T IE T (C/CH + il FD R il

w1

errno = 03

printf("This\n") ;

printf("is\n") ;

printf("a\n");

printf("test.\n" ) ;

if Cerrno 1 = 0) {

fprintf(stderr, "printf failed: Y s\n". strerror(errno));

H

AN S i o R 23 I A AR ZEAE R G S X stdio WFAT RO . RS RAE R G SRR LA
SRR (R 2 A O R RS GRAEICED ENOTTY) . JR45 5 H 3% 4 BE W8 I A1) 25 o . 18 errno {152 1
£ ENOTTY. ZA7 N S8 —ErIRE AL I A R 58— R 7 R B R 5 1Y errno dEFT
B A e A R Y o 2 — PR eR BCR SR R AU R M 25 errno, HoAT 2 A7 8 SCAY B2 A5 8 T 2% 5 e 80U
Xf errno AT KA .

w2,

printf (" This\n") ;

printf("is\n");

printf("a\n");

printf("test.\n" ) ;

if (ferror(stdout)) {

fprintf(stderr. "printf failed\n");

H

I A 75 151360 8 798 T pR B ferror O SRAG I 5 i J 75 2 2B o A L W0 R Z A7 A6 X PR &L prinef O
VAT B 2 W I 85 14 18 FH AT B 23 % errno HEATAE B0, IR 0 R B B9 98 T 22 X error SEAT IR TS BIE
TCIR A RS T KR X 2Z i oR B0 S0 UE AN B T errno MY .

122



GB/T 38674—2020

A.4.4.7 REZT fopen) F 3T 44 i) 61 2 i H (R 1i&

P PR B fopen O FIFAT IF— B4 1Y SCF sl 3 1 4 — N8 S0 . fopen O Fil fopen_sOFE C11 MtA
R R AR A7 X X ARG A A i — Rh DL 25 F W A AT OF © A SCF . AN T X A B bR
AL T BB T S BCE U ) R U Y SO,

X T A EERS fopen O FI ST (Y 6 4 48R BB A B0 s 1] 1 45 1 ASRLE % (C/C+ 3R 5D s 6l
Bl 2 g T R TR (C/CH il FDH R Bl

T8 1(fopen()) .

char * [ile_name;

FILE = [p;

/ # Initialize file_name #* /

f[p = fopen(file_name, "w");

if (1 fp) |

/ * Handle error * /

FE XA ARG A ACHD 7R ] v, file_name Fr 51 0 SCOFBAT IR T5 A, MR 5L Y 25 2 01 2
— AN SO B S T SO B & AE AR XA R A Y

45 2(fopen_s(), C11 Annex K) ;

char # file_name;

/# Initialize file_name * /

FILE = {p;

errno_t res = fopen_s(&fp. file_name, "wx");

il (res ! = 0) |

/ #* Handle error * /

C ARESR AL T — N8 B9 br 8 7 i eax A~ [, X A ST [R] B W GNU C PR 325

A B ACHS 25 Bl D x B AR A 7R Topen s O BRETE 75 22 I, i AS & 38 i 4T JF & A3 1 S0
A AT H W

ot FH 3 A4 3 101 ] LA fj o 9 S TH R P A8 1E . {HU: L 35 7 & . Mlicrosoft Visual Studio 2012 fil 2
T RRASAS S x BT

A.4.4.8 TEFTFAXHELEAA removeO) Bt B2 iZ 8 iy

FE— T T SCAF B remove O BYAT A J2 1 2 i3 4 22 SCY . B SO BR — AN 4T I Y SCPF I B
IR SETT {32 3 Bk i G 0 SO 24 0%, e S BR — S $TIF SCPF RS B0 R o 2 0 % 1B A — A4~
i 7 SCAY PR B 40 POSIX PR unlink O o D 17" K 9 848 b5 o I OR 5 1T RS RO L AN EAE 4T JF 19 SO
FIEH remove ) pREL

X FAEFT Y SCAF BV remove O WY REiZ/NC BT B 75 B 1 245 0 T A L (C/CH + iR
Al R 2 g TR HTE (C/CH il ED R B,

=~

char *file_name;

FILE =file;

/% Initialize file_name #* /

file = fopen(file_name, "w+");

if (file == NULL) {

/# Handle error condition * /
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1
r

if (remove(file name) | = 0) {

/ # Handle error condition * /

'
/% Continue performing 1/0 operations on file # /
felose(file) s

[ 34 3 AN AN B B AR 75 B8] 3% 1 — A SCPFATS SR A 4T I IR A5 1 e W) 5 e 661
A PR 2R AN M BR file_name BT48 € B SCOF , PR IRAT AR 2 AT IR Y,

T 2(POSIX) ;

FILE = file;

char #* file_name;

/# Initialize file_name * /

file = fopen(file_name. "w+");
if (file == NULL) {

/% Handle error condition * /
'

if Cunlink(file_name) ! = 0) {

/ # Handle error condition #* /

}
/# Continue performing 1/0 operations on file * /
fclose(file) ;

XA LT A ARG 7 5] £ POSIX PR unlink O MBS SCF . unlink O bR ECPEGIE N S 22 458 )2 45 4
ob R 5 S Y B L (AT SR SCPE AR S8 AR R 4 b R AR X AN SO T A7 3T T SE 30 2 28 K 1A

A449 AEFTFAECEWITHARIIH

— SO PR AR AN FUVF AT ] — SR #E AT 2 WCAT IR . BT LAJC L A L 2 o BX A B0 S 23 R B R R A
OL. BV PR R VFITIF C TR R SCE . TOCTOU e & A7 1E
X P A EATIF C L BATIF I SO AR 5L s ) 1 45 T AR BE I (C/CH + i FD) i, il 2 4
BT HGE R (C/CH iR R,
w1,
# include (stdio.h?
void do_stuff(void) |
FILE * logfile = fopen("log". "a");
if (logfile == NULL) {
/ # Handle error =/
/ * Write logs pertaining to do_stuff() * /
fprintf(logfile. "do_stuff\n");
'
int main(void) {
FILE = logfile = fopen("log", "a");
if (logfile == NULL) {
/ #* Handle error * /
H
/ * Write logs pertaining to main() * /
fprintf(logfile. "main\n");
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do_stuff();
il (fclose(logfile) == EOF) {
/ #* Handle error * /
}
return 03

)
XA MG A FCI 8 i sk 1 R 1y i 47 i IR A
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KA log @AT IF P (— K AE mainO H1, 55— K AE do_stuffO H1) 3 Fp 40 48 15 % Be 7 ¥ BA T 4

e XAT N .
2.

£ include (stdio.h?
void do_stuff(FILE = logfile) {
/* Write logs pertaining to do_stuff() =/
fprintfClogfile. "do_stuff\n");
H
int main(void) {
FILE = logfile = fopen("log". "a");
il (logfile == NULL) {
/ * Handle error * /

}

/ # Write logs pertaining to main() #* /
fprint{Clogfile. "main\n");
do_stulfClogfile) ;

if ({closellogfile) == EOF) {

/ * Handle error * /

'

return 0;

}

TE XA B B AR 7= 0] b L SCPR A 51 AR B S AE S BG4 T 5 ZARAE XA SO R B, X A7)

R BR T AR [ SCPF 2 FAT I (9 ) AL
A4.410 RIEHXHEABRENENBENXA

fopenO) 8% freopenO) BREL N Y felose () pREL AL XT PLEL .

A T DRk 25 SO AN PR 20 bl e TG A 08 . s B 1 5 i T AR HE (C il 5D il 7

il 2 & ih 7RI L (C IR 5D R
Bl
£ include (stdio.h?
int func(const char *filename) {
FILE *[ = fopen(filename, "r");
il (NULL == [) {

return -1

."’.’ * Y * .-"’r
return 0

F

XA R G b SO I fopen O AT FFHEIFE func O bR BCR BT AT I BT LU A LTS AY .
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w2,
# include (stdio.h?
int func(const char # filename) {

FILE #[ = fopen(filename., "r");

il (NULL == ) {
return -1;

1

fEow/

if (close(f) == EOF) {

return -1;
}
return 0;

1
f

XA B A ACI 2 5] SCPEFR B 1 75 R BOR 1911 3 A
A4411 RBYHMEEEREESFE

FERELCNE LR | 7K A A5 5 B 12 ol 5 % 42 1) A7 76 LAGRAIE AR I J N — > 61 35 1 A SO 32 L i AN
JE M —AAE] H g 0 A R SO e, X R oL R 76 86 A 5 5 BE 42 10 47 76 i 75 228 T8 2R o B 2 5E
w1

R b SO I 4G A R W AFAE RN O s B 1 25 1 T ARG ARE (CIEF)H R B, w2 4 7
BUYE ¥ (C iR HH B,

.

char #* file_name = / * something * /;

char * userbul = /% something * /;

unsigned int userlen = / * length of userbuf string * /;

int fd = open(file_name, O_RDWR);

if (fd == -1 {

/% handle error * /

H

write(fd. userbuf. userlen):

XAARAE R ACES 2R BT IF T file_name 45 3 Frdig 09 3CF T2/ S A Ui, F 48 P 42 46y
Be 5 A XAk,

QSR SRR AE S T AR RO A8 4T . B0k R T LUR) i Be AR i) n ] — A48 1) /ete/ passwd 52 1iE
SCPE R AF 5 BE e B 0 XA SO . e G 3 0T DL BTS00 304 2 09 SO o i dl L OB — AN
BATERS Y root W . PR 33X Fh 0t o] DL T 3R B — A~ AT W 2 U REEAY root FRAL,

Tl 2(Linux 2.1.126 + . FreeBSD. Solaris 10, POSIX.1-2008 O_NOFOLLOW) :

char # file_name = / * something * /;

char # userbuf = / * something * /;

unsigned int userlen = / * length of userbuf string * /;

int fd = open(file_name. O_RDWR | O_NOFOLLOW);

if (fd == -1 {

/% handle error * /

H

write(fd. userbuf. userlen):

ALERGRPE T O_NOFOLLOW £ ik 15 By i i A~ ) i@, POSIX. 1-2008 #7545 2R X A bRk
PR & A b s DU R BE B A T B A . QR BCE T X I AR LAY file_name J& — 455 B84,
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TTIF SO R AR 22 R
A.4.412 ERZEMIEE 42 R

G SR i R SO B B 2 A T O AN Y R Y B A AR G B 1 T RE 2 s B . SE RS 9 B L T R
SWCEA B 0 ISP b ORAF B B L T BE 2 BT ) B R SO B

X AP 2 4 0 S SR AR B R B 1 5 T AR RLE T R (C/CH+ HIR DR B, Rl 2
ST (C/CH HEFH R B,

w~Bl 1

void badl() {

char IpTempPathBuffer]| MAX_PATH;

GetTempPath(t MAX_PATH, IpTempPathBuffer);

streat(IpTempPathBuffer, "some_ file");

CreateFile((LPTSTR) IpTempPathBuffer, GENERIC_WRITE. 0, NULL., CREATE_ALWAYS,

FILE_ATTRIBUTE_TEMPORARY. NULL);

H

FEM Fsfi T GetTempPath O 38 BTG B} #6485 B, (HE % AH 18 H GetTempFileName
O A Ay i Bk SC A B 2 SO 44

Bl 2:

dwRetVal = GetTempPath( MAX_PATH., // length of the buffer

IpTempPathBuffer); // buffer for path
if (dwRetVal) MAX_PATH || (dwRetVal == 0)) {
PrintError( TEXT("GetTempPath failed") ) ;

il (1 CloseHandle(hFile)) {
PrintError( TEXT("CloseHandle(hFile) failed"))

return (7);

;

return (2);
H
// Generates a temporary file name.
uRetVal = GetTempFileName(lpTempPathBuffer, // directory for tmp files

TEXT("DEMO" ). // temp file name prefix

0, // ereate unique name
szTempFileName); // buffer for name
if (uRetVal == 0) {
PrintError( TEXT("GetTempFileName [ailed") ) ;

if (! CloseHandle(hFile)) {
PrintError( TEXT("CloseHandle(hFile) failed")) ;

return (7);

'

return (3);
H
// Creates the new file to write to for the upper-case version,

hTempFile = CreateFile((LPTSTR)szTempFileName.  // file name

GENERIC_WRITE, // open for write
0, // do not share
NULL, // default security
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CREATE_ALWAYS, // overwrite existing
FILE_ATTRIBUTE_TEMPORARY . // temporary storage
NULL); // no template

if (hTempFile == INVALID_HANDLE_VALUE) |{
PrintError( TEXT("Second CreateFile failed") )
il (! CloseHandle(hFile)) {
PrintError( TEXT("CloseHandle(hFile) failed")) :
return (7);

4
!

return (4);

'Iﬁﬂif@ﬂmII’LEH‘UU’-FEIJ;’L%)??MHLO
A45 MEEH
A4.5.1 #Eik
B ) 268 1 Hin 22 4 A8 7S 18] B 5 b o TE SCAY R BROC R ANk AL20 FR
KA HANEBEHRENTHREREEIMIRBXER

7 15 Py %% s AR K
kR Session 2230 ] 35 5 0 Java 7.50)
SBE il ] AS 42 42 19 SSLSocket Java 7.5¢)

A.45.2 B Session %k R BtiE) & B it K

Session FFZE I} [A]#& 1< , Yoy #5783 F P K P i AL st ok

Xf ¥ kB Session Je RS (] B B AL om0 1 25 T ABGEH I Uava i85 il . Rx 2 45
BT HE R Java 15 R,

w1

{session-config)

{session-timeout)-1{/session-timeout )

(/session-config?

L B BO % Session B Ak A 2,

w2
{session-config)

{session-timeout)30(/session-timeout?

{/session-config?

RS B L% Session ZRZLET A2 E A 30 min,
A.4.53 BHREARLEH SSLSocket

createSocket ( InetAddressaddr. int port) J % Ml createSocket (InetAddressaddr. intport. InetAd-
dresslocaladdr.intlocalport) J5 % AS #4047 £ HL 4 58 3iF . getInsecure (int handshakeTimeoutMillis, SSLS-
essionCache cache) J 3R [ socket "I SE {0 . H i 47 i SSL % ke A &R 2> WA FH . f A2 5 bl H
ik By e 5 A7 | to-man-in-the-middle X5 .
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X Tk Al AS 22 421 SSLSocket 7w il 45 T ASELIE i (Java 18 5 ) 7~ ),

il

SSL.CertificateSocketFactorysslCertificateSocketFactory =
(SSLCertificateSocketFactory) SSLCertificateSocket Factory.getDefault(0) ;

SSLSocketsslSocket = sslCertificateSocketFactory.createSocket (inetAddress. port) ;

iR SSLCertificateSocketFactory fli H createSocket (InetAddressaddr.int port) J7 i 3K L

SSLSocket,

e W SSL % 2 b 17 1938 {5 0T 6 2 Wi 1 P (5 2. PR i 1 % e AS BB R 7 SSLL 58 IE 46 45 .
K createSocket(Socket k. Stringhost.intport, boolean close) 773, VL 3= HLFI 35 S AF 2 Hrd 3 4
4= SSL &, #7—E B createSocket () Jii% | createSocket (Inet Addressaddr.int port) Ji 5 5K cre-
ateSocket(InetAddressaddr, intport. InetAddresslocaladdr. intlocal port) J5 #: . 5 2 i & 46 0k 7 5% 4% br

P, EE R A7 # to-man-in-the-middle 35 .

A5 HRFERZL

A5l FB=ZF¥RHKR2
A5.1.1  HER

B XS = B 42 4 0 R 16 B 55 bR i I SC R IR G Rk AL21 FTR.

KAl HUAF=ZARBRENTOIREREEIHMNRIR

PRIk

e

bRt

HE Struts2 (19 S2-048 i i

Java

8.1b).8.1d).8.1D

A5.1.2 &% Struts2 B S2-048 IFiR

Apache Struts2 J& Apache 28 2 KA —3 LM T MVC B A IFIRREZE 7z BT Web R

IR 75 IR 3t ke 1

[T Apache Struts 1 K9 Apache Struts 2.3.X B ot 47 76 i 7 1 79 847 00 R O 260 2 «
CNNVD-201706-928,CVE-2017-9791) , % 1 3 F Struts2 f9 Struts 1 #f {4 #9 org.apache. struts2.
s1.StrutslAction 251, iZ 22 T8 Strutsl 1Y Action 22 W4 Struts2 1A Action , KA IE
Struts2 BYAERAEME . 78 Struts2 Y Struts] HiFE RGO T o 3 B Xk &l i i % 38 57 B i L 4
TR E Mm% B ActionMessage 26 . DT BUTE B a2 SA0FT - R i 0 H AR EHL R GEALRR .

a) AN Struts2-strutsl-plugin ffi {4 ;

b) A% showcase.wars;

o) HRZ TG UREE L A A AR I B AL 8 45 ActionMessage:

HEBCR T 5K

messages.add("msg" . new ActionMessage("strutsl.gangsterAdded". gform.getName()));

BRI F I

messages.add("msg", new ActionMessage("Gangster " + glorm.getName() + " was added"))

129




GB/T 38674—2020

A5.2 FERERZSE
A5.2.1 HE&
X T e I A 4 0 s 16 B 5 bR I SO R IRSE R AL22 BT,

RA22 HUAFRAERENTOREFREAEINNRXR

IR i N T

il O fE AT Double 25780 B4 5 310 46 it 55 Java 8.2a)

A.5.2.2 B Double XEHIRSBIEL K FE

FE I A Double B9 4T J5 i i . o] BB S 3 28 B 9l 4k . java.lang. Double. parseDouble () J5 i fit Hr
fEF[2°(-1022) - 2°(-1075) :2°(-1022) - 2-(-1076) It Bl P 119 4 ] 280 e T il S Bk AR Wk , il
AT LA RS fioh 2 3% 6 TR AT 4B 4 i 55 it . % TR 7E java6 update24 o @& MUAS kAT T B E .

Xf T ik G fif A Double 28 B 80HE T B 48 Ik 55 A 0G &0 /- 1) 1 25 Hh T ASBE % (Java 355D w6l

B

Double d = Double. parseDouble(request. getParameter("d") ) ;

LR EAFEP.EHT %2R G0k, Id & Ri% dSBEALTZEB 60
"0.0222507385850720119e-00306") PN A 2K o B0 8 76 b B % 4 K B B e R

G BB I 7 T

a)  RiEfL i 4y parseDouble B4 64 &1k,

b) T4 JDK iiA<F] 6 Update 24 2% 0 = i AR,

AS53 BITHEZRZE
A5.3.1 #ik
FEF I8 A7 PR 2 42 (1 7% 191 B 5 B o TE SCAO S B OC AR N3k AL23 B .
F A2 HMEBETHARERENTOIRSHREEXHMNRX R

PRIEEE AR liE ABRHET SR

Fah APP %A i 7 6 TR 0 45 4 I [ 26 15 il 2 A7 (40 Java 8.31)

A5.3.2 BE APP RHEIR(EAIRE . £2 MESHEHITRIP

¥ozh APP 5 %3 Bl AR 84 018 S5 4% B HE AT OR-4P o 75 000 78 5 w0 i) 208 MU A RS | e . — K
%,
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