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T Tk M 4& WIA #1358
2 4 E#5  WIA-FA i — &K A 5E

1 SEE

GB/T 26790 AR 45 H T WIA-FA — 0k R G 254 P37 35 25 R 46 L 32 A 50 45 T 46
) 2 5 25 I 4
ATBAEH T HT GB/T 26790.2—2015 1 TGk W 28 5% 4% 1 P 3L — B0 3t

2 HEMSIAXH

N SO XS T A S B N R AT A, FLE T BRSSO A0 BB MUA IS B T AR S
o FURATE BIB9SO Hos s A (B4 BT A 48 ) & 4R SCfF

GB/T 26790.2-—2015 Tl ToZk Mz WIA HLE 25 2 #4017 LT A by WIA RG4S
@{D%LYB

3 ARIBMEX

GB/T 26790.2—2015 FE M AREME L& H TASCMH. A THETHEH DTEEZISH T
GB/T 26790.2—2015 H1 328 R E 1 E X .
3.1
FENIE#& access device
LRAE T I, 550K BB w8 b A% B A Bl L S o) 45 A A S A R I 3 I S 18 4, B
B W S IG5 B G BRI S E BR R A i 4s
[GB/T 26790.2—2015,% X 3.1.2]
3.2
{48 beacon
£ WIA-FA W2 bl 4 A s ) 75 i
. HROB VR TE A WIA-FA 9 2 i & 56 28 W W 545 .
[GB/T 26790.2—2015,% X 3.1.7]
3.3
Mizi& & field device
BRAE T I » i A% A FERAT &% » 11 5% S 3% B3 B A a1 2 1) WIA-FA 4%
[GB/T 26790.2—2015,%F X 3.1.12]
3.4
M &iE & gateway device
B WIA-FA 2% 5 H Al 9 45 19 B4 o
[GB/T 26790.2—2015,% X 3.1.13]
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3.5
#Ml superframe
— 2 JR 4 1 A B T RN PR AR A
FE T e B A B DRE TR IR BRI AR
[GB/T 26790.2—2015,% ¥ 3.1.30]
3.6
FfBE  timeslot
1E WIA-FA W 45 rp 52 S5 550808 BT >R A0 B AR I ) A7
e WIA-FA P26 b i i B B2 2 AT I 1
[GB/T 26790.2—2015,%& X 3.1.31]

4 GEREIE

T 5 45w A T A S

AD. 32 A4 (Access Device)

AL i JZ (Application Layer)

AMPB. i T2 & A F RSP (ASL State Machine of Publisher)

AMRS: [ [ 7 2 ik 5 95 SRS HL(ASL State Machine of Report Source)

ASL . 7 JZ (Application Sub-layer)

ASN . 2 %} B Bt 5 ( Absolute Slot Number)

CCM ™ . M 1 55 1 B4 12 1 5L 5601 2 15 B ST T 25048 (Extension of counter with cipher block chai-
ning message authentication code)

C/S: & P WL/ k% %% (Client/Server)

DLL: %4 £% % )2 (Data Link Layer)

FCS.: i % 7 51 (Frame Check Sequence)

FD. #3715 4 (Field Device)

GACK:ACK 4 (Group ACK)

GW . M X% £ (Gateway Device)

HMAC : Hash /12874 2 A IEfS (keyed-Hash Message Authentication Code)

KEDB: )" %5045 i %% % 45 (Broadcast Data Encryption Key)

KEDU : B 3% 5045 2% %% 47 (Unicast Data Encryption Key)

KEK . % £ % 1) % 4 (Key Encryption Key)

K mA %4 (Join Key)

KS. =% 4 (Shared Key)

MIB. % 15 B JE (Mangement Information Base)

MIC . j¥ B, 58 # A% (Message Integrity Code)

NACK: 5 5E W% (Negative Acknowledgement)

P/S. & Ai# /Hii] & (Publisher/Subscriber)

R/S: A5 & /A5 A (Report source/report Sink)

UAO: H P W X4 (User Application Object)

UAP: /= i #E#2 (User Application Process)

VCR: L {5 56 & (Virtual Communication Relationship)

WIA-FA: T 1T Baifbny Tk oLk W 4% (Wireless Network for Industrial Automation-Factory
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5.1 LR EZ#E A

WIA-FA — Btk i 90 10 FR 85 e 0038 28 8 A B0 33 48 #0 Bi HG vp 0 i3 7 23 O =28 BRI i 4
AR A SC B A o D PR UE I 1 14 368 15 5 A » B 00 3 2R 8 R 5 9 19 B KBRS O 5 s HLI B 5E
o HAt R R TE R TP . = 2R A IR ER S 2 an e 1 2 3 B

Wt R
W
WIA-FA B RO @
&
RX#a% WAL
B1 MXigEliknE
WRE%

AL
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WIA-FABRY
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RS
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Bl B @g
@ WIA-FABH
[[3 GE =
R

&t

PR

B3 IFgEFNKRE

Hp

I FE L A RO A 0 3P 9] A S A R P 0 A B 4 0 5 R A e W A e 8 A Y
B 0 B 2 R I T BN B A AT N R TR IR

D3 S+ 0 AL e 2 10 3 A D s L B i A S A TE RO A

3R T B N e A B B S B A A R S

RN B A SO 3 FE WL A R ) B A 4 A I AR 4 7 B R I IO el i 3K
ARG E R AER . 5w 2 R S B Ty B3R R A A LA

AR 53 B I3 2R G NI B A (Y S 5508 0 6.

AR 73 R 3 2R G AN BN 7 1 ) 2 25 ) 2% 1D O {Oxaa ) .

AR 4330 2 AR e s A i A 85 4] KT ok {0xc0 Oxcl Oxc2 0xe3 Oxcd Oxed Oxcb Oxc7 0xc8 0xc9

Oxca Oxcb Oxcc Oxcd Oxce Oxcf} , FEE B4 KS 5 {0xa0 Oxal Oxa2 0xa3 Oxad Oxab Oxa6 Oxa7 Oxa8 Oxa9

Oxaa Oxab Oxac Oxad Oxae Oxaf},

5.2

AR TR 43 B R W 3 v fel R s SR Sy CCM g 30k

AR 43 R W03 TN I 35 A 1 B ] [ 25 B B B R A5 A
AR 43 B 0 3 s DA 225 R ik

W 56 1% & ik 0x01 5

— AR R L 0x02;

— BB ik - 0x03 ;5

G MK 5 — A B 8 & bk  0x04,

ik T 72

WIA-FA —ZPEi A & DR i 22
— ARG S B

— BB A S Bl s

B g I R G A R 4%

— D3 2R G R 5 A A I 5
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5.3 Wik & FRi%AA
WIA-FA — 0328 41 7T 43 4 1E 18] Cpositive) Jll i Fl . 1] (negative) Il 3k , b 40 . A 2600 328 FH 41

T AT Y fE
—IE P DR R G Kk TE A IR 55 R R A Bl N A A R A IR (81 O Al 55 ) AT Y O
M) 7 5

S 1 R AR G S R R R 1 R 5 T SR R A B s A R A AR (1] 4 7 R 55 R AT
P18 7 M 7 L2 e A A B ) PR 8 4 R oA S DB o I 5 5 2 7 I AR R A

IR AR SR A A A D RE L U AR G AT e DT 5 A D 003 R SR AN AT I
IREWAERI S

5.4 iP5 DI AR
5.4.1 ¥
TSR 9] O A v ol P ey e BB T A 2 1 BT
&1 EBLA

FPs bR K4 o B S

I [ P A e £ 19 H A 4 2R L 40 2R — B sl SUCCESS, 75

1 Compare(Msgstringl, Msgstring2)
iz [n] FAIL

Lb A 2 0 3 v 1 T A B0 £ 0 T — B
2 wiredVerify(RevPacket, RefPacket) result = compare(packet, RefPacket)

return result

LT 2 I3 P B A B B 2 7 — B

if(SecLevel == 0 1)
result = compare(RcvPacket, RefPacket) ;
3 Verify ( RevPacket, RefPacket, Seclevel = 0, [
else
Key=NULL)

packet = SecIn(RcvPacket, Seclevel ,Key)
result = compare(packet, RefPacket)

return result

4 Printscreen(MsgString) T1E BE %L 3T B E 45 2 MsgString
5 wiredSend (SendPacket) WA &R % — R

Rk E

if (SecLevel == 0 1)
6 Send(SendPacket, Seclevel, Key) send_packet(SendPacket) ;

else

send_packet(SecOut(SendPacket, SecLevel, Key))

7 Receive(RcvPacket) FE M T B8 A 3R (81—~ 4 ) $2 5504 1 4
8 Max(datal ,data2) B datal 5 data2 19 & KAH

9 Length(Packet) B Packet {52 bR B, LS5 S B4
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®1ED

o
o

PR K 44 B PR K 3L

X He i B Y 42 A WUR AR A SecLevel 280, FI i Key BEAT fif 2%
/5 MIC 5 3 1] — A fif o F /s MIC A 56 I 1 2096 £
=7
if (SecLevel== 0| 1)
newframe = frame;
else if (SecLevel == 2 6 )
check = MIC32_check(frame, Key);
else if(SecLevel == 3 || 7)
10 SecIn(frame, SecLevel, Key) check = MIC64_check(frame, Key) ;
else if (SecLevel == 4| 8)
check = MIC128_check(frame, Key);
if(SecLevel == 56|71 &
newframe = decrypt(frame, Key);
if (check == FALSE)
return NULL;
else

return newframe;

XK K B WUAR 4R SecLevel 2245 Fl Fl Key HEAT i %% F1 /2l
MIC 5, 3R [nl—> g Fi /5 MIC 35 58 f5 1 8088 248 5
if(SecLevel == 56|71 &
newframe = encrypt(frame, Key);
if (SecLevel== 01 1)
newframe = frame;
11 SecOut(frame, SeclLevel,Key=NULL) else if(SecLevel == 2 || 6)
newframe = MIC32_{ill(newframe, Key);
else if(SecLevel == 3| 7)
newframe = MIC64_{ill(newframe, Key) ;
else if (SecLevel == 4| 8)
newframe = MIC128_fill(newframe, Key) ;

return newframe;

H i, SecIn(frame, Key) fil SecOut(frame, Key)35 5% H CCM ™ &, (= Ul IEEE 802.15.4-2011 Ff}
B,

5.4.2 i&EAIEA

03 451 D A f P A4 T R B AN 3k 2 B
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x2 BRI

5 ) 45 FR FRiEE A FH 68
IF(F B
{
1 | IF A . s Koy B W PATIE A 1
1«|:|/13—J 1
}
IF(F kD
{
WAl
AR E L, W ATER] 1, 5
2 | FELSE BH } QEI%%%Lit}JA WA 3 AT 1, 5
ELSE FriEm) 2
{
HA) 2

)

IF(ERBEX D
{
Bmha) 1
}
ELSE IF(Fix= 2)

{ IR IR T B W HAAT IR A 15 AR

3 IF:--ELSE IF---ELSE & H] i FR 2 N E AT IE AT 25 45 W AT
15h
: : P4 3
ELSE
{
i) 3

S I 0 e 2R 2 2 3
! WHILE i ) WHILE(Fik350) for Duration kL T G S 2 A s 2 ik 2 L ) iE
8 R L ) 4

w1

FOR FOR(F Kk

WHILE(F A ) for Duration
{

i 1 \ .

6 | BREAK iy I;RF/\K e 247 WHILE 6 56 3447 35 1) 2
)
i 2

5.43 TEHRH

003X 49 8 AR v P ) 2 A B T 3 s
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A= (ReE VN AR B L BEIE s fH
1 | TimeSlot g — Ims
2 | TestCaseResult T E AR I HR R R IR A R — N/A
3 | MaxScanTime I 285 K B 1) Foe R 91 41 B ) KFH LT 32X TimeSlot | 32X TimeSlot
4 | DevStaRptCycle | 4 R4 45 JH 19 KF K% F 32X TimeSlot | 32X TimeSlot
5 | ChaStaRptCycle | ¥ #& {58 R 75 40 45 F8 1 KF 5% F 32X TimeSlot | 32X TimeSlot
6 | SuperframeCycle | 5% 4% i J& 39 K F 5K % F 32X TimeSlot | 32X TimeSlot
7 | Count HAUE PNPIR YU 3
8 | CycleError JE )i 22 BV S2 B S 0 S AR E T I B R 221 | KT a5 T TimeSlot TimeSlot
9 | MaxRetryTime | 55 1% % 7 B ] KF 5% F TimeSlot TimeSlot
10 | MaxWaitTime M 07, 5 K S5 14 B[] KT HZ%T 32X TimeSlot | 32X TimeSlot
11 | RefPacket S H A H 2 — N/A
12 | SendPacket R IR E A — —
13 | RevPacket B2 OB £, — —

5.4.4 HERHA

3R 451 P A f P Y R AN 3R 4 P

x4 E=RHA

P (R VIN AR X I EEN

1 | SUCCESS IR [8] {8 A 1

2 | FAILED iR [ A AR B 0
5.4.5 HRERSY 1% AR

W3k FH 9 Oh AR g 2 BB 4 U BH an 58 5 FirR .
x5 HEBZIREEA

A2 It & 3 344 a3l

1 | TEST BODY MR EAR | R AT i P A i R

2 | TEST RESULT | Mlik&5 8 | TEST RESULT izt 45 %40 3% SUCCESS 38 1) il FAILED (32t 4 58 i)

546 FSERIEHA

I 1] D AR A5 (8 FH 8 BA G 6 i
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x6 FSEMUMHA
b (i 155 2 % Wi ]
1| == SFTBHEM H] W s A TR S5 B AN S5O R
2 |1 = KT IBHAT T3z A A 45 A A1 S 4 O
3| && HHA W A TN ) I DAy U Ay 5 A [ g L DU g {8
4] & SIS e i UF ]
5 | = T i 38 A K12 T4 A I ik T 45 2 D0 72 ik
6 ? TAY R 515 RS AT R
7O Il 45 > 5 BA s e %

5.4.7 BRREMN

I3 31 DR AR A R ik L AN 35 7 s
x7 BRTEAN

fFE R P4
Packet.all TR T B
Packet.type TR A
Packet.header oAk
Packet.payload F AL 1) B A

Packet. ”

KU EE T B

% 7 H i Packet 3y WIA-FA ki (WL GB/T 26790.2—2015) Hp & X 4L /i, BAR N % 8 Ff .

&8 Mk &M
03 e ), 5 WIA-FA i il 5 (3,
Beacon {55 Wi (Beacon)
JoiningRequest JinAGE R
JoiningResponse T i i
AttributeSettingRequest 70 R O R O R
AttributeSettingResponse U Y =R a1 DIV

AttributeGettingRequest

TG TR TR I R

AttributeGettingResponse

G TR SR P R S

TimeSynchronizeRequest L[] B} i) i) 4 1 R
TimeSynchronizeResponse R[] B ][] 25 Mg o
DeviceConditionReport W REmE
ChannelConditionReport G RE S
LeavingRequest B R
LeavingResponse B FF [

NACK 0 T 25 ot
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=8 (&)
T3 P 1, 35 WIA-FA ) i i £

GACK GACK

Data g

KeyEstablishRequest Y oy RiEK
KeyEstablishResponse B 4153 K
KeyUpdateRequest P G K
KeyUpdateResponse 5 4 BT e

Wired ADJoinRequest A LKA BRI AT K
WiredADJoinResponse A 2 ABEA A B

WiredIndicatingNACK

A LM KB 18 R AR K% NACK

WiredIndicatingGACK

W56 e LB R A B R % GACK

WiredDataRequest EES IS Y S e
WiredDatalndication LB KL AR R
WiredFDJoinConfirm LW/ IMATE R
WiredFDJoinResponse EE A& PN IIA

WiredDeviceStatusIndication

428 2 AT SR PN

WiredChannelConditionIndication

AL AF E AR DL AR R

WiredAttributeGettingRequest

A 2 R kA R

WiredAttributeGettingConfirm

AT 2 A 5 I A 5

WiredAttributeSettingRequest

A L FE T R P R

WiredAttributeSettingConfirm 2k AR B E 8 Tk SE
WiredLeaveRequest HLR & B IR
WiredLeaveResponse LR % A B T
UAPReadRequest( AttributeName) UAP i AttributeName 53K
UAPReadResponse( AttributeName) (+) UAP {32 1F i Jif
UAPReadResponse( AttributeName) (-) UAP 3 1 i Jif
UAPWriteRequest( AttributeName) UAP 5 AttributeName 3K
UAPWriteResponse(AttributeName) (+) UAP 5 IE i ]
UAPWriteResponse( AttributeName) (-) UAP 5 1 1 )i
UAPPublishRequestMessage UAP Kk Ak
UAPReportRequestMessage UAP #4534 K
UAOReportAckResonse(+) UAP 2 25 81 W\ 1E 1w L
UAOReportAckResonse(-) UAP #4581 oA 4 i fif
ASLData(DstAddr, ServicelD, UAP_ID, Priority, AsdulLength, Asdu) | ASL iR k& &% 595 &
ASLDataResponse(PacketControl, UAP_ID, Asdulength, Asdu) ASL W3 1 £ A5 ) 7 £
SecAlarmRequest G LS R

WiredSecAlarmRequest

AL L EEERE
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55 SEHREHFSIUHHA
M B2 25 e AT S U B a9 B .
R9 SEHEEFTSHN

AR 75
0x ol i R i
ob k2R
(R B i BRI 0)
(n) n R H
T

A o g S Y O b7, b6 b0, WIA-FA B4 5% FH R A 2

6 HMFiEFMLE

6.1 AN FEMK &
6.1.1 IIFIEE N M & (IE [milif) [FD-JOINOO1 ]

Z I A0 B 47 15 45 RE A5 IE B I WIA-FA B2,

Wi R 2R

a) IR AR G0 1) 4 D R A R AR 5

by IR A U BNE AR o 1) DU R 8 KR I AT 3K

o DN ZR G H A AT SR R SC 5 TR Y R SCHEAT L X G SR L X DS ) 0 a3 e O 1)
I 152 & 3R (R A AT 3

FLRE P an & 4 Bros s BRI g6 B i 3% 10 BoR

el B % WRAR G

ity CER@R) ——
AR QEREHERD) >
o MAWN GERFER) ———

R |
B4 PIHIZFMNR L IE =N K7 E
& 10 PIHIZHMNW & (IE = i) 5t A

FH 51 2 B 0 A M 45 QIE ) i 3O [ FD-JOINO001 ]
% £ ik &

W R G5 T B0 B 5 4 1 4 ik

AT W 3 4% A D 22 46 2 58 W DN 5 25 1) I 2% 1D i
SecLevel=0 B0 T A A A R B W 4%
KS=NULL
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= 10 (8D

MR K 2% 1F

SecLevel=1

IR Z 48 B B L Bl i % 19K ik

AR S8 2 58 BB S % 19 M 2% 1D Al SecLevel BE
K AR S8 58 PO B804 B9 A % 9 KT B &

I 5848 A A X 3R 8 0 3%

KS=NULL

MR I 2% A
Seclevel=2~8

WH R 48 © B0 B 8 48 1 < 1 ik

M 22 48 B 5 BRI 5% 25 1) M 4% 1D Al Seclevel 35

I 2 G O 58 BRI 86 A 0 A B K AL R B KS i
BN 5 5 2R I A 1 R 8 ) 4%

R R TR R
(CEEFL

TEST BODY:
SendPacketl = Beacon;
SendPacket2 = JoinResponse;
RefPacket =JoinRequest;
Send(SendPacketl, SecLevel, KS);
WHILE(Receive(RevPacket).type | = RefPacket.type) for MaxScanTimej;
IF(RevPacket.type = = RefPacket.type)
{
TestCaseResult == SUCCESS
IF(SeclLevel I =0)
IF(Compare(RcvPacket.secMaterial ,
0xFFFFFFFF&.(HMAC(K]J,RevPacket. PhyAddress)) ! =SUCCESS)
{
TestCaseResult =FAILED;
}
IF (TestCaseResult = = SUCCESS&.&.Verify (RevPacket. all, RefPacket. all, SecLevel, KS
SUCCESS)
{
Send(SendPacket2, SecLevel, KS);
Printscreen(“JoiningNetwork Test Success!”) ;
TestCaseResult =SUCCESS;
}
ELSE
{
Printscreen(“JoinRequest Payload error!”);
TestCaseResult =FAILED;

}
}
ELSE
{
Printscreen( “No JoinRequest received!”) ;
TestCaseResult = FAILED;
}

Printscreen(TestCaseResult) ;

TEST RESULT:
SUCCESS or FAILED
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%= 10 (&)

IR FR G0 0 R B A

BAEe 1.

MY JZ :DLL

i 4 # : Beacon

Ii: 0x80 | Oxaa | Oxff | 0x?? 0x?? | 0x00 Ox11 | 0x?? 0x?? | 0x?? 0x?? | 0x?? 0x?? | 0x??7 0x??
| 0x?7 | 0x?79 ... 0x?? | 0x?? 0x?? 0x?? 0x??

i Je 15 1 'ﬁﬁ%“’ﬁﬂ(lﬂﬂ% IDCD | H gy ik (1 | 515 (2) | Wi BE (2) |8 i BE (2) | B it 4 B
(2) |15 HR WA X B B 5 (2) [ S 52 0 50 b 25 R X B B 5 (2) | 3 2 0 B 880 (1D | 46 % 1 [R] B (8) | FCS
(2)

Binf 2.
E i) PrYE: DLL
SecLevel=0 i 4% #% : Join Response
Wi. 0x06 | Oxaa | 0x?7 ... 0x?? | 0x?? 0x?? | 0x00 0x02 | 0x00 | 0x03 | 0x?? 0x?? 0x?? 0x??
TR 156 B . T S (D [ 2% IDCD) | H stk (8) [ )7 515 (2) [ i B2 (2) I ARZS (1D | 43T i) i 1l
$ik (1) | FCS(2)
3R FR G0 by OB 4
P 2 :DLL
i 4% F : Join Request
Ii: 0x05 | Oxaa | 0x?? ... 0x?? | 0x?? 0x?? | 0x00 0x00 | 0x?? 0x?? 0x?? 0x??
SRR B - TR (L) |45 IDCD) [Pk (8) | 815 (2) | i JF (2) | FCS(2)
W 2R G0 0 R B HE A
Bna 1.
Pz :DLL
i 44 Fi : Beacon
Wi: 0x80 | Oxaa | Oxff | 0x?7? 0x?7 | 0x00 0x11 | 0x7? 0x?? | 0x?7 0x?7 | 0x?7 0x?7 | 0x?7 0x?7
| 0x?7 | 0x?7 ... 0x?? | 0x?? 0x?7...0x?? 0x?? | 0x?? 0x??
WU - R (D [ 4% IDCD | B A ihE (D | 7315 (2 [ B (2) [ B (2) | B B 3
(2) |5 B WURH T I B2 (2)) | 3 52 I B 48 AR KT I B -5 (2D | 24 52 i B (1D | 44 X i (1] £ (8) | FCS
(2)
e N R
MY )Z: DLL

SecLevel=1,5

Wi 44 #% : Join Response

Mi: 0x06 | Oxaa | 0x?7 ... 0x?? | 0x?? 0x?? | 0x00 0x02 | 0x00 | 0x03 | 0x?? 0x?77?

WS A A - TR (D | 45 IDCD | B fg 3tk (8) |7 815 (2) | I B2 (2) | I ACIRZS (1) | 43 e i) 4 4t
HEC(D | FCS(2)

3 FR g0 R A

Pri )z :DLL

i 4% #% : Join Request

7. 0x05 | Oxaa | 0x?? ... 0x?? | 0x?? 0x?? | 0x00 0x08 | 0x?? ... 0x?? | 0x?? 0x??
WS ] - WA R (1D [ 48 IDCD [ HE (8) | P55 (2) [ BE (2) [ 241 8 (8) | FCS(2)
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F 10 (D)

R G
SecLevel=12,3
4,6,7,8

HURENENE W% €

ByEf 1.

P )2 :DLL

i 4% B : Beacon

Wi 0x80 | Oxaa | Oxff | 0x?77 0x?7 | 0x00 0x11 | 0x??7 0x?? | 0x?? 0x?? | Ox?? 0x?? | 0x?7 0x??
| 0x77 | 0x?7 ... 0x?7 | 0x77...0x7?7 | 0x?? 0x??

T . T (D) [ 45 IDCD | H A bk (D [ 515 (2) TR B (2) [ R T B (2) | B B
(2) [ {5 AR MUAR XS I B 5 (2) | e 2 i B 6 4 AR 5 I B A5 (2D | M 2 i B 4 (1D | 4 X 1 1] B (8) |
MIC(n) | FCS(2)

B 2.

P2 . DLL

* | Wi4 K. Join Response

Mi: 0x06 | Oxaa | 0x?77 ... 0x?? | 0x?? 0x?? | 0x00 0x02 | 0x00 | 0x03 | 0x?7...0x?7 | 0x?7? 0x??
MG B« TR R (1D [ 48 IDCD | H By ik (8) | 7415 (2) [T BE (2) [ AR ZS (1) | 43 e 19 4 4t
HE (D | MIC(n) | FCS(2)

NG A & 3 €

sz : DLL

Wi 44 7 : Join Request

Wi: 0x05 | Oxaa | 0x?77 ... 0x?7 | 0x77 0x77 | 0x00 0x08 | 0x77 ... 0x77 | 0x77...0x?7 | 0x?77 0x?7
WSTR[ IDCD ML (8) | JF 515 (2) | BUK I (2) | % 4Bk (8) | MIC(n) |
FCS(2)

6.1.2 IiFHiE
A
M 5
a) K

&N M & (= a1k [FD-JOIN002 ]
1 B 3 15 £ RE S A WIA-FA W 4%,
RE N B R IE SRR .

by Wl B A R E AR IS - R G R AR

o) ik

F GURE W I AT SR AR SC 5 0 R A 1 SCHEAT HES 2R B Xk E 5 0 i 5 000 35 6 2% [m]

R A B BRI .

M £ 1D A DR 5

2)  INIEERM (SecLevel Ak 0 )

D
3)
S %W

P 45 LA R
AL BRI N AR ER 11 R

11 HIFEFSMANME (R ENHR) SZHIBEBAEHET

ik P 7% K AR G2 LA T A W 7 540 28 A

k28 1D A IE B

0x01 | 0x03

JInACRZS (1 [ 43 Be 1) 6 ki (1D
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& 11 (&)
Wk Py 25 DK 22 45 17 4 i A Wil g 5 4 28K ey

0x02 | 0x03

NI
TIACRAS (D) | 43 e # 45 Hb lk (D
0x03 | 0x03

48] &% AL e PR
TGRS (1) | 43P 1) 5 Hb ik (1D

) IR G 1) B i ek s R T TR P R D) 9 SR 0 A W B SRS L A 1 R S
AR [0 32 7 T TR P R ) w7 D) 00 3 i
ZAUIRE WA R IDAE IS RE:AR 70 AN N I Ll R = P B 2 N VA B2 AR P = N o SRl T NS R S
BT I BT 7R BRI BT an 2 12 o .

el B % TAR G

¢ fRlR (RAWED

AR R ——»
————— WMAWRE ORI
— EERERE GBBD WK (REER) —

B 5 IIFHEFMNM LR BN F E
® 12 WFHZEMAW L (= @M 5% A

F %4 R G a AP 2 O 0 [FD-JOIN002 ]
Wi % Wi
I 2R 58 BT B B 4 A9 K L hE
B A | MR SE T 78 Mg 5 4% /9 M 2% 1D it &
SecLevel =0 BN B o R AR 2R B ) 4%
KS=NULL
I3 2R 58 © B0 B B 4 A9 4K M hE
Rt 2 [ ?ﬂﬂ%ﬁ%%ﬁxj&?ﬁfﬂﬂ?%ﬂ@m%ﬁl}) il SecLevel ¥
Seelevel 1 ML R G 58 BN B 4 19 I A% 47 KT AL &
oecl.evel—
B B A I A3 R 4 ) 4%
KS=NULL
T3 2 48 8 10 0 B 4 R
WA A AE | MR G E ST R [ 4% 1D Hl SecLevel 35

Seclevel =2~38

T3 2 58 2 58 Bl B o B9 I A 85 4 KT R B 4 KS i 7

BN B 2 AR A I 2R S R 2%
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TEST BODY .
SendPacket]l = Beacon;
SendPacket2
SendPacket3 = AttributeSettingRequest(Superframe) ;

RefPacketl = JoinRequest;

RefPacket2 = AttributeSettingResponse;

Send(SendPacketl, SecLevel, KS);

WHILE(Receive(RevPacket).type | = RefPacketl.type) for MaxScanTime;

JoinResponse;

IF(RevPacket .type = = RefPacketl.type)
{

TestCaseResult == SUCCESS

IF (SecLevel | =0)

IF ( Compare ( RevPacket. secMaterial, OxFFFFFFFF& ( HMAC (KJ, RevPacket.
PhyAddress)) ! =SUCCESS)

{

TestCaseResult =FAILED;

}

IF (TestCaseResult ==SUCCESS &.&.Verify(RcvPacket.all, RefPacketl.all, SecLevel, KS) !
= SUCCESS)

{

Printscreen(“JoinRequest Payload error!”);
TestCaseResult =FAILED;

}

ELSE

{
Send(SendPacket2, Seclevel, KS);
Printscreen(“JoinRequest Payload correct!”) ;

TestCaseResult =SUCCESS;

}
}
ELSE
{
Printscreen( “No JoinRequest received!”);
TestCaseResult = FAILED;
}
IF(TestCaseResult == SUCCESS)
{
Send(SendPacket3, SecLevel, KS);
WHILE(Receive(RevPacket).type | = RefPacket2.type) for MaxWaitTime;
IF(RevPacket .type = = RefPacket2.type)
{
IF (Verify(RcvPacket.all, RefPacket2.all, Seclevel, KS) == SUCCESS)
{
Printscreen(“JoiningNetwork Test Failed!”) ;
TestCaseResult =FAILED;
}
}
ELSE
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*F 12 (&)

ok )t AR
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Printscreen( “JoiningNetwork Test Success!”);

TestCaseResult = SUCCESS;

}
ELSE

{
TestCaseResult = FAILED;

}

Printscreen(TestCaseResult) ;

TEST RESULT:
SUCCESS or FAILED

e C )
SecLevel=0

HURENENS W € R

B 1.

P2 :DLL

1t 4% K : Beacon

Wi: 0x80 | Oxaa | OxIf | 0x?7? 0x?7 | 0x00 Ox11 | 0x?? 0x?? | 0x?? 0x?? | 0x?7 0x?? | 0x?? 0x??
| 0x?7?7 | 0x?7 ... 0x?7 | 0x?? 0x??

WIS ] - Wt R D [ 48 IDCD | H A ak (O | 5105 (20 [ B (2) [T BE (2D | I B B2
(2) |15 F Wi AH X B B 5 (2) | e 52 i it 72 g A X B B 5 (2) | M 5 i B B (1) | 48 %o B DA (8)
|[FCS(2)

Bne 2.

PrJZ : DLL

i 4 F : Join Response

M. 0x06 | Oxaa | 0x?77 ... 0x??7 | 0x7? 0x?? | 0x00 0x02 | 0x?7 0x03 | 0x?7? Ox?7?

TR 56 B - o i (D | 2% IDCD | B A Hhk (8) | 13 51 5 (2) [T B (2) [ R Aar (2D | 45 M hik (1)
|FCS(2)

BE 3.

P ZE: DLL

i %4 % : Attribute Setting Request

Wi:0x8f | Oxaa | 0x02 | 0x77 0x?7 | 0x?? 0x?7 | 0x00 | 0x80 | 0x?? | 0x?77 0x?7 | 0x77 0x77? |
0x77 ... 0x?7 | 0x?7 0x77?

BRI - TR R (L [ 4% IDCD | H B ek (D |53 (2) | B2 (2) |3 2 8 M E (D | HEdr
WA D R B RAF (D | ZA BEEWE — DA ERL 2 R R ) |8 HEMHE
|FCS(2)

W3 2R G 7 OB £ -

Bna 1.

Pz DLL

i 4% F% : Join Request

Wi: 0x05 | Oxaa | 0x?7 ... 0x?? | 0x?? 0x?? | 0x00 0x00 | 0x?? 0x??
TSR VR T - T T (D |45 TDCD) [ Mk (8) |7 81145 (2) | i B (2) | FCS(2)
iRl 2.

BrZ :DLL
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=12 (8D

SHHIRA
SecLevel=0

i 4% FR : Attribute SettingResponse

WT: 0x90 | Oxaa | 0x02 | 0x7? 0x?? | 0x?7 0x?? [ 0x00 | 0x80 | 0x?? | 0x?7 0x?? | 0x?7 0x?7 |
0x00 | 0x?? 0x?7?

Mt 158 = TR A (LD [ 2% IDCD) | Pt ik (L [ 7 51145 (2) [ BE (2) [ R & MR 454 (D | 8 P bR iR
FOEBER AR RF D Z A BEMENE DA ELS (D B A (2 [#IT4 5 (D
[FCS(2)

ZE

SecLevel=1,5

HUNEWENE WY % €/ O

B 1.

Pris)Z . DLL

i 44 F§ : Beacon

Wi: 0x80 | Oxaa | OxIf | 0x?? 0x?? | 0x00 0x11 | 0x?? 0x?7 | 0x?? 0x?? | 0x?? 0x?? | 0x?? 0x??
| 0x27 | 0x?77 ... 0x?7 | 0x7? 0x??

MO BT Wil (D | M4 IDCD | B gk (D [JF 515 (2) [ R (2) | B B (2) | i i i
(2) |15 b WTAH X i B 5 (2) | 3 52 i Bt 6 I A X A B 5 (2D | 3 S g B B (1D | 268 % B [ (8)
| FCS(2)

Buf 2.

i )2 : DLL

{44 F% : Join Response

Wi: 0x06 | Oxaa | 0x?7 ... 0x?7 | 0x?? 0x?? | 0x00 0x02 | 0x?? 0x03 | 0x?? 0x??

Mt 3ak 150 B - i il (LD | R4 IDCD) | B B bk (8) | 741145 (2) [ i BE (2) [ 347 (2) | FCS(2)
B 3.

i JZE . DLL

i % FK : Attribute Setting Request

Mi.0x8f | Oxaa | 0x02 | 0x?7? 0x?? | 0x?? 0x?? | 0x00 | 0x80 | 0x?? | 0x?? 0x?? | 0x?? 0x?? |
0x77 ... 0x?? | 0x?7 0x??

TS 1 I = Wi ] (D | 2% IDCD | H A bk (D) [JF 5145 (2) [ i B (2) | e & PE3AE (D |8 s
WD EER R IRAF (D [ ZARBEEOE D HAERIC VB EEE (O | RHEHE
| FCS(2)

HR= N WA & &/ I

Byna 1.

)2 :DLL

i 4% 7% : Join Request

Wi: 0x05 | Oxaa | 0x?? ... 0x?7 | 0x?? 0x?? | 0x00 0x08 | 0x?7 ... 0x?? | 0x?? 0x??

Mg 6 - Wi s (1D | 4% IDCD [ IR HE (8 | 75115 (2) | Wi BE (2) [ & a1 8 (8) | FCS(2)
Bl 2.

B2 :DLL

i % K : Attribute SettingResponse

Wi: 0x90 | Oxaa | 0x02 | 0x?7 0x77 | 0x?7 0x77 | 0x00 | 0x80 | 0x77 | 0x?7 0x?77 | 0x?7 0x?77 |
0x00 | 0x?? 0x?77

MG WY - T (1D | R 28 TDCD | PR (D [ 7515 (2) [ BE (2) [P s M2 4E (D | )& MR iR
FECO | P A AR IR (D | Z A B E S — DR 5 (2 B EEE (2) [ #4745 8/ (D
|[FCS(2)
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*F 12 (&)

SeclLevel=2,3,
4,6,7,8

it R 8 R R AL -

B 1.

Bl :DLL

5 44 FK : Beacon

Wi 0x80 | Oxaa | Oxff | 0x?27 0x77 | 0x00 Ox11 | 0x?27 0x77 | 0x?7? 0x77 | 0x?7? 0x77 | 0x?? 0x?7
| 0x77 | 0x77 ... 0x?? | Ox?77... 0x?? | 0x?? 0x?7?

WL« TR (D [ RZ IDCD | H A3tk (D |F 515 (2) | TR B (2) [ TR BE (2) | B B 3
(2) |55 WA X B B2 (2) | 3 22 B B 4 AR 6 IR B (2D | 3 B2 BB (1) | 46 X i TRIAE (8D |
MIC(n)| FCS(2)

Rl 2.

)2 : DLL

i 44 #% : Join Response

M. 0x06 | Oxaa | 0x?7 ... 0x?? | 0x?? 0x?? | 0x00 0x02 | 0x?? 0x03 | 0x?7...0x?? | 0x?? 0x??
WU BEDT . Wi (D TR % IDCD | H Bk (8) |7 515 (2) | K JE (2) | 4246 (2) | MICG)
| FCS(2)

Prisz: DLL

i 44 FR : Attribute Setting Request

M7:0x8f | Oxaa | 0x02 | 0x77 0x?7 | 0x?7 0x?7 | 0x00 | 0x80 | 0x?? [ 0x??7 0x?? | 0x??7 0x?? |
0x?7 ... 0x?? | 0x?7... 0x?7 | 0x?? 0x??

BT . WL |2 TDCL) | F A (1) |1 2) WL (2) | B R (1) |
BT D [JB MR G AR (D [ Z AR E S — DA RS2 | B IEEH (2) |8 # E () |
MIC(n) | FCS(2)

0 1% 2R 50 O WA A

Byne 1.

B Z :DLL

mi4 # . Join Request

Mi. 0x05 | Oxaa | 0x?7 ... 0x?? | 0x?? 0x?? | 0x00 0x08 | 0x?? ... 0x?? | 0x?77...0x?? | 0x?? 0x??
TR E B = Mt i (1) | I_Jéﬁ IDCD) | P Mk (8) | 531 5 (2) | 'Ilﬁf KB (2) [ %488 (8) | MIC(n)
|[FCS(2)

iR 2.

PrlUZ :DLL

i 44 #% : Attribute SettingResponse

Wi. 0x90 | Oxaa | 0x02 | 0x?? 0x?? | 0x?? 0x?? | 0x00 | 0x80 | 0x?? | 0x?? 0x?? | 0x?7 0x?7 |
0x00 | 0x?7... 0x?? | 0x?? 0x??

UKL - Wit i (1 [ R 45 TDCD | I HE (D [P35 (2) [ B2 (2) |5 7 A (D) [ &8 AR IR
FFCO VB AR IR (D | 2D B E S — DA REL O B ER A (2) [$AT45 8 (D |
MIC(n) | FCS(2)

6.1.3 XX [a] &t i8] [{ 47 i [ FD-JOINO003

2 D3P A5 00 1 B 37 i o BE T IE A A XL I ] 2
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It ik #22R

a) M 2R G0 1 B 35 28 KGR AR A 5

b) BN A BRI BE ARG - 10 I 2R 5 a6 1) 5 [R] [R) 25 8 3K 5

o) IR FR B H2 WA A UL ) Bsf ][] 25 37 5K i SC 5 00 B8 0 4 SCHEAT LG X An SR B Ok DG A ) K 5
3 I 1 A I 5 A 3R ] XL fi) B[] [+ 25 0 R

B J qn &l 6 fr s BRI B0 an 5% 13 B

e e % TAR G

«————f/lw

X I ] R R ——————»

15 I ] [ 25 e

B 6 XX rm Bt iEl B 4 i B e
& 13 XWim B8] B & ik 5t AR

FH 4 B R fif B i [si] 25 90 1 [ FD-JOINOO3 |
I 5 W74

S :[1[ L EH—» )\‘TII“/\(‘ X)(é
pep e | PO QAR AR S A

AR 58 2 58 o 0l 5 % MIB H i) TwoWayTimeSyn 24 B
KS=NULL

SeclLevel=0,1

AR I 3L 5% B B 1 B 22 A A 2R 58 R 4%
SecLevel=2~8 | X R LEC 5 MO HM ¥ # MIB i) TwoWayTimeSyn 24t &

TEST BODY .

SendPacket]l = Beacon;

SendPacket2 = TimeSynchronizeResponse;
RefPacket =TimeSynchronizeRequest;
Send(SendPacketl, SecLevel, KS);

WHILE(Receive(RevPacket).type | = RefPacket.type) for MaxScanTimej;
IF(RevPacket.type = = RefPacket.type)
{
W32 1 P AR
e ! R IF (Verify(RcvPacket.all, RefPacket.all, Seclevel, KS) | = SUCCESS)
ith fifi iRk {

Printscreen(“Time Synchronize Request Payload error!”);
TestCaseResult =FAILED;

}

ELSE

{
Send(SendPacket2, SecLevel, KS);

Printscreen(“Time Synchronize Request Test Success!”) ;
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TestCaseResult =SUCCESS;

}
ELSE
{

Printscreen( “No Time Synchronize Request received!”) ;
TestCaseResult = FAILED;
}

Printscreen(TestCaseResult) ;

TEST RESULT:
SUCCESS or FAILED

ZH RN

SecLevel = 0,

1,5

MR FR G0 0 R B A

BEf 1.

il Z :DLL

i 4 F : Beacon

M. 0x80 | Oxaa | Oxff | 0x?? 0x?7 | 0x00 Ox11 | 0x?? 0x?? | 0x?7 0x?? | 0x?? 0x?7 | 0x?7 0x??
| 0x?7? | 0x?7 ... 0x?? | 0x?? 0x??

Wi B s TR R (D [ 2% IDCD | H i hE (D [P35 (2) [ BE (2) [ WK BE (2) | B B4 B2
(2) |15 b5 WTAR X B B 5 (2) | 3 2 i Bt 2 2 A X B B 5 (2) | 3 2 i B B (1) | 48 X B ) (8)
|FCS(2)

BiEf 2.

Pri)Z: DLL

154 #% : Time Synchronize Response

Wi 0x8c | Oxaa | 0x03 | 0x??7 0x?7 | 0x000x10| 0x?? ... 0x?? | 0x?? ... 0x?? | 0x?? 0x??
Wi U B - TR R (D) [ 4% IDCD | H gy ik (D |30 5 (2) | T B2 (2) | BE 3 1 & A% B 2 B[] (B
(8) | He A B #5 He e i 2 ) 8] . (8) | FCS(2)

I 2 G I R A

Bri 2 :DLL

M 44 FR: Time Synchronize Request

Mi. 0x8b | Oxaa | 0x03 | 0x?? 0x?? | 0x00 0x08| 0x?? ... 0x?? | 0x?? 0x??

WS ] - i (DD [ B4 IDCD [ IR SR (1D [ 7315 (2) [ i B (2) | 303 8 4 Kk 2% B 20 i (A1
(8) |[FCS(2)

EERC)
SecLevel=2, 3,
4,6,7,8

W34 2R 40 0 A B A

Bt 1

HrisZ . DLL

i 44 K : Beacon

Wi: 0x80 | Oxaa | Ox{f | 0x77 0x?7 | 0x00 0x11 | 0x77 0x?7 | 0x?2? 0x?? | 0x?7 0x?77 | 0x?7 0x??
| 0x?77 | 0x?7 ... 0x77 | 0x77... 0x?77 | 0x?77 0x?7

WU W (D |25 IDCD | H 9l (D [JF 515 (2) | T EE (2) [ WK BE (2) | B B I B2
(2) |5 bR WURTR B B 5 (2 | 36 22 i R B T X B Bt 5 (20 | 3 22 B B 38 (1) | 248 % B 18] £ (8D |
MIC(n) | FCS(2)
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F:z 13 (&)

4,6,7,8

EER e
SecLevel— 2,3, | (8 |Hz A& & Ha it ZI i ] {5 (8) | MIC(n) | FCS(2)

By 2.

WM Z: DLL

{4 #% : Time Synchronize Response

i: 0x8c | Oxaa | 0x03 | 0x?? 0x?? | 0x000x10| 0x?? ... 0x?? | 0x?? ... 0x?? | 0x??... 0x?? |
0x?7?7 0x77

) WO BE T« Wi (L [ R4 TDCD | H i stk (1) [ #5145 (2) | WK BE (2) | BLY 8 # K 326 I 20 I 1] (i

T2 ZR 46 I ORI £,

PrsUZ :DLL

i % FK : Time Synchronize Request

i: 0x8b | Oxaa | 0x03 | 0x?? 0x?? | 0x00 0x08| 0x?? ... 0x?? | 0x?97... 0x?? | 0x??7 0x??
iR A B - M ] (L) | R4 TDCD [k (LD |77 315 (2) | i B2 (2) | 337550 4% & 26 I %0 ) 18] {5
(8)| MIC(n)| FCS(2)

6.1.4 FBMmIEIE S ENiK[ FD-JOIN004 |

2 P A9 000 3 3 A 1 S i A I e o A R e M RO 3R

Mo A o

a) WS A AR 25 5 I 1 2R G 1 A 5 A kA T i A GO 33K 5

b) LA W BT SRS I AR SR (e e T A GEE O 1R 1 5

o) R AR GRS i W B A T i A G W) 0 412 SC 55 0 B Y 4R ST FES S 2R B X DT D]

ol .

HARE a7 s BRI B a2k 14 Fs .

el e % WRARG

< EREMRERE GEBD FHX

EREERE GBND WA ——»

B 7 BwHiESENSEFE
= 14 BEE S E R i e

i1 44 B 7 it B 9 23 BE I XL FD-JOIN004 |
B B 75 WY
B AT | B % © 2 e A R 58 4%

SecLevel=0,1 KS=NULL
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*F 14 (&)

A A 2% A

SeclLevel =2~38

P B A B 2 A AT IR G R 4%

kA ]t AR
fith i 3k

TEST BODY:
SendPacket = AttributeSettingRequest(Superframe) ;
RefPacket = AttributeSettingResponse;
Send(SendPacket, Seclevel, KS);
WHILE(Receive(RevPacket).type | = RefPacket.type) for MaxScanTime;
IF(RcevPacket.type = = RefPacket.type)
{
IF (Verify(RevPacket.all, RefPacket.all, SecLevel, KS) | = SUCCESS)
{
Printscreen(“ Attribute Setting Response Payload error!”);
TestCaseResult =FAILED;
}
ELSE
{
Printscreen(“SuperframeResource Distributing Test Success!”) ;

TestCaseResult =SUCCESS;

}

ELSE

{
Printscreen( “No Attribute Setting Response received!”) ;
TestCaseResult = FAILED;

}

Printscreen(TestCaseResult) ;

TEST RESULT:
SUCCESS or FAILED

Seclevel = 0,

1.5

MR FR G0 0 & B A

Ppil)2: DLL

i 4 % : Attribute Setting Request

Wi :0x8f | Oxaa | 0x03 | 0x?? 0x?? | 0x?? 0x?? | 0x00 | 0x80 | 0x?? | 0x?7 0x?? | 0x??7 0x?7 |
0x?7 ... 0x??7 | 0x??7 0x?7?

WU - TR R (D [ 4% IDCD | H Bk (D |5 315 (2) | B2 (2) | a8 Mk (D 1@ M 4n
PR D JEER AR IRF D I ZABEENSE - ANEHRL O EEEE O | EEE D
|[FCS(2)

IR AR WA € €K

P2 :DLL

i 44 FR : Attribute SettingResponse

MWi. 0x90 | Oxaa | 0x03 | 0x??7 0x?? | 0x?? 0x?? | 0x00 | 0x80 | 0x?? | 0x?? 0x?7 | 0x?7 0x?? |
0x00 | 0x?? 0x??

WIS T - it R (D [ 4% TDCD [P CD | 515 (2 [ BE (2) | 7 Ja PR A (D & P r 37
O EMER G FRRF (D 2B EHEWE DR R EB (2 [ AT R (D
|FCS(2)
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=14 (8D

R W& S & I

M2 . DLL

i 44 #% : Attribute Setting Request

Wi :0x8f | Oxaa | 0x03 | 0x?? 0x?7 | 0x?7 0x?? | 0x00 | 0x80 | 0x?? | 0x?? 0x?? | 0x?? 0x?7 |
0x?? ... 0x?? | 0x?7... 0x?? | 0x?? 0x??

M 6B« AR (D [ M4 IDCD | B b ak (D [ 53105 (2) | BE (2) | E 52 8 HEAE (D |8 HeAw
PF D EPE B AR IRAF (D | 240 8 P 028 — DA R 51 (2 [JEHEEE (O | Ml (n) |
SR MIC(n) | FCS(2)

SecLevel=12,3,

46,7,8 i 25 5 T R

PSR :DLL

i 4 K : Attribute SettingResponse

Wi :0x90 | Oxaa | 0x03 | 0x?? 0x?? | 0x?? 0x?? | 0x00 | 0x80 | 0x?? | 0x?? 0x?? | 0x?? 0x?7 |
0x00] 0x?7... 0x?? | 0x?? 0x??

MG B - WA (1D | R 48 TDCD | PR AR (D [P 515 (2) [ Wi B (2) R P4 (D | MR iR
OB FARRF (D | 2D JEHEE WS — DR [ EHEH 2O | AT 4R (D |
MIC(n) | FCS(2)

6.1.5 & % IR 5 B X[ FD-JOINOOS |

203 P 80 3 0 3 15 4% R A L ff e 7 A R G R M CRE O TR K

Dt oy

a) BRI A R 2% I, DN R G 1 Bl 15 A ke A L M CRE RO 0K

b) BB A BB SR S I AR R (e s A e M CRE %O I 5

o) DR FR G0 R e WA iy dr A I e M R B ) o 1 1 S5 40 B A R SR AT G X R b X G e D
HiE

ELpRBSJ an & 8 i » BRI SE R an 5% 15 B

el e % WRARGE

< TREMCEENE (B WK

WRERCE RN (BEED Wi »

B8 i IRS KT E
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= 15 $% B B 4 B R i AR

Ji9) 44 i % BT IR 23 BC U 1K [ FD-JOINOOS ]
e s 4 WG

A 3 2% B % £ B AR R 5 4%
SecLevel=0,1 KS=NULL

R 2%

B % £ MR R G W 4
Seclevel =2~38

TEST BODY .

SendPacket = AttributeSettingRequest(Link) ;
RefPacket = AttributeSettingResponse;
Send(SendPacket, Secl.evel, KS);

WHILE(Receive(RevPacket).type | = RefPacket.type) for MaxWaitTime;
IF(RevPacket.type = = RefPacket.type)
{
IF (Verify(RevPacket.all, RefPacket.all, SecLevel, KS) | = SUCCESS)
{

Printscreen(“Attribute Setting Response Payload error!”) ;

TestCaseResult =FAILED;

}
ELSE
m kA AR {
i i ik . 4 S
Printscreen(“Link Resource Distributing Test Success!”);
TestCaseResult =SUCCESS;
}
}
ELSE
{
Printscreen( “No Attribute Setting Response received!”) ;
TestCaseResult = FAILED;
}
Printscreen( TestCaseResult) ;
TEST RESULT:.
SUCCESS or FAILED
MR FR G0 0 R B A
Pz . DLL
P i 4% # : Attribute Setting Request
Seelevel — 0. Mi.0x8f | Oxaa | 0x03 | 0x?? 0x??7 | 0x?? 0x?? | 0x00 | 0x81 | 0x?? | 0x?? 0x?? | 0x?? 0x?? |
s 0x?7 ... 0x??7 | 0x??7 0x?7?

WL E W (D [ M4 IDCD | B A3k (D [P 5145 (2) | B (2) | 872 )8 P4 AE (D g AR
WD VR 5 AR 1T (D | Z A R WA — D RGO RS R (2) |8 E (D
|FCS(2)
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%z 15 (£D)

IR 2 55 B OB 0 -
P2 . DLL

P i 44 FK : Attribute SettingResponse

SecLevel — 0, i: 0x90 | Oxaa | 0x03 | 0x?? 0x?? | 0x?? 0x?? | 0x00 | 0x81 | 0x?? | 0x?? 0x?? | 0x?? 0x?? |
0x00 | 0x?7? 0x?7?

b WOBKBOT . B (D % DD | AL CD | 7915 (2) BT (2) | R R HEBR A (L) | bR 8
FOIBERAFIRF D I ZDBEMEGE DRSO [BEEE O [ $AT4 R (D
|[FCS(2)

HIURENEL W a3 & LR O

Pri )z : DLL

i % FK : Attribute Setting Request

i .0x8f | Oxaa | 0x03 | 0x?7? 0x?? | 0x?7? 0x?? | 0x00 | 0x81 | 0x?? | 0x?? 0x?? | 0x?? 0x?? |
0x?7 ... 0x7?7 | 0x?7... 0x??7 | 0x?7 0x??

M 6 B . TR (D | 4% IDCD | B B dbhk (D [ 53105 (2) | K (2) | A8 R 3R (D | & AR
WA D R GARRFF (D [ 2R MEENE - DR (O R E (2O | JEHEE () |
MIC(n) | FCS(2)

SR

SecLevel=2, 3,

4,6,7.8

W 2R G 1o R 4,

WM JZ :DLL

i % K : Attribute SettingResponse

mi.0x90 | Oxaa | 0x03 | 0x?? 0x?? | 0x?? 0x?? | 0x00 | 0x81 | 0x?? | 0x?? 0x??7 | 0x?? 0x?7 |
0x00 | 0x?7... 0x?? | 0x?? 0x??

Mt 58 1 = TR A (D [ 2% IDCD) | Pkl (LD [ 751145 (2) [ BE (2) | 72 & MR 45 (D |8 P bR iR
FECD B MR AR R (D | 24 R EE S — DR T2 | R E (2) [ A7 4528 (D |
MIC(n) | FCS(2)

6.1.6 iEMIFIZF UAO Ji (IE 3 i) [ FD-JOINOO6 ]

23 00 3 B 3 B 4 BE A5 IE A Y. AL B (READ) IR 55 . 33 & UAO A0 45 352 90
s e 2 iy NumOfSupUAO Jg 7 LA K32 7 1545 1) SupUAOList Jg 1% .
Wt 7y
a) BRI M8 J5 U R G 1) B R A 3 52 (READ) 35K, HAR B U 28K h
1)  DeviceList F ) NumOfSupUAO {H ;
2)  SupUAOList {t.
b BN B A R 3 SR i AR SRR 9] 3 (READ) TE Wi B
o) K R GO W 32 (READ) TE 1 13 5 80 B2 0 4 SCHEAT EE X i 2R e xsf DR e U) ) 3
HARSE R g 9 s HARMHA BT an e 16 fros .
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el 3 % WAR G

[« (READ) 3R GERPAD—|
FENumOfSupUAO
% (READ) IEWIR CIE )8R ) —»
le—— i (READ) 3R CIE [ il —

ESupUAOList
B (READ) IEMIN CGERARR)—>

B9 EMHi&EF UAO Mk (IE [ i) B 7 B

£ 16 EBIFIE T UAO AR (IE m i) 35t AR

JH 44 PR G B UAO P GE [ 50 [FD-JOINO006 |
B & Wi s

B ZAF | BB AT R 58 M %

TEST BODY:
SendPacket 1 = UAPReadRequest(NumOfSupUAO) ;
SendPacket 2 = UAPReadRequest(SupUAOList) ;
RefPacket 1 = UAPReadResponse(NumOfSupUAQO) ;
RefPacket 2 = UAPReadResponse(SupUAOList) ;
Send(ASLDataRequest(DstAddr, 0x01, 0x00, 0x04, 0x05, SendPacketl)) ;
WHILE(Receive( ASLDataResponse).PacketControl & 0x1F | = 0x04) for
LossConnectDuration;
IF(Receive( ASLDataResponse).PacketControl & 0x1F== 0x04)
{
IF (Verify(Receive( ASLDataResponse). Asdu,RefPacketl.all) | = SUCCESS)
{
Printscreen(“ReadNumOfSupUAQOPositiveResponse Payload error!”) ;
TestCaseResult =FAILED;

}
kBt AR ELSE
E B {

Printscreen(“ReadNumOfSupUAOPositiveTest Success!”) ;
Send(ASLDataRequest(DstAddr, 0x01, 0x00, 0x04, 0x05, SendPacket2));
WHILE(Receive( ASLDataResponse).PacketControl & 0x1F | = 0x04) for
LossConnectDuration;
IF (Receive( ASLDataResponse).PacketControl & 0x1F== 0x04)
{
IF (Verify(Receive( ASLDataResponse). Asdu,RefPacket2.all) | = SUCCESS)
{
Printscreen(“ReadSupUAOQOListPositiveResponse Payload error!”) ;
TestCaseResult =FAILED;
}
ELSE
{
Printscreen(“ReadSupUAOQOListPositiveTest Success!”) ;
TestCaseResult =SUCCESS;
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= 16 (&)
}
}
}
}
ELSE
ATLRARCRE { Printscreen( “NoReadPositive Response received!”) ;
i i .
TestCaseResult = FAILED;
}
Printscreen( TestCaseResult) ;
TEST RESULT:
SUCCESS or FAILED
IR Y Z
Bt 1.
P2 : UAP
4 Fr 1: UAPReadRequest(NumOfSupUAO)
£ . 0x00 0x00 | 0x83 | 0x??7 | 0x04
WUR BT . UAO FRIRAF (2) | B EFR IR (D [ AR 51D R AR IR (D
WK 2: UAPReadRequest(SupUAQOList)
£ : 0x00 0x00 | 0x86 | 0x00 | Oxff
MR L] . UAO FRIRAF (2 | B MEFRIRAF (D [ A8 R 51 (D [ R AR IR (D
Bt 2.
PrsUZ : ASL
134 B : ASLDataRequest(DstAddr, ServiceID, UAP_ID, Priority. AsduLength, Asdu)
£ 1: 0x04 | 0x00 | 0x00 0x05 | 0x00 0x00 | 0x83 | 0x?? | 0x04
41 2, 0x04 | 0x00 | 0x00 0x05 | 0x00 0x00 | 0x86 | 0x00 | Oxff
W 6 . 4R (D | UAP SRR (D) | 27 K 8 (2) [UAO $RiRAF (2) |
JEYEAR AT (D [ FE R T (D | BURARIRAT (D
Z: B B

I WA

B 1.

i)z . ASL

4 FR 1. ASLDataResponse(PacketControl, UAP_ID, Asdulength, Asdu)
£ 1.0x14 | 0x00 | 0x00 0x02 | 0x?? 0x?79

MR L 30 (D | UAP FRIRAF (D | 804 4 B (2) | 84w (2)
4 2: 0x14 | 0x00 | 0x00 0x?? | 0x?7... 0x??

M BT AR (D | UAP ARIRAF (D) | 87 K B2 (2D [ 3045 (n)
iR 2.

i E . UAP

W4 1: UAPReadResponse(NumOfSupUAO) (+)

fid: 0x77 0x77

it e 15 B < B (2)

W4 FK 2. UAPReadResponse(SupUAOList) (+)

fil: 0x?77... 0x?7?

Mt I 350 W < i ()
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6.1.7 EMIFiI% & UAO ik (& [ M%) [ FD-JOINOO7 ]

Z A IR IR I i B e Y AL 32 (READ) IR % . i i% % UAO IR A 35 32 B 1%
AR P M NumOISupUAO Jg ¥ DL S 37 4 1) SupUAOList @M,
ot 7
a) I A 2% S5 DU 3R 46 ) 4 5 2% R 3% B 1% 1 1 (READ) 3 3K o B B2 IR 25 F 36
DeviceList 1) NumOfSupUAO {5 A & SupUAOList {f ., 55 =R §5
D k55 eI s CA gz i B Ap L xS IR 5 50
2) MR A S
3) UAO NFETE;
4 JBYEATAAE
5) ARG
6) B ATEAE 5
D KERK, R REAT, xR B 2 S0
by I e A AR M BN T SRS o ) Dk 2R G A (] 85 A 0 I A R AR 1Y 352 (READ) £ 0 i
o) R GO W 3 (READ) $7 0 137 -5 37 B2 A 4 SCHEAT E XS 4 58 L xsf DR e D003 3 5
BRI an &l 10 s BRI 3l an e 17 fros .

el e % WRARGE

[« (READ) WK (RAMWE) —|

FENumOfSupUAO
—— 3 (READ) SR (R aRER) —»
[«— % (READ) #K (REAR) —

HESupUAOList

——3% (READ) MR R [ RHRD) —»

B 10 iEMHi&F UVAO ik (& @ flik) Bt B B

x 17 EIFHEE UAO iR (s m)illix) 35t AR

Ji 44 B BRI UAO K O i) [FD-JOIN007 ]
Bl % Wi s

R AT | BOUBEE AT R 58 M %

TEST BODY:

SendPacket 1 = UAPReadRequest(NumOfSupUAQO) ;
SendPacket 2 = UAPReadRequest(SupUAQOList) ;

R F 1 05 1% | RefPacket 1 = UAPReadResponse(NumOfSupUAQO) (+);

T RefPacket 2 = UAPReadResponse(SupUAOList) (+4);
Send(ASLDataRequest(DstAddr, 0x01, 0x00, 0x04, 0x05,SendPacketl)) ;
WHILE(Receive( ASLDataResponse).PacketControl & 0x1F | = 0x0C) for LossConnectDuration;

IF (Receive( ASLDataResponse).PacketControl & 0x1F==0x0C)
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Fz17 (D)

IF (Verify(Receive( ASLDataResponse). Asdu,RefPacketl.all) | = SUCCESS)
{
Printscreen(“ReadNumOfSupUAONegativeResponse Payload error!”) ;
IF Receive(ASLDataResponse). Asdu.ErrorCode= 1
TestCaseResult =“SERVICE_EXPIRATION”;
ELSE IF Receive(ASLDataResponse). Asdu.ErrorCode= 2
TestCaseResult =“SERVICE_NOT_SUPPORTED”;
ELSE IF Receive(ASLDataResponse). Asdu.ErrorCode= 3
TestCaseResult =“UAO_NOT_EXISTENT”;
ELSE IF Receive(ASLDataResponse). Asdu.ErrorCode= 4
TestCaseResult =“ATTRIBUTE_NOTE_EXISTENT”;
ELSE IF Receive(ASLDataResponse). Asdu.ErrorCode= 5
TestCaseResult =“STOREINDEX_NOT_EXISTENT”;
ELSE IF Receive(ASLDataResponse). Asdu.ErrorCode= 6
TestCaseResult =“MEMBER_NOTE_EXISTENT”;
ELSE IF Receive( ASLDataResponse). Asdu.ErrorCode= 7
TestCaseResult =“LENGTH_TOO_LARGE”;
ELSE
TestCaseResult =“OTHERS”

}
R A AR ELSE
it 4t 3 {

Printscreen(“ReadNumOfSupUAONegativeTest Success!”);
Send( ASLDataRequest(DstAddr, 0x01, 0x00, 0x04, 0x05, SendPacket2)) ;
WHILE (Receive ( ASLDataResponse). PacketControl&.0x1F! = 0x0C) forLossConnectDura-

tion;
IF (Receive( ASLDataResponse) . PacketControl & 0x1F== 0x0C)
{
IF (Verify(Receive( ASLDataResponse). Asdu,RefPacket2.all) | = SUCCESS)
{

Printscreen(“ReadSupUAOListNegativeResponse Payload error!”) ;

IF Receive( ASLDataResponse). Asdu.ErrorCode= 1
TestCaseResult =“SERVICE_EXPIRATION”;

ELSE IF Receive(ASLDataResponse). Asdu.ErrorCode= 2
TestCaseResult =“SERVICE_NOT_SUPPORTED”;

ELSE IF Receive(ASLDataResponse). Asdu.ErrorCode= 3
TestCaseResult =“UAO_NOT_EXISTENT”;

ELSE IF Receive(ASLDataResponse). Asdu.ErrorCode= 4
TestCaseResult =“ATTRIBUTE_NOTE_EXISTENT”;

ELSE IF Receive(ASLDataResponse). Asdu.ErrorCode= 5
TestCaseResult =“STOREINDEX_NOT_EXISTENT”;

ELSE IF Receive(ASLDataResponse). Asdu.ErrorCode= 6
TestCaseResult =“MEMBER_NOTE_EXISTENT”;
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x17 (&)

A ]t AC
fih il i

ELSE IF Receive(ASLDataResponse). Asdu.ErrorCode= 7
TestCaseResult =“LENGTH_TOO_LARGE”;
ELSE
TestCaseResult =“OTHERS”
}
ELSE
{
Printscreen(“ReadSupUAOQOListNegative Test Success!”) ;
TestCaseResult =SUCCESS;

}
ELSE
{
Printscreen( “NoReadResponse received!”) ;
TestCaseResult = “SERVICE_EXPIRATION”;
}

Printscreen(TestCaseResult) ;

TEST RESULT:

SUCCESS or SERVICE_EXPIRATION or SERVICE_NOT_SUPPORTED or UAO_NOT_EX-
ISTENT or ATTRIBUTE_NOTE_EXISTENT or STOREINDEX_NOT_EXISTENT or MEMBER
_NOTE_EXISTENT or LENGTH_TOO_LARGE or OTHERS or FAILED

MR G0 0 R A

BAEd 1.

HhiLZ . UAP

14 F 1: UAPReadRequest(NumOfSupUAO)

(o

0x00 0x00 | 0x83 | 0x?7 | 0x04 (JL4E)

0x00 0x01 | 0x83 | 0x?7 | 0x04(UAO ATELE)

0x00 0x00 | Oxff | 0x??7 | Ox04(J@& EANTFELE)

0x00 0x00 | 0x83 | Oxff | 0x04 (fERERTIANEL)

0x00 0x00 | 0x83 | 0x?? |Oxfe( i B NAELE)

W UL . UAO FRIRAF (2 B MARIRAF (D [ A R 51 (D BBUARRAF (D
W4 PR 2: UAPReadRequest(SupUAOList)

3 :

0x00 0x00 | 0x86 | 0x00 | Oxff(IL4EIR)

0x00 0x01 | 0x86 | 0x00 | Oxff (UAO AFELE)

0x00 0x00 | 0xff | 0x00 | Oxff (&M ARFELE)

0x00 0x00 | 0x86 | Oxff | Oxff (fEHERFIAFELE)

0x00 0x00 | 0x86 | 0x00 |0xfe (Ji 52 RAFTE)

WK UL . UAO AR AT () B AR IRAT (D [ FE6E R 51 (D AL R AR AT (1D
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2% i

x17 (£
BEa 2.
Pl JE . ASL
1134 B : ASLDataRequest(DstAddr, ServicelD, UAP_ID, Priority. Asdulength, Asdu)
£ 1
0x04 | 0x00 | 0x00 0x05 | 0x00 0x00 | 0x83 | 0x?? | 0x04
£ 2

0x04 | 0x00 | 0x00 0x05 | 0x00 0x01 | Oxff | Oxff |Oxfe
Mt sk 156 B - AR (D | UAP ARIRAF (D | 8 A K B (2) | UAO FrRAF (2) | |8 AR AR (D | 77 i R 5
(D) A FRRAF (D

W 2 4 1 YA -

Bty 1.

i )Z . ASL

4 K 1: ASLDataResponse(PacketControl, UAP_ID, Asdulength, Asdu)
£ 1:0x0C | 0x00 | 0x00 0x02 | 0x?? 0x??

iR B - A (D T UAP SRR (1) | 8085 K (2) | 8045 (2)
£ 2:0x0C | 0x00 | 0x00 0x02 | 0x?77 0x?7

MR A - A (D [UAP AR (D) | 807 K (2) | 2804 (n)
Bt 2.

il UAP

4K 1: UAPReadResponse(NumOfSupUAQO) (-)

fil: 0x?7?7 0x?7?

i e 158 B < i (2)

W4 FR 2: UAPReadResponse(SupUAOList) (-)

£l 0x77... 0x?7

i 35 A < 4l (D

6.1.8 B &M IHi% & UAO ik (IE [ i) [ FD-JOIN00S |

2 0 3 3 4 VA B S IE AR 1 AL 195 (WRITED iR 55 . e & B3 i 4 UAO i A 45
HIRG s s R NumOIClgUAO J@ A K B i 5 9 ClgUAOList J& k.

EEWOR SR

a)  FRBA RSB A UAO Jo . IR S8 1 gl i &8 5 (WRITE) 355K - HAR BB N A

(EELE
D
2)

DeviceList ) NumOfCfgUAO 14 ;
CfgUAOList {H.,

b) BN A RN SR G - AR R 48R 515 (WRITE) 1E Wi R .
o M RE LW E (WRITE) 1E m b -5 #0509 i SCHEAT EE X, 20 28 EE X DEFC o D050 3ok 38 1
FLRE R anE 11 fros AR BB an sk 18 FiR .
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Bl ve % WRARZ

l«— 1% (WRITE) 3R GEREHR) —
. . ENumOfCfgUAO
— 3 (WRITE) EMIR (IE R —»
l— 1% (WRITE) 3R QERIER)—

HCfgUAOLIst
— 3 (WRITE) EMIR (IE R —»

B 11 BEEWHIEF UVAO MK GE @ RLL) B F E

x 18 EEMIHIEF UAO Mk (IE @ iik) i5 BA

9] 44

B E G UAO MK GE sl [FD-JOIN00S ]

e s A

% %

MR 18 5% 1F

Wl 5 4% 2 il B B B UAO R CGE 1l i 10

A it AR
fith i ik

TEST BODY:
SendPacket 1 = UAPWriteRequest(NumOfC{gUAOQO) ;
SendPacket 2 = UAPWriteRequest(CfgUAOList) ;
RefPacket 1 = UAPWriteResponse(NumOfCfgUAO) ;
RefPacket 2 = UAPWriteResponse(CfgUAQOList) ;
Send( ASLDataRequest(DstAddr, 0x02, 0x00, 0x04, 0x07, SendPacketl)) ;
WHILE(Receive( ASLDataResponse) . PacketControl8.0x1F! =0x02)forLossConnectDuration;
IF(Receive( ASLDataResponse).PacketControl & 0x1F== 0x02)
{
IF (Verify(Receive(ASLDataResponse). Asdu,RefPacketl.all) | = SUCCESS)
{
Printscreen(“WriteNumOfCfgUAORequest Payload error!”) ;
TestCaseResult =FAILED;
}
ELSE
{
Printscreen(“WriteNumOfCfgUAORequest Test Success!”) ;

Send(ASLDataRequest(DstAddr, 0x02, 0x00, 0x04, Length(SendPacket2), SendPacket2)) ;

WHILE (Receive( ASLDataResponse).PacketControl & 0x1F | = 0x02) for LossConnectDu-
ration;
IF (Receive( ASLDataResponse).PacketControl & 0x1F== 0x02)
{
IF (Verify(Receive( ASLDataResponse). Asdu,RefPacket2.all) | = SUCCESS)
{

Printscreen(“WriteCfgUAQOListTest Error!”) ;
TestCaseResult =FAILED;
}
ELSE
{
Printscreen(“Write CfgUAOQOList Test Success!”);
TestCaseResult =SUCCESS;
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I i P AR
i3 ik

}

ELSE

{
Printscreen( “NoWrite CfgUAOList Request received!”) ;
TestCaseResult = FAILED;

}

Printscreen( TestCaseResult) ;

TEST RESULT:
SUCCESSor FAILED

ZH R

IR Y Z

By 1.

PrZ . UAP

& FR 1. UAPWriteRequest(NumOfCfgUAO)

1. 0x00 0x00 | 0x83 | 0x??7 | 0x?? | 0x??

WUR BT . UAO FRIRAF (2) B MEFRIRAF (D [AFE 251 (D R GFRIRAF (D BUE (2)
WK 2: UAPWriteRequest(CfgUAOList)

£ 0x00 0x00 | 0x87 | Oxff | Oxff | 0x?77 ... 0x?7

WL . UAO FRIRAF (2) [JB AR IRAT (D [ #7662 51 (D | BB AR AT (D g (n)
Bt 2.

PrsUZ : ASL

134 B : ASLDataRequest(DstAddr, ServiceID, UAP_ID, Priority. AsduLength, Asdu)
£ 1:0x02 | 0x00 | 0x00 0x07 | 0x00 0x00 | 0x83 | 0x?7 | 0x?7 | 0x??

4 2:0x02 | 0x00 | 0x00 0x?? | 0x00 0x00 | 0x87 | Oxff | Oxff | 0x?7 ... 0x??
WU B A (D | UAP AR R (D) [ 2607 K2 (2) |[UAO ARIRAF (2) | g MR IRAF (D | 7R R 51
(D | BFR AT (D B AT ()

I WA

B 1.

i)z . ASL

4 FR 1: ASLDataResponse(PacketControl, UAP_ID, Asdulength, Asdu)
£ 1.0x22 | 0x00 | 0x00 0x02 | 0x?? 0x?79

MR L 30 (D | UAP FRIRAF (D | 804 4 B (2) | 84w (2)
1 2.0x22 | 0x00 | 0x00 0x02 | 0x?? 0x?79

WO BT AR (D | UAP AR IRAF (D) | 87 K B2 (2) | 8045 (2)
iR 2.

il E . UAP

AR 1: UAPWriteResponse(NumOfCfgUAO) (+)

£ . 0x?77 0x77

it e 15 B < B (2)

W4 PR 2: UAPWriteResponse(CfgUAOList) (+)

il 0x?77 0x?7?

s 5 - Al (2)
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6.1.9 EEMIFHIEEF UVAO Wik (& @K [FD-JOIN00I |

2K B R B % & RE S Y. AL (95 (WRITE) IR 45 . id & Bl % UAO MK 15 5 B

Wi s B R NumOIfCigUAO Je P LA K S BB 19 CfgUAOList @1k .
UIEESUR S

a) GO BEA A R 2% 5 I AR G 1R B A R B R 9 3 (WRITED i 5K . B AR S A 4

DeviceList ) NumOfCfgUAO {H LA K ClgUAOList {5, 451728 A0 55 .
D k55 eI s CA gz i B Ap L xS IR 5 50

2) MRS ABLHE

3) UAO NFEAE;

4 JBYEATAAE

5 R TIAAE;

6) A ATEAE

D) KEEREK ; b B ] xS IR 5 SO

8) H L 5

9 HAtb,

b BN B g MR 3 R i 1] P AR e A (] 85 4 0 R A R AU 89S (WRITE) $700 B .

o MK AR G LU S (WRITE) $i -5 1) 82 10 4 SCHE AT O G 2% He o DG g D) 0 3ol 2t

BB A 12 pros , AR A £ 19 s,
BB | ARG \

l« 5 (WRITE) R Oz flR) ‘
~EENumOfCfgUAO

5 (WRITE) FmR (i) "1

<« 5 (WRITE) ik (RIHALRD

- BECfgUAOLIst

5 (WRITE) $miR R R

— ——
B 12 EEWFHIEE UAO Mk (R @A) &t F B

x 19 EEWIFHILZE UVAO MK (R @ iik) % BA

%4 B L8 B B UAO M Oz i) i) [FD-JOIN009 ]
e s Wi

B AE | B o 2l B B B UAO M CGE 1l i 10

TEST BODY .

SendPacket 1 = UAPReadRequest(NumOfSupUAO) ;

SendPacket 2 = UAPReadRequest(SupUAOList) ;

RefPacket 1 = UAPReadResponse(NumOfSupUAOQO) ;

RefPacket 2 = UAPReadResponse(SupUAOList) ;
end(ASLDataRequest(DstAddr, 0x02, 0x00, 0x04, 0x07, SendPacketl));

I At AR
fith i ik

IF(Receive( ASLDataResponse).PacketControl & 0x1F== 0x02)
{

WHILE(Receive( ASLDataResponse) . PacketControl.0x1F! =0x02)forLossConnectDuration;
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IF (Verify(Receive(ASLDataResponse). Asdu,RefPacketl.all)!| = SUCCESS)

{
Printscreen(“WriteNumOfCfgUAONegative Response Payload error!”) ;
IF Receive( ASLDataResponse). Asdu.ErrorCode= 1
TestCaseResult =“SERVICE_EXPIRATION”;
ELSE IF Receive(ASLDataResponse). Asdu.ErrorCode= 2
TestCaseResult =“SERVICE_NOT_SUPPORTED”;
ELSE IF Receive(ASLDataResponse). Asdu.ErrorCode= 3
TestCaseResult =“UAO_NOT_EXISTENT”;
ELSE IF Receive(ASLDataResponse). Asdu.ErrorCode= 4
TestCaseResult =“ATTRIBUTE_NOTE_EXISTENT”;
ELSE IF Receive(ASLDataResponse). Asdu.ErrorCode= 5
TestCaseResult =“STOREINDEX_NOT_EXISTENT”;
ELSE IF Receive(ASLDataResponse). Asdu.ErrorCode= 6
TestCaseResult =“MEMBER_NOTE_EXISTENT”;
ELSE IF Receive(ASLDataResponse). Asdu.ErrorCode= 7
TestCaseResult =“LENGTH_NOT_MATCH”;
ELSE IF Receive(ASLDataResponse). Asdu.ErrorCode= 8
TestCaseResult =“VALUE_EXCEED_SCOPE”;
ELSE
TestCaseResult =“OTHERS”
}
A P AR ELSE
fith i ik {

Printscreen(“WriteNumOfCfgUAONegative Test Success!”);
Send( ASLDataRequest(DstAddr, 0x02, 0x00, 0x04, Length(SendPacket2), SendPacket2)) ;
WHILE(Receive( ASLDataResponse).PacketControl&.0x1F | = 0x02)for
LossConnectDuration;
IF (Receive( ASLDataResponse).PacketControl & 0x1F== 0x02)
{
IF (Verify(Receive( ASLDataResponse). Asdu,RefPacket2.all)!| = SUCCESS)
{
Printscreen(“WriteCfgUAQOListNegative Response Payload error!”) ;
IF Receive(ASLDataResponse). Asdu.ErrorCode= 1
TestCaseResult =“SERVICE_EXPIRATION”;
ELSE IF Receive(ASLDataResponse). Asdu.ErrorCode= 2
TestCaseResult =“SERVICE_NOT_SUPPORTED”;
ELSE IF Receive(ASLDataResponse). Asdu.ErrorCode= 3
TestCaseResult =“UAO_NOT_EXISTENT”;
ELSE IF Receive( ASLDataResponse). Asdu.ErrorCode= 4
TestCaseResult =“ATTRIBUTE_NOTE_EXISTENT”;
ELSE IF Receive( ASL.DataResponse). Asdu.ErrorCode= 5
TestCaseResult =“STOREINDEX_NOT_EXISTENT”;
ELSE IF Receive(ASLDataResponse). Asdu.ErrorCode= 6
TestCaseResult =“MEMBER_NOTE_EXISTENT”;
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k]t AX
14 4 34

ELSE IF Receive(ASLDataResponse). Asdu.ErrorCode= 7
TestCaseResult =“LENGTH_NOT_MATCH”;
ELSE IF Receive(ASLDataResponse). Asdu.ErrorCode= 8
TestCaseResult =“VALUE_EXCEED_SCOPE”;
ELSE
TestCaseResult =“OTHERS”
}
}
ELSE
{
Printscreen(“Write CfgUAOListNegative Test Success!”) ;
TestCaseResult =SUCCESS;

}
ELSE
{
Printscreen( “NoWriteResponse received!”) ;
TestCaseResult = “SERVICE_EXPIRATION”;
}

Printscreen(TestCaseResult) ;

TEST RESULT:
SUCCESS or SERVICE_EXPIRATION or SERVICE_NOT_SUPPORTED
or UAO_NOT_EXISTENT or ATTRIBUTE_NOTE_EXISTENT or
STOREINDEX_ NOT _ EXISTENT or MEMBER _ NOTE _ EXISTENT or LENGTH _ NOT _
MATCH or VALUE_EXCEED_SCOPE or OTHERS or FAILED

MR R G0 R A

iR 1.

P )2 . UAP

W4 PR 1: UAPWriteRequest(NumOfCfgUAO)

£

0x00 0x01 | 0x83 | 0x77 | 0x?? | 0x?? (UAO NAFLE)

0x00 0x00 | Oxff | 0x??7 | 0x?7 | 0x?? (J@YEANFELE)

0x00 0x00 | 0x83 | Oxff | 0x?? | 0x?? (fFfERIIAFLE)

0x00 0x00 | 0x83 | 0x?7 | Oxfe | 0x?77 OB AAFETE)

W] . UAO FRIRAF () | R MEARIRAF (D TFFEAE RS (D | B AR IR AT (D RdE (2
WH PR 2. UAPWriteRequest(CfgUAOList)

£ :

0x00 0x01 | 0x87 | Oxff | Oxff | 0x?? ... 0x?? (UAO ANHFTE)

0x00 0x00 | Oxff | Oxff | Oxff | 0x?7 ... 0x?? (JBMEANIELE)

0x00 0x00 | 0x87 | 0x00 | Ox{f | 0x?7 ... 0x?7 (FEHERE| RELE)

0x00 0x00 | 0x87 | Oxff | Oxfe | 0x?? ... 0x?? (L, BA NAELE)

W . UAO BRI (2 | B AR IRAF (D T FEAE R 51 (D | B R AR IRAF (D B0 (n)
il 2.

P ZE: ASL
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F 19(80)

4 FR : ASLDataRequest(DstAddr, ServiceID, UAP_ID, Priority, Asdulength, Asdu)
£ 1.

0x02 | 0x00 | 0x00 0x07 | 0x00 0x00 | 0x?? | 0x?? | 0x?7 | 0x?9

WL ] (D | UAP SRRATF (D [ 80 K BE (2) [UAO ARIRFF (2) |

JBYERRIRAF (D | AR 5] (D R R AR R (D 2R (2)

£ 2

0x02 | 0x00 | 0x00 0x?? | 0x00 0x00 | 0x?? | 0x?? | 0x?? | 0x?7 ... 0x??

W 6 . 4R (D | UAP SRR (1) | 3 B (2) [UAO $RiRAF (2) |

JEHERRIRAF (D R T (D | EBUARIRAF (D #fif ()

W 2 4 1 YA -

Bty 1.

i )Z . ASL

4 K 1: ASLDataResponse(PacketControl, UAP_ID, Asdulength, Asdu)
£ 1:0x0A| 0x00 | 0x00 0x02 | 0x?? 0x??

iR B A (D T UAP SRR (1) | 8085 K (2) | 8045 (2)
£ 2:0x0A | 0x00 | 0x00 0x02 | 0x?? 0x??

iR BB - A (D | UAP SRR (1) | 8085 K (2) | 804 (2)
Bt 2.

il UAP

4 Fk 1: UAPWriteResponse(NumOfCfgUAO) (-)

fil: 0x?7?7 0x?7?

i e 158 B < i (2)

AR 2: UAPWriteResponse(CfgUAOList) (-)

. 0x77 0x?7

i 35 - 4l (2) |

2% i

6.1.10 B EINIHIEE VCR MUk (IE [ 7% [ FD-JOIN010]

TR 450 3 B0 3 % 45 RE TR IE AR Y AL 95 (WRITE) R %5 . BC B M5 % VCR IR 155
Wi s VCRList Jg@ k.

Wt ik #22R

a) MR E ST E UAO JG . IR 5 48 m il % 4 & 2% 5 (WRITE) i 5K . HL AR & N

HRNIH WA VCRLIst J& 1 5

by IR A B BN RS L R R SRR 115 (WRITE)D TE 0 5

o) A RGO RS (WRITED 1E mi b 55 30 82 09 4 SCHEAT BO 200 5. Fe xof D E D)) 32 4o

FLpR S & 13 fros , BRI 5 42k 20 i,
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el B WAL

4 ‘B (WRITE) 5K CGERPHER)
‘EVCRList
5 (WRITE) IEWRN CIE 812D >

[ I
13 BEEMIFHIEE VCR Ml (IE @) it 5 B

F 20 BENHIEE VCR MK (IE @ik it BB

A2 R fit & B % VCR WL GE i) [FD-JOINO10]
B G

BRI E | B B a Bl e B B 84 UAO 038 CIE fig 03500 2 i 0300

TEST BODY .

SendPacket = UAPWriteRequest( VCRList) ;

RefPacket = UAPWriteResponse(VCRList) ;

Send(ASLDataRequest(DstAddr, 0x02, 0x00, 0x04, Length(SendPacket), SendPacket)) ;
WHILE(Receive( ASLDataResponse) . PacketControl.0x1F! =0x02)forLossConnectDuration;
IF(Receive( ASLDataResponse).PacketControl & 0x1F== 0x02)

{
IF (Verify(Receive( ASLDataResponse). Asdu,RefPacket.al) | = SUCCESS)
{
Printscreen(“WriteVCRListRequest Payload error!”) ;
TestCaseResult =FAILED;
}
i [ O A ELSE
i 4 i {
Printscreen(“WriteVCRListRequest Test Success!”) ;
}
}
ELSE
{

Printscreen( “NoWrite VCRList Request received!”) ;
TestCaseResult = FAILED;
}

Printscreen(TestCaseResult) ;

TEST RESULT:
SUCCESS or FAILED

MR FR G0 R A

BlEt 1.

EEF S50 HrE . UAP

W4 PR : UAPWriteRequest(VCRList)

£ : 0x00 0x00 | 0x85| Oxff | Oxff | 0x?7 ... 0x??
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< 20 (£D)

WU BT . UAO FRIRAF (2) | 8RR IRAF (D AR 51D R BRI (D 8 (n)
iR 2.

il )Z . ASL

54 FR : ASLDataRequest(DstAddr, ServicelD, UAP_ID, Priority, Asdulength, Asdu)
4 2:0x02 | 0x00 | 0x00 0x?? | 0x00 0x00 | 0x85| Oxff | Oxff | 0x?7 ... 0x??
WU G AR (D) | UAP R IAF (D) [ 3 i 118 (2) [UAO FRiH ?T(z)\

JBHERR A (D R T (D AR IR (D 2 Aif ()

N AT G

B 1.

i)z . ASL

414 FR : ASLDataResponse(PacketControl, UAP_ID, Asdulength, Asdu)

f: 0x22 | 0x00 | 0x00 0x02 | 0x?? 0x??

WL . AR (D [UAP FRAF (D) | 80407 BE (2) | 80407 (2)

Bt 2.

iz UAP

1% Bk : UAPWriteResponse( VCRList) (+)

£ . 0x?77 0x77

WU B SR (2)

ZE A

6.1.11 BLEIIFHIEE VCR ik (/& @i [ FD-JOINO11]

LR 00038 B 37 1 4 e B . AL 195 (WRITE) iR % . il & %1% % VCR MR 45 S 9
&4 VCRList g1,
MR AT FE N
a) I A M 48 TG I 2R 46 1 Bk 152 48 & 3% AR IR 2 (WRITED i 5K, K E N5
WA VCRList J& 1 . A R 2R R4 45 .
D ARG 5 CA g il BT, 5 A~ A 3 350
2) MRS AL
3) UAO NFEALE;
4O BN
5) fFERIIAAFTE
6)  LOIAAFAE
T KKK R ] B AT X AR A B SO
8)  {HH L
9 HAth,
b) BRI A R SRS R 2R G AR R4 S X A RS 1 E (WRITE) 47 1 i
© Wﬁ%%%%%%%mmnmﬁmﬁ%%%Mﬁiﬁﬁ%ﬁ&ﬁ%mﬂm&%%ﬁﬁﬁ
HLARE P an & 14 fs BRI an 3 21 s,
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el B % WRARS

5 (WRITE) 3K & mfi)
‘EVCRList
5 (WRITE) IEMIR (xR

14 EEWIFHIEE VCR MK (KB B FE
*21 BENHIZE VCR MK (& @illix) it BB

FH ) 24 Bk i B I 145 VCR MK Ok g 38 [FD-JOINO11 |
B 54 MG
Mg A% 1R Bl 5 A © A T B 1 4 UAO R CIE i 0 528 A 2 i il 3a)
TEST BODY .
SendPacket = UAPWriteRequest( VCRList) ;
RefPacket = UAPWriteResponse(VCRList) ;
Send(ASLDataRequest(DstAddr, 0x02, 0x00, 0x04, Length(SendPacket), SendPacket)) ;
WHILE(Receive( ASLDataResponse) . PacketControl.0x1F! =0x02)forLossConnectDuration;
IF(Receive(ASLDataResponse).PacketControl & 0x1F== 0x02)
i
IF (Verify(Receive( ASLDataResponse). Asdu,RefPacket.all) ! = SUCCESS)
{
Printscreen(“Write VCRListRequest Payload error!”) ;
IF Receive(ASLDataResponse). Asdu.ErrorCode= 1
TestCaseResult =“SERVICE_EXPIRATION”;
ELSE IF Receive(ASLDataResponse). Asdu.ErrorCode= 2
TestCaseResult =“SERVICE_NOT_SUPPORTED”;
ELSE IF Receive(ASLDataResponse). Asdu.ErrorCode= 3
WA A B ph AR TestCaseResult =“UAO_NOT_EXISTENT”;
i A ELSE IF Receive(ASLDataResponse). Asdu.ErrorCode= 4
TestCaseResult =“ATTRIBUTE_NOTE_EXISTENT”;
ELSE IF Receive(ASLDataResponse). Asdu.ErrorCode= 5
TestCaseResult =“STOREINDEX_NOT_EXISTENT”;
ELSE IF Receive(ASLDataResponse). Asdu.ErrorCode= 6
TestCaseResult =“MEMBER_NOTE_EXISTENT”;
ELSE IF Receive(ASLDataResponse). Asdu.ErrorCode= 7
TestCaseResult =“LENGTH_NOT_MATCH”;
ELSE IF Receive(ASLDataResponse). Asdu.ErrorCode= 8
TestCaseResult =“VALUE_EXCEED_SCOPE”;
ELSE
TestCaseResult =“OTHERS”
}
ELSE

{

Printscreen(“Write VCRListRequest Test Success!”);
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Ej: B

ELSE

Printscreen( “NoWrite VCRList Request received!”) ;
TestCaseResult = FAILED;
}

Printscreen( TestCaseResult) ;

TEST RESULT:

SUCCESSor SERVICE_EXPIRATION or SERVICE_NOT_SUPPORTED or
UAO_NOT_EXISTENT or ATTRIBUTE_NOTE_EXISTENT or
STOREINDEX_NOT_EXISTENT or MEMBER_NOTE_EXISTENT
or LENGTH_NOT_MATCH or VALUE_EXCEED_SCOPE or OTHERS or FAILED

T 7R G0 & A

Byue 1.

i )2 . UAP

4R : UAPWriteRequest(VCRList)

(oF

0x00 0x01 | 0x85 | Oxff | Oxff | 0x?7 ... 0x?7 (UAO RIELE)

0x00 0x00 | Oxff | Oxff | Oxff | 0x?7 ... 0x?? (JBMEALELE)

0x00 0x00 | 0x85] 0x00 | Oxff | 0x?7 ... 0x?? (fFEERGIANIETE)

0x00 0x00 | 0x85] Oxff | Oxfe | 0x?7 ... 0x??7 (& ANFETE)

WOH LR . UAO FRR4F (2) | IR AR AR (D [FAAE R 51 (D | B R AR IR A (D 84 ()

AR 2.

i JZ . ASL

134 B : ASLDataRequest(DstAddr, ServiceID, UAP_ID, Priority, Asdulength, Asdu)

(oF

0x02 | 0x00 | 0x00 0x?? | 0x00 0x01 | 0x85| Oxff | Oxff | 0x?? ... 0x?? (UAO RAETE)
0x02 | 0x00 | 0x00 0x?? | 0x00 0x00 | Oxff | Oxff | Oxff | 0x?7 ... 0x?? (J& ¥ ARAELE)
0x02 | 0x00 | 0x00 0x?7 | 0x00 0x00 | 0x85| 0x00 | Oxff | 0x?7 ... 0x?7? (FFAEEBIANTELE)
0x02 | 0x00 | 0x00 0x?7 | 0x00 0x00 | 0x85| Oxff | Oxfe | 0x?7 ... 0x?? (K A AAETE)
W 6 R . 4R (D | UAP AR (D | 8 K B (2) [TUAO R (2) | & AR IR (D) | £ & 5
(D | B BARIRAF (1D 2 A ()

W 2R G 1 W

Bt 1.

PrsUZ . ASL

144 Bk : ASLDataResponse(PacketControl, UAP_ID, Asdulength, Asdu)
£ . 0x22 | 0x00 | 0x00 0x02 | 0x?? 0x??

MR B A (D | UAP AR IR (1) | 8085 1K B (2) | 84 (2)
Bt 2.

iz . UAP

14 B : UAPWriteResponse( VCRList) (-)

fil: 0x77 0x77

it e 58 B < i (2)
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6.1.12 KEK Z4$ 4 & ik (1E @ lif) [FD-JOIN012]

2 I P DB 3 i o BE R IE A A N KEK 4% 9170 R EOR .

ML 7

a) WO BRI 28 5 - R R ST 1) B B A ik 8 B o A oK

b BN B A MR A 3 A R s 1) I3 AR SR AR (] A O3 W

o) PN FR GRS HE MR 14 8 T DR Ve I A SC - 3 B A e SCHEAT OGS i SR Bl DE R U 35
HARE g 15 fros  HARS ui ml ik 22 s .

el e % WRARGE

WKW - »

= =
B 15 KEK Z4$A 4% & ik CIE [@ 058D B B
22 KEK Z$ 4 & Mk COE @K 35 BB

FH ) 24 Bk KEK % 4143 & W GE 19132 [FD-JOIN012 ]
B 54 R s
Rt 2 [ ?Wﬁ%ﬂfémAWﬁﬁﬁm%
SecLevel =2~8
TEST BODY .
SendPacket = KeyEstablishRequest(KEK) ;
RefPacket =KeyEstablishResponse;
Send(SendPacket,SecLevel, KS) ;
WHILE(Receive(RevPacket).type | = RefPacket.type) for MaxWaitTime;
IF(RcvPacket.type = = RefPacket.type)
{
IF (Verify(RcvPacket.all, RefPacket.all,SecLevel ,KS)! = SUCCESS)
{
R 7 A% Printscreen(“Key Establish Response Payload error!”) ;
TR TestCaseResult =“FAILED”;
}
ELSE
{
Printscreen(“KEK Establish Test Success!”) ;
TestCaseResult =“SUCCESS”;
}
}
ELSE
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R R TR R
1 8 34

Printscreen( “No Key Establish Response received!”) ;
TestCaseResult = “FAILED”;
}

Printscreen(TestCaseResult) ;

TEST RESULT:
SUCCESS or FAILED

e X3 S0

SecLevel=5

RN a1 &

BrJZ . DLL

i 44 #% : Key Establish Request with KEK

Wi: 0x91 | Oxaa | 0x03 | 0x?? 0x?? | 0x00 0x1D | 0x?? 0x?? | 0x02 | 0x?? 0x?? 0x?? 0x?7 0x??
0x77? | 0x?77... 0x?7 | 0x?? 0x?7 0x?? 0x?? | 0x?? 0x?7 0x?7 0x??

M 6B . R (D | 4% IDCD | B Ak (D [J3 315 (2) [ i 5 (2) | 2545 IDC2) | B 4H 2K A (D)
| 25 91 s BB (6) | 5 1B (16) [ % 4] MIC(4) |[FCS(2)

I 2 48 B YR A -

P :DLL

i 4% % : Key EstablishResponse

Wi: 0x92 | Oxaa | 0x03 | 0x?? 0x?? | 0x00 0x03 | 0x?7 0x?? | 0x00 | 0x?? 0x?? 0x?? 0x?7
WU WAl (D) | 2% IDCD [ HE (D | F 515 (2) | MUK BE(2) | B4 ID(2) R

(D |FCS(2)

Z2% KRt
SeclLevel=12,3,
4,6,7,8

HUR= N W& €/ L I

i 2 . DLL

i % F% : Key Establish Request with KEK

Mi: 0x91 | Oxaa | 0x03 | 0x?? 0x?? | 0x00 0x1D | 0x?? 0x?? | 0x02 | 0x?? 0x?? 0x?? 0x?? 0x??
0x??7 | 0x?7... 0x?7 | 0x??7 0x?? 0x?? 0x?? | 0x?7 ... 0x?? | 0x??7 0x??7 0x?? 0x??

WU B - Wida i (DD | 2% IDCD | B g hl (D [P35 (2) [ (2) | %47 ID(2) [ #4288 (D
| 5 G O BB (6) | 45 4B (16) [ 25 4 MIC(4) | MIC(n) | FCS(2)

T A 78 0 B WO A«

PrilJz : DLL

i % % : Key EstablishResponse

Mi: 0x92 | Oxaa | 0x03 | 0x?77 0x?7 | 0x00 0x03 | 0x2? 0x?? | 0x00 | 0x?? 0x?? 0x?7 0x?7 | 0x??
0x77 0x77 0x77?

WU Wt i (D [ 45 IDCD [ Ak (1) 7515 (2) [ B2 (2) [ 9] ID(2) PRES (D) | MIC
(n) | FCS(2)

6.1.13 KEK Z 44 &M (& [miif) [ FD-JOIN013 ]

2R R T I B o BE R AR A A Y KEK 8 8170 KK

i A o

@) N B LA A R 2% 5 5K 2R G 1 B i Rk — R R B KEK %4 5
by Bl A e B ] AR 1o D1 AR ST AR [ A DR Wi I 2R U
o) I AR G 1 I 5 A ek — A B A B O K
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d) BN BE A RN T P B R R S 160 035 R G AR (] — A 2 £ Je P B BB
) IR AR GO M E 1 1 D e A S-S T BRI A SCHEAT FEGE SR B X DR I U 3
FARE P anpE 16 o, B i i 23 s .

el Be % WEARGE

DEE—' AT B
< RMRERBGER
R R >

) I
B 16 KEK Z$ 4 & ik (&= malkis) i F B
% 23 KEK F8H &K (= @) it BF

B 44 KEK % £ 43 & M ia{ O 1] i 300 [FD-JOINO13 ]
B W%
o B B 28 T 22 A A R 46 M) 2%
SecLevel =2~38
TEST BODY .
SendPacketl = KeyEstablishRequest(KEK) ;
SendPacket2 = AttributeGettingRequest(KEK) ;
RefPacketl = KeyEstablishResponse;
RefPacket2 = AttributeGettingResponse;
Send(SendPacketl, SecLevel ,KS) ;
WHILE(Receive(RevPacket).type | = RefPacketl.type) for MaxWaitTime;
IF(RevPacket.type == RefPacketl.type)
{
IF (Verify(RevPacketl.all, RefPacketl.all,SecLevel, KS) | = SUCCESS)
{
Printscreen(“Key Establish Response Payload error!”);
i AR TestCaseResult =“FAILED”;
T 4 iR }

ELSE

{
Printscreen(“KEK Establish Response Payload Correct!”);
TestCaseResult =“SUCCESS”;

}
}
ELSE
{
Printscreen( “No Key Establish Response received!”) ;
TestCaseResult = “FAILED”;}
IF(TestCaseResult == “SUCCESS”)

{
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Send(SendPacket2,SecLevel ,KS) ;
WHILE(Receive(RevPacket).type | = RefPacket2.type)for MaxWaitTime;
IF(RevPacket .type == RefPacket2.type)
{
IF (Verify(RevPacket.all, RefPacket2.all,Seclevel,KS) == SUCCESS)
{
Printscreen( “KEK Establish Test Success!”);
TestCaseResult = “SUCCESS”; }
}
ELSE
{
TestCaseResult =“FAILED”;
Printscreen(“KEK EstablishTest Failed!”) ;

}
ELSE
{
TestCaseResult = “FAILED”;
}

Printscreen( TestCaseResult) ;

TEST RESULT:
SUCCESS or FAILED

SR

SecLevel=5

W 2R G2 1 A& B8 4«

il 1.

Pril)Z: DLL

i 44 #% : Key Establish Request with KEK

Ii: 0x91 | Oxaa | 0x03 | 0x?? 0x?? | 0x00 Ox1D | 0x?? 0x?? | 0x02 | 0x?? 0x?? 0x?? 0x?? 0x??
0x?7? | 0x??... 0x?7 | 0x?7 0x?? 0x?7? 0x?7 | 0x?7 0x?7 0x?7? 0x?7?

MR B A - T (D [ 45 IDCD | B b bk (D [JF 515 (2 [ K (2) | %547 ID2) | %5 JI 2/ (D)
| 25 4 3T I B (6 | 28 B M. (16) | # 4 MIC(4) |[FCS(2)

it 2.

P2 . DLL

{4 FR . Attribute Getting Request(KEK)

Wi :0x8e | Oxaa | 0x03 | 0x?7 0x?7 | 0x?7 0x?? | 0x84 | 0x?? | 0x?? 0x?? | 0x?? 0x?? | 0x??
0x?7? 0x?7? 0x?7

Mt U B - g ] (LD | 2% IDCD | H A ek (D | JF35155 (2) | i B2 (2) | @ HEFRRAF (D | @ M R
FRARAE (D | 2R R — DR 51 (2 RS H (2) | FCS(2)

I R G2 N ORI AL -

Bat 1.

P :DLL

i 44 % : Key EstablishResponse

MWi: 0x92 | Oxaa | 0x03 | 0x?? 0x?7 | 0x00 0x03 | 0x?7 0x?? | 0x01 | 0x?7 0x?? 0x?? 0x??
MR B8 B« W (D | R4 TDCD [ SR (D |7 5145 (2) [ B2 (2) | %81 1DC2) PR
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ZH W

Seclevel=5

(1) |FCS(2)

Binf 2.

i)z . DLL

i 4% #% . Attribute Getting Response

Wi: 0x8d| Oxaa | 0x03 | 0x?? 0x?7 | 0x7? 0x?? | 0xO1 | Ox84 | 0x77 | 0x?? 0x?? | 0x?? 0x?7? |
0x?7 ... 0x??7 | 0x??7 0x?? 0x?? 0x?7

WSS - Wi (D[R 2% IDCD | IR (D [ 7515 (2) [0 3 (2) | 3T 455 (L) | Ja 4 bR LA
(D &M B AR RAF (D | 24 R — R TN JEAEEH (2 | B (n) | FCS(2)

SecLevel=2, 3,
4 96 77 78

W 2R 40 I & Ba A,

ot 1.

P2 : DLL

i % #% : Key Establish Request with KEK

P57 . 0x91 | Oxaa | 0x03 | 0x?? 0x?? | 0x00 O0x1D | 0x?? 0x?? | 0x02 | 0x?? 0x?? 0x?? 0x?? 0x??
0x??7 | 0x?7... 0x??7 | 0x?? 0x?7 0x?? 0x?7 | 0x?7 0x?7 0x?? 0x?? | Ox?7? 0x?? 0x?? 0x??
Wi B . W (D [ 48 IDCD | B A bk (D |53 (2) [ WK (2) | %47 ID(2) | #F 4 2EA (D)
| 25 G CE BB (6) | B9 ME (16) [ 45 5] MIC(4) | MIC(n) | FCS(2)

Bt 2.

P2 : DLL

i % #% . Attribute Getting Request(KEK)

Wi:0x8e | Oxaa | 0x03 | 0x?? 0x?? | 0x?7? 0x?? | Ox84 | 0x?? | 0x?? 0x?? | 0x?? 0x??7 | Ox??
0x?? 0x?? 0x?7 | 0x?? 0x?? 0x?? 0x??

WIS« it (D [ 48 TDCD | B #stbhl (D |7 515 (2) | BE (2 | HEARIRAF (D & P A
FRiRgF (D | 2B BN — AR5 (2 g E (2) IMIC(n) | FCS(2)

NN WAl € €/ TR

ot 1.

P2 :DLL

i % #% : Key EstablishResponse

mi. 0x92 | Oxaa | 0x03 | 0x??7 0x?7 | 0x00 0x03 | 0x?? 0x?? | 0x01 | 0x?? 0x?? 0x?? 0x?? | Ox??
0x?7?7 0x?7? 0x??

WIS« it R (1D [ P48 IDCD [ HE (D | 5145 (2) [ i BE (2) [ % 4 TDC2) [R5 (1) | MIC
(n) |FCS(2)

R 2.

PriZ : DLL

i % . Attribute Getting Response

. 0x8d| Oxaa | 0x03 | 0x?? 0x?? | 0x?? 0x?? | 0x01 | 0x84 [ 0x?? | 0x?? 0x?7 | 0x?7 0x?7? |
0x?? ... 0x?? | 0x?? 0x?? 0x?? 0x?? | 0x?? 0x?? 0x?? 0x??

TR ] - it (LD [ 48 IDCD [P HE (1D [P35 (2) [T BE (2) [ $AT 45 258 (D) | g M bm R4
(D B GFR IR (D [ 24 B IEE RS — D AEER 52 R (2) |8 H{E (n) | MIC(n) |
FCS(2)

6.1.14 KEDU %44 & ik (1E [@M3X) [FD-JOINO0 14 ]

2N B I B 7 o BE R AE A WA N KEDU #5401 70 &35 5K .
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S WOR SR

a) BN B LA A R4 5 1 AR G 1 R A R 36 B B R K

b B A R MBI B B 0 S SR 1 3 AR G AR [0 ] S i I 5

o) IR AR GO R MR 10 T D e A ST B ER A A SCHEAT FEGE L 4 SR B DR R DU 30 o
FLARE P an g 17 fros, BR324 Bros .

el Be % AR

< EHZRIFEK

EHAPERWN ———»

I I
B 17 KEDU Z 44 &Mk (iEm i) i 5 E

% 24 KEDU Z4$A 4 & Ml (IE [@ M3 35 BR

F 2 R KEDU #4143 & ik CE 1 ) 150 [ FD-JOINO 14 ]

R 2 W7 &

BN B 7 B 22 4 A I 2R 5 ) 4%

A5 3 4% A
SecLevel =2~38

TEST BODY.
SendPacket = KeyEstablishRequest(KEDU) ;
RefPacket =KeyEstablishResponse;
Send(SendPacket, SecLevel ,KS) ;
WHILE(Receive(RevPacket).type | = RefPacket.type) for MaxWaitTime;
IF(RevPacket.type = = RefPacket.type)
{
IF (Verify(RcevPacket.all, RefPacket.all,Seclevel ,KS)! = SUCCESS)
{
Printscreen(“Key Establish Response Payload error!”) ;

. . TestCaseResult =“FAILED”;
W 1t AR

fih il it }

ELSE

{
Printscreen(“KEDU Establish Test Success!”);
TestCaseResult =“SUCCESS”;

ELSE

Printscreen( “No Key Establish Response received!”) ;

TestCaseResult = “FAILED”;

48



GB/T 26790.4—2020

%+ 24 (&)

Printscreen(TestCaseResult) ;

SecLevel=5

A By AR
fith i i TEST RESULT:
SUCCESS or FAILED

W AR B8 & B

Bri 2 : DLL

i 44 FK : Key Establish Request with KEDU

Mi. 0x91 | Oxaa | 0x03 | 0x?? 0x?? | 0x00 0x1D | 0x?? 0x?? | 0x03 | 0x?? 0x?? 0x?? 0x?? 0x?%

0x?7 | 0x?7... 0x?7 | 0x?7 0x?7 0x?? 0x?7 | 0x?7 0x?7 0x?7 0x??

WUV« BRI (L) |2 IDCL | F Sk (D) 515 2> | BB (2) | #1 DC2) | 89168 (1)
SHHA

| 85 BT I B (6) | 54 (16) | 254 MIC(4) | FCS(2)

3R FR g0y OB

WY Z :DLL

i 4 # : Key EstablishResponse

M. 0x92 | Oxaa | 0x03 | 0x?? 0x?? | 0x00 0x03 | 0x?? 0x?? | 0x00 | 0x?? 0x?? 0x?? 0x??
WL« W R (D [ 2% IDCD [EMBHE (D | FE5)5 (2) [ WK (2) 354 ID(2) R TE

(1) |FCS(2)

SecLevel=2,3,
4,6,7,8

W 2R G0 0 R HHE A,

P2 : DLL

i 4 #% : Key Establish Request with KEDU

Wi: 0x91 | Oxaa | 0x03 | 0x?7 0x?? | 0x00 0x1D | 0x??7 0x?? | 0x03 | 0x?? 0x?? 0x?? 0x?? 0x??
0x?7 | 0x?7... 0x?7 | 0x?77? 0x?? 0x?? 0x?7 | 0x?? ++ 0x?7 | 0x?? 0x?7 0x?? 0x??

WA B - TR R (D [ 4% IDCD | H B hE (D [P 5145 (2) [ i B2 (2) | %91 ID(2) | %425 R (D)
| %85 BH IO I B (6D | 85 BB (16) | 2 81 MIC(4) |[MIC(n) | FCS(2)

3R FR g0 0 R

PrUZ :DLL

i 4% # : Key EstablishResponse

MWi. 0x92 | Oxaa | 0x03 | 0x?? 0x?? | 0x00 0x03 | 0x?? 0x?? | 0x00 | O0x?? -+ 0x?? | 0x?? 0x??
0x77 0x77

W ST« R (1D [ R 48 IDCD [ s HE (D |5 5145 (2) [ i B2 (2) [ % 8 IDC2) [R5 (1) | MIC
(n)| FCS(2)

6.1.15 KEDU %84 & ik (& @malik) [FD-JOINO15 |

i T 0B 3 8 o BE A AE B . KEDU % 8 70 K 2K

3o A o

@) WOMBLA LA 28 5 R AR G2 1 A B 4 ik — AR R KEDU 2 8144 8

b BN B A FE MR A 23 i SR i 1) I3 AR G AR (] % A 3 W O O T

o) R AR G 1) I B A ek — A R AR B BGE K

d) BN A R CEN T P 5 BT SR 16 03 R SR 3R [ — A 5 £ Je P 35 BB

e) W ZR GO H W E B4 1 0 T e I A1 S 30 SR A 4 SCHEAT OGS A SR Bl DE TR L DU 35 o
HARE g 18 s BRI B Bl ke 25 fs .
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el e % WRRS
<« EHSRWEK
RS REN. ¥
< JR PG K
J R Y B
/1 |

B 18 KEDU Z 4 &£k (& milik) & FF &
F 25 KEDU F$A 4 & Wik (& @) i3t BF

F 4 B

KEDU #4143 2 WA 5 1 150 [FD-JOINO15 ]

BB A

W%

MR 2% 1F

B A O & e AR R St X 2%
Seclevel =2~38

X [P AR
i H ik

TEST BODY:

SendPacket] = KeyEstablishRequest(KEDU) ;
SendPacket2 = AttributeGettingRequest(KEDU) ;
RefPacket]l =KeyEstablishResponse;

RefPacket2 = AttributeGettingResponse;

Send(SendPacketl ,SecLevel ,KS) ;

WHILE(Receive(RevPacket).type | = RefPacketl.type) for MaxWaitTime;
IF(RevPacket.type = = RefPacketl.type)

{

IF (Verify(RcvPacketl.all, RefPacketl.all,SecLevel,KS)! = SUCCESS)
{
Printscreen(“Key Establish Response Payload error!”);
TestCaseResult =“FAILED”;
}
ELSE
{
Printscreen(“KEDU Establish Response Payload Correct!”) ;
TestCaseResult =“SUCCESS”;

}

ELSE

{
Printscreen( “No Key Establish Response received!”) ;
TestCaseResult = “FAILED”;

}

IF(TestCaseResult == “SUCCESS”)

{

Send(SendPacket2, SeclLevel ,KS) ;
WHILE(Receive(RevPacket).type | = RefPacket2.type) for MaxWaitTime;
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Wk iy A
fith i i

IF(RevPacket .type = = RefPacket2.type)
{
IF (Verify(RcvPacket.all, RefPacket2.all,SecLevel,KS) == SUCCESS)
{
Printscreen( “KEDU Establish Test Success!”) ;
TestCaseResult = “SUCCESS”;

}

ELSE

{
Printscreen(“KEDU EstablishTest Failed!”) ;
TestCaseResult =“FAILED”;

}

Printscreen(TestCaseResult) ;

TEST RESULT:
SUCCESS or FAILED

R )
SecLevel=5

W 2R 49 B & B A -

o 1.

PrilZ . DLL

i 4 # : Key Establish Request with KEDU

Wi. 0x91 | Oxaa | 0x03 | 0x?? 0x?? | 0x00 0x1D | 0x?? 0x?? | 0x03 | 0x?? 0x?? 0x?? 0x?? 0x??
0x?? | 0x?7... 0x?? | 0x?? 0x?? 0x?? 0x?? | 0x?? 0x?7?

WU BE T - W (D |4 IDCD | FH Bk (D 7515 (2) [ R (2) %43 TDC2) [# 812 A1 (D
| %5 BF 00 B (6D | 25 FME (16) | % 4 MIC(4) |FCS(2)

it 2.

PrilZ . DLL

i 4% #% . Attribute Getting Request(KEDU)

Ii:0x8e | Oxaa | 0x03 | 0x?7 0x?? | 0x?? 0x?? | 0x84 | 0x7? | 0x?7 0x?? | 0x?? 0x??7
0x77 0x77

T BE T - WA (D TR Z% IDCD | B A bk (D |FF 5145 (2) | B2 C2) g MR A (D | 4 Al A
PRI D | 24~ B PEE RS — DR 51 (O B IR H (2) | FCS(2)

I 2 G R A

iR 1.

Pz : DLL

i 4 # : Key EstablishResponse

M. 0x92 | Oxaa | 0x03 | 0x?? 0x?? | 0x00 0x03 | 0x?? 0x?? | 0x01 | 0x?? 0x??
WIS B - TR R (DD [ B 48 IDCD [ hE (D [ P55 (2) [ B (2) [ %47 ID(2) [ RE&
(1) |FCS(2)

Bt 2.

)2 DLL

Mi4% FR . Attribute Getting Response
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SecLevel=5

i: 0x8d| Oxaa | 0x03 | 0x?? 0x?? | 0x?? 0x?? | 0x01 | 0x84 | 0x?? | 0x?? 0x?? | 0x??7 0x?? |
0x?7 ... 0x?? | 0x?? 0x?7?

Mtk 156 B - i il (1) | B9 IDCD) [P Hehk (D | 7515 (2) | i BE (2) | $0AT 45 3 (D) | @ P bR L AT
U e A B AR IR (1) | 5 BB R 5 — A D31 (20 | RHERCH (2 | ) | FCS(2)

SHEPYRA
SecLevel=12,3,
4,6,7,8

R WA & i & L I

Buf 1.

MY Z: DLL

i % % : Key Establish Request with KEDU

Mi: 0x91 | Oxaa | 0x03 | 0x?? 0x?? | 0x00 0x1D | 0x?? 0x?? | 0x03 | 0x?? 0x?? 0x?? 0x?? 0x??
0x?? | 0x?7... 0x?7 | 0x??7 0x?? 0x?7 0x?7 | 0x?7 ---0x?? | 0x?7? 0x?7?

M - R (D | 2% IDCD | B Ak (O [FF 515 (2) [ i< B2 (2) | 25491 IDC2) | B P2 80 (1)
| 25 9180 BB (6) | B HIME (16) | B4 MIC(4) | MIC(n) | FCS(2)FCS(2)

Buf 2.

WY JZ: DLL

i 4% FK . Attribute Getting Request(KEDU)

i :0x8e | Oxaa | 0x03 | 0x?? 0x?? | 0x?? 0x?? | 0x84 | 0x?? | 0x?? 0x?? | 0x?? 0x?? | 0x?79 +-
0x?? | 0x7?7 0x?7?

Mt 8 358 1 = T ] (LD | 2% IDCD | H B9 ekl (D |5 5145 (2) | i B2 (2) |8 PEFR AT (D | 8 M R
FRIRAF (D | 24 BHERNE — RSO B HEEE (2) | MIC(n) | FCS(2)FCS(2)

T2 ZR 46 I OBCHE 2,

Byuf 1.

Pril )2 :DLL

{44 Ff : Key EstablishResponse

mi: 0x92 | Oxaa | 0x03 | 0x?? 0x?? | 0x00 0x03 | 0x?? 0x?? | 0x01 | 0x?? +-+0x?? | 0x?? 0x??
M 56 ] - AR (1D [ R 28 IDCD [ bR (D | 75145 (2) [ BE (2) [ 2551 ID(2) PR (1) | MIC
(n)| FCS(2)FCS(2)

B 2.

PhilZ: DLL

i % Bk . Attribute Getting Response

Mi: 0x8d| Oxaa | 0x03 | 0x?? 0x?? | 0x?? 0x?? | Ox01 | 0x84 | 0x??7 | 0x?? 0x?7 | 0x?? 0x?7 |
0x?? ... 0x??7 | 0x?? ++0x?? | 0x?? 0x??

M 56 ] - AR (1D [ 28 IDCD [EHbHE (D [ 77315 (2) | Wi B2 (2) | $AT 45 2R (D | @ P bR IR AT
(D @ P B ARRAF (D | 24 @ A 2R — a8 R 51 (2 T H (2) g HEE (n) | MIC(n) |
FCS(2)

6.1.16 KEDB 434> & i (IE (5 iK) [ FD-JOIN016 |

I3 B P T D B K A BE T IE B e . KEDB 28 81 73 A3 3K

M3 7

Q) BNV LA A R4 5 1 AR G 1 R A R I T B R K

b) BN B A BRI B A O3 i R i 1) I3 AR SR AR (0] B 23 T 5

o) IR AR GO 1R MBI 1A o D e A S5 B B A 4 SCHEAT FE X 4 SR Bk DR R DU 3 o
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FLAREE Py G 19 B BRI B an ke 26 frs .
SIS W%

«————— HPESRER

EHIRWN ¥

[ |
B 19 KEDB Z 44 & ik (iE miid) B F B
% 26 KEDB Z4$A 4> & M3k (IE [ )4%) i% BA

LA KEDB # $ 43 %& W 1 GE 15 #1350 [FD-JOINO16]

el 8-S W7 &

P B A T2 4 m A 38 3R 48 1 2%

A 3% 4% 14
SecLevel =2~38

TEST BODY .
SendPacket = KeyEstablishRequest(KEDB) ;
RefPacket =KeyEstablishResponse;
Send(SendPacket, SecLevel,KS);
WHILE(Receive(RevPacket).type | = RefPacket.type) for MaxWaitTime;
IF(RcevPacket.type = = RefPacket.type)
i
IF (Verify(RcevPacket.all, RefPacket.all, SecLevel,KS)! = SUCCESS)
{
Printscreen(“Key Establish Response Payload error!”) ;
TestCaseResult =“FAILED”;
}
ELSE

s )t ARG {

i 4l iR . « . . »
Printscreen(“KEDB Establish Test Success!”);

TestCaseResult =“SUCCESS”;

ELSE

Printscreen( “No Key Establish Response received!”) ;
TestCaseResult = “FAILED”;
}

Printscreen(TestCaseResult) ;

TEST RESULT:
SUCCESS or FAILED
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ZEHRE

SecLevel=5

W 2R G0 1 A B 4,

P JZ . DLL

i % % : Key Establish Request with KEDB

Mi: 0x91 | Oxaa | 0x03 | 0x?? 0x?? | 0x00 0x1D | 0x?? 0x?? | 0x04 | 0x?? 0x?? 0x?7? 0x?? 0x??
0x?7? | 0x?7... 0x?7 | 0x??7 0x?? 0x?7 0x?7 | Ox?7 0x?7?

M 8 T« s i (D |45 IDCD | B sk (D 5145 (2) [ B (2) | %547 ID(2) | % g1/ (D)
| 25 1305 B BR (6) | 5 B ME.(16) | % 4] MIC(4) |[FCS(2)

T2 ZR 46 I ORI £,

PrilZ :DLL

i 44 #% : Key EstablishResponse

M. 0x92 | Oxaa | 0x03 | 0x?7 0x?? | 0x00 0x03 | 0x?7 0x?? | 0x00 | 0x?? 0x?7?
M B - Wi i (1D | P26 IDCD [ hE (D | 7315 (2) | WK B (2) [ %47 ID(2) RS
(1) |FCS(2)

SecLevel=12,3,
4,6,7,8

RN W& &/ I

Ppis )2 DLL

i 44 % : Key Establish Request with KEDB

Mi: 0x91 | Oxaa | 0x03 | 0x?? 0x?? | 0x00 0x1D | 0x?? 0x?? | 0x04 | 0x?? 0x?? 0x?7? 0x?? 0x??
0x?7? | 0x?7... 0x?7 | 0x?? 0x?? 0x?? 0x?7 | 0x?? ---0x?? | 0x?? 0x??

iR B - R (D [ R4 IDCD | B A3k (D [JF51]45 (2) [ E (2) | %547 ID(2) | B R (D
| S A 0 BB (6) | 8 E (16) | 48 4] MIC(4) | MIC(n) | FCS(2)

HR= WA & &/ I

Pris)Z . DLL

i 4 # : Key EstablishResponse

i, 0x92 | Oxaa | 0x03 | 0x?? 0x?? | 0x00 0x03 | 0x?? 0x?? | 0x00 | 0x?? ---0x?? | 0x?? 0x??
MG BT : WiAa il (D | 48 IDCD [ HE (D [ 7545 (2) | i B2 (2) [ %58 TD(2) IR 2 (1) | MIC
(n)| FCS(2)

6.1.17 KEDB Z$i4 & iR (& miX) [FD-JOIN017]

2 R T I B 7 o BE T IE A A N KEDB %% 9170 &38R .

3 7

Q) BLIN B IA RS a1 AR G 1A B A Ak — R 1 KEDB %4 5

b BB A R MR B B A0 A R 1 AR G AR [0 ] S ki R 5

o) M AR G I I 5 A Rk — A B A O K

A W A R A B IR SR i 0 1 AR SRR (] — A S A TR A 332 BB

) MR 2R GURE e W A BT e W IO A SC 5 S R A SCHEA T HERS L A 2R B T R O e
HARB A 20 fros . HARS Bl ml ik 27 s .
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B e WARG

«——— B ERIEKR
EHIERWN ¥
T RAEEERAR

BN

E— —
B 20 KEDB #4& MK (k@) HFE
% 27 KEDB Z 5 &K (& @ ilix) i5 AR

Ji9] 44 KEDB % #1734 1 O 1 i i3 [FD-JOINO17 ]

B % Wi s

B B A E 2 A AN I 5 G R 4%

A 3 2% 1
Seclevel =2~38

TEST BODY .
SendPacketl = KeyEstablishRequest(KEDB) ;
SendPacket2 = AttributeGettingRequest(KEDB)
RefPacketl =KeyEstablishResponse;
RefPacket2 = AttributeGettingResponse;
Send(SendPacketl, SeclLevel ,KS) ;
WHILE(Receive(RevPacket) . type | = RefPacketl.type)for MaxWaitTime;
IF(RcevPacket.type == RefPacketl.type)
{
IF (Verify(RcvPacketl.all, RefPacketl.all,Seclevel ,KS)! = SUCCESS)
{
Printscreen(“Key Establish Response Payload error!”) ;
TestCaseResult =“FAILED”;
2 R 606 1% )
i Fii A ELSE
{
Printscreen(“KEDB Establish Response Payload Correct!”)
TestCaseResult =“SUCCESS”;

}

ELSE

{
Printscreen( “No Key Establish Response received!”) ;
TestCaseResult = “FAILED”;

}

IF(TestCaseResult == “SUCCESS”)

{
Send(SendPacket2, SecLevel ,KS) ;
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WHILE(Receive(RevPacket).type | = RefPacket2.type)for MaxWaitTime;
IF(RcvPacket .type == RefPacket2.type)
{
IF (Verify(RcevPacket.all, RefPacket2.all,Seclevel,KS) == SUCCESS)
{
Printscreen( “KEDB Establish Test Success!”) ;
TestCaseResult = “SUCCESS”;

}
A Bt AR }
ELSE
ith i iRk {
Printscreen(“KEDB EstablishTest Failed!”) ;
TestCaseResult =“FAILED”;
}
}
Printscreen( TestCaseResult) ;
TEST RESULT:
SUCCESS or FAILED
RN W& &/
Bt 1
PrisZ . DLL
i 44 % : Key Establish Request with KEDU
Wi: 0x91 | Oxaa | 0x03 | 0x?? 0x?? | 0x00 Ox1D | 0x?? 0x?? | 0x04 | 0x?? 0x?? 0x?? 0x?7 0x??
0x?? | 0x?7... 0x?? | 0x??7 0x?? 0x?? 0x?? | Ox?? Ox??
WU B WS (D[4 IDCD | H g 3thk (D [ 7515 (2) | EE (2) [ %55 IDC2) | 25 4126 R (1)
| 2% PITE RS BR (6) | 25 $H 1. (16) | % 81 MIC(4) | FCS(2)
Bty 2.
PrisZ : DLL
i % Bk . Attribute Getting Request(KEDU)
e Ii.0x8e | Oxaa | 0x03 | 0x?7 0x7? | 0x?7 0x?7 | 0x84 | 0x7? | 0x?? 0x??7 | 0x7? 0x??

SecLevel=5

0x?7? 0x7?
Mot B8 B - Wi i (D | R 4% IDCD) | H gttt (O [ JF 315 (2) [ K BE (2) | B AR IR AT (D) | )& 1 i 51
FRRAE (D | 2B — AR 51 (2O B3 H (2) |[FCS(2)

INE VA & S €T

B 1.

BrisUZ . DLL

i 4% #% : Key EstablishResponse

Wi: 0x92 | Oxaa | 0x03 | 0x??7 0x?? | 0x00 0x03 | 0x?7 0x?? | 0x01 | 0x?7? 0x?7?
WA - Wil (1 [ R 45 IDCD [ (D [JF515(2) [ ik B (2) [ 541 D) [ R A
(1) |FCS(2)

R 2.
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= 27 ()

PrlUZ . DLL
I5i 44 % . Attribute Getting Response

2 BE 4 Wi. 0x8d| Oxaa | 0x03 | 0x?? 0x?? | 0x?? 0x?? | 0x01 | 0x84 | 0x?? | 0x?? 0x?? | 0x?? 0x?7 |
SecLevel= 0x?? ... 0x?7? | 0x?? 0x??
W ] - i DD [ P28 IDCD [ IR HHE (D [ 7315 (2) [ BE (2) [ AT 45 538 (D) | 8 P AR IR 45
(D [JE ML SRR (D | 2 AR E N — NEER T B HEEH (2 B HE (n) [FCS(2)
W 2R G2 0 R B HE A,
Bna 1.
i)z . DLL
i 4 # : Key Establish Request with KEDU
Wi: 0x91 | Oxaa | 0x03 | 0x?7? 0x?? | 0x00 0x1D | 0x?? 0x?? | 0x04 | 0x?? 0x?? 0x?? 0x?? 0x??
0x??7 | 0x?7... 0x?? | 0x?? 0x?? 0x?? 0x?? | 0x?? ++-0x?? | 0x?? 0x??
TSR R B - it A (D |4 IDCD | H Bk (D [F 515 (2) | BE (2) | % 4] ID(2) | 25 91261 (1)
| 5 B TS IR (6) | B 41 (16) | % 4] MIC(4) | MIC(n) | FCS(2)
Bina 2.
i)z . DLL
i 4 # . Attribute Getting Request(KEDU)
i:0x8e | Oxaa | 0x03 [ 0x77 0x?7 | 0x77 0x77 | 0x84 | 0x?77 [ 0x?7 0x?7 | 0x?77 0x?7 | 0x77 -
0x??7 | 0x??7 0x7?
WU B - TR ] (D [ 4% IDCD | H Ak (D | 573055 (2) [ B2 (2) | @ PEFRRAF (D | 8@ M R
ERZ S FRAF (D) | 248 P 09 45 — N AEBE R 31 () R PR H (2) | MIC(n) | FCS(2)
SecLevel=2,3,
4,6,7,8 IR EE WA € €K

Bna 1.

Pz : DLL

15i 4 % : Key EstablishResponse

M. 0x92 | Oxaa | 0x03 | 0x?? 0x?? | 0x00 0x03 | 0x?? 0x?? | 0xO1 | 0x?? +-+0x?? | 0x?? 0x??
WA B - TR R (D [ 4% IDCD [ hE (D |7 5115 (2) [ i 2 (2) [ % 8] IDC2) R 2 (D) [ MIC
(n)| FCS(2)

Bt 2.

P2 : DLL

i % . Attribute Getting Response

Mi. 0x8d| Oxaa | 0x03 | 0x??7 0x??7 | 0x?? 0x?? | 0x01 | 0x84 | 0x?? | 0x?? 0x?? | 0x?? 0x?7 |
0x?7 ... 0x?? | 0x?7 +=-0x?? | 0x?? 0x??

TR S s T R (D [ 48 TDCD [ L (1D [P35 (2) [ BE (2) [ AT 5258 (D) | g M bm R 4
(D B G FR IR (D [ 2 BIEE S — DR 52 B R (2) |8 HE{E (n) | MIC(n) |
FCS(2)

6.2 EITEEMRE

6.2.1 ##EEH N X[ FD-RUNOO1]
IR R 5100 38 B 17 15 A% 18 5 TR I e % A it
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Wt 7

a) W BE A A M 485 ] i R S8 K 26 HaE it 5

by FE 4 ASEE W [A] L U R G D $E R 3 AN BICHE I N 15 R O T JE A A B KR
#= 5 1 X TimeSlot;

o) IR AR G0 ST HCHE W S B B A e SCHEAT X G 2R e X DR TEC LR 58 2 N R i R R
e 22 I3 5

BT an 8l 21 B BRI 8 B an e 28 Fos

B BRRS

B ¥

I I
B 21 HiEEmNILHFE
* 28 HELHNIKIEA

i1 44 B Ko A% fay 1 1AL FD-RUNOO1 |
BB W

B B 4 2 AR R G M 2%
T AR G L 52 MO Bl B & 1Y B TR B
KEDU=NULL

AR I 3 4 4
SecLevel=0,1

B B 1 B 22 A A 2R 48 R 4%
T 3 58 © 58 o0 Bl 00 e o A4 BE R G T CGRE T VB B 2 1 46
KEDU B Ji H

AR5 3 4% A1
SecLevel=2~8

TEST BODY.

RefPacket = Data;

Count = 03

WHILE(1) |for 4 SuperframeCycle
{

IF(Receive(RevPacket).type = = RefPacket.type)
_ . {
i At AR Countt+
“oun ;
i 4 i

IF (Verify(RevPacket.all, RefPacket.all, Secl.evel, KEDU)! =SUCCESS)
{

Printscreen (“DataPayload error!”);

TestCaseResult = FAILED;
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%+ 28 ()

IF(Count << 3)

{
Printscreen (“Not EnoughData received!”) ;
TestCaseResult = FAILED;
}
ELSE IF(CycleError >>1" TimeSlot)
{
Printscreen (“Data Cycle beyonds tolerance!”) ;
. o TestCaseResult = FAILED;
3 4 B AR }
EE BN
ELSE
{
Printscreen(“Data Transmission Test Success!”);
TestCaseResult = SUCCESS;
}
Printscreen( TestCaseResult) ;
TEST RESULT:
SUCCESS or FAILED
D 2 45 0 & R A -
7o
SE A ) 5 9 MR
SecLevel = 0, X2 DLL
1 W14 : Data
Wi. 0x81 | Oxaa | 0x03 | 0x?? 0x?? | 0x?? 0x?? | 0x?? ... 0x?? | 0x?? 0x??
WTER DA« W R () | 4% IDCD) | HE (D | 315 (2) | T BE (2) | #8747 (n) | FCS(2)
W R G W A B
Jc
SEBEE | i R e O
SeCLevelz 2 B 3 s U})D\(E . DLL
4,6,7,8 i 4 # . Data
Wi: 0x81 | Oxaa | 0x03 | 0x?7 0x?? | 0x?77 0x?? | 0x?7 ... 0x?7 | 0x?7 «+ 0x?7 | 0x?7 0x?7?
W« R D TR 2% IDCD [I3IE (D )7 915 (2) [T B2 (2) |84 (n) | MIC(n) | FCS(2)
6.2.2 & &FIRESHE MK FD-RUN002 ]

2 I 3P BB 3B 7 o BE A IR ek B A AR A AR

3o A o

a) BB AR 2% 5 R 2R G Kk B A AR AR 5
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b)  7E 4 4> DevStaRptCycle Bf[a] Y, Mk 2 48 0 2 /D FE 00 3 A B RS S ol 5 45 & i ik
£ RS S 1Y R A 1 B iR 22 28 max(10 % X DevStaRptCycle, 1 X TimeSlot) ;

o) M R G0 H W 1 150 A8 IR A A 4 ST 09 B8 A A SO AT B R G 2R B X DS TS HL R B 1R 25 N
b R R 2% W iE i

HAAEE e an 8l 22 Bos AR B an 2k 29 s,

BB & WRRE

WERERE —»

— —
B 22 g&ERSRENLHFE
£ 29 BREREHRENWIKEHA

FI 2 R B AOR AR S X [FD-RUN002 ]
aliEe -2 Wi &

BB A% AR R 48 ) 4%

WA 32 5% 1 DI R 58 0 58 O B0 8 4 1) 9% IR G B

SecLevel=0,1 M £ 40 5 B0 g 3% 4 MIB R i DevStaRptCycle 2 it &
KEDU=NULL

Bl B4 © %2 4 A 3K 2R 452 19 4%

A 32 5% 1 DI 2R 40 2 58 ORI 35 4 1) 9% U I6C G T B 3% B 41 55
SecLevel=2~8 | i R 4t C 58 L% 8% % 4 MIB b1 1) DevStaRptCycle S5l &
KEDU & 3/

TEST BODY .

RefPacket = DeviceConditionReport;
Count = 03

WHILE(D) | for 4° DevStaRptCycle

{

IF(Receive(RevPacket).type == RefPacket.type)
{
Count++;
Wt B Bh AR . .
IF (Verify(RevPacket.all, RefPacket.all,SecLevel, KEDU)! = SUCCESS)
filh 4 iR

{

Printscreen (“Device Condition ReportPayload error!”) ;

TestCaseResult = FAILED;

}
}
IF(Count <C 3)
{
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%+ 29 (20)

Printscreen (“No EnoughDevice Condition Report received!”) ;
TestCaseResult = FAILED;

}

ELSE IF(CycleError >Max(10% * DevStaRptCycle,1* TimeSlot) )

{
Printscreen (“Device Condition Report Cycle beyonds tolerance!”) ;
TestCaseResult = FAILED;

}

W P AR
ELSE
[EEGRL {
Printscreen(“Device Condition Report Test Success!”) ;
TestCaseResult = SUCCESS;
}
Printscreen(TestCaseResult) ;
TEST RESULT:
SUCCESS or FAILED
W R G 1 A B 4
Jc
SHEHA

Seclevel = 0,

1.5

0358 3R 45 1o K 9

i)z DLL

i 44 FK : Device Condition Report

Wi: 0x89 | Oxaa | 0x03 | 0x7? 0x?7 | 0x00 0x01 | 0x?? | 0x?? 0x?7?

WS R B - T (D |45 IDCD) Rk (D 7815 (2) | i BE (2) [ A IREAE S (D [FCS(2)

R C)
SecLevel=2, 3,
4,6,7,8

A W& E
JG

IR A WA € € iR I

P2 : DLL

i 44 FR : Device Condition Report

Wi: 0x89 | Oxaa | 0x03 | 0x?7 0x?? | 0x00 0x01 | 0x?? | 0x?? +++0x?7? | 0x?77 0x??

Wi B - Wi (D [ 45 IDCD [E#AE (D | R 315 (2) [ B (2) [ 3 & REF B (D | MCS(n) |
FCS(2)

6.2.3 fEER AR & MK FD-RUNOO3 |

% 9] 00 3B A 8 A BE T A Ak A IR L A A

S A

a) BB I AR 5 ] 2R G A 6 A IR B AR 5

b) 1 4 4~ ChaStaRptCycle B [A] Y L IR &R G20 2 D42 0B 3 AMF R B0 4 w0 i 45 & R 1R
TE PR HR 4 Y R Y B AR 2% 2 max (10 % X ChaStaRptCyecle, 1 X TimeSlot) ;

o) I AR G0 A SO 5 TEDIR 0 i 5 A S B Y A SR AT L X G R L X DR S L A R 25 AN
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i i KR 22 U 3 5
HARE g 23 fros B 3l il ik 30 frs .

B e % TARS

fRERBLRE — P

E— I
B 23 FERRRE L FE
&30 EEM IR E i 35t A

511 4 R R EARBLAR 5 M X[ FD-RUNO003 ]
B B 75 W B #

BB E A 5 R 48 0 2%
RIS | I AR B O 58 N #0054 7 T UG

SecLevel=0,1

M AR 25 L 58 O Bl B 4 MIB H i) ChaStaRptCycle 240 &
KEDU=NULL

TR ) 3 4% A
SeclLevel =2~8

BB 2 22 A I AR R 58 M 4%

I F B8 B 58 BN Bl I e o A9 B8 YR G 5 CRE T VBB B 2 1 48
I3 2 48 2 58 O 35 MIB ) ChaStaRptCycle 2 400 %
KEDU & Ji H

a7 f A
(CEEPL

TEST BODY .
RefPacket = ChannelConditionReport;
Count = 03
WHILE(1) |for 4 ChaStaRptCycle
{
IF(Receive(RevPacket) . type == RefPacket.type)
{
Count—+ —+;
IF (Verify(RcvPacket.all, RefPacket.all, Secl.evel  KEDU)! = SUCCESS)
{
Printscreen( “Channel Condition Report Payload error!”);

TestCaseResult =FAILED;

}
IF(Count < 3)
{
Printscreen (“Not EnoughChannel Condition Report received!”) ;

TestCaseResult = FAILED;
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%= 30 (&)

kA ]t AR
1 4 38

}

ELSE IF(CycleError >Max(10% * ChaStaRptCycle,1* TimeSlot))

{
Printscreen( “Channel Condition Report Cycle beyonds tolerance!”) ;
TestCaseResult = FAILED;

}

ELSE

{
Printscreen(“Channel Condition ReportTest Success!”) ;
TestCaseResult = SUCCESS;

)

Printscreen(TestCaseResult) ;

TEST RESULT:
SUCCESS or FAILED

ZHREN

Seclevel = 0,

1.5

I3 2 S8 B A B A
T

I 2 4 o WA

Pz : DLL

i 4 # : Channel Condition Report

M7: Ox8a | Oxaa | 0x03 | 0x77 0x?7 | 0x?7 0x?7 | 0x?7 ... 0x?7 | 0x?77 0x?77?

TR L - W R (D | 4 IDCD [HREME (D 515 (2) [ R (2) IR BLE B () [FCS(2)

SecLevel=2,3,
4,6,7,8

4 2 58 B 2 B AL
7

BN WAl € €/ TR

B )Z: DLL

i 44 #% : Channel Condition Report

Mi. 0x8a | Oxaa | 0x03 | 0x?? 0x?? | 0x?? 0x?? | 0x?? | 0x?? ... 0x?? | 0x?? +=-0x?? | 0x?? 0x??
TR BE T - WA ) (D [P 2 TDCD [ PR AL (D [P 515 (2) | i B2 (2) | {538 41 F 80 (D |5 R0
= EFIFE ()| MIC(n) | FCS(2)

6.2.4 ZFRiEB MR (E @it [FD-RUN004 |

2 03P 91 00 3 R 3 A B T A e 7 R R T OR

3o A o

Q) BEINBE A AR 45 5 0 AR G 1) B B A Rk G A 3 S I SR L R AL T
D ARZS AL JE A

2) %
3 E
4)
5)

A

SE R A T P Y — A AL
55 K 1 Jem 1 ) 4 R O 5
BEAS Y PRB 8 T — A B 1 — i %

5

AR R R — A G 2 e
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6) %
7
8) i
9)

SER R P — A B Y A BRI %

G5 R A9 2 S P A A R 5L B — e 3R

SER R e P 42 BB I 2 I

G5 R A9 2 T P 4 B A B Y A AR IE

SR i b AR N AN 31 TR

®31 ZEEEMNX(EmNiX S HIEa R
i P 7 87 25 R A 2 A 37 W i A 28 A

AR 4 W fe
JE 1

0x?? | Oxff | 0x?? 0x?? | 0x?7 0x7?

0x00 | 0x?? | Oxff | 0x?? 0x?? | 0x?? 0x?7 |

0x?7 ... 0x??

JEAEAR AT (D) | & 4 AR R IR (D | 248
PEME A5 — AP R 51 (2 s PR H (2

PUATEE T D | JE AR R A (D) |8 P 5L bR A5
(D ZATREMEME — D EEERD (2 | R M3
H @) | @ HEE

e 26 1L JR H
— R By —
Ak

0x?7? | 0x77 | 0x?? 0x??7 | 0x00 0x01

0x00 | 0x7?7 | 0x?7? CRAETF 0xfD | 0x?7? 0x77 |
0x00 0x01 | 0x?? ... 0x??

JEAEAR AT (D) | & 4 AR B IR (D | 248
PEAE A5 — AP R 51 (2 s PR H (2

PUATEE T D | JE AR R A (D) |8 P& 5L bR R4S
D ZATREMEME — D EEERD (2 | R
H ) | @ dEfE ()

B4 AL R P
— PR Z
i

0x?7 | 0x?7 | 0x?7 0x?7 | 0x?7 0x?7?

0x00 | 0x?7 | 0x?? (ANSEF OxfD) | 0x?? 0x?7 |

0x?? 0x??7 | 0x?? ... 0x7?

JEAEAR AT (D | & 4 B B IR (D | 245
PEME A5 — PR 51 (2 s PR H (2

PATEE R D | @ M hR IR AF (D | JE M B 5L A AT
D | ZABEENHE — DRSO |8 M5
H ) g HE (m

B4 AL R P
— AR
g

0x7? | 0x77 | 0x?? 0x?? | 0x00 0x00

0x00 | 0x?? | 0x?? (N4 TF 0xff) | 0x?77 0x?9
0x00 0x00 | 0x?? ... 0x??

JEPEAR AT (D | & 4 B AR 1A (D | 245
PEME A5 — PR 51 (2 s PR H (2

PATEE R D | @ M hR IR A (D | JE M B 5L A R AF
D | ZABEMEH — DRSO |8 M5
H ) & HME ()

B4 AL R P
2 HR A Bt —
i

0x?? | 0xff | 0x?7 0x?? | 0x00 0x01

0x00 | 0x?7 | oxff | 0x?? 0x?? | 0x00 0x01 |

0x?? ... 0x77

JEAEAR AT (D | & 4 B AR IR (D | 248
PEME A5 — PR 51 (2 s PR H (2

PATEE R D |8 M AR IR (D | JE T B 5 A P AF
D | ZABHEMEH — D EL (2D |8 M5
H ) g HE ()

BE 4 AL R 1
E i aaNibES
A id %

0x?? | Ox[[ | 0x?? 0x?? | 0x?7 0x??

0x00 | 0x?? | Oxff | 0x?? 0x?? | 0x?? 0x?? |

0x?? ... 0x7?7

JEAEARIRAT (L) | & 1 B 5 AR 1A (D [ 24 R
PEE B — DR I (O R HESCH (D

PATEE (D |8 E AR AT (D |8 % 3 AR IR AT
D ZATEEEE — DRSO |8
H) JEHEME M
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NGRS

I 2 5 i 28 A

7 W K 4l 28R A

B4 M AL R

0x?? | Oxff | 0x?? 0x?? | 0x00 0x00

0x00 | 0x?? | Oxff | 0x?? 0x?? | 0x00 0x00 |

0x?7 ... 0x77

N AN

Wi RAERF IR (D | P BRI (D | 248
FERL 19 55— 42 B 31 (2 | & PEHCH (2)

PATEE R (D LR AR AR RAT (D) [ R R AR 1A
DI ZAREME M E — DRG] (2 | R
H ) [JB P (0

b BN B A H MCE 3 SR i 1] P03 R e 3R [e] 2 R 5 SR P

) IR AR A 1 A1 A R S A I AT SC - Y B A A SCHEAT FEOGE L 4 SR B X DS R DU 3
2 I3 81 P 5 N i o £ B P 0 A S e DO A R R SR AT L BRI PR AN 24 iR L R

Lig

MK BE sk 32 B .

el e % WARGE

< AR AR GE 3D

TCRRIE R Pk R CIE 1 30D >

—— ——
B 24 ZEFRIEEMENIKGERNR) FFE

& 32 mAEREEMNR GE m i) i3 AR

Seclevel=0,1

ekl I T 52 3803 CE 18030 [ FD-RUN004 ]
B o5 i

“‘m\l‘"‘ E‘D}\‘»Iﬂl\ /\Zf‘“‘XXé
iy | TV E AR R

I 28 6 8 98 B0 B 00 58 F) 9 90 P
KEDU=NULL

A5 3 2% A4
SecLevel=2~38

B B A B2 A AN I 5 G R 4%
2R 48 B 58 MO 350 e 4 A B URTE B R o L B B L 40 55D
KEDU & )5 /i

A ]t AR
fith i ik

TEST BODY.

SendPacket = AttributeGettingRequest;
RefPacket = AttributeGettingResponse;
Send(SendPacket,SecLevel, KEDU) ;

WHILE(Receive(RevPacket).type | = RefPacket.type) for MaxWaitTime;

IF(RcvPacket.type == RefPacket.type)
{

IF (Verify(RcvPacket.all, RefPacket.all,Seclevel, KEDU)! = SUCCESS)

{

Printscreen(*“Attribute Getting Response Payload error!”);
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%< 32 (8D

R R TR R
i i 348

TestCaseResult =FAILED;

}

ELSE

{
Printscreen(* Attribute Getting Test Success!”) ;
TestCaseResult =SUCCESS;

}
ELSE

{

Printscreen( “NoAttribute Getting Response received!”) ;
TestCaseResult = FAILED;
}

Printscreen( TestCaseResult) ;

TEST RESULT:
SUCCESSor FAILED

SecLevel = 0,

1.5

HURENEE W% € O

PrisZ . DLL

i % FK : Attribute Getting Request

i:0x8d | Oxaa | 0x03 | 0x?? 0x?? | 0x00 0x06 | 0x?? ... 0x?? | 0x?? 0x??

WU B - Wi das i (1D | 2 IDCD | B Akl (D [P35 (2) [ (2) [ 245 (6) [ FCS(2)

T2 ZR 46 I ORI £,

Pris)Z : DLL

i 44 #% : Attribute GettingResponse

Wi: 0x8e | Oxaa | 0x03 | 0x?? 0x?7 | 0x?7 0x?? | 0x00 | 0x?? | 0x?? | 0x??7 0x?? | 0x?7 0x7? |
0x?7 ... 0x?? | 0x?? 0x??

M 156 ] - AR (1D [ 28 IDCD [E b HE (D [ 77315 (2) | Wi BE (2) [ $AT 45 2R (D | @ P bR IR AT
(D [ @ PR B ARRAF (D | 24 @ A 128 — DR 51 (2 B 5 H () | g M (n) | FCS(2)

e E2CE0)
Seclevel=2, 3,
4,6,7.8

R WY1 €/ R

P JZ: DLL

i % K : Attribute Getting Request

M7 .0x8d | Oxaa | 0x03 | 0x?? 0x?? | 0x00 0x06 | 0x??7 ... 0x?? | 0x?7...0x?? | 0x?? 0x??
WU B - W (D [ R 25 IDCD | H B #hk (D |7 515 (2) [T B (2) [ 28045 (6) | MIC(n) | FCS
(2)

W R G 1o e E 8 £«

P2 :DLL

i 4% FR : Attribute GettingResponse

i :0x8e | Oxaa | 0x03 | 0x?? 0x?? | 0x?? 0x?? | 0x00 | 0x?? | 0x?? | 0x?? 0x?? | 0x?? 0x?7 |
0x77 ... 0x77 | 0x?7... 0x?? | 0x??7 0x?7

M 56 ] - TR R (1D [ 2% IDCD [ HE (D |7 315 (2) [T BE (2) [ $AT 45 2R (D | @ P bR R4
(D &g MR B RAF (D | 24 B HEE I 5 — DR 51 (2O R % B (2) g HEH (n) | MIC(n) |
FCS(2)
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6.2.5 ZEEEMNX (& EiliK) [FD-RUN0OS

20 9] 000 3 3 A 1 i A i) o G R 52 e M TR oK
W3 R 2R
a) BB I R 2% 5 L DR AR G 1) Bl 15 A Ak i R A G AR 5 IR R A SR L BRI LA T
D AN E M
2)  PREEFRE AR AE Y A
3 EEHRY) R EMEAEE N IC R .
b) B A B B RS s I AR G AR T R S A ) Y
o) M 7R G0 Hz U i Az e 32 TR e o 5 iR SC 55 1 B A R SCE AT EGOXF s G SR L X DE R U 3 5
2 ) 132 22 A Ja e o Bt K 00 3 A IO A9 PR PR A T S ELR B AN 25 s, H AR K 15
3 33 Fs.

e B WRAR G

o AR AR gD

TR SR B 1 R ) I

— —
25 ZAEEEMENER (R ENL HFE
33 EEZEEMENKREMR A

A% R 20 7 33 s P 3 Rl i D [FD-RUN005 |
B 5 W7 %

Bl e # T A K R 52 0 4%
I 28 G L 58 B0 8 0 52 F) 9 90 A
KEDU=NULL

AT I 3 4% A
Seclevel=0,1

B B A B2 A AN I R G R 4%

i it 4
f% zz*g W 2% 5 B 52 Al 0 15 46110 U T O T 9 12
oecl.evel— 4~

KEDU &3

TEST BODY.

SendPacket = AttributeGettingRequest;
RefPacket = AttributeGettingResponse;
Send(SendPacket,Secl.evel, KEDU) ;

3 A B £h 1% | WHILE(Receive(RevPacket).type | = RefPacket.type) for MaxWaitTime;
VR B IF(RcevPacket.type = = RefPacket.type)

{
IF (Verify(RevPacket.all, RefPacket.all,SecLevel, KEDU)! = SUCCESS)

{

Printscreen(*“Attribute Getting Response Payload error!”);
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< 33 (8D

R R TR R
i 34

TestCaseResult =FAILED:;
}
ELSE
i
Printscreen(“Attribute Getting Test Success!”) ;

TestCaseResult =SUCCESS;

}

ELSE

{
Printscreen( “NoAttribute Getting Response received!”) ;
TestCaseResult = FAILED;

}

Printscreen(TestCaseResult) ;

TEST RESULT:
SUCCESSor FAILED

SecLevel = 0,

1,5

R WY& € R

)2 : DLL

i 4% FR : Attribute Getting Request

M. 0x8d | Oxaa | 0x03 | 0x?? 0x?? | 0x00 0x06 | 0x?7 ... 0x?? | 0x?7 0x??

M3 6B - s (D | 4% IDCD) | B Atk (D [J3 315 (2) [ 5 (2) | # 47 (6) [ FCS(2)

T2 ZR 46 o ORI 2,

Ppi)Z . DLL

i 44 #% : Attribute GettingResponse

M. 0x8e | Oxaa | 0x03 | 0x?? 0x?7 | 0x?7 0x?? | 0xO1 | 0x?? | 0x?? | 0x?? 0x?? | 0x?7 0x7? |
0x?7 ... 0x?? | 0x?? 0x??

M 56 ] - AR (1D [ 28 IDCD [E b HE (D [ 77315 (2) | Wi BE (2) | $AT 45 2R (D | @ P bR IR AT
(D) [ @ PR B ARRAF (D | 24 8 AR 128 — DA R 51 (2 B M2 H (2) | & M fE (n) | FCS(2)

e E2CE0)
Seclevel=2, 3,
4,6,7,8

W R G2 1 A& B s 4«

Ppid)Z . DLL

i % K : Attribute Getting Request

i:0x8d | Oxaa | 0x03 | 0x?? 0x?? | 0x00 0x06 | 0x?? ... 0x?7 | 0x??
g3 56« TR R (D | M4 IDCD) | B A Hak (D P | 315 (2) [ i B (2) | 8 i (6) | MIC(n) | FCS
(2)

-+ 0x77 | 0x?77 0x77

W R G 1o e E 8 £«

P2 :DLL

i 4% FR : Attribute GettingResponse

i :0x8e | Oxaa | 0x03 | 0x?? 0x?? | 0x?? 0x?? | OxO1| 0x?? | 0x?? | 0x?? 0x?? | 0x?? 0x?7? |
0x77 ... 0x77 | 0x?7... 0x?? | 0x??7 0x?7

M 56 ] - TR R (1D [ 2% IDCD [ HE (D |7 315 (2) [T BE (2) [ $AT 45 2R (D | @ P bR R4
(D &g MR B RAF (D | 24 B HEE 5 — DR 51 (2O 1R % B (2) g HEH (n) | MIC(4) |
FCS(2)
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2 I 3K 49 00 3 B 7 18 A R A I ) L 2 R T R PR OR
ML 7

a)
D)
2)
3)
4)
5)
6)
D

275 [ s A0 b BAR BT N A AN 34 TR

WA A 28 e I3 AR G 1 0 5 A 16 s A L P SR BRI DL AR
Pie AR 25 A AL A 5

e 5 45 P A I P — A BB Y — S
Pe B 25 A AL T P — A B Y 2 A0 %
e 8 25 A A SR P — 5T 1 A AL SR 5
e B 45 F A e 4 B S5 Y — e 5%
e 5 45 P A DR P e B % Y 22 S E o
e B 45 F A i e 4 S0 i A e 5%

34 ZREBEEEMNRKX(ERNLSE2HEAHM
W A 75 o7 2 B0 R Ao o WSCHR A 282 A
0x?7? | 0x??7 | Oxff | 0x?? 0x?? | 0x?? 0x?? [|0x?? | Ox?? | Oxff | 0x?? 0x?? | 0x?? 0x??
0x?77 ... 0x?77 | 0x00
[EVRERE |2 v R 2 B N B B
B TR R M EAE (D |8 WA R AT (D |8 Al 53 b | S 2@ MR BAE (D | B PR AR LA (1D |8 % i B2 AR 18
PR D 2D BHEEN S — DR 8 | fF D [ 2R HEE NS — N8R 5 (2) |8 M5
PEECE (2) | B A (D H @) AT R D
0x77 | 0x?77 | 0x77 | 0x?7 0x?7 | 0x00 0x01 ||[0x?7 | 0x?7 | 0x?7 (A% F 0xID | 0x77 0x?7 |
it 55 22 44 Ak TR 0x??7 ... 0x?79 0x00 0x01 ‘ 0x00

— B — A

L%

TR PEHR AT (L) [J& PEAR AT (L [ 5 B B A
P (D [ ZA R EE — RS (2 |8
PR (2) | JE P (n)

TR R PEHR AR (L) [ P bR RAT (L | 18 53 43 iR
FECD [ ZA R E R S — DR 51 (2) [ E 14k
H (2 [$hATE R (D

0x?7?7 | 0x?7 | 0x?? | 0x?? 0x?7 | 0x?77 0x?7 |

0x??7 | 0x?? | 0x?7 CREF 0xfD | 0x?77 0x77 |

i 5 4 g A S e | OX77 e OXT7 0x?7 0x?77 | 0x00
=A™ | R AR (D) B AR IR AF (1) | R M B 5L AR | 38 A2 I8 P B R (D) | R MR IR AR (1) | 8 M A 5 R
it s® WD ZABHERN S — D ERL B | D 2 EEE N — DR S (2) |8
PEFCE (2 |8 P (0D H (2 [ $iar45 8 D
0x77 | 0x77 | 0x?? | 0x?7?7 0x?7 | 0x00 0x00 | |0x77 | 0x77 | 0x?? (RZF oxff) | 0x?7 0x?7 |
ke AU AR as 0x?77 ... 0x?7 0x00 0x00 | 0x00
— AN AR | A R AR AR (L) LR AR RLAE (1) | B P R B AR | O R P R (L) [ B VAR ULAF (1) | J& T B B AR IR
itk P D ZA4BEERNE - DRSO R | F O 2 BEENE — RSO | R
PEFCH (2) | 8 Pl (n) H @) #7455 (D
0x?7? | 0x77 | Oxff | 0x?? 0x?? | 0x00 0x01 ||0x?? | 0x?? | Oxff | 0x?? 0x?? | 0x00 0x01
W 5 428 b A R 0x?? ... 0x?77 | 0x00

SR BB — A
iR

TR PEER AT (L) [J& PEAR AT (L & 5 B 5 A
P D [ ZA R E B — RS2 |8
A H (2) [ JE A E (n)

AL R R HERRAE (D) | B AR RAF (1) | e BB 3
R QD | A RYE IS — 1R 31 (2) | R 1 %
H () [$A745 58 (D
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*x 34 (80
3k PN 2% I & B 3 AT N7 WA i 2 A
0x??7 | 0x??7 | Oxff | 0x?? 0x?? | 0x?? 0x?? ||0x?? | 0x?? | Oxff | 0x?? 0x?? | 0x?? 0x??
S AR e [ 0X77 - OxT | 0x00
I Z A | T B R MR (D) | M FR R (D) | R M AR 5 b | 5 A PR (D B M AR A (1) | i 3R R
abd PHFDIZHBHEENE DRI QR | FO |2 BHEENE - NGRS (2 | EEH
HECH (2 | JE A (D H ) [HAT85 R D
0x?? | 0x??7 | Oxff | 0x?? 0x?? | 0x000x00 ||0x?? | 0x?? | Oxff | 0x?? 0x?? | 0x000x00
HEE%W%E‘@ 0x?? ... 0x?? ‘ 0x00
TG A T | G R BRAE (D) | B AR IRAF (D) | M R R | R A (D) | AR IR AF (D) | 5 AR IR
Bk PR D [ ZABHEENE — M EERL O B | D | ZAJEEE N — MRS (2) |8 5
PR E () | @ P (D B [$ 7451 D
b) B A RN RS S ) IR 2R 4 R [ s A R A T

c)

03 2R 8 2 WA ) T R P W L P 1) N B A R S R PR A K O N [

) S 3 i i 7 {5 =2 BT A R e T (A B R — S, U ki
TN 5 T T N 3 A A B TP R BT A i e A B A9E ER PR T L AR G 26 R, B
PRI LR An 2 35 B,

BB WAR%
<« EEEBRER GERNRD
- EREEREEN GERRED
I —
B 26 ZEERERMENKERNR HFE
35 ZEGRERMENKERMR A
J 814 R A A I LA M 03X O 16 9 150 [FD-RUN006 ]
B A W B A
BB A O AR G M 4%
AR | IR G T S8 AT A 3 A 11 B U

SecLevel=0,1

A ZR 48 o MO B BE 4 1 J A 2R
KEDU=NULL

ARSI 3 45 A1
SeclLevel =2~8

B B 7 B 22 4 A I 2R 58 R 2%

IR GE B 58 BN B I e 2 119 B IR B0 5 CRR T B % L 3 91 48)

T 2 58 © 58 0 Bl B 94 19 )8 PR AR I
KEDU & Ji H
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0K 9] 4 1T
fifi i

TEST BODY .

SendPacket = AttributeSettingRequest;

RefPacket = AttributeSettingResponse;

Send(SendPacket,SecLevel, KEDU) ;

WHILE(Receive(RevPackettype | = RefPacket.type) for MaxWaitTime;

IF(RevPacket.type = = RefPacket.type)

{
IF (Verify(RevPacket.all, RefPacket.all,SecLevel, KEDU).) | = SUCCESS);
{

Printscreen(“Attribute Setting Response Payload error!”) ;
TestCaseResult =FAILED;
}

ELSE
i
Printscreen(“Attribute Getting Test Success!”) ;
TestCaseResult =SUCCESS;
}
}
ELSE
i
Printscreen( “No Attribute Setting Response received!”) ;
TestCaseResult = FAILED;
}

Printscreen(TestCaseResult) ;

TEST RESULT:
SUCCESS or FAILED

RG]
SecLevel = 0,

1,5

W 2R G 1 A B0 4,

priJZ: DLL

i % K : Attribute Setting Request

i:0x8f | Oxaa | 0x03 | 0x??7 0x?? | 0x?? 0x?? |0x?7 ... 0x?? | 0x?? 0x??

Mg 3s 156 B - i ) (LD | B4 IDCD | B i hE (D |7 815 (2) | i BE (2) | #ifef (n) | FCS(2)

W R G 1o A £«

Pris )2 :DLL

i % K : Attribute SettingResponse

i. 0x90 | Oxaa | 0x03 | 0x?? 0x?7 | 0x?? 0x?? |0x?? |0x?7 |0x?? |0x?? 0x?7 |0x?? 0x?? |0x00
| 0x77 0x77

MR G« Wt ikl (L) | B 2% IDCD) [ HE (D [ )3 5145 (2) [T B2 (2) |2 2 8 M8 (D |8 MR R4
(D E PR AR RAE (D [ 2B M IS — D EE R 5] ()RR (2) [$ATER (D |[FCS(2)
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% 35 (£0)

I WY 8 EEX R

P2 DLL

i % K : Attribute Setting Request

W:0x8f | Oxaa | 0x03 | 0x77 0x?7 | 0x77 0x?? [0x77 ... 0x?7 | 0x??... 0x?? | 0x?7 Ox??

WS U - Wi (D | R 2% IDCD | H bk (D [JEF15(2) [ il BE (2) | #155 (n) | MIC(n) | FCS(2)

SHE R
SecLevel =2, 3,
4,6,7,8

TR FR 40 I WOEOHE £«

P2 : DLL

i 4 % : Attribute SettingResponse

Wi :0x90 | Oxaa | 0x03 | 0x??7 0x?7 | 0x?? 0x?? |0x?? |0x?7 |0x?? |0x?? 0x?? |0x?? 0x?? |0x00|
0x77...0x77 | 0x?? 0x?7

I ] - AR (1D [ R 28 IDCD [ SR (D | 75145 (2) [ BE (2) [ 72 s B4R (D | g AR iR
FFCD B MR R AR RAF (D | 2B — N EE R T2 R HERHE (2 [$AT45 5 (1D | MIC
(n) | FCS(2)

6.2.7 iZFEEEREMNX (R BN [ FD-RUNOO7

20X 18] 000 3 3 A 15 S il 5 i) O G R A R P R
DAL FE R
a) BB AN M2 I DR AR G ) BRI 15 A ik i R 1 e AR TR MR OR L BRI SN
D LB AL JE
2)  TE AL R
3) PRI JE P
4 EATE N EESEG
5)  VilRIAFEALER L5 .
b) BRI EE SRS R 2R G AR e R T 1 e
o DN R G I R T M R A S B Y R S AT L G R Bk DS R ) 5
2 ) T 2 e A R 1 D3R R R R T L LR ] 27 R BRI IR
Bl 4N 36 iR,

el B % WRAERS

o R E B R (RAEELD

IREACE R N R 3D »

E— —
B 27 im

i 72 AL B R M O 1 i) B e
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36 ZEAREREMENR R @WK R

45144 B I i L R I 3 OR i i 50) [FD-RUNO007
B 5 W7 %

B B A% AR R 48 ) 4%

A 32 5% 1 T FR 48 O 58 500 48 00 1 4 1 9% U I &
SecLevel=0,1 D2 7 48 2 58 06 4 0 352 4 199 Jas 4 K B
KEDU=NULL

B B4 © %2 4 A D I 2R 452 1) 4%

A 32 5% 1 3 2R 48 B 58 o0 1l 00 8 o 4 W R G R T B B 2 1 4
SecLevel=1~8 | Ml & 4t C 58 5% 4 I 3% 4 1) Ja 1 3R I

KEDU i /i

TEST BODY .
SendPacket = AttributeSettingRequest;
RefPacket = AttributeSettingResponse;
Send(SendPacket, SecLevel, KEDU);
WHILE(Receive(RevPacket).type | = RefPacket.type) for MaxWaitTime;
IF(RcvPacket.type = = RefPacket.type)
i
IF (Verify(RevPacket.all, RefPacket.all, SecLevel, KEDU) | = SUCCESS) ;
{
Printscreen(“ Attribute Setting Response Payload error!”);

TestCaseResult =FAILED;

}
ELSE
D3 ) £ AR D {
fili & . . L
Printscreen(“ Attribute Getting Test Success!”) ;
TestCaseResult =SUCCESS;
}
}
ELSE
{
Printscreen( “No Attribute Setting Response received!”) ;
TestCaseResult = FAILED;
}

Printscreen( TestCaseResult) ;

TEST RESULT:
SUCCESS or FAILED

i R G0 R AR AL

E R0 P2 DLL

SecLevel = 0, | W4 FK: Attribute Setting Request

1,5 M. 0x8f | Oxaa | 0x03 | 0x?7 0x7?7 | 0x??7 0x?7 [0x?7 ... 0x?? | 0x?7 0x?7?

M - sl (1 | R 2% IDCD | H A ik (D [ 515 (2) TS B2 (2) | #i (n) [ FCS(2)

73



GB/T 26790.4—2020

& 36 (1)
W 2R G 1 R
P2 . DLL
e CH) 44 FR : Attribute SettingResponse
SecLevel = 0, [ Mi: 0x90 | Oxaa | 0x03 | 0x?? 0x?? | 0x?7 0x?? |0x?7 |0x?7 |0x77 |0x?77 0x77 |0x?7? 0x?77 |0x01
1,5 | 0x?77 0x?7?

WU BT - WS (D IR % IDCD | PEhECD | F 515 (2) (WU EE (2) [ 2272 & MR (D R PR R4
D R R SRR (D | 2B — MR 51 (O R ESE (2 [$UAT45R (D |FCS(2)

RN W& &/ O

PrZE . DLL

i % K : Attribute Setting Request

Wi:0x8f | Oxaa | 0x03 | 0x?? 0x?? | 0x?? 0x?? [0x?7 ... 0x?? | 0x?7... 0x?7 | 0x?77 0x??

TS A W R (D [ 2% TDCD | B sk (D [R5 (2) [T B (2) [ #4645 () | MIC(n) | FCS(2)

= RG]
Secl.evel =2, 3, HIERERE WA E X
4,6,7.8 PrZ :DLL

i 44 F : Attribute SettingResponse

Wi:0x90 | Oxaa | 0x03 | 0x?7 0x?? | 0x?? 0x?? [0x?? [0x?? [0x?? |0x?? 0x?? [0x?? 0x?? [0xO01]
0x?77... 0x?7 | 0x?7 0x??

MU RH - i (D |45 IDCD [P (D | 5515 (2) | Wi 3 (2) | Zu e & P45 AE (D |8 HAR IR (D |
BRI ARRAE (D | 2 BB S — MR T2 B HEEE (2 [PUT45 R (D | MIC(n) [FCS(2)

6.2.8 EHTF NACK ZE £ Mk FD-RUN00S |

2 DRI 0 3 B 3 B A BE T IE AR R . NACK AT H AL .

M3 7

Q) BNV A AA R L 5 i 0 AR G ik B A R A A A

by I AR SRR B DR A R i 1) B e A A 36 A i A A k9 NACK

o) WA G A R O 5 A AL I B AR B A RS A L IR R Y B IR S A S S
B 4l SCHEAT HE X G 2R B X DC JE , U0 X 3t

HARE P 28 fros  HAARS Sl Wl ik 37 s .

Bl g% WARS

BERERE ]

4¢——— — NACK————

BERERE ———>

B 28 ETF NACK E& ik FE

74



GB/T 26790.4—2020

% 37 ETF NACK E=E it A

45144 B 4T NACK & X[ FD-RUNO00S ]
B 7 W7 %

B 5 45 AT IR R B8 4%

WA A | AR G0 8 5 o w0 1 45 1 0 U T

SecLevel=0,1 | M R 4 T 56 B 8 152 4 MIB H1 ) DevStaRptCycle Z 4L &
KEDB=NULL

B B A% AR R 48 M 4%

A 32 5% 1 DI R 8 2 58 O 0 5 4 1) 9% U G B GRE T B 3% L 3 4 55
SecLevel=2~8 | Ml & 4 T 56 B 8 152 4 MIB 1) DevStaRptCycle Z 4L &
KEDB £ 3 Ji

TEST BODY .

SendPacket = NACK;

RefPacket = DeviceConditionReport;
WHILE(D) | for 2" DevStaRptCycle;

IF(RcevPacket.type = = RefPacket.type)
i
Send(SendPacket, SecLevel .KEDB) ;
WHILE(Receive(RevPacket).type | = RefPacket.type) for MaxRetryTime;
IF(RcvPacket.type = = RefPacket.type)
{
IF (Verify(RevPacket.all, RefPacket.all,SecLevel, KEDB) | = SUCCESS)

{

Printscreen(“Retrying Device Condition Report Payload error!”) ;
TestCaseResult =FAILED;

}
ELSE
{
3= 5] A% i Printscreen(“Retrying basad on NACK Test Success!”) ;
i ik TestCaseResult =SUCCESS;
}
}
ELSE

{

Printscreen( “No Retrying Device Condition Report received!”) ;
TestCaseResult = FAILED;

}

ELSE

{
Printscreen( “No Device Condition Report received!”) ;
TestCaseResult = FAILED;

}

Printscreen(TestCaseResult) ;

TEST RESULT:
SUCCESS or FAILED

75



GB/T 26790.4—

2020

%< 37 (8D

I 580 A Bt

)z . DLL

4 7% : NACK

Mi:0x84 | Oxaa | 0x03 | 0x?? 0x?7? | 0x00 0x02 |0x01 | 0x03| 0x?? 0x??

SH B WIS ] - TR (1D [ 48 IDCD | H B bk (D 5315 (2) [ WK B (2) | B AR R &80 (D [ &8
SecLevel = 0, [ #5113 (1) [FCS(2) |
1,5 HURENEE WA & €

il )2 . DLL

i 44 #% : Device Condition Report

Wi 0x89 | Oxaa | 0x03 | 0x?77 0x?7 | 0x?? 0x??7 [0x?7 ... 0x?? | 0x?77 0x??

WIS 6B . R (D | M4 IDCD) [P HE (D | 7515 (2) | WK E (2) | %4 RS E B (n) |[FCS(2)

LR WA & &/ O

2 . DLL

i 4 #¢ : NACK

i:0x84 | Oxaa | 0x03 | 0x?? 0x?? | 0x00 0x02 |0x01 | 0x03| 0x?%... 0x?? | 0x?? 0x??
EEEICI ) MR S5 - TR (1D [ R 28 IDCD | H A hk (D [JF 315 (2) | BE (2) | B fF 3 s 8o (D [ 5 5
SecLevel = 2, 3, | #isit 53 (1) | MIC(n) [FCS(2)
4,6,7,8 DR FR G0 I WO £,

Pr)Z: DLL

157 44 F% : Device Condition Report

Wi 0x89 | Oxaa | 0x03 | 0x7?7 0x?? | 0x00 0x01 | 0x?? | 0x?77...0x??7 | 0x?? 0x?7?

TSI . T (D [ % TDCD [ JEHLhE (D [ 7315 (2) [ B (D [ 4IRS B (D [MIC() | FCS(2)

6.2.9 ETF GACK E &Ml [ FD-RUN009 ]

2R 1 B 4% RE T AR A A i GACK AT EAL .

M3 #E

a) BN B INA R 45 5 0 AR G 1 B R A ok e A 1 e R OR

b B A RS SR 1] I 1K AR S AR [ R S S P MV 5

o) WA AR G AR WA E S o 1) I g kL I R A Ik 1) GACK

A P AR G A AR N A T T A I T A R 5 TR PV L R WA A 1 R M R R AR SC
SV A 4R SCHEAT FEXT o G 2R Bkt E I D) 3o i

HARWEFe & 29 Frs » B AL 3k 38 Froi .
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% 38 E T GACK E &l ijt B

45144 B #F GACK H AL I 1X[FD-RUN009 ]
B 7 W7 %

B e £ 2 A K R G2 2
T3 2 G5 L 58 WO B 0 152 6 1) T 1 A
KEDB=NULL.KEDU=NULL

A5 3 4% 4
SecLevel=0,1

B % A B AR R G W 4
W3 2R G 2 58 00 Bk 00 15 4 A9 B U R T A B LR A
KEDB.KEDU & ;i i

A5 3 A% 4
SecLevel=2~8

TEST BODY .

SendPacketl = AttributeGettingRequest;

SendPacket2 = GACK;

RefPacket = AttributeGettingResponse;

Send(SendPacket] ,SecLevel , KEDU) ;

WHILE(Receive(RevPacket).type | = RefPacket.type) for MaxWaitTime;

IF(RevPacket.type = = RefPacket.type)
i
Send(SendPacket2,SecLevel ,KEDB) ;
WHILE(Receive(RevPacket).type | = RefPacket.type) for MaxRetryTime;
IF(RcevPacket.type = = RefPacket.type)
{
IF (Verify(RcvPacket.all, RefPacket.all,SecLevel, KEDU) | = SUCCESS)

{

Printscreen(“Retrying Attribute Getting Response Payload error!”) ;
TestCaseResult =FAILED;

D3 ) £ AR }
iR ELSE
{
Printscreen(“Retrying basad on GACK Test Success!”) ;
TestCaseResult =SUCCESS;
}
}
ELSE

{

Printscreen( “NoRetryingAttribute Getting Response received!”) ;
TestCaseResult = FAILED;

}
}
ELSE
{

Printscreen( “NoAttribute Getting Response received!”) ;

TestCaseResult = FAILED;
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I 91 4 AT

ik

Printscreen( TestCaseResult) ;

TEST RESULT:
SUCCESS or FAILED

R3¢0

Seclevel = 0,

1,5

W 2 5 1 & E A

i 1.

il )Z . DLL

i 4% B : Attribute Getting Request

Wi:0x8d | Oxaa | 0x03 | 0x77 0x?7 | 0x00 0x06 [0x?7 ... 0x?7 | 0x?7 0x?7

TSR B . W (D [ B4 IDCD | H bk (D |7 515 (2) | 0K 3 (2) | 8145 (6) | FCS(2)
BEf 2.

Pz DLL

i 4% % : GACK

Mi:0x83 | Oxaa | 0x03 | 0x?? 0x?? | 0x00 0x04 |0x01 | 0x03| 0x?? 0x?? | 0x?? 0x??
Wi I - TR R (D [ R4 IDCD | B bk (D |55 5 (2) [ i B (2) 4 80D | 5 4 J5 b b
(D | W15 3145 (2) | FCS(2)

D 2R G 1 R £

P2 . DLL

i 44 B : Attribute GettingResponse

7. 0x8e | Oxaa | 0x03 | 0x77 0x?77 | 0x?7? 0x?7 [0x00 |0x?7 [0x?7 [0x?7 0x?7?7 [0x?7 0x?7 [0x77?
... 0x?7 | 0x?7 0x??

WIS 6B . AR (D | 4% IDCD | AR (D [ 73145 (2) [ WK B (2) [ #4745 53 (1) | & M AR 154
(D @R SRR (D [ 2D R 128 — DM EER 51 (2 a5 E (2 R HEE () [FCS(2)

RG]
Seclevel =2, 3,
4,6,7,8

T 2R 50 1 & BUH 4

ByEf 1.

PrUZ . DLL

i 44 B : Attribute Getting Request

i :0x8d | Oxaa | 0x03 | 0x?? 0x?? | 0x00 0x06 [0x?? ... 0x?? | 0x??... 0x?? | 0x?? 0x??

W UEHA . W (D [ R4 IDCL) | B A HEE (D | F 512 (2) | K BE (2) | # 4 (6) | MIC(n) |
FCS(2)

Hodkfo 2.

WrilZ: DLL

Wi F : GACK

i :0x83 | Oxaa | 0x03 | 0x?7? 0x?? | 0x00 0x01| 0x01 | 0x00| 0x04| 0x?? 0x?? | 0x?7... 0x?7 |
0x?? 0x?77

WS B Wi (D |45 IDCD | B Ak (D [ 7515 (2) i BE (2) [ & 50D [ ik 158 (D |
BEA A AL (1D [ W 315 (2) | MIC(n) | FCS(2)
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%+ 38 (£

E = )
SecLevel =2, 3,
4,6,7,8

W2 ZR G0 1 SOOI £,

Byue 1.

i )Z :DLL

i 44 FF : Attribute Getting Response

mi. 0x8e | Oxaa | 0x03 | 0x?? 0x?? | 0x?? 0x?? |0x00 |0x?? |0x?? |0x?? 0x?? |0x?? 0x?? | 0x??
o 027 [ 0x27 ... 0x77 | 0x77 0x?7

T = TR (1D [ &% IDCD) | Pk (1D |35 (2) [ BE (2) [ $AT 45 1 (D | B AR AT (D |
J& P ARRIRAT (D | 24 B — AR T (O a2 H (2 8 M (n) | MIC(n) | FCS(2)
Biid 2.

P JZ . DLL

{4 FR . Attribute Getting Response

M7:0x8e | Oxaa | 0x03 | 0x?7 0x?7 | 0x?7?7 0x?7 [0x00 |0x?? [0x?7 [0x?? 0x?7? |0x?? 0x?7 |0x?7?
o 0x77 | 0x77... 0x77 | 0x?77 0x?7?

TS = TR (1D [ &% IDCD) | Pk (1D [P 315 (2) [ BE (2) [ $uAT 45 8 (D g AR IRAF (D) |
JE R AARIRAT (D [ 24 R EE RS — AR5 () R E (2 | E 1 (n) [MIC(n) |[FCS(2)

6.2.10 P/S&E1E

ik [ FD-RUNO10]

P 9] 000 3B A 8 A B A Sk B A

i R

a) PN A ECE VCR 5505 . H AL 247 AMPBARZSHL. 1 I3 2 52 4 3% i A K0H 5
by AE 4 A TR ] P R SR A R 3 A K I 5 A T RO 1 SR AT A B R 2E

1 X Tim

eSlot;

o) W AR G WS AR ST I R A R SCHEAT X R L X DG TS L R 2 AN e KR 2
REwiiBu
HARE A 30 Fros BRI 5 Wl ik 39 Frs .

BB WIRRGE
KA (PUBLISH) %k >
[ ] [

B 30 P/S@EMIKEFE
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JH 191 24 %R P/S i {5 Ml [FD-RUNO010]
B 5 M8
A 12 A 1 B4 C AL E VCR
TEST BODY.
RefPacket = UAPPublishRequestMessage;
Count = 03
WHILE(D) [for 4" SuperframeCycle
{
IF (Receive( RevPacket). DLLframeHeader.frameControl. frameType = =0b00001 & & Receive
(RevPacket). ASILHeader. PacketControl. MessageType
==0b0118&- & Receive(RevPacket). ASL.Header. PacketControl. Serviceldentifier ==0b00)
{
Count+ —+;
IF (Verify(RcvPacket.all, RefPacket.all) | = SUCCESS)
{
Printscreen (“Publish Request Message error!”) ;
TestCaseResult = FAILED;
}
}
}
R D5 G A% | TF(Count << 3)
ik {

Printscreen (“Not EnoughData received!”) ;
TestCaseResult = FAILED;

}

ELSE IF(CycleError >>1" TimeSlot)

{
Printscreen (“Data Cycle beyonds tolerance!”) ;

TestCaseResult = FAILED;

}

ELSE

{
Printscreen(“Publish Request Message Transmission Test Success!”) ;
TestCaseResult = SUCCESS;

}

Printscreen( TestCaseResult) ;

TEST RESULT:
SUCCESS or FAILED
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< 39 (&)

NG Y& 4 € R R
T

NG A &4 /TR

Bt 1.

PRz :DLL

i 44 #% : DLLData

i: 0x90 | Oxaa | 0x03 | 0x?? 0x?? | 0x?? 0x?? |0x?? ... Ox?? | 0x?? 0x??

MR - sl (D | 2% IDCD) [ P8 H /bl (D |7 515 (2) | Wi B (2) | DLL 8077 (n) |

FCS(2)
SEEHE | gy e,
i JZ . ASL

4 FK : ASLDataResponse(PacketControl, UAP_ID, Asdulength, Asdu)
f1: 0x06 | 0x??7 [ 0x??7 0x?7 | 0x?7 ... 0x?7

WL - AR (D T UAP SRUF (D) [ 8040 K BE (2) [ 36 (n)

B 3.

iz UAP

4 B 4 F% : UAPPublishRequestMessage

THE . 0x77 .. 0x?7

Mot I 356 B < B (D

6.2.11 R/S BEMHR (FEESLAR %) [FD-RUNO 11

P 9 00 3B A B A BE T IE W AR

I e

a) PR E VCR 45005 L AL 1217 AMRSRZSHL . ) 5 48 4 1% &5

by fE AlarmRptDur B [i] AL I3 58 G2 0 2B D3RI R) 1 455

o) R AR R WA R S B AR SO AT FERS L A R DB R L R SR A0 U e 5
HARIE e 31 przs » B3 B A 3% 40 Bk

B S WRR L
4 (REPORT) ik =
] (I

B 31 R/SEFEMKFEIELIRS) B FF B
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F 40 R/SEENIXAFESLIRS) %A

LIS R/S 3 {5 M ik CHEAIE 52 /IR %5 LFD-RUNO11 ]
B W
AT i 5% 1 B R A C AL E VCR
TEST BODY .
RefPacket= UAPReportRequestMessage;
WHILE(D) | for AlarmRptDur
{
IF(Receive(RevPacket). DLLframeHeader.frameControl. frameType ==0b00001
& & Receive(RevPacket) . ASLHeader. PacketControl. MessageType
==0b1008&. & Receive(RevPacket). ASLHeader. PacketControl. Serviceldentifier ==0b00)
{
IF (Verify(RevPacket.all, RefPacket.all) | = SUCCESS)
i
Printscreen (“Report Request Message error!”) ;
TestCaseResult = FAILED;
}
N X }
I3 ] D AR
iR } .
ELSE IF(CycleError >>1" TimeSlot)
{
Printscreen (“Data Cycle beyonds tolerance!”) ;
TestCaseResult = FAILED;
}
ELSE
{
Printscreen(“Report Request Message Transmission Test Success!”);
TestCaseResult = SUCCESS;
}
Printscreen( TestCaseResult) ;
TEST RESULT:
SUCCESS or FAILED
I3 2R 5 7 6 B
¥
DR ZR 40 I WOEOHE £«
i 1.
PrXJZ : DLL
=2 CH)

Wi 4% 7% . DLLData

i: 0x90] Oxaa | 0x03 | 0x?77 0x?7 | 0x?7 0xOb| 0x01 0x?7 0x07| 0x?7 ... 0x?7?

WUk . WU (D [ R4 IDCD [P E H A bt (1) [ 515 (2) [ WK 3 (2) | DLL # 4 (1) |
FCS(2)

B 2.

PP ASL
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= 40 (&)

4 Fi : ASLDataResponse(PacketControl, UAP_ID, Asdulength, Asdu)
4. 0x01 | 0x??7 | 0x00 0x07| 0x?7 ... 0x??

MR 35 (D | UAP FRIRAF (D | 8045 B (2) | #8045 (7)

E 5 S0 B : UAP

1 B & % : UAPReportRequestMessage

HE: 0x?77 0x77 | 0x77 0x7? 0x?? 0x?? | 0x?7?

WK 6 B . UAO FRIRAF (2) | S F () | M E B (D

6.2.12 R/S BISMiX GELAR ) (E@iMlif) [FD-RUN012]

2 I3 51 3 B 7 o BE T I R AR B A DR WL

S A

a) AR G ) W 5 A A 38 T A A AR R IA R K 5

by B s AL 247 AMRS ARZSHL . )05 2R G2 R 2 41 B A TE MRV 5

o) AE AlarmRptDur B [a] P o 120 28 G0 0 2 /D ORI 1 A i 5 B DA IR MR B0 5 4 A 4R A

PAIE MR B2 9 J J0 9 B KR 2204 1 X TimeSlot;

d) I AR G F ALY A A A DA I W R Y B AR SO AT B X G R S DG S DU N 3 i

HARE P g 32 s B i Wl i 41 fis .

el e % WARG

< EMIN (REPORT ACK) 3K

WEMIN (REPORTACK) EMIRN GERFHR) »

B 32 R/SBEFEWXGESLIRS) (E @R B F E

F41 R/SEEFEMKXGEERS) (IE@MIL) A

F 12 % R/S 38 A7 M 20 GIE 56 /IR 45O CE 1) ) i) [FD-RUN012]
B W%
R I 3L 5% A BB 5 B WA VCR

TEST BODY:

RefPacket = UAOReportAckResonse (4 )
WHILE(D) | for AlarmRptDur

0K 161 B4 11 {

fili ik

&.&.Receive(RevPacket) . ASLHeader. PacketControl. MessageType
= =0b1012. & Receive(RevPacket). ASLHeader. PacketControl. Serviceldentifier

IF(Receive(RevPacket). DLLframeHeader.frameControl. frameType = =0b00001

==0bo1)
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=41 (8D

I 9 4 AT

ik

{
IF (Verify(RevPacket.all, RefPacket.all) | = SUCCESS)
i
Printscreen (“Report Ack Response (+)Message error!”) ;
TestCaseResult = FAILED;
}
}
}
ELSE IF(CycleError >1"* TimeSlot)
{
Printscreen (“Report Ack Data Cycle beyonds tolerance!”) ;
TestCaseResult = FAILED;
}
ELSE
{
Printscreen(*Report Ack Response (+)Message Transmission Test Success!”) ;
TestCaseResult = SUCCESS;
}

Printscreen( TestCaseResult) ;

TEST RESULT:
SUCCESS or FAILED

DI R 8 0 R B

il 1.

)2 . UAP

H & & % : UAPReportAckRequestMessage

R . 0x77 0x?7 | 0x?7 0x01

WU B . UAO FRIRAF (2 #AF 4 (2)

Bl 2.

Pz . ASL

44 FK : ASLDataResponse(PacketControl, UAP_ID, Asdulength, Asdu)
1. 0x05 | 0x?? | 0x00 0x04| 0x?? 0x?? 0x?? 0x01

WU B . R (1D | UAP SRUT () | 80407 K BE (2) | 8 (4)

Bl 3.

Pri )2 :DLL

i 45 #% : DLLData

Mi. 0x90| Oxaa | 0x?? | 0x?? 0x?? | 0x00 0x08| 0x05 0x?? 0x00 0x040x?? 0x?? 0x?? 0x01 |
0x7?7?7 0x77

MR B < Wi i (D) | 4% IDCD | PR BE H A b hk (D | FEF515 (2) [ WK (2) | DLL #84i (8) | FCS(2)
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*F 41 (&)

e AT € €/ XN

a1

Bz :DLL

54 F : DLLData

i 0x90| Oxaa | 0x?7 | 0x?? 0x?? | 0x00 0x06 | 0x15 0x?? 0x00 0x02 0x?7 0x?? | 0x?? 0x?7?
M e B - Wi R (D [ % IDCD |58 ek (D |55 (2) | K B (2) | DLL #75 (6) | FCS(2)
it 2.

BrZ . ASL

4 % : ASLDataResponse(PacketControl, UAP_ID, Asdulength, Asdu)

£1,: 0x15 | 0x??7 | 0x00 0x02| 0x?? 0x?7?

WU G - A EE ] (1) | UAP FRIRAF (1) | #fif 18 (2) | #fif (2)

Hoiffd 3.

PhilZE . UAP

i B 4 Bk . UAPReport AckResponseMessage(4)

MHE . 0x?77 0x?7

ML . UAO $RIE4F(2)

6.2.13 R/S BEMHRX GEXAR %) (& 1@ Jlik) [FD-RUNO13

2D 3P B8 3 B 7 o BE T I A A AT A TR

UIFESUR S

a) DN G B B A A IR AR B AR 5K 5

by B s AL a4 AMRS ARZSHL . 1wl 18 2 G2 K 0 41 5 B A UV 5

o) fE AlarmRptDur B [a] P o I 120 28 G0 0 2 /D 5 ORI 1 A i B0 DA 970 W 00 B 00 58 A AT o
NS f KR 22 4 1 X TimeSlot;

d) I AR G B A A A DA S 7 Y B AR SO AT BEXE s G SR R DG S DU 3

FLARE P anp 33 o, HA i W n ¢ 42 fs .

e % ARG

< |{EHHIN (REPORT ACK) iHR —

RSN (REPORT ACK) IEMIN CIE A HIR) »

B 33 R/SEEMXGELIRS) (REMX K FE
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F 42 R/SEENIK GEKARS) (& @A) iR

i 45 B

R/S 5@ 45 W GIE 52 Mz 45 O 1] i) 350 LFD-RUNO13 ]

e

R

HRAE K 2% 1F

50 BE & E B & VCR

D030 1) D AR
filiig

TEST BODY:

RefPacket = UAOReportAckResonse (-) ;
WHILE(D) | for AlarmRptDur

{

IF (Receive(RevPacket). DLLframeHeader.frameControl. frameType ==0b00001 &.&.Receive
(RevPacket). ASLHeader. PacketControl. MessageType = = 0b101&: & Receive (RevPacket). ASL-
Header. PacketControl. Serviceldentifier ==0b10)

{

IF (Verify(RevPacket.all, RefPacket.all) | = SUCCESS)
{
Printscreen (“Report Ack Response (-) Message error!”);

TestCaseResult = FAILED;

}

ELSE IF(CycleError >1" TimeSlot)

{
Printscreen (“Report Ack Data Cycle beyonds tolerance!”);
TestCaseResult = FAILED;

}

ELSE

{
Printscreen(“Report Ack Response (-) Message Transmission Test Success!”) ;
TestCaseResult = SUCCESS;

}

Printscreen( TestCaseResult) ;

TEST RESULT:
SUCCESS or FAILED

e3¢0

RN W& &/ O

il 1.

BiLZE . UAP

H & 2 % : UAPReportAckRequestMessage

B . 0x77 0x?77 | 0x77 0x01

MR UL . UAO ARRAF (D 8k F 14 (2)

it 2.

PrLZ . ASL

44 FK : ASLDataResponse(PacketControl, UAP_ID, Asdulength, Asdu)
3. 0x05 | 0x?? | 0x00 0x04| 0x?? 0x?? 0x?? 0x01
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%+ 42 (&)

ZHRIE

WS A (D [UAP FRIRAF (D | 30507 1 B (2) |40 (4)

BEt 3.

PrJz . DLL

74 F : DLLData

Wi: 0x90| Oxaa | 0x?7 | 0x?7 0x?? | 0x00 0x08| 0x05 0x?? 0x00 0x04 0x?7 0x?? 0x?? 0x01|
0x?7 0x7?

MBI B - s sl (1 | M 4% IDCD [ EL H Akl (D |55 (2) [ i K3 (2) | DLL % £ (8) | FCS(2)

W2 R 28 o OBCHE £,

ByEf 1.

PR DLL

i 4% FK : DLLData

Wi: 0x90| Oxaa | 0x?? | 0x?? 0x?? | 0x00 0x08| 0x0e 0x?? 0x00 0x04 0x?? 0x?? 0x?7? 0x?? | 0x??
0x7?77

MG R . WAl (1D | 4% IDCD [P B H 13tk (D F 515 (2) | K JE (2) IDLL 847 (6) | FCS(2)
Bna 2.

P2 . ASL

11 4 B : ASLDataResponse(PacketControl, UAP_ID, Asdulength, Asdu)

£,; 0x0e | 0x?? | 0x00 0x04| 0x?? 0x??7 0x?7? 0x??

TR T - A (1D [ UAP ARIRAF (D) | 8007 1 BE (2) | 87 (4)

Byu el 3.

B2 . UAP

B & : UAPReportAckResponseMessage(-)

THE . 0x?7 0x?7 0x?77 0x?7?

WL BT . UAO FRIFAF (4)

6.2.14 FHAFEFH MR (E @ MX) [FD-RUN014 ]

2 ) S 28 4 1 B 15 4% BB A5 LE IR R AT B T

LI 7
a) MR G 1 W B A ik T KEDU BT Y 2 91 S BT SR 6 . SR B e i S #R A DL A Tl A5

b)
c)

d)
e)

i) KEDU Jf-¥ KEDU 4 ActiveTime %8 5 4] ASN—+ SuperframeCycle X 3;

AN T A H AT ) 25 A SR I SRS 1 0 3 2R 5 R [ B I 5

M R G5 Ff SuperframeCycle X 3 J5 o ] B I 358 4 & 1% J& 1k AR I3 oK HLJE 1 3 B0 sk 1 3
By KEDU #E470% 5

2 I 5 W ) e e AR IR SR o 1 3 R 9 AR [ i AR TR 5

I8 28 G984 422 AT 380 190 i S 55 90 B8 ) i SCHEAT FEORE T SR Xk TR DU Ay i i

HARE ] 34 B BRI Sl ik 43 Brs .
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WS ' Wik R
2 TR
TR .
2 R R PR
SRR W ’
———— |

B 34 FHEHFWK(ERNIR) FFE

& 43 THAEFNIR CE @ Mik) 5 A3

F 1 43 B

2 1IN 3 CE 17 50O [ FD-RUNO14 ]

allhe s

Wi

PRI 3 2% 1F

B35 £ O 2 e AR R 58 4%
T 22 0 B 50 St Bl 00 152 45 179 9% 05 L R i L I W B A )
Seclevel =2~38

I 1) 4 AT
ik

TEST BODY':
SendPacket] = KeyUpdateRequest;
SendPacket2 = AttributeGettingRequest;
RefPacketl = KeyUpdateResponse;
RefPacket2 = AttributeGettingResponse;
Send(SendPacketl ,SecLevel, KEDU) ;
WHILE(Receive(RcvPacket).type | = RefPacketl.type) for MaxWaitTime;
IF(RevPacket.type == RefPacketl.type)
{
IF (Verify(RevPacket.all, RefPacketl.all,SecLevel, KEDU) | = SUCCESS)
{
Printscreen(“Key Update Response Payload error!”);
TestCaseResult = “FAILED”;
}
ELSE
{
WHILE(D) | for 3” SuperframeCycle
Send(SendPacket2, ,Seclevel, KEDU_new) ;

WHILE(Receive(RevPacket).type | = RefPacket2.type) for MaxWaitTime;

IF(RevPacket.type = = RefPacket2.type)

{
IF (Verify(RcevPacket.all, RefPacket2.all, Secl.evel,
KEDU_new) | = SUCCESS)

Printscreen(* Attribute Getting Response Payload error!”);

88




GB/T 26790.4—2020

%+ 43 (&)

0T 9] 4 AT

fiik

TestCaseResult = “FAILED”;

}
ELSE
{
Printscreen(“Key Update Test success!”);
TestCaseResult = “SUCCESS”;
}
}
ELSE
{
Printscreen(“No Attribute Getting Response received!”) ;
TestCaseResult = “FAILED”;
}
}
ELSE
{
Printscreen(“No Key Update Response received!”) ;
TestCaseResult = “FAILED”;
}

Printscreen(TestCaseResult) ;

TEST RESULT:
SUCCESS or FAILED

SecLevel=5

RS WA & &/ I

i 1.

Pri)Z : DLL

i 4 % : Key Update Request

Wi 0x93 | Oxaa | 0x03 | 0x?? 0x?? | 0x00 0x1D | 0x?? 0x?? | 0x?? | 0x?? 0x?? 0x?7 0x?7 0x?7?
0x?7? | 0x?7... 0x?7 | 0x??7 0x?7 0x?77 0x?7 | 0x?7 0x?7

I - Wi s (D |4 IDCD | H Ak (D | R 515 (2) [ BE (2) [ 55 8] ID(2) [ 35 912 (D) |
S5 GO IR (6) [ 25 B (16) | 2 9] MIC(4) |[FCS(2)

Hoiffd 2.

Ppi)Z : DLL

i 44 % . Attribute Getting Request

7. 0x8d | Oxaa | 0x03 | 0x?7 0x?? | 0x?7? 0x?? | 0x?? | 0x?? | 0x?? 0x?7 | 0x?? 0x?7 | 0x?7 ...
0x?7? | 0x7? 0x?7?

T3 56 A - Wikl (1) [ 4% IDCD) | H Ak (D [F515 (2) [k B (2) |8 PR RAF (1) | & 2 5 5
FRRAF (D | 2 R R — DR 51 (2 B S H (2) [FCS(2)

NG VAL &4 € R

BEa 1.

Bril)2 :DLL

i 4% # . Key Update Response

Wi: 0x94 | Oxaa | 0x03 | 0x7? 0x?7 | 0x00 0x03 | 0x??7 0x?? | 0x00 | 0x?77 0x??
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< 43 (8D

e3¢0

SeclLevel=5

WS A B - T (D |45 IDCD [E sk (D [ 7515 (2) [ Wi B (2) | %551 ID2) | %8R ZS (D) |
FCS(2)

i 2.

il )2 . DLL

44 FR . Attribute Getting Response

Wi. 0x8e | Oxaa | 0x03 | 0x?? 0x?? | 0x?? 0x?? | 0x00 | 0x?? | 0x?? | 0x?? 0x?? | 0x?7 0x?7 |
0x77 ... 0x?77 [ 0x77 0x??

TSR R B . Wt ] (D |4 IDCD | H B9k (D) [F 515 (2) [ BE (2) PIRZS (D [ B AR IR AT (1) |
J& PR FARIRAF (D | 24 @ YEE I 25— MR 51 (2 g g B (2 g M H (n) [ FCS(2)

EE ¢
SecLevel =2, 3,
4,6,7,8

RN W& &/ I

Byuf 1.

P2 . DLL

i % F% : Key Update Request

Mi. 0x93 | Oxaa | 0x03 | 0x?? 0x?? | 0x00 0x1D | 0x?? 0x?? | 0x?? | 0x?? 0x?? 0x?? 0x??7 0x??
0x?7? | 0x?7... 0x?? | 0x?? 0x?? 0x?? 0x?? | 0x?7... 0x?? | 0x?? 0x??

Mt 5 B - TR ] (D) [ 4% IDCD | H @ik (D | 315 (2) [ WK BE (2) [ 47 ID(2) [ A2 3 (D) |
B I R C6) [ A (16) | 85 8 MIC(4) | MIC(n) | FCS(2)

Buf 2.

P2 . DLL

i FR: Attribute Getting Request

Wi: 0x8d | Oxaa | 0x03 | 0x??7 0x?7 | 0x?? 0x?? | 0x?7 | 0x?? | 0x?7 0x?7 | 0x?7? 0x?? | 0x?7 ...
0x?7 | 0x?7... 0x?? | 0x?7? 0x?7?

M3 B . TR (1D [ 48 IDCD | H A HhE (D 5315 (2) [ B (2) | @ AR A (D) | g 24 5 5t
FRARAF (D [ 2B A — DR 51 (2 [JE % H (2) | MIC(n) | FCS(2)

DI 2R G R

Bl 1.

P JZ : DLL

i 44 7 : Key Update Response

Wi: 0x94 | Oxaa | 0x03 | 0x?? 0x??7 | 0x00 0x03 | 0x?? 0x?? | 0x00 | 0x??... 0x?? | 0x?7 0x??
T UL ] (D [ 45 IDCD [tk (D | 7515 (2) | WUk B2 (2) [5 81 IDC2) | F 1R (D |
MIC(n) | FCS(2)

Bl 2.

PrXJZ : DLL

i FR: Attribute Getting Response

Wi. Ox8e | Oxaa | 0x03 | 0x?7 0x?7 | 0x?? 0x?? | 0x00 | 0x?? | 0x?? | 0x??7 0x?? | 0x?77 0x?7 |
0x?? ... 0x?7 | 0x?7... 0x?? | 0x?7? 0x??

MU BT WA (D | R 2% DD | H bk (D [ 7515 (2) [WHE (2) RS D 8 HEARIRAF (D s
PER AR IRAF (D | 24 B A 15— DA R 51 (2 R B () & HAE () | MIC(n) | FCS(2)
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6.2.15 ZFHAEH MK (R @K [ FD-RUNO1S ]

I B DU 28 4 10 R 47 15 4% e 75 1 B 2R A7 2% 1 S R .

Wit

a) IR FR G 1 I 4 A kAT A B R MIC 19 KEDU %4 0 B id R 40, BB il i & S A%
#EEM KEDU 3% KEDU 9 ActiveTime %8 N 24 R ASN+ SuperframeCycle X 3;

b)Y A e W B B S I RS 1) I AR Sk (] 4 B SR R 5

o) M RS 5% FF SuperframeCycle X 3 J5 , [n] B I &% £ & 3% J& £ ARG oK, H & R KRG R 3
i) KEDU #E47 %

)Y R A IR B AR TG 3K 1) U R SR (] PR I B 5

e IR AR R H U E Y i 505 91 B A R SCHEAT X AR X TE A DU A S I 3 ek

B AN 35 Bos , BRI AU B 3k 44 FiR .

BB WRFE G
< HPEHER
S »
4 TR B R
WREEEEEY >
I I

B 35 FHAEHNR R @WK FF E

F 44 BFHEHWL R EMIL) i AA

i 451 44 B G R N L Oz i ) [FD-RUNO15 ]
e i 4 W

B 5 5% B 2 A A IR 7R 55 ) 4%
A I 3 4 14 W FR G 2 58 BT Bl 00 15 4% 119 9 A T R i L B LB BH )
SecLevel =2~8

TEST BODY .

SendPacket]l = KeyUpdateRequest;
SendPacket2 = AttributeGettingRequest;
RefPacketl = KeyUpdateResponse;
RefPacket2 = AttributeGettingResponse;
AR 9 448 | Send(SendPacketl , SecLevel, KEDU) ;

Ak WHILE(Receive(RevPacket).type | = RefPacketl.type) for MaxWaitTime;
IF(RevPacket.type = = RefPacketl.type)
{
IF (Verify(RevPacket.all, RefPacketl.all,Seclevel, KEDU) | = SUCCESS)

{

Printscreen(“Key Update Response Payload error!”);
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x 44 (40)

I 8 4 AT

Eii B>

TestCaseResult = “FAILED”;
}
ELSE
{
WHILE(D) |for 3 % SuperframeCycle
Send(SendPacket2, SecLevel, KEDU_new) ;
WHILE(Receive(RevPacket) ).type! = RefPacket2.type) for MaxWaitTime;
IF(RcvPacket.type = = RefPacket2.type)
i
IF (Verify(RcvPacket.all, RefPacket2.all,Seclevel,
KEDU_new) ! = SUCCESS)
{
Printscreen(“Attribute Getting Response Payload error!”) ;

TestCaseResult = “FAILED”;

}
ELSE
{
Printscreen(“Key Update Test success!”);
TestCaseResult = “SUCCESS”;
}
}
ELSE
{
Printscreen(“No Attribute Getting Response received!”) ;
TestCaseResult = “FAILED”;
}
}
ELSE
{

Printscreen(“No Key Update Response received!”) ;
TestCaseResult = “FAILED”;
}

Printscreen(TestCaseResult) ;

TEST RESULT:
SUCCESS or FAILED

e3¢0

SeclLevel=5

W R G 1 A& B 4

LG T

P JZ : DLL

i 44 % : Key Update Request

Wi: 0x93 | Oxaa | 0x03 | 0x?? 0x?? | 0x00 0x1D | 0x?? 0x?7 | 0x?? | 0x?? 0x?? 0x?? 0x??7 0x?7
0x?? | 0x?7... 0x?7 | 0x?? 0x?77 0x?7 0x?7 | 0x?77 0x?7?

it S5 U5 B - TR ] (L [ 4% IDCD) | H f ik (D [ 7315 (2) [ BE (2) 854 ID(2) [ 3 25T (1) |
WG BB C6) [ (A (16) | % 8] MIC(4) [FCS(2)
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= 44 (80

SecLevel=5

Bt 2.

PrifJz :DLL

i % FK . Attribute Getting Request

Wi 0x8d | Oxaa | 0x03 | 0x?? 0x??7 | 0x??7 0x?7 | 0x??7 | 0x?? | 0x?7 0x?? | 0x?? 0x?? |
0x77 0x77

W B ] (D | IDCD [ FH Btk (D [P 515 (2D [ B2 (2) MR IRAF (1) | 5
PRARAF (D [ Z A B A A 5 — DR 51 (2) B PR H (2) [FCS(2)

W2 ZR 48 I OECHE £,

ByEf 1.

P2 :DLL

i 4% #x : Key Update Response

Mi. 0x94 | Oxaa | 0x03 | 0x?? 0x?? | 0x00 0x03 | 0x?? 0x?? | 0x01| 0x?7 0x??

M 6B . s (D | 4% IDCD PR AL (D) [P35 (2) [ i B (2) | %40 D) [ # AR (D) |
FCS(2)

Bt 2.

PrXJZ :DLL

i % FK . Attribute Getting Response

Wi. 0x8e | Oxaa | 0x03 | 0x?7?7 0x?7 | 0x??7 0x?7 | 0x01 | 0x?7 | 0x?7 | 0x?7 0x?? | 0x?7 0x?7 |
0x?7 ... 0x?7 | 0x?7 0x?7?

g3 56 B - TR (D | 45 IDCD) | B A hE (D 3315 (2) [ B (2) PRZS (D [ AR A (1) |
J& M FAR IR (D [ 24 @ Y R 5 — A R 51 () [ d % B (2 [JE P E (0 [FCS(2)

RG]
SecLevel =2, 3,
4,6,7,8

RS WA & &/ I

Bna 1.

Pri)Z : DLL

i 4 % : Key Update Request

Wi. 0x93 | Oxaa | 0x03 | 0x?? 0x?7 | 0x00 0x1D | 0x?7 0x?? | 0x?? | 0x?7? 0x?? 0x?? 0x?7? 0x??
0x?? | 0x?7... 0x?7 | 0x?? 0x?? 0x?7? 0x?? | 0x?7... 0x?? | 0x?? Ox??

M IR e B i (1) |45 IDCD) | H bk (1) |7 3145 (2) | i BE (2) | %40 ID(2) | B R (D |
A I R (6) | B A (16) | B 4] MIC(4) | MIC(n) | FCS(2)

Hoiffd 2.

Ppi)Z : DLL

i % Bk . Attribute Getting Request

Wi: 0x8d | Oxaa | 0x03 | 0x?? 0x?? | 0x?7 0x?? | 0x?? | 0x?7 | 0x?? 0x?? | 0x?? 0x?? | 0x?77 ...
0x?7? | 0x7? 0x?7?

Mot 156 B - g il (1) | BIZ% IDCD | B i HuhE (D 7305 (2) [ i BE (2) [ @ AR AT (D) | & 1 A% 5
FRRAE (D [ Z AR — DR 51 (2 R EECH (2) [MIC(n) | FCS(2)

NN WA & &K O

Bt 1.

Ppi)= . DLL

i 4% # . Key Update Response

. 0x94 | Oxaa | 0x03 | 0x?? 0x?7 | 0x00 0x03 | 0x?? 0x?? | 0x01| 0x?7... 0x?? | 0x?? 0x??
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WO LI WS (D[R4 IDCD [ AE (D [ 315 (2) | WU (2) |2 81 D) [HHRE (D |
MIC(n) | FCS(2)
Bt 2.

=2 C) B2 . DLL
Seclevel =2, 3, | W4 FK: Attribute Getting Response
4,6,7,8

Mi. 0x8e | Oxaa | 0x03 | 0x??7 0x?? | 0x?? 0x?? | 0x01 | 0x?? | 0x?? | 0x?? 0x?? | 0x?? 0x?? |
0x?? ... 0x?? | 0x?7... 0x??7 | 0x??7 0x??

MR U B - Wi ] (D 4% IDCD | B A9l (D |F315 (2) T (2) PRZS (D | @ HARRAF (D g
PR BURRRAT (D | Z2AY B — RSO a3 E (2 g E (n) | MIC(n) | FCS(2)

6.2.16 KEK K& ZMiX[ FD-RUN016 ]

2 A BT IR 22 4 0 BE 37 B A 7 KEK 32 21 P i . B8 15 1F 8 1) 9 5¢ o 47 2% 4

.

i R A

a) BB A A R 48 5 I3 AR G 1 I A K T P I SR BB B I A Y Max-
KeyAttackedCnt @4 1;

b)Y B YR R R SRS 1 I 5 2R Gk [l e A TG 0 5

o) IR AR R H M E A S e T e A S5 B A R SCHEAT R R HE X PR TE L % KEDU
WA R 2 A JF KT KEDU 53 19 MIC;

) P B A U B B R B9 P S BTIE OR i 2 L )5 L 78 AlarmRptDur I [[] 4 L K 3% % 4
L ROF

e) IR AR Gl B0 1 B A5 1Y 2 A B AL S L 1) ol B A k% KEK %5 81 308 i K 405

D W B A% 1 Mk R S8 Kk ik KEK 35 8 58T i 1 4, 5

g) I AR R W3 A iR S R Y R SCHEAT N B s B R G X DE R DDA Ay i gt i

HARE A 36 Frzs  HA S Bl Wl ik 45 Frs .
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%+ 45 KEK 3752 5% e

45144 B KEK I ifi & % i [FD-RUNO16 ]
B 7 W7 %

B % A B AR R G 4
A0 0 4k % A I 22 40 © 58 O 45 D0 15 & 14 9 05 I GRR it L 8 I8 L% )
SecLevel=2~8

TEST BODY .

SendPacket] = AttributeSettingRequest(MaxKeyAttackedCnt) ;
SendPacket2 = KeyUpdateRequest(KEK with wrong MIC) ;
SendPacket3 = KeyUpdataRequest(KEK) ;

RefPacket]l = AttributeSettingResponse;

RefPacket2 SecurityAlarmRequest;

RefPacket3 = KeyUpdateResponse(KEK) ;

Send(SendPacketl, SecLevel, KEDU) ;
WHILE(Receive(RevPacket).type | = RefPacketl.type) for MaxWaitTime;
IF(RevPacket.type = = RefPacketl.type)

{

IF (Verify(RevPacket.all, RefPacketl.all,Seclevel, KEDU) | = SUCCESS)
{
Printscreen(“Attribute Setting Response Payload error!”);
TestCaseResult = “FAILED”;
}
ELSE

{
Send(SendPacket2 , KEDU, Seclevel . KEDU) ;

I3 ) £ AR A .
- WHILE(Receive(RevPacket).type! = RefPacket2.type)for 2* AlarmRptDur;
IF(RevPacket.type = = RefPacket2.type)
{
IF (Verify(RcvPacket.all, RefPacket2.all,Secl.evel ., KEDU) | = SUCCESS)
{

Printscreen(“Security Attack Alarm Payload error!”);

TestCaseResult = “FAILED”;

}

ELSE

{
Printscreen(“Security Attack Alarm Received successful!”) ;
TestCaseResult = “SUCCESS”;
}

}

ELSE

{
Printscreen(“No Security Attack Alarm Request received!”) ;
TestCaseResult = “FAILED”;

}
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}
ELSE
{
Printscreen(“No Attribute Setting Response received!”) ;

TestCaseResult = “FAILED”;

}
IF (TestCaseResult == SUCCESS)
{
Send(SendPacket3,SecLevel, KEDU) 4
WHILE(Receive(RcvPacket).type | = RefPacket3.type) for MaxWaitTime;
IF(RevPacket.type = = RefPacket3.type)
{
IF (Verify(RevPacket.all, RefPacket3.all,Seclevel, KEDU) | = SUCCESS)
{
Printscreen(“Key Updata Response Payload error!”) ;
TestCaseResult = “FAILED”;
}
ELSE
{
Printscreen(“Key Update finished, KEK Attack Alarm Test success!”);
TestCaseResult = “SUCCESS”;
}
}
}

Printscreen( TestCaseResult) ;

TEST RESULT:
SUCCESS or FAILED

xS

SecLevel=5

W 2 5 1 & B

Bl 1.

BriZ . DLL

i 4% % : Attribute Setting Request

Mi:0x8f | Oxaa | 0x03 | 0x?? 0x?? | 0x?? 0x?7 | 0x02 | 0x13 | Ox** | Ox** Ox** | 0x00 0x00 |
0x01 | 0x?? 0x??

M5+ T R (1D [ 2% IDCD | H By st ik (D [P 9145 (2) [ Wi FE (2) | R & P48 (D |8 P bR iR
QD g R SRR (D | 24 R E SR — A AE R 51 () B A B (2 A (D [FCS(2)
it 2.

Pri )z :DLL

i 4 F% : Key Update Request with wrong MIC of KeyMaterial

£1:0x93 | Oxaa | 0x03 | 0x?7 0x?? | 0x00 0x1D | 0x?? 0x?? | 0x02| 0x?? 0x?? 0x?? 0x?? 0x??
0x?? | 0x?7... 0x?? | Ox11 Ox11 Ox11 Ox11| 0x?? 0x??

it 8058 1 = TR R (LD [ 4% IDCD) | H @ik (1 [ 7515 (2) [ BE (2) |35 4 ID(2) [ 3 428 (D) |
2B O R (6) | B I (16) | 25 51 MIC(4) |FCS(2)

it 3.
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5% 5

SecLevel=5

BpE : DLL

i % #K : Key Update Request

£1:0x93 | Oxaa | 0x03 | 0x?77 0x?7 | 0x00 0x1D | 0x?7?7 0x?7 | 0x02| 0x?77 0x7? 0x?7 0x??7 0x7??
0x??7 | 0x?7... 0x?7 | 0x?? 0x?? 0x?? 0x?7 | 0x?7 Ox?7

Mg 3350 B . i (1D [ B 48 IDCD | H i sk (D [ 7515 (2) [ Wi B (2) [ %587 IDC2) [ 25 $A 28 (1)
S B O I B (6) | S (16) | 34 MIC(4) |FCS(2)

W R G 1o A £, «

Boam e 1.

PrXJZ :DLL

i 44 FK : Attribute SettingResponse

mi: 0x90 | Oxaa | 0x03 | 0x?? 0x?? | 0x?? 0x?? | 0x02 | Ox13 | Ox** | Ox" " Ox"* | 0x00 0x00]|
0x00| 0x??7 0x??

MU« W (D [ 2% IDCD [ (D [ ]335 (2) | i B (2) |G A8 s M4 A (D | & PR R4
(D @ MR IRAF (D [ 28— AR T2 B H (2) [HAT45 R (D | FCS(2)
Buf 2.

Pri 2 : DLL

i 4% #% . Security Attack Alarm Request

. 0x95 | Oxaa | 0x03 | 0x?? 0x??7 | 0x?? 0x?? | 0x01 | 0x?? 0x?? |Ob* """ ** 2 1] 0x?? 0x??
M 36T - AR (1D [ 28 IDCD [EbHE (D [ 7315 (2) [ WK BE (2) | % 48 58 i (1) | %58 1D
(2) [ 5% 73 (1) | FCS(2)

Bt 3.

PrXJZ :DLL

i 4% # . Key Update Response

£3,:0x94 | Oxaa | 0x03 | 0x?7? 0x?? | 0x00 0x03 | 0x?7?7 0x?7?7 | 0x00 | 0x77 Ox?77 MUHBLHA . Wifs
il (1 [ 2% IDCL) | PFHHE (D [ 5315 (2) [T B (2) | %547 ID(2) [ 4% B AR (1D [FCS(2)

E = 3iC0)
SecLevel =2, 3,
4,6,7,8

W & Gt o & EL 8 4«

Ban e 1

Ppis )z . DLL

i 44 #% : Attribute Setting Request

mi.0x8f | Oxaa | 0x03 | 0x?? 0x?? | 0x?? 0x?? | 0x02 | 0x13 | Ox* * | Ox™* O0x* " | 0x00 0x00 |
0x01 | 0x77... 0x77 | 0x?? 0x?7

WU B - Wida ] (D | 2% IDCD | B Ak (D [JF 5145 (2) [ B (2) [ FE 8 M E (D | g Hdr
A D g R AR RS (D | 28 EE W — DR L (O e 4 H (O [ gt (1D [ MIC
(n) |FCS(2)

Bl 2.

P )Z : DLL

i 4 7 : Key Update Request with wrong MIC of KeyMaterial

£1:0x93 | Oxaa | 0x03 | 0x?? 0x?? | 0x00 Ox1D | 0x?? 0x?? | 0x02| 0x?? 0x?? 0x?? 0x?? 0x??
0x?7 | 0x?7... 0x?? | 0x11 0x11 0x11 Ox11| 0x?7?... 0x?? | 0x??7 0x??

Mt 15 B = T ] (L [ 4% IDCL) | H py ik (1D | 735 (2) [T BE (2) [ 254 ID(2) [ 8 25 1 (D) |
IO IR (6) | B HIME (16) | B 5] MIC(4) | MIC(n) | FCS(2)

AL 3:
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ZH R
Seclevel =2, 3,
4,6,7,8

PrJZ : DLL

i % F% : Key Update Request

£2:0x93 | Oxaa | 0x03 | 0x?? 0x?? | 0x00 Ox1D | 0x?? 0x?? | 0x02| 0x?? 0x?? 0x?? 0x?? Ox??
0x?7? | 0x?7?... 0x?? | 0x?? 0x?? 0x?? 0x?? | 0x?7... 0x?? | 0x?7? 0x??

Mt S5 B - TR ] (L) [ 4% IDCD) | H A ik (1D [ 7315 (2) [ BE (2) [ 2854 IDC2) [ 2 2T (D) |
A I R C6) [ B A (16) | 85 4] MIC(4) | MIC(n) | FCS(2)

R WAL & &/ K O

Bl 1.

PrisZ :DLL

i 4% % : Attribute SettingResponse

Mi. 0x90 | Oxaa | 0x03 | 0x?? 0x?? | 0x?? 0x?? | 0x02 | 0x13 | Ox* " | Ox** Ox** | 0x00 0x00 |
0x00| 0x?77... 0x7?7 | 0x?7 0x?7?

M3 - TR (DD [ 48 IDCD [ bk (D | P 5145 (2) [ Wi B (2) [ R @ 4R (D | & AR 1R
D @ G ARRAF (D | ZA B EE N S — DR S (2 [ B HEEH (2) [ BUATH R (1D | MIC
(n) | FCS(2)

BHEf 2.

rl)Z : DLL

i 44 FK . Security Attack Alarm Request

Wi: 0x95 | Oxaa | 0x03 | 0x?? 0x??7 | 0x?? 0x?7 | 0x01 | 0x?? 0x?? [Ob™ """ *" 7 1| 0x??... 0x??
| 0x?77 0x?7?

M ] - iR (1D [ R 48 IDCD [ RS HE (D [ 7315 (2) WK BE (2) | % 4458 i (1D | %58 1D
(2) 45245 & (D | MIC(n) | FCS(2)

g 3.

PrifZ . DLL

i % % : Key Update Response

£9,:0x94 | Oxaa | 0x03 | 0x?? 0x?? | 0x00 0x03 | 0x?? 0x?? | 0x00 | 0x?7... 0x?? | 0x?? 0x??
M ] - TR R (1D [ 48 TDCD [ iR (D |7 515 (2) [t B2 (2) | 8581 IDC2) | 2 4R A& (D |
MIC(n)| FCS(2)

6.2.17 KEDU &4 i{ [ FD-RUN017]

2K T R %2 42 00 B e o5 A8 KEDU 32 21 gl i . B8 75 15 5 1) 9 5C R AT 22 275 5

Do R A

a) OB A A R 48 5 I3 AR G 1 D A i T M T SR L BRI I AR Y Max-
KeyAttackedCnt JE MM 1;

b)Y B M E R R SRS 1 0 5 2R Gk [l Je A TG O 5

o) PN AR GERE MR A JaR 1 TR e IO i S5 U B A R SC AT U SR RS DR, & 3K 4 R
A1 I T RS R A MIC;

) I B A W R B R B £ )5 L 72 AlarmRptDur [ R] Y % 326 2 445 5

e IR AR e W B 1 B A5 1) 22 A B AL S L 1] I B A5 ik KEDU %5 8 BB SR 4 5

D Bl # g8 1 A R g8 Kk KEDU %5 47 555 i ) £ 5

g) M R G H R B 4 ST B A AR SCHEAT RS EE 30 2R B DR DA A 3 aE
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i) 44 %

KEDU zif; #2i: [FD-RUNO017]]

B 75

W7 &

MR K 2% 1F

B A O A R 5 W 4%
MR Z2 40 B 58 B B 00 158 4 %) % VR L OO ot L % 85 L %5 9D
SeclLevel=2,3,4,6,7,8

3 il ph AR
filiig

TEST BODY .

SendPacketl = AttributeSettingRequest(MaxKeyAttackedCnt) ;
SendPacket2 = Data (with wrong MIC) ;

SendPacket3 = KeyUpdataRequest(KEDU)

RefPacketl = AttributeSettingResponse;

RefPacket2 = SecurityAlarmRequest;

RefPacket3 = KeyUpdateResponse(KEDU) ;
Send(SendPacketl,SecLevel, KEDU) ;

WHILE(Receive(RevPacket). type | = RefPacketl.type) for MaxWaitTime;

IF(RevPacket.type == RefPacketl.type)
{

IF (Verify(RevPacket.all, RefPacketl.all,SecLevel, KEDU) | = SUCCESS)

{

Printscreen(“Attribute Setting Response Payload error!”) ;

TestCaseResult = “FAILED”;
}
ELSE

{
Send(SendPacket2, ,SecLevel, KEDU) ;

WHILE(Receive(RevPacket).type! =RefPacket2.type)for 2" AlarmRptDur;

IF(RevPacket.type = = RefPacket2.type)
{

99



GB/T 26790.4—2020

< 46 (£0)

I T A8 4 AT
fifi ik

IF (Verify(RcevPacket.all, RefPacket2.all,Seclevel, KEDU) | = SUCCESS)

{
Printscreen(“Security Attack Alarm Payload error!”);
TestCaseResult = “FAILED”;
}
ELSE
{
Printscreen(“Security Attack Alarm Received successful!”) ;
TestCaseResult = “SUCCESS”;
}
}
ELSE
{
Printscreen(“No Security Attack Alarm Request received!”) ;
TestCaseResult = “FAILED”;
}
}
}
ELSE
{
Printscreen(“No Attribute Setting Response received!”) ;
TestCaseResult = “FAILED”;
}
IF (TestCaseResult == SUCCESS)
{
Send(SendPacket3, SecLevel , KEDU) ;
WHILE(Receive(RevPacket).type | = RefPacket3.type) for MaxWaitTime;
IF(RevPacket.type = = RefPacket3.type)
{
IF (Verify(RevPacket.all, RefPacket3.all, Secl.evel, KEDU) | = SUCCESS)
{
Printscreen(“Key Updata Response Payload error!”) ;
TestCaseResult = “FAILED”;
}
ELSE
{
Printscreen(“Key Update finished, Security Attack Alarm Test success!”) ;
TestCaseResult = “SUCCESS”;
}
}
}

Printscreen( TestCaseResult) ;

TEST RESULT:
SUCCESS or FAILED
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E = €
SecLevel =2, 3,
4,6,7,8

HURENENE W €

Bt 1.

Pris)Z . DLL

i % K : Attribute Setting Request

i :0x8f | Oxaa | 0x03 | 0x?? 0x?? | 0x?? 0x?? | 0x02 | 0x13 | Ox™ "] 0x** Ox" " | 0x00 0x00 |

0x01 | 0x?? ... 0x?? | 0x?? 0x??

M 356 ] < i (1D [ M 48 IDCD | H E’Jﬂ’ﬂﬂt(l)\!%ﬁﬂ 5 (2) [ BE (2) [ P e PE B AR (D | )& PE AR
WD BB GARRAF (D | 2R E S — DR B2 R HEE (2 R E (1) | MIC

(n) |[FCS(2)

Buf 2.

P2 : DLL

i % FK . data eycrypted by KEDU with wrong MIC

M7 0x81 | Oxaa | 0x03 | 0x??7 0x?7 | 0x?? 0x?7 |0x??7 ... 0x?? |0x11 ... Ox11| 0x?? 0x??

M 6] - Wida il (D | 28 IDCD [E b HE (D |F51]45 (2) | M BE(2) [ 28045 (n) | MIC(n) | FCS(2)

Biify 3.

Ppis)Z . DLL

i 4 7 : Key Update Request

£1.0x93 | Oxaa | 0x03 | 0x?? 0x?? | 0x00 0x1D | 0x?? 0x?? | 0x03| 0x?? 0x?? 0x?? 0x?7? 0x??

0x?? | 0x??... 0x?? | 0x?? 0x?? 0x?? 0x?? | 0?7 ... 0x?? | 0x?? O0x??

Mg 3350 B« W (1D [ B 48 IDCD) | B i sk (D [P 5145 (2) [ i B (2) [ %55 IDC2) [ 2 A2/ (D) |

B UROE BEBR (6) | B EHE (16) | 5 21 MIC(4) [ MIC(n) [ FCS(2)

BRSNS € 3 € /R

Bt 1.

Ppi)Z : DLL

i 4% #% : Attribute SettingResponse

7. 0x90 | Oxaa | 0x03 | 0x??7 0x?? | 0x?? 0x?? | 0x02 | 0x13 | Ox” " [ Ox** Ox** | 0x00 0x00]
0x00| 0x?7 ... 0x?? | 0x?? 0x?77?

M 6B - WA (D [ 48 IDCD [P hE (D | FF5145 (2) [ WK B (2) R R @ MR (D | @ AR iR
A CO B PR R AR IR (D | 24 B E R S — DR B (2 B E (2) [ AT 455 (D | MIC
(n) |[FCS(2)

Bt 2.

PrlUZ :DLL

i % FK . Security Attack Alarm Request

Ii: 0x95 | Oxaa | 0x03 | 0x?2 0x?7 | 0x?7 0x?? | 0x01 | 0x?? 0x?? [Ob”™ " **** 2 1| 0x?? ... 0x??
| 0x77 0x77?

TR BE T - TSR] (1D | R4S IDCD [k (D [ 7415 (2) | K B (2) | % 25 HE (D % 5] 1D
(2) | &R (D | MIC(n) |FCS(2)

Bl 3:

P2 :DLL

i % #K : Key Update Response

2 .0x94 | Oxaa | 0x03 | 0x?? 0x?? | 0x00 0x03 | 0x?? 0x?? | 0x00 | 0x?? ... 0x?? | 0x?? 0x??
MR B W ] (D | R4 TDCD [k (D [ P 815 (2) [ B (2) [ 8581 TDC2) [ AR S (D) |
MIC(n) |[FCS(2)
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2 300 RS 2 4 i B 45 7 KEDD 52 3 JgUbk i 5 BE A5 IE 8 ] 0 OC H#E 1742 4

Wt ot 7R

a) BB AL A A M 45 s IR R G e I A k3 T M TG I SR L 3 I K A 1 Max-
KeyAttackedCnt JEM N 1;

b) MR A N B e R T RS R R e (8] e P T e 5

o) IR AR SR 3 Y T M T ) 1 i SC S T B A A SCHEAT X A R e DR E L e 36 T B T R
s, I T A R i MIC;

P AR R B s BE iRS L #E AlarmRptDur B[R] Y L R 26 44 A

e) R R GBI W I 5 A 1  A S AL T I B 3 A A R A TR T R A

0 B8 A 1 I 2R G k5% 2 SR A 5

Q) M 2 Ge 4 2 We 3 1) H 355 390 B 1) i SCHEAT 0BG T SR El X C E L DA Sy i 5 ok

HARE 7B 38 s BRI Bl Wl sk 47 frs .

B % WRRL
< AR AR R PR
76 PR L i B
< Beacon (45IRMIC)
A EE R q
< FHEBW R
B T e q
| |

38 KEDB I¥ a7 & 2 i i 7 B

& 47 KEDB I H&Z iK%

FH 51 24 %R KEDB i &% X [FD-RUN018]
B R s
BB A5 T 22 A A I R 4 R 2%
. T 22 8 B8 58 SRt ol 00 352 5 119 % 058 5 R ot 4 B % 9D
M 25 o i
KEDB & i#1%
Seclevel=2,3,4,6,7,8
TEST BODY
SendPacket] = AttributeSettingRequest(MaxKeyAttackedCnt) ;
. . SendPacket2 = broadcast data(with wrong MIC) ;
W32 18] O A 1
HEA SendPacket3 = KeyUpdataRequest;
o RefPacketl = AttributeSettingResponse;
RefPacket2 = SecurityAlarmRequest;
RefPacket3 = KeyUpdateResponse;
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Send(SendPacketl, SecLevel , KEDU) ;
WHILE(Receive(RevPacket).type | = RefPacketl.type) for MaxWaitTime;
IF(RevPacket.type = = RefPacketl.type)
{
IF (Verify(RevPacket.all, RefPacketl.all,Secl.evel, KEDU) | = SUCCESS)
{
Printscreen(* Attribute Setting Response Payload error!”);

TestCaseResult = “FAILED”;

}
ELSE
{
Send(SendPacket2, SecLevel , KEDB) ;
WHILE(Receive(RevPacket).type | = RefPacket2.type) for 2° AlarmRptDur;
IF(RevPacket.type = = RefPacket2.type)
{
IF (Verify(RevPacket.all, RefPacket2.all,SecLevel, KEDU)! = SUCCESS)
{
Printscreen(“Security Attack Alarm Payload error!”);
TestCaseResult = “FAILED”;
}
ELSE
{
Printscreen(“Security Attack Alarm Received successfull”);
TestCaseResult = “SUCCESS”;
}
}
ELSE
{
Printscreen(“No Security Attack Alarm Request received!”);
TestCaseResult = “FAILED”;
}
}
}
ELSE
{
Printscreen(“No Attribute Setting Response received!”) ;
TestCaseResult = “FAILED”;
}
IF (TestCaseResult == SUCCESS)
{

Send(SendPacket3, Seclevel . KEDU) ;

WHILE(SecIn(Receive(RevPacket) ,KEDU).type! =RefPacket3.type) forMaxWaitTime;
IF(RevPacket.type == RefPacket3.type)

{
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IF (Verify(RevPacket.all, RefPacket3.all,Seclevel, KEDU) | = SUCCESS)

{
Printscreen(“Key Updata Response Payload error!”);
TestCaseResult = “FAILED”;
}
ELSE
{
032 0 40 A% 65 Printscreen(“Key Update finished, Security Attack Alarm Test success!”);
H R TestCaseResult = “SUCCESS”;
}
}
}
Printscreen( TestCaseResult) ;
TEST RESULT:
SUCCESS or FAILED
RN W& &/ K O
B 1.
HpiX )2 : DLL
i 4% % : Attribute Setting Request
Mi.0x8f | Oxaa | 0x03 | 0x?? 0x?? | 0x?? 0x?? | 0x02 | 0x13 | Ox™* | Ox™ " O0x** | 0x00 0x00 |
0x01 | 0x?? ... 0x??7 | 0x?7 0x?7?
TSR UE B TR R (D [ 2% IDCD | H B hE (D [P 5145 (2) [ B2 (2) | &8 PE3AE (D | g P br
P D B A AR AT (D | 2 A B E B — DR 5 (2 B IR (2) | B HEE (1) | MIC
(n) |[FCS(2)
i 2.
)2 : DLL
i 44 % : broadcast data eycrypted by KEDB with wrong MIC
P Wi: 0x81 | 0xif| 0x03 | 0x77 0x77 | 0x?2 0x77 |0x?77 ... 0x?? [0x11 ... Ox11| 0x?7 0x??

SecLevel =2, 3,
4,6,7,8

I« iR R (D [ 2% IDCD [P HE (D 7515 (2) [ K BE (2) | i (n) | MIC(n) | FCS(2)
ikt 3.

il )Z . DLL

i % % : Key Update Request

7. 0x93 | Oxaa | 0x03 | 0x?7 0x?? | 0x00 0x1D | 0x?7 0x?7 | 0x04] 0x?? 0x?7 0x7? 0x?? 0x?7
0x?? | 0x??... 0x?? | 0x?? 0x?? 0x?? 0x?? | 0x?? ... 0x?? | 0x?? 0x??

I A . Wt (D | 4 IDCD | H Ak (D | R4S (2) [ Wi BE (2) [ 55 9] ID(2) | 3 HI2 (D) |
BB BTBR (6) | % A (16) % 8 | MIC(4) [ MIC(n) [FCS(2)

I3 2R 45 I M

Bl 1.

PrilJZ . DLL

i 4 % : Attribute SettingResponse

Mi: 0x90 | Oxaa | 0x03 | 0x?? 0x?7 | 0x?? 0x?? | 0x02 | O0x13 | Ox** | Ox* " Ox* " | 0x00 0x00 |

0x00| 0x?7 ... 0x?? | 0x?? 0x?7
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F*= 47 (&)

E = )
SecLevel =2, 3,
4,6,7,8

BB« WU (D |4 IDCD [ WAL (D |15 (2) [ WK B (2) [ B AR AE (1) |J P
£ CO & R AR R (D | 2R — DRG] R HEEE (2) [ A7 45 5 (1D | MIC
(n) |[FCS(2)

Hoiffd 2.

Pri )2 : DLL

i FK . Security Attack Alarm Request

Wi 0x95 | Oxaa | 0x03 | 0x?7 0x?? | 0x?? 0x?? | 0x01 | 0x?? 0x?? [Ob" " """ "7 1] 0x?7 ... 0x??
| 0x?? 0x?7?

MO 56 ] - AR (1D [ 28 IDCD [E b HE (1 [ 7315 (2) [ BE (2) | % 4 8 it (D | % 47 1D
(2) | 45245 & (D | MIC(n) [ FCS(2)

AR 3.

PrSUZ :DLL

i 4 # . Key Update Response

£1,:0x94 | Oxaa | 0x03 | 0x?? 0x?? | 0x00 0x03 | 0x?? 0x?? | 0x00| 0x?? ... 0x?? | 0x?? 0x??
M B . Wi (1D | 2% IDCD [ (D [F 315 (2) [ WK B (2) | 447 ID2) [ S8R (D |
MIC(n) |[FCS(2)

6.2.19 KEK F 852X FD-RUN019 ]

P T DR 22 42 0 BRI i # E KEK GBI I BE 75 IR 8 1) 9 SC b A7 2 i 5

i R

a) WIS A A A W28 Ja U 2R G 1) 5 D0 5 28 & 3% T8 P TG 9 oK 150 B B 4 45 17 KEK /Y
KeyStatus &N 2;

b) M A W B e PR T B SR S 1) R SR (] o T e 5

o) PN AE AlarmRptDur B 7] Y &Gk % 42 5 5 4

d) 0 AR G MBI 5 Y A 4 A S o A DN A A R B BT R R 5

e) BRI A& 1l I 2R G ki % AH O e N A 5

D M 2GR H U3 Y 4 SC 5 I R AR S AT X L o An 2R X DR TEC DA Ay i e

ELRES 7 an & 39 R BRI B I 4 3% 48 Ik,

BB TARS

<« EREEEEER
ARG R B
LR

«——— FHEHER

PR >

& 39 KEK F##8 & Z ik i F B
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= 48 KEK F ##8 if &2 i 15 BB

i 45 B

KEK % # i 5 Z i [FD-RUNO019]

e

R

PRI K 2% 1F

BN B 7 © 42 4 I A I 1K 2R B ) 45
I3 2R 40 2 50 0N I 35 4 1) 9% U I G T L 5 8% %5 4D
KEK O #&

SeclLevel =2~38

I T A8 4 AT
fifi i

TEST BODY .
SendPacket] = AttributeSettingRequest(Key Status) ;
SendPacket2 =KeyUpdataRequest;
RefPacketl = AttributeSettingResponse;
RefPacket2 = SecurityAlarmRequest;
RefPacket3 = KeyUpdateResponse;
Send(SendPacketl ,SecLevel , KEDU) ;
WHILE(Receive(RevPacket).type | = RefPacketl.type) for MaxWaitTime;
IF(RcevPacket.type = = RefPacketl.type)
{
IF (Verify(RevPacket.all, RefPacketl.all,SecLevel, KEDU) | = SUCCESS)
{
Printscreen(“Attribute Setting Response Payload error!”) ;
TestCaseResult = “FAILED”;
}
ELSE
{
WHILE(Receive(RevPacket).type | = RefPacket2.type) for 2° AlarmRptDur;
IF(RevPacket.type = = RefPacket2.type)
{
IF (Verify(RcevPacket.all, RefPacket2.all,Seclevel, KEDU) | = SUCCESS)
{
Printscreen(“Security Attack Alarm Payload error!”);
TestCaseResult = “FAILED”;
}
ELSE
{
Printscreen(“Security Attack Alarm Received successful!”) ;

TestCaseResult = “SUCCESS”;

}
ELSE
{
Printscreen(“No Security Attack Alarm Request received!”) ;

TestCaseResult = “FAILED”;

106




GB/T 26790.4—2020

0T 9] 4 AT
ik

& 48 (£0)
}
ELSE
{
Printscreen(“No Attribute Setting Response received!”) ;
TestCaseResult = “FAILED”;
}
IF (TestCaseResult == SUCCESS)
{
Send(SendPacket2, ,SecLevel, KEDU) ;
WHILE(Receive(RevPacket).type | = RefPacket3.type) for MaxWaitTime;
IF(RevPacket.type == RefPacket3.type)
i
IF (Verify(RcevPacket.all, RefPacket3.all,SecLevel, KEDU) | = SUCCESS)
{
Printscreen(“Key Updata Response Payload error!”);
TestCaseResult = “FAILED”;
}
ELSE
{
Printscreen(“Key Update finished, Security Attack Alarm Test success!”);
TestCaseResult = “SUCCESS”;
}
}
}

Printscreen( TestCaseResult) ;

TEST RESULT:
SUCCESS or FAILED

e R ¢l

SecLevel=5

IR W& S €/ I

Bpnd 1.

Pl JZ: DLL

i 4% F% : Attribute Setting Request

i.0x8f | Oxaa | 0x03 | 0x?? 0x?? | 0x?? 0x?? | 0x02 | 0x84 | 0x07 | 0x?? 0x?? | 0x00 0x01 |
0x02 | 0x?? 0x?7 0x?? 0x??

M UG B = W (D |45 IDCD | B A9 sthdik (D [JF 5155 (2) [ B (2) | 3 72 &8 M4 AE (D |8 M bs
PO R AR AT (D | 24 B PEE 28 — AR 51 () B ECH (2 | B H{E (1) | FCS
(2

BAEa 2.

B JZ . DLL

i % #% : Key Update Request

£:0x93 | Oxaa | 0x03 | 0x?? 0x?? | 0x00 Ox1D | 0x?? 0x?? | 0x02| 0x?? 0x?? 0x?? 0x?? 0x??
0x?7 | 0x??... 0x?? | 0x?7 0x?? 0x?? 0x?? | 0x?? 0x?7 0x?7? 0x??

WORBLIT . B (D |1 2% IDCD | H AR (D 915 (2) | B (2) | 8691 IDC2) | 8512 (D) |
2 T BB C6) | I (16) | % 8] MIC(4) | FCS(2)
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< 48 (&)

SecLevel=5

IR WA &1 &/ O

Bl 1.

P )Z :DLL

i % % : Attribute SettingResponse

i: 0x90 | Oxaa | 0x03 | 0x?? 0x?? | 0x?? 0x?? | 0x02 | 0x84 | 0x07 | 0x?? 0x?? | 0x00 0x01 |
0x00| 0x?? 0x?? 0x?? 0x?77

MR 5]« W R (1D [ 48 IDCD [ R (D | FF515 (2) [ BE (2) [ g B4R (D | AR iR
FECO R ARRFF (D [ 24 B MR S5 — DA R 51 (2 R RS H (2) [ AT 4558 (D [ FCS
(2)

BRa 2.

BrLUZ :DLL

Mi4% F% . Security Attack Alarm Request

M. 0x95 | Oxaa | 0x03 | 0x?? 0x?? | 0x?? 0x?? | 0x01 | Ox?? 0x?? |Ob*** """ 12 | 0x?? 0x??
0x?? 0x77

WL« W R (D |45 IDCD [RHUE (D |7 51045 (2) [ MR BE (2) | 22 4235 K0 (D) | % 9] 1D
) [ EhRE (D [FCS(2)

Bl 3.

PR DLL

i % F% : Key Update Response

£7,:0x94 | Oxaa | 0x03 | 0x?? 0x?? | 0x00 0x03 | 0x?? 0x?? | 0x00| 0x?? 0x?? 0x?? 0x??

WU BT . W (D R4 IDCD | BEAAE (D 7515 (2) | WK (2) | %51 IDC2) | BTk (D |
FCS(2)

EE ¢
SecLevel =2, 3,
4,6,7,8

W 2 5 0 & B

i 1.

PpilJZ: DLL

i 4 % : Attribute Setting Request

Wi :0x8f | Oxaa | 0x03 | 0x??7 0x?7 | 0x?? 0x?7 | 0x02 | 0x84 | 0x07 | 0x?? 0x?? | 0x00 0x01 |
0x02 | 0x?7... 0x?? | 0x?7? 0x?77 0x?7 0x?7?

IR B AR (D [ 2% IDCD | H A3k (D [JFF15-(2) [ B (2) e R @ PE3AE (D g M n
PHAF D [JE R FRRFF (D | 28 HEE S — DA RS2 B HEEE (2) g HE (1D | MIC
(n) | FCS(2)

ByEf 2.

P )2 :DLL

i 44 #x : Key Update Request

£1:0x93 | Oxaa | 0x03 | 0x?? 0x?? | 0x00 Ox1D | 0x?? 0x?? | 0x02| 0x?? 0x?? 0x?? 0x?? Ox?7?
0x?? | 0x?7... 0x?7 | 0x?? 0x?? 0x?? 0x?? | 0x?7... 0x?? | Ox?? 0x?? 0x?? 0x??

it S5 B = TR ) (L) [ 4% IDCD) | H @ik (1D [ FF 515 (2) [ BE (2) [ 4 ID(2) [ 3 1257 (1) |
TG I PR C6) [ FHE (16) [ 51 MIC(4) [MIC(n) | FCS(2)
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< 48 ()

E 3 )
SeclLevel =2, 3,
4,6,7,8

RS WA &4 € /R

i 1.

PrSUZ :DLL

T 44 F% : Attribute SettingResponse

i: 0x90 | Oxaa | 0x03 | 0x?7 0x?? | 0x?? 0x?? | 0x02 | 0x84 | 0x07 | 0x?? 0x?? | 0x00 0x01 |

0x00| 0x?7... 0x?? | 0x?7 0x?7 0x?7 0x?77?

WU LW WS (D [RZ5 IDCD [ (D [P35 (2) | UK (2) | LR Jw PR AE (D) [ )& PR IR
QD [ M R SR RAF (D | 24 JE PEE B8R — DR 51 (2) R P H (2) [ #4785 58 (1D | MIC
(n)\ FCS(2)

BAEd 2.

BLZ :DLL

i 4% FK : Security Attack Alarm Request

i: 0x95 | Oxaa | 0x03 | 0x?? 0x??7 | 0x?? 0x?? | 0x01 | 0x?? Ox?? |Ob™ ***** 1?2 | 0x?7... 0x??
| 0x?77 0x?? 0x?7?7 0x?7?

MR BB . W] (L) |4 TDCD [HE#AE D | 773145 (2) [ MUK (2) |4 445 B Hoi (D [ %4 1D
(2) |2 hr & (D | MIC(n) | FCS(2)

AR 3.

Ppi)Z : DLL

i 4 7 : Key Update Response

£:0x94 | Oxaa | 0x03 | 0x?? 0x?? | 0x00 0x03 | 0x?? 0x?? | 0x00| 0x?7... 0x?? | 0x?? 0x??
0x?? 0x?7?

TS B - Wi ] (1D | 2% IDCD) [Pk (1) [ 73145 (2) [ WK B2 (2) | 254 ID(2) [ % g RAE (D |
MIC(n) | FCS(2)

6.2.20 KEDU ¥ # &8 it & 2 i FD-RUNO020 |

X ) TR 2 A ) B 45 7E KEDU I B . BB 75 1 8 [n] ) ¢ R 474 42 15 5

mbg?

IR ORI

a)  BEINB AL I R 2% 05 I3 AR G 1) Rl 3 A Ak T M TG B OR L BB B I 4 19 KEDU
[ KeyStatus Jg 4 2;

by I B A e Wi ) R T A SR 1) DK AR Ak [ e e TR e

o PN AE AlarmRptDur B8] Y L A% 22 405 E A4 5

d) AR SR A Y 2 A AL T I A R B R I R 5

o) BINBE A ) I AR G A K 2 B R e 0 A

£ I AR GURE 2R A4 41 SC 5 I R A I SCHEAT X LG A0 2R HE R DT IS S DU S i X e

BARE a8 40 s, BRI 3] i 49 Fx .
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el Be % WARZ

< AR E R EE R
ARG B R i >
TREEER—
«——HHEFER

N>

B 40 KEDU ¥ 378 B &5 Z i b F B

% 49 KEDU % # #8 Bt & Z ik i BF

i 4 B

KEDU 57 i i} 5 2 il 1 FD-RUN020 ]

e B

B &

MR K 2% 1F

B 5 22 2 A i 2R 4t ) %

DR AR G0 © 58 0O 1l 0 B £ 1) 8 Y5 5 G i L 4 % 5 D)
KEDU & #7

SecLevel =2~8

I 1) 4 AT
ik

TEST BODY:
SendPacket]l = AttributeSettingRequest(Key Status) ;
SendPacket2 =KeyUpdataRequest;
RefPacket] = AttributeSettingResponse;
RefPacket2 = SecurityAlarmRequest;
RefPacket3 = KeyUpdateResponse;
Send(SendPacketl, SeclLevel , KEDU) ;
WHILE(Receive(RevPacket) . type | = RefPacketl.type) for MaxWaitTime;
IF(RevPacket.type = = RefPacketl.type)
{
IF (Verify(RevPacket.all, RefPacketl.all,SeclLevel, KEDU) | = SUCCESS)
{
Printscreen(“Attribute Setting Response Payload error!”) ;

TestCaseResult = “FAILED”;

}
ELSE
{
WHILE(Receive(RevPacket).type! = RefPacket2.type)for 2* AlarmRptDur;
IF(RevPacket.type = = RefPacket2.type)
{
IF (Verify(RevPacket.all, RefPacket2.all,SecLevel, KEDU) | = SUCCESS)
i
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%+ 49 (&)

Printscreen(*Security Attack Alarm Payload error!”);

TestCaseResult = “FAILED”;

}
ELSE
{
Printscreen(“Security Attack Alarm Received successful!”) ;
TestCaseResult = “SUCCESS”;
}
}
ELSE
{

Printscreen(“No Security Attack Alarm Request received!”);

TestCaseResult = “FAILED”;

}
}
}
ELSE
{
Printscreen(“No Attribute Setting Response received!”) ;
TestCaseResult = “FAILED”;
}
WL H AL IF (TestCaseResult == SUCCESS)
ik {
Send(SendPacket2, ,SeclLevel, KEDU) ;
WHILE(Receive(RevPacket).type | = RefPacket3.type) for MaxWaitTime;
IF(RevPacket.type == RefPacket3.type)
{
IF (Verify(RevPacket.all, RefPacket3.all,SecLevel, KEDU) | = SUCCESS)
{
Printscreen(“Key Updata Response Payload error!”);
TestCaseResult = “FAILED”;
}
ELSE
{
Printscreen(“Key Update finished, Security Attack Alarm Test success!”);
TestCaseResult = “SUCCESS”;
}
}
}

Printscreen( TestCaseResult) ;

TEST RESULT:
SUCCESS or FAILED

111




GB/T 26790.4—2020

=49 (8D

SecLevel=5

W R G 1 A& F s A

LG

P JE . DLL

i 44 B : Attribute Setting Request

Wi :0x8f | Oxaa | 0x03 | 0x??7 0x?? | 0x?? 0x?? | 0x02 | 0x84 | 0x07 | 0x?? 0x?? | 0x00 0x01 |
0x02 | 0x?7? 0x?7

MR UE B - R (D [ 4% IDCD | H AR (D) JFF145 (2) [ 5 (2) | R 8 PE3AE (D g M br
R D BB GAR IR (D [ 2B — N EERE (2 | BHEEH (2 | B HE (D |FCS
(2)

Buf 2.

Pz . DLL

i 44 F% : Key Update Request

£1:0x93 | Oxaa | 0x03 | 0x?? 0x?? | 0x00 0x1D | 0x?? 0x?? | 0x03| 0x?? 0x?? 0x?? 0x?? 0x??
0x7?7 | 0x?7... 0x?7 | 0x?? 0x?? 0x?? 0x?7 | 0x?? 0x??

T 35 158 B« T S (D [ 48 IDCD | H s ik (D 375115 (2) [ B (2) | 2540 ID(2) | B2 AL (D |
W BOE EEBRC6) | P (16D [ 5] MIC(4 | FCS(2)

W 2R G0 1 R

ByEf 1.

2 :DLL

i 44 FR : Attribute Setting Response

Mi: 0x90 | Oxaa | 0x03 | 0x??7 0x?? | 0x?? 0x?? | 0x02 | 0x84 | 0x07 | 0x?? 0x?? | 0x00 0x01 |
0x00] 0x?? 0x7??

WU WU (D[4 IDCD [ AE (D [ 81145 (2) [T BE (2) | 2282 J PR B AF (D | 8 1 4R 3R
FFECD VR MR R FRRAF (D | 2 B 5 — N AEE R 51 (2 R EECE (2) [ AT 458 (1) | FCS
(2)

Bkt 2.

P )Z :DLL

i 44 FK : Security Attack Alarm Request

Mi. 0x95 | Oxaa | 0x03 | 0x?? 0x?? | 0x?? 0x?? | 0x01 | 0x?? 0x?? |Ob* *****17 | 0x?? 0x7?
I 5] - R (1D [ R 28 IDCD RS HE (D [ 7315 (2) WK BE (2) | % 248 i (1D | %541 1D
(2) |52 FR & (D | FCS(2)

i 3.

PrilJZ . DLL

i 44 ¥ : Key Update Response

£7,:0x94 | Oxaa | 0x03 | 0x?? 0x?? | 0x00 0x03 | 0x?? 0x?? | 0x00| 0x?? 0x??

WA UG B - gt i (D |4 IDCD [ stk (L) [ J7 5145 (2) [ Wi B2 (2) | 35 81 ID(2) | % 1R 25 (D) |
FCS(2)
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%+ 49 (&)

SHH A
SecLevel =2, 3,
4,6,7.8

HURE WA & S &/ L I

Kt 1.

P JZ . DLL

i % K : Attribute Setting Request

mi.0x8f | Oxaa | 0x03 | 0x?? 0x?? | 0x?? 0x?? | 0x02 | 0x84 | 0x07 | 0x?? 0x?? | 0x00 0x01 |
0x02 | 0x?7... 0x?7 | 0x?? 0x??

T 156 B . i il (1O [ 2% IDCD | B 4 Huhk (D |5 505-(2) [ B (2) [ E e AE (D | @ 4
WD R AR (D | 2D BHEEN S - N E S (O B E (2 |8 E (1D [ MIC
(n) |FCS(2)

Bl 2.

P : DLL

i 4% 7 : Key Update Request

£1:0x93 | Oxaa | 0x03 | 0x?? 0x?? | 0x00 Ox1D | 0x?? 0x?? | 0x03| 0x?? 0x?? 0x?? 0x?? 0x??
0x?? | 0x??... 0x?7 | 0x??7 0x?77 0x?? 0x?? | 0x?7... 0x?? | 0x?? 0x??

WS B - W R (D [ 45 TDCD | B AR dk (D 75145 (2) [ B (2) [ 8547 TD(2) [ A 24 R (D) |
B PIROE B C6) [ HIE (16) | % 9] MIC(4) | MIC(n) | FCS(2)

IR WA & S &/ I

Byuf 1.

P2 :DLL

i 44 FR : Attribute Setting Response

. 0x90 | Oxaa | 0x03 | 0x?? 0x?? | 0x?? 0x?? | 0x02 | 0x84 | 0x07 | 0x?? 0x?? | 0x00 0x01 |
0x00| 0x?7?... 0x?? | 0x?? 0x??

TR Ud B - Wi ] (LD | 2% IDCD) [k (D | 7515 (2) | BE (2) [ 8 8 M #RAE (1) | J8 PE AR iR
FFCD MR BARRAE (D | 2R EE M — A AF R 51 () R B (2) [ PuUAT 458 (1) | MIC
(n) |[FCS(2)

Binf 2.

PrXJZ :DLL

i % Bk : Security Attack Alarm Request

Wi: 0x95 | Oxaa | 0x03 | 0x?? 0x?? | 0x?7? 0x?? | 0x01 | 0x?7 0x??7 [Ob" """ " 17 | 0x?77... 0x??
| 0x?77 0x??

M 6 AT - WA (D [ 48 IDCD [PEHbhE (D [ 7315 (2) [ WK B (2) | % 4 5% it (1) | %547 1D
() [ 4% F3E (D | MIC(n) [FCS(2)

BARa 3.

P J2 : DLL

i % #% : Key Update Response

£2:0x94 | Oxaa | 0x03 | 0x?? 0x?? | 0x00 0x03 | 0x?? 0x?? | 0x00| 0x??... 0x?? | 0x?? 0x??
TS B - Wi sl (1D | 2% IDCD) [P H A (1) [ 73145 (2) [ WK B2 (2) | 254 ID(2) [ 3 R A& (D) |
MIC(n) |FCS(2)
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6.2.21 KEDB ¥ # &8 it & 2 liX [ FD-RUN021 ]

AR BP0 IR 22 4 (9 BR A7 B 4 A2 KEDD i I I BE 7 1E 8 17 9 56 AT 28 42 4
2
a) LI B AT 22 A P 2% 5 0 2R ST 1) R 5L A A K i P TG O SR L B # i # #Y KEDB

i) KeyStatus J&1ER 2;

b BRI A e WA M T SR o 0 1A I I R O D

O MPLBLATE AlarmRptDur i P . & 26 %2 4 45 841 5

d) AR G A I B B 2 At LR S 1] B R Ak B BB i R 5

e W B A ) 3 2R S8k T BH SR R I A 5

0 D03 AR GEREHNCE Y 412505 3 B 0 A SCHEAT X EE L A 2R BT DR S DA DA i 3 i

HARE R 41 frs B gl il sk 50 frs .

3

e B4 WRR L
= 326 PR i L i ok
20 R LI i »
AR >
¢ PP R
B S T >
| [ |

& 41 KEDB F ##8 bt & 2 i it 7 B

% 50 KEDB F ##8 i & 2 4% i3 BA

F1 43 B

KEDB B i i i {5 % i [ FD-RUN021 ]

alihE

W%

HRA K 2% 1F

B B A B 2 A K R G R 2%

TR 48 T 58 80O 1 0 15 8 1 0 R I B GRE i L 42 % . %5 911D
KEDB & #7&

SeclLevel=2~8

I 1) 4 AT
fili ik

TEST BODY .

SendPacket] = AttributeSettingRequest(Key Status) ;
SendPacket2 = KeyUpdataRequest;

RefPacketl = AttributeSettingResponse;

RefPacket2 = SecurityAlarmRequest;

RefPacket3 = KeyUpdateResponse;
Send(SendPacketl ,SeclLevel , KEDU) ;

WHILE(Receive(RevPacket).type | = RefPacketl.type) for MaxWaitTime;

IF(RevPacket.type = = RefPacketl.type)
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% 50 ()

{
IF (Verify(RevPacket.all, RefPacketl.all,Secl.evel, KEDU) | = SUCCESS)
{
Printscreen(“ Attribute Setting Response Payload error!”) ;
TestCaseResult = “FAILED”;
}
ELSE
{
WHILE(Receive(RevPacket).type! =RefPacket2.type)for 2 ¥ AlarmRptDur;
IF(RevPacket.type = = RefPacket2.type)
{
IF(Verify(RevPacket.all, RefPacket2.all, SecLevel, KEDU) | = SUCCESS)
{
Printscreen(“Security Attack Alarm Payload error!”) ;
TestCaseResult = “FAILED”;
}
ELSE
{
Printscreen(“Security Attack Alarm Received successfull”);
TestCaseResult = “SUCCESS”;
}
I A ] O 1R 15 }
ik ELSE
{
Printscreen(“No Security Attack Alarm Request received!”);
TestCaseResult = “FAILED”;
}
}
}
ELSE
{
Printscreen(“No Attribute Setting Response received!”) ;
TestCaseResult = “FAILED”;
}
IF (TestCaseResult == SUCCESS)
{
Send(SendPacket2, SecLevel , KEDU) ;
WHILE(Receive(RevPacket).type | = RefPacket3.type) for MaxWaitTime;
IF(RevPacket.type = = RefPacket3.type)
{
IF (Verify(RevPacket.all, RefPacket3.all,SecLevel, KEDU) | = SUCCESS)
{
Printscreen(“Key Updata Response Payload error!”) ;
TestCaseResult = “FAILED”;

115



GB/T 26790.4—2020

%*& 50 (1)
}
ELSE
{
Printscreen(“Key Update finished, Security Attack Alarm Test success!”);
TestCaseResult = “SUCCESS”;
Wt 451 O A 1) }
Ef:Bun }
}
Printscreen( TestCaseResult) ;
TEST RESULT.
SUCCESS or FAILED
RN W& &
iR 1.
PpifZ . DLL
i 44 F : Attribute Setting Request
Mi.0x8f | Oxaa | 0x03 | 0x?? 0x?7 | 0x?? 0x?? | 0x02 | 0x84 | 0x07 | 0x?? 0x?7 | 0x00 0x01 |
0x02 | 0x?7 0x?77
Wy U B - TR R (D [ 45 IDCD | B A HEE (D [ 515 (2) [ iR B (2) | 78 e ME#RAE (D) | )8 M b
PR D R AR (D | 24 B HEE M — DR 5 (2 BB (2 | B E (1) | FCS
(2
Bdfa, 2.
Pl )2 : DLL
i % % : Key Update Request
£3:0x93 | Oxaa | 0x03 | 0x?? 0x?? | 0x00 0x1D | 0x?? 0x?? | 0x04| 0x?? 0x?? 0x?? 0x?? 0x??
0x?7 | 0x??... 0x?? | 0x?? 0x?? 0x?? 0x?? | 0x?? 0x??
R WA A A - Wi (D [ 45 TDCD | H s ak (D 75145 (2) i B (2) [ 554 ID(2) [ #4124 (D) |
=7

SecLevel=5

O IR (6) | B (16) | %40 MIC(4) | FCS(2)

I AR 2 0 RO £,

Bdaf 1.

P2 : DLL

i % % : Attribute SettingResponse

i . 0x90 | Oxaa | 0x03 | 0x?? 0x?? | 0x?? 0x?? | 0x02 | 0x84 | 0x07 | 0x?? 0x?? | 0x00 0x01 |
0x00| 0x?? 0x??

MT B B - W (D | 2% TDCD [ EE (D [P35 (2) [T RE (2) [ 2 J MR 4845 (D) |8 PR U4
D YRR ARRFF (D | 2R — MR 51 (2 R R E () [HUAT453R (D |[FCS(2)
Bl 2.

P JZ : DLL

i 44 FK . Security Attack Alarm Request

Wi: 0x95 | Oxaa | 0x03 | 0x?? 0x?? | 0x?? 0x?? | OxO1 | 0x?? 0x?? [Ob" " """ " 17 | 0x?7 0x?7?
MR A B = Wtz (L) | R4 TDCD [P (L [ 775145 (2) [ MUK B (2) |4 4245 fos (D | %4 1D
(2) |45 HR & (D [FCS(2)
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< 50 (20)

SecLevel=5

Bt 3.

P JZ : DLL

i 4% 7 : Key Update Response

£1:0x94 | Oxaa | 0x03 | 0x?? 0x?? | 0x00 0x03 | 0x?? 0x?? | 0x00| 0x?? 0x??

TR T T ) (1D [ R4 TDCD [ () |7 5145 (2) [ WK BE (2) [ 45 41 TDC2) [ # HR S (D) |
FCS(2)

SH R
SecLevel =2, 3,
4,6,7,8

W & Gt o & EL 8 A«

Bna 1.

PYZ : DLL

T 44 #% : Attribute Setting Request

W7 :0x8f | Oxaa | 0x03 | 0x?? 0x?7 | 0x??7 0x?7 | 0x02 | 0x84 | 0x07 [ 0x?? 0x?? | 0x00 0x01
0x02 | 0x?7... 0x?? | 0x?? 0x??

WU B - Wi ] (D | 2% IDCD | B gkl (D [JF 5145 (2) [ B (2) [EFE 8 M (D |8 M dr
WD g AR RS (D | 2R EE W — DR L (O R H (2 [ gt (1D [ MIC
(n) |[FCS(2)

iR 2.

PrYZ :DLL

i 4 7 : Key Update Request

£1:0x93 | Oxaa | 0x03 | 0x?? 0x?? | 0x00 Ox1D | 0x?? 0x?? | 0x04| 0x?? 0x?? 0x?? 0x?? 0x??
0x?? | 0x?7... 0x?? | 0x?? 0x?? 0x?? 0x?? | 0x?7... 0x?? | 0x?? 0x??

M350 B« it 1 (1D [ 48 TDCD [ H /sl (D[RR 515 (2) [ i BE (2 258 IDC2) [ 2 A2 AL (D) |
BB B R C6) | B I (16) [ 25 51 MIC(4) | MIC(n) | FCS(2)

HUREENEWA & €K I

B 1.

PrilZ :DLL

i % K : Attribute SettingResponse

7. 0x90 | Oxaa | 0x03 | 0x?7? 0x?? | 0x?? 0x?7 | 0x02 | 0x84 | 0x07 | 0x?? 0x?7 | 0x00 0x01

0x00| 0x?7... 0x?7 | 0x?77 0x?7?

M 356 W] - TR i (1D [ 48 IDCD [ SbE (D | 75105 (2) [ WK B (2) [ 8 72 s PR AE (D | g HEAr iR
AFCD g M L GFRRAF (D | 2 AR S — R T (2 R B () [ U745 251 (1) | MIC
(n) | FCS(2)

AR 2.

i)z . DLL

i 4% # : Security Attack Alarm Request

M. 0x95 | Oxaa | 0x03 | 0x?? 0x77 | 0x?? 0x?7? | OxO1 | 0x?? 0x?? [Ob™ """ " 17 [ 0x?7... 0x?7
| 0x77 0x?77?

TR LT W R (1D | 45 IDCD [JEHhk (D [JF 5145 (2) | R BE (2) | 22 25 H0h (D) [ % 5 1D
(2) [ 458 k7% (1| MIC(n) |[FCS(2)

Biiy 3.

PriJ2 :DLL

i % #% : Key Update Response

£5,:0x94 | Oxaa | 0x03 | 0x?? 0x?? | 0x00 0x03 | 0x?? 0x?? | 0x00| 0x?7... 0x?? | 0x?? 0x??

M A A T (D) | 45 TDCD RSk (D [ 7515 (2) [ B (2) [ 5580 TDC2) [ % AR ZS (D) |
MIC(n) | FCS(2)
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6.3 BFITENLE

P37 4 9k 3 85 JF M 46 [ FD-QUIT001 ]

20 X 18] 000 3 3 4 1 S B A T T 1 2 R K
I3t ok #22R

a) WA A P 48 I s D 28 496 1) 9 0 35 4 % 3% 2 i oK
b) AN R A T SRS ) R R G AR [T T e N

o) IR AR G M i AR 3C - 3 B A A SCHEAT FE X A SR B DS R U 35 o

FLARE P anp 42 fros, B3l i i 51 s .

B B MRR%
¢« BIFEK
& TF 1 S b
[ [

B 42 BFHREWINE T WL E

® 51 PIHIRF 3 E I ML

i 4 B B8 % 88h 8 0T M 2% [FD-QUIT001 ]
BB % Wi #

BB A A 5 R 4 R 2%
T 2 B8 T 58 iON Bl B o 19 98 IR TG
KEDU=NULL

ARSI 3 5% A
SecLevel=0,1

B B 5 B A 1 2R 5 R 4%
T 2R 8 © 58 B0 B N0 8 o 11 T 9 I R T 5 B L9 D)
KEDU & Jg H

R I 3 £ 4
SecLevel =2~8

TEST BODY
SendPacket = LeaveRequest;
RefPacket = LeaveResponse;

Send(SendPacket, SecLevel, KEDU) ;

. . WHILE(Receive(RevPacket).type | = RefPacket.type) for MaxWaitTime;
Wt 451 O A 1)
. IF(RcevPacket.type = = RefPacket.type)
i ik {
IF (Verify(RcvPacket.all, RefPacket.all,Seclevel, KEDU) | = SUCCESS)
{

Printscreen(“Leave Response Payload error!”) ;

TestCaseResult =FAILED;
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F 51 (&)

}

ELSE

{
Printscreen(“Leaving Test Success!”);
TestCaseResult =SUCCESS;

}

}

A ] P A0S | ELSE

fili & {
Printscreen( “NoLeave Response received!”) ;
TestCaseResult = FAILED;

}

Printscreen( TestCaseResult) ;

TEST RESULT:
SUCCESSor FAILED

R W& S & I

P2 . DLL

i % FK : Leave Request

Wi 0x87 | Oxaa | 0x03 | 0x?7? 0x?77 | 0x00 0x00 | 0x77 0x?7?

S B A I3 B - T i (D | 2% IDCD | B ekt (D [ 515 (2) [ B (2) [FCS(2)
SecLevel=0,
1,5 W3 2 8 107 WA RC A L

PrSUZ :DLL

{4 FR : Leave Response

7. 0x88 | Oxaa | 0x03 | 0x?? 0x?? | 0x00 0x00 | 0x?7 0x??

Mt B = i ) (1D | 2% IDCD) [ (1D |5 315 (2) | T B2 (2) [ FCS(2)

A 7 G 1oL A B -

Ppif )z : DLL

i 4 % : Leave Request

Wi: 0x87 | Oxaa | 0x03 | 0x?7 0x?? | 0x00 0x00 | 0x?7... 0x?? | 0x?? 0x?7?

EET ¢t WORBEWT Wi (D[R4 IDCD | H bk (D 75155 (2) [ B (2) | MIC(n) | FCS(2)
SecLevel =2, 3,
4,6,7,8 T3 8 G 0 B A

PrSUZ :DLL

i % FK : Leave Response

i: 0x88 | Oxaa | 0x03 | 0x?? 0x?? | 0x00 0x00 | 0x?7... 0x?? | 0x?? 0x??

TS A - Wi el (1) | 4% IDCD) [P IE (D) |F 515 (2) | K (2) | MIC(n) | FCS(2)

119



GB/T 26790.4—2020

7 BANRENAE

7.1 MANTENIKXE

711 ENEEMNRM L (E @iig) [ AD-JOIN0O1 |

T 80 3 e IR R S IR A WIA-FA 4%,

MR AT FE N

a)  BEIN TR A 1 IR R G Kk i A RS AT R 5

b) W R A A e AR AT SRR SC 3 B e SR AT B 2R X DG U 3
SURE A F ) 3185 & SUALIE - NG - 91 1/ DA

BB sl 43 fros BRI an 2k 52 s .

Hel e % WARGE

BB IMAGE R GERRIRD B

¢ BABEMAMN GERRERD

43 FENE &N 4 (E @) B F E

%52 BENIZEMNM L CIE BRI i3 AR

FH ) 28 Bk B ABER A M 2% CIE 1) il 30O [ AD-JOIN001 ]

e E YN S

B e 7 AR A 1K 2 4 0 4%
Fic B 4 4 M 4% 1D

MHIMARIE | it moe g io e i
B b s 3l
TEST BODY .
SendPacket = WiredADJoinResponse;
RefPacket = Wired ADJoinRequest;
WHILE(Receive(RevPacket).type | = RefPacket.type) for MaxWaitTime;
IF(RevPacket.type = = RefPacket.type)
- oo |
ﬂgimﬁ“fﬂtﬁ% IF (wiredVerify(RevPacket.all, RefPacket.all) | = SUCCESS)

{
Printscreen(“Wired ADJoinRequest Payload error!”);
TestCaseResult =FAILED;

}

ELSE

{
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wiredSend(SendPacket) ;
Printscreen(“Joining Network Test Success!”);

TestCaseResult =SUCCESS;

}
ELSE
W B AR | o
A& Printscreen( “No Wired ADJoinRequest received!”) ;

TestCaseResult = FAILED;
}

Printscreen(TestCaseResult) ;

TEST RESULT:
SUCCESS or FAILED

W & Gt o & H 8 4«
Wi JZ: Wired DLL
i 44 7 : Wired ADJoin Response

. 0x01 |0x?7 ... 0x?? | 0x02 | 0x?? 0x?? | 0x?? 0x?? | 0x?? 0x?? 0x??

WU« IR 55 FRIRAF (D TAD Kt dik (8) | X st ik (1) | 315 (2) S BE (2) | 8 (3)

W R G o A8 4, -
PriJZ : Wired DLL
i 44 # . Wired ADJoin Request

i, 0x00 | 0x?? ... 0x?? | 0x02 | 0x?? 0x?? | 0x?? 0x?? | 0x?? 0x?? 0x??

WU - IR 45 FRIRAF (D TAD K3tk (8) | X st ik (1D | 315 (2) | B (2) [ 34 (3)

7.1.2 BNEEMANME (R ENE) [ AD-JOIN002 ]
200 3 I AR S BE S A WIA-FA %5,
A 2
a) PRI I R g R R ARSI K

b) R 2R G A F A e A TR A I AT SR AR ST R Y I SCHEAT B XS 4 SR B X DE B DU ) 5

B IR [ 5% Y 4 A B AR B, BRSBTS 5
1) P4 ID APCHD
2)  ANUEZR M (SecLevel AH 0 B)
3)  PIZE AL R 5
O AR
Z: 5B A b BB N A SR 53 R
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®53 BANEEMAMZ(RENRSEHRECRT

i A 2 03X 2R G IO A T A ) O A 28 A

0x01 | 0x?? |0x02
P & 1D ASDE I

AR (D [ 43T H AdIDCD) |43 Fie AD b tik

0x02 | 0x?? |0x02

NN
TACIKRZS (D) |43 BE i AdIDCD) | 439 AD Mt
0x03 | 0x?? |0x02
) 4% R A B
AR (D) [ 43R AIDCD) | 40 AD b ik
0x04 | 0x?? |0x02
T

IAARZ (D |0 BER AdIDCD) [ 73 BE i) AD Mkt

o) IR AR G 1o MR A 6 R A R M RO 35 5K B 88 B B SR A 1 I I R SR
I 37 st P B JR P Gl D) 3 5 U 00 s
2 P e A B a0 £ O el e 3 03 B AT B PR AT L LRI R A 44 s, BRI
UL N 54 Bk .

B B % TARGE

———— BAREWAER (REFHR) >

< BABEMAWRE X RRRD

< ERAREREE (@D R Oy —

B 44 FENEEMNRE R ERR) EFE

54 ENREFMANM LR @K A

FH ) 28 Bk e AR A M 2% (s g il 28O [ AD-JOIN002 |

e EYNE

RIS A AE | BB o AR AT 2R 48 R 2%

TEST BODY .

SendPacketl = WiredAD]JoinResponse;

SendPacket2 = WiredAttributeSettingRequest(Superframe) ;
RefPacketl = WiredADJoinRequest;

Mk B4 HS | RefPacket2 = Wired AttributeSettingConfirm

iR WHILE(Receive(RevPacket).type | = RefPacketl.type) for MaxWaitTime;
IF(RevPacket .type == RefPacketl.type)
{
IF (Verify(RevPacket.all, RefPacketl.all) | = SUCCESS)

{
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% b4 (£)

Printscreen(“Wired AD JoinRequest Payload error!”);
TestCaseResult =FAILED;
}
ELSE
{
Send(SendPacketl) ;
Printscreen(“Wired AD JoinRequest Payload correct!”);
TestCaseResult =SUCCESS;
}
}
ELSE
i
Printscreen( “No Wired AD JoinRequest received!”) ;
TestCaseResult = FAILED;
}
IF(TestCaseResult == SUCCESS)
{
Send(SendPacket2) ;
WHILE(Receive(RevPacket).type | = RefPacket2.type) for MaxWaitTime;
IF(RcevPacket .type = = RefPacket2.type)
I A ] O 1R 15 {
ik ) . TGS
IF (Verify(RevPacket.all, RefPacket2.all) == SUCCESS)
{
Printscreen(*“JoiningNetwork Test Failed!”) ;
TestCaseResult =FAILED;
}
}
ELSE
{
Printscreen( “JoiningNetwork Test Success!”) ;
TestCaseResult = SUCCESS;
}
}
ELSE
i
TestCaseResult = FAILED;
}
Printscreen( TestCaseResult) ;
TEST RESULT:
SUCCESS or FAILED
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< 54 (80

RN W & &/

EAE/R T

MY ZE . Wired DLL

i 44 7% : Wired AD Join Response

Wi. 0x01 |0x?2 ... 0x?2 | 0x02 | 0x?? 0x?? | 0x?? 0x?? | 0x?? 0x?? 0x??

MW AT IR SR IRAF (1D | AD K Hihk (8) [ s Htik (1) [P F145 (2) [ KB (2) | 8 A (3)
Bnf 2.

PriUZ . Wired DLL

i % FK : WiredAttribute Setting Request

Wi: 0x0c | 0x77 | 0x02 | 0x?7 0x?7 | 0x?? 0x?7 | 0x?? 0x77 0x?7

M UL B . AR S5 AR IR AT (1D | AdIDCL) | X s ek (1) [ 51045 (2) [ B (2) [ 2k fif (3)

e £ 3 CE)
R WL & & IR

ByEf 1.

P)Z : Wired DLL

i 4 #x: Wired AD Join Request

Wi: 0x00 | 0x?7 ... 0x??7 | 0x02 | 0x?? 0x?? | 0x?? 0x?? | 0x?? 0x?? 0x??

W BT R SR IRAT (1D | AD K H ik (8) | i ik (1) [ 353515 (2) [ (2) | i (3)
BEf 2.

Pril 2 : Wired DLL

i %4 FK : Wired Attribute Setting Confirm

fi: 0x0d | 0x?7 | 0x02 | 0x?77 0x?7 | 0x?? 0x?7 | 0x?7 0x?7 0x?7

Tk 156 B - AR S5 AR R AT (1) [ ADIDCD) | 33 Mk (D | R 315 (2) [ BE (2) [ 3 45 (3)

7.1.3 B4 B iiK [AD-JOIN003 ]

203 451 00 3 A T RE T L A W 97 R TG e P G D TR

I g

Q) BLIN VLA IA R4 5 0 2R G 1) B B A kK G R I R Ak GRE D 355K

b BN B A BRI R 100 I3 AR S AR [l de A I R 1 R D 5 5

o PN AR GO HE Y G2 i T B R M GO GIE S 41 S5 3 B A 41 SCREAT EEAS 4 SR Ee S DC I D )
FLARB P an g 45 Fros BRI Ui W e 55 frs .

B % WRARGE

< EREEREE @D R

ERERERE (8D UES »

—— e
45 @i gy B A A
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& 55 @My B i i A

45144 B 7 it 23 BiE P XL AD-JOINOO3 |
B 5 AW

RS | B AD B4 T AT Bt R 2 M 2%

TEST BODY .
SendPacket = WiredAttributeSettingRequest(Superframe) ;
RefPacket = Wired AttributeSettingConfirm
wiredSend(SendPacket) ;
WHILE(Receive(RevPacket).type | = RefPacket.type) for MaxWaitTime;
IF(RcvPacket.type = = RefPacket.type)
{
IF (wiredVerify(RcvPacket.all, RefPacket.all) | = SUCCESS)
{
Printscreen(“Wired Attribute Setting Confirm Payload error!”);
TestCaseResult =FAILED;
}
ELSE
{
Printscreen(“Superframe Resource Distributing Test Success!”) ;

TestCaseResult =SUCCESS;

0K 9] B4 1T
fifi i

}
ELSE

{

Printscreen( “No WiredAttribute Setting Confirm received!”) ;
TestCaseResult = FAILED;
}

Printscreen( TestCaseResult) ;

TEST RESULT:
SUCCESS or FAILED

R E N WA & S & L I

P2 . Wired DLL

i 4% 7% : WiredAttribute Setting Request

Wi 0x0c | 0x77 | 0x02 | 0x77 0x?7 | 0x?? 0x?? | 0x?? 0x?? Ox??

ek 36 B - AR 45 AR R4 (1) [ AdIDCD) | 5 s ikl (1 | 73045 (2) [ B (2) [ A7 (3)

T2 2 55 B SO0 £ -

YL JZ . Wired DLL

i 4 Bk : Wired Attribute Setting Confirm

Wi 0x0d | 0x?29 | 0x02 | 0x?7 0x?7 | 0x??7 0x?7 | 0x?7 0x?? 0x?7?

ek 16 B - AR 45 AR R4 (1) [ AIDCD) | 5 3 ikl (D | 73045 (2) [ B (2) [ 347 (3)
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7.1.4  §& &4 K [AD-JOIN004

2 D 32491 00 3 A TBE A R 7 I A W) 7 2 R T R M R B TSR

2

Q) BN B IA R4 5 R 2R G 1) B B A kK e A I R Ak CRE B 35K

by BB A R IR I R 1] PR SR [ AR A R A CHE O TE S 5

o) IR AR G WA 0 R T O B ) I S SO S R A 4R SCHEAT RN A SR B Xk E R D]
FLARI P anp 46 Jros , B3l W i 56 Brs .

Bl WRRGE

< EREIEEE (B WK -

EREEREE R L >

B 46 i B& 5 B i B

56 HERE S EC K % AR

i 4 B §i B 53 B[ AD-JOINO04 |
e B YNy

I 50 A AT 35 2R G T
R I B A B A 1 A 4 R 4%

I AR G 2 58 BN B0 B 4 A A TG

TEST BODY .

SendPacket = WiredAttributeSettingRequest(Link) ;
RefPacket = WiredAttributeSettingConfirm;
wiredSend (SendPacket) ;

WHILE(Receive(RevPacket) . type | = RefPacket.type) for MaxWaitTime;
IF(RcvPacket.type = = RefPacket.type)
{
IF (wiredVerify(RcvPacket.all, RefPacket.all) | = SUCCESS)
I3 P 4] P AR {
EiiiBu

Printscreen(“WiredAttribute Setting Confirm Payload error!”);
TestCaseResult =FAILED;

}

ELSE

{
Printscreen(“Link Resource Distributing Test Success!”);

TestCaseResult =SUCCESS;
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& 56 ()
}
ELSE
i
Printscreen( “No WiredAttribute Setting Confirm received!”) ;
U3 81 DA A6 TestCaseResult = FAILED;
Tl ik }

Printscreen( TestCaseResult) ;

TEST RESULT:
SUCCESS or FAILED

W R G I A B8 A,

Y2 . Wired DLL

i % FK . WiredAttribute Setting Request

Wi: OxOc | 0x?7 | 0x02 | 0x?27 0x?7 | Ox?7 0x?7 | 0x?7 0x?? 0x??

WO BT - M55 AR RAF (D | AIDCD | s ik (D [ 53145 (2) [ B2 (2) | 845 (3)
R CI)

D328 2R 8 S H A

il E . Wired DLL

i 4 Bk : Wired Attribute Setting Confirm

Wi: 0x0d [ 0x?? | 0x02 | 0x??7 0x?7 | 0x?? 0x?? | 0x?? 0x?? 0x??

WL - AR5 AR IRAF (D | AIDCD) [ X st ik (1) [ 515 (2) [ B2 (2) [ 7 (3)

7.1.5 KEDU Z 44 & ik [AD-JOINOO5 ]

IR R 22 42 WIA-FA B3 AR & e IERC & KEDU %4,
W3 R 2R

a) BRI A 4 J5  H ZR G5 ) Bl B A £ & B 4y & SR (KEDUD 4
by Bl A B HE W BN T SRS 1) I 2R SR (] B 4 IR S

o) M R G0 H U 1 E S 4 SC 5 300 R Y 4 SR AT BT S A 2R b X DS T ) 0 3
ELpRES P an gl 47 R BRI B 403k 57 s .

BB TARS

< W RIER

47 KEDU Z4 45 &N K FF E
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% 57 KEDU %474 & ik % BA

i 45 B

KEDU % #43 & il ([ AD-JOINO05 |

e

E YN S

HRAE K 2% 1F

B B 4 A 1K 5 5 R 4%

I A8 4 AT
fili ik

TEST BODY:
SendPacket = WiredKeyEstablishRequest(KEDU)
RefPacket =WiredKeyEstablishConfirm
wiredSend(SendPacket) ;
WHILE(Receive(RevPacket).type | = RefPacket.type) for MaxWaitTime;
IF(RevPacket.type = = RefPacket.type)
{
IF (wiredVerify(RevPacket.all, RefPacket.all) | = SUCCESS)
{
Printscreen(“WiredKey Establsih Confirm Payload error!”) ;
TestCaseResult =“FAILED”;
}
ELSE
{
Printscreen(“KEDU Key Establish Test Success!”) ;
TestCaseResult =“SUCCESS”;

}

ELSE

{
Printscreen( “No WiredKey Establish Confirm received!”) ;
TestCaseResult = “FAILED”;

}

Printscreen( TestCaseResult) ;

TEST RESULT:
SUCCESS or FAILED

2% fdi

W R G 1 A& B A

)2 . Wired DLL

i % FK : Wired Key Establish Request

mi. 0x10 | 0x?? | 0x02 | 0x?? 0x?? | 0x?? 0x?? |0x?? 0x?? | 0x?? 0x?? | 0x?? 0x?? | 0x03 |
0x?? ... 0x??7 | 0x?7 ... 0x??7 | 0x?7 0x??7 0x?? 0x?7?

W R MRS AR IRAF (D [ ADID(D) | B A bk (D |67 515 (2) [ K (2) | B 1 #bdik (2) | %5 47
IDC2) | A2 A (L) | B 0 I 18] (6) | %8 8 (n) | 4 8 MIC(4) |

D 2R G 1 R

WJZ : Wired DLL

i % F% : WiredKey Establish Confirm

i, 0x11 | 0x??7 | 0x02 | 0x?? 0x?? | 0x?? 0x?? | 0x?? 0x?? | 0x?? 0x?? |0x?? 0x?? 0x?? 0x?? | 0x00
MR BB < IR 55 AR RAF (1D T AAIDCD) [tk (D [43)5 315 (2) [ K B (2) [ b HE (2) [ % 41 ID(4)
| B R A (D
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7.1.6 KEDB Z4$/ 4 & ik [ AD-JOINOO6 ]

2 0 3 22 4 WIA-FA 82 A 45 Be 5 IE 1 id & KEDB %4 .
ML 7

a)  WCBLAE A 2% 5 I 2R S ) W 4 A BEAS Kk i B oy A R (KEDB) 4

by BN B AR MR R i 100 I3 AR G AR (] B 23 A UE S 5

o) R AR GEHs SO GIE S 41 ST 0 R ) 4 SCREAT EEXS 4 SR E S DT DU 3
HARE g 48 s B 3 Wl 2 58 Frn .

BB WARZ

& 48 KEDB %04 & ik B & B

% 58 KEDB #Z 5 & llik % A

i 451 44 B KEDB % #73 % i [ AD-JOIN006 ]

Wi 5 LB

R 1 55 W B A E A3 R g8 M 4%
TEST BODY:

SendPacket = WiredKeyEstablishRequest(KEDB) ;
RefPacket = WiredKeyEstablishConfirm
wiredSend (SendPacket) ;

WHILE(Receive(RevPacket).type | = RefPacket.type) for MaxScanTimej;
IF(RcevPacket.type = = RefPacket.type)
{
IF (wiredVerify(RevPacket.all, RefPacket.all) | = SUCCESS)
{
3 9] £ A% 7 Printscreen(“WiredKey Establsih Confirm Payload error!”);
ik TestCaseResult =“FAILED”;
)
ELSE

{
Printscreen(“KEDU Key Establish Test Success!”) ;
TestCaseResult =“SUCCESS”;

ELSE
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%< 58 (D)

Printscreen( “No WiredKey Establish Confirm received!”) ;
TestCaseResult = “FAILED”;

}
WA 6 1 Printscreen( TestCaseResult) ;
B
TEST RESULT:.
SUCCESS or FAILED
W R G 1 A& F 4
)2 . Wired DLL
i 44 #x . Wired Key Establish Request
M. 0x10 | 0x?? | 0x02 | 0x?? 0x?? | O0x?? 0x?? |0x?? 0x?? | Ox?? 0x?? | Ox?? 0x?? | 0x03 |
0x?77 ... 0x?7 | 0x?7 ... 0x??7 | 0x?? 0x?? 0x?7 0x??
T 156 BH « AR S5 A5 IR AF (D [AIDCD | H ikl (D [ )7 515 (2) [ B (2) | B ik (2) | %541
ID(2) | # BT (1) | 35 B 0% 15 6] (6) | %5 40 (n) | B 4 MIC(4)
SEBIEA

HNEE A& € RO

P JZ . Wired DLL

i 44 #x . WiredKey Establish Confirm

Wi: 0x11 | 0x?77 | 0x02 | 0x?? 0x?? | 0x?? 0x?? | 0x?7 0x?? | 0x?? 0x?? |0x?? 0x??7 0x?? Ox??
| 0x00

WO« 4545 L (1) | AdIDCD | Bk (D |42 5515 (2) [ K B (2) | Bk (2) | 4 4 ID()
| BIR A (D

7.2 BITEEMNKE

7.2.1 KRZEE#ENMIK[AD-RUN0OOT]

A ) 00 30 P2 2 8 4 T8 i R A A U AP A 38 T 3 ) £ o

I 0

a)  AE 4 AT Y I R G B I 2= D HIE] 3 A E AR
by I3 2R G FE AL A5 s ot S5 00 B P 4IR SCE AT B X s A R S DG S DU ) 3 i
FARB P an g 49 Fros B3 W i 59 s .
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® 59 HEERWIXA

45144 B 2% 2 {5 kR L AD-RUNOOT ]
B 7 AW

BN B 7 B A DI I 2R B8 (56 ) 45
T AR G2 2 58 MO Bl 35 44 19 B TR G B Gl T L 5 )
KS=NULL

A #8102 1
SecLevel=0,1

I K A% 1R | WO B AR R G (8 50D 1 25
SecLevel=2~8 | M1 & &t T 58 O #5849 5% UG 7 GRA T 56 I 35 4D

TEST BODY.
RefPacket = Beacon;
Count = 03
WHILE(D) | for 4" SuperframeCycle
i
IF(Receive(RevPacket) . type == RefPacket.type)
i
IF (Verify(RevPacket.all, RefPacket.all,SecLevel,KS) | = SUCCESS)
{

Printscreen (“Beacon Payload error!”);

TestCaseResult = “FAILED”;

}
ELSE
Count+ —+;
I3 ) £ AR }
fili ik )
IF(Count << 3)
{
Printscreen (“Not EnoughBeacon received!”) ;
TestCaseResult = “FAILED”;
}
ELSE
i
Printscreen(“Beacon Broadcast Test Success!”) ;
TestCaseResult = “SUCCESS”;
}

Printscreen( TestCaseResult) ;

TEST RESULT:
SUCCESS or FAILED
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< 59 (2D)

SecLevel = 0,

1.5

NGV Y& € RO
s

D 2R G o R

P2 . DLL

i 44 % : Beacon

Wi 0x80 | Oxaa | OxIf | 0x?7 0x?77 | 0x?7 0x?7 [0x?? 0x7? | 0x?77 0x?77 | 0x?7 0x?77 | 0x?77 0x?7 |
0x??7 | 0x?7 === 0x?? | 0x?? | 0x?7 0x?7?

MU B - Wi ] (DD | 2 IDCD) | B Bkl (1D [ F 5145 (2) [ B (2) | FE K BE (2) | i K &
(2) |5 A AR X B 25 (2) | 21 52 il B 2 A X B 25 (2 | L 2 i B0 (1D [ 468 % B [T (8) [ 5 4 £
# (1) |[FCS(2)

SeclLevel =2, 3,
4,6,7,8

I3 8 580 A K Al
7

DR FR 40 I WOEOHE £,

P2 : DLL

i 44 #f . Beacon

Wi: 0x80 | Oxaa | OxIf | 0x?77 0x?77 | 0x?7 0x?? |0x?? 0x?7 | 0x?7 0x?? | 0x?? 0x?? | 0x?? 0x?7 |
0x?? | 0x?? ... 0x?? | 0x?? | 0x?7 ... 0x?? | 0x?? 0x??

WU B - W (D [ 48 IDCD | B gk (D |5 5115 (2) [ MUK (2) [ UK (2) | B
(2) |5 AR WUR X B B 5 (2) | e 5 b BES Ay A XS B 045 (2) | 1 i g Bt 85 (1 | 260 5% s [ 4L (8 | {5 4 112
#H (1| MIC(n)| FCS(2)

7.2.2 BIFEEMNRF %[ AD-RUN0O2 ]

203 FH A0 34 A B £ R 7 IE i AL S I A A I 2%

Dt 3k 2R

a) WIS (W DG 3 45D I 48 i 1) 3R 48 (LA 148 ) KR AEHm 5

by W R S8 (L7 A B MY 15 AR 5 391 B8 1 4 SCE AT LG 6T s 2R BE Xt DR JE D ] 000 8¢ 45
HEIMATE K 5

o) BN B AT RN KRG R R S8 (M OGB4 KK A AR 7 5

& M RGeS A ) B 32 IR 18 45 i A4 7 4 SC 55 30058 09 i SCaE AT B X, 4n 2R L Xof DS e )
T A T 15 4 3R ] 38 % i A 5

e) N R A AR AL 3 o 1N S o ) D R A (R ) R 6 A ) 5

D &R e W 55D 5 3 I A e 17 4 S5 3 5 A e SCHEAT X SR e R DG AC D) K

HARIEFe & 50 ez » B A B a3k 60 Bk
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WIRR %
BB &
WK k7 %
fikr P>
< IAE K
WA IMAIRFR >
< B I
TN R »]
[ 1 [

B 50 IRiHi% & I M4 B R

& 60 ILIHIZE MNP 4 35 AR

JH 451 44 B BB A 26 3113 AD-RUNO002 ]
el i & B

A 485 I % 1R
SecLevel=0,1

BN B 7 AN 1K 2R B8 (W S ) R 45
TR 8 (256 345 B 58 O B 358 4 79 B U i
KS=NULL

AR ) 3 4 4
SecLevel=2~8

BB 2 AP R GE (R 56 8 4D M 4%
I 2 G (P9 2R 8 ) T 5 BROXT 4800 3% 5 119 B U e

3 Bl ph AR
fifiig

TEST BODY .

SendPacketl = JoinRequest;
SendPacket2= WiredFDJoinResponse;
RefPacket]l = Beacon;

RefPacket2 = WiredFDJoinIndication;
RefPacket3 = JoinResponse;

WHILE(Receive(RevPacket).type | = RefPacketl.type) for MaxScanTime;
IF(RevPacket.type = = RefPacketl.type)
{
IF (Verify(RevPacket.all, RefPacketl.all,Seclevel ,KS) | = SUCCESS)
{
Printscreen(“Beacon Payload error!”);
TestCaseResult =FAILED;
}
ELSE
{
Send(SendPacketl, SecLevel ,KS) ;
Printscreen(“Beacon Payload correct!”) ;
TestCaseResult =SUCCESS;
}
}
ELSE
{

Printscreen( “No Beacon received!”) ;

TestCaseResult = FAILED;
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}

IF(TestCaseResult == SUCCESS)
{
WHILE(Receive(RevPacket).type | = RefPacket2.type) for MaxWaitTime;
IF(RevPacket.type = = RefPacket2.type)
{
IF (wiredVerify(RcvPacket.all, RefPacket2.all) | = SUCCESS)
{

Printscreen(“Wired FD JoinConfirm Payload error!”) ;
TestCaseResult =FAILED;

}
ELSE
i
wiredSend(SendPacket2) ;
Printscreen(“WiredFD JoinConfirm Payload correct!”);
TestCaseResult =SUCCESS;
}
}
ELSE
{
Printscreen( “No WiredFD JoinConfirm received!”) ;
TestCaseResult = FAILED;
}
}
ELSE
{
TestCaseResult = FAILED;
}
IF(TestCaseResult == SUCCESS)
{
WHILE(Receive(RevPacket).type | = RefPacket3.type) for MaxWaitTime;
IF(RevPacket.type = = RefPacket3.type)
{
IF (Verify(RevPacket.all, RefPacket3.all,SeclLevel ,KS) | = SUCCESS)
{
Printscreen(“Join Response Payload error!”) ;
TestCaseResult =FAILED;
}
ELSE
{

Printscreen(*Joining Network Test Success!”);

TestCaseResult =SUCCESS;
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}
ELSE

{

Printscreen( “No Join Response received!”) ;

TestCaseResult = FAILED;

}
ELSE
{
TestCaseResult = FAILED;
}

Printscreen(TestCaseResult) ;

TEST RESULT:
SUCCESS or FAILED

SecLevel=0

RS WA & €/ E O

il 1.

P2 . DLL

i 44 Ff : Join Request

Wi 0x05 | Oxaa | 0x?77 ... 0x?7 | 0x??7 0x?? | 0x00 0x00 | 0x?7 0x?7?
WS« ek (D [ R% IDCD [BHE () | FE 515 (2) | Wik JE (2) | FCS(2)
BnA 2.

P2 : Wired DLL

i 4% # . WiredFD Join Response

Wi 0x07 | 0x?77 | 0x02 | 0x?7 0x?7 | 0x?? 0x?7 | 0x?7 0x?7 0x?7?

ek 356 B - AR 45 AR R AT (1) | ADIDCL) |5 s ik (1D | 515 (20 | K (2) | i fif (3)

W2 ZR G0 I SOOI £,

Byue 1.

P JZ : DLL

i 4 #% : Beacon

mi. 0x80 | Oxaa | Oxff | 0x?? 0x?? | 0x00 0x11 | 0x?? 0x?? | 0x?? 0x?? |0x?? 0x?? | 0x?? 0x??
| 0x?77 | 0x77 ... 0x?7 | 0x?? 0x??

Mt sk 18 B . Wi il (D | R4 IDCD | B g Huhk (D | PP 3115 (2) | i BE (2) |8 Wi BE (2) | i B < B
(2) [ {5 B3 WAR X B B 5 (2D [t 52 ] B 4 A X B B 5 (2) | 3 22 i B % (1) | 468 X B B] i (8) | FCS
(2)

Bl 2.

Pl )2 : Wired DLL

i 44 # . Wired FD Join Indication

7. 0x06 | 0x?77 [ 0x02 | 0x?77 0x?77 | 0x?7 0x?7 | 0x77 0x?7 0x?7

Tk 18 B - AR S5 AR RAT (D) | ADIDCD) | S ik (D | 5145 (2) [ FE (2) | i fif (3D
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3G
SecLevel=0

il 3.

Prif )2 : DLL

44 FR : Join Response

Wi: 0x06 | Oxaa | 0x?? ... 0x?7 | 0x??7 0x?? | 0x00 0x02 | 0x??7 | 0x77 | 0x?? 0x??

WO« W (D [ % IDCD | B AHLEE (8) | 315 (2) [T 5 (2) [ I ACR 25 (1) | 53T 1 J o
(1) | FCS(2)

SecLevel=1, 5

RN W& &/ O

Hlia 1.

Hp)Z :DLL

i 44 F% : Join Request

Wi: 0x05 | Oxaa | 0x77 ... 0x?7 | 0x?77 0x??7 | 0x00 0x08] 0x?77 «-- 0x?? | 0x?7 0x??
WA U0 B = T (D) | 45 TDCD [ sk (8) | JF 5145 (2) | & B (2) | 22 4 pF kL (8) | FCS(2)
Bl 2.

i JZ . Wired DLL

i % F% : Wired FD Join Response

i. 0x07 | 0x?? | 0x?? ==+ 0x?? | 0x?? 0x?? | 0x?? 0x?? | 0x?? | 0x?? +=+ 0x?? | 0x00 | 0x03
MR LR« AR S5 AR IRAT (D | AdIDCD) | H ikl () |75 (2) | IR 55 S 80K (2) | AD %8 (1) | AD
B2 () PIRZS (D [ 48 # ik (1) |

W 2R G0 0 K

ByEf 1.

P2 : DLL

i 4% B : Beacon

Wi 0x80 | Oxaa | Oxff | 0x??7 0x?77 | 0x00 Ox11 | 0x?? 0x?? | 0x?7 0x?? |0x?7 0x?? | 0x?7?7 0x?7?
| 0x?77 | 0x?7 ... 0x?7 | 0x??7 Ox??

BRI - Wi (D 2% IDCL) | B Bkl (1 [ 755145 (2) [T BE (2) | WK BE (2) | B K i
(2) |5 AR WURE XS I B 5 (2) | e 22 b BUES Ay A 0 6 05 (2) | 1 2 i B 5 (1 | 268 %8 1 i) {1 (8) [ {5 4 B2
# (1) |FCS(2)

Hikfo 2.

WP : Wired DLL

i % FK : Wired FD Join Request

Mi. 0x06 | 0x?7?7 | 0x?7 «++ 0x?? | 0x?? 0x?? | 0x?? 0x?? | O0x?7 ... 0x?? |0x?? | 0x?7... 0x??
WU - AR S5HR AT (D | AAIDCD | P hk (8) [ )55 (2) [ R 55 S 80K & (2) [ I il kit (8) [ AdID
(D) | %A

BE 3.

PrYZE : DLL

i 44 % : Join Response

i . 0x06 | Oxaa | 0x?7 ... 0x?? | 0x?? 0x?? | 0x00 0x02 | 0x00 | 0x03 | 0x?? 0x??

I B AR (D [ 2% IDCD | H B3R (8) [JFF145 (2) [ B (2) | AR 25 (1) | 43 Bt i 45 1
1k (1) |[FCS(2)
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SecLevel =2, 3,
4,6,7,8

RN a1 €

Boal 1.

BrUZ . DLL

Wi 4 % : Join Request

Mi: 0x05 | Oxaa | 0x?7 ... 0x?? | 0x77 0x?? | 0x00 0x08| 0x?77 ... 0x?? | 0x?7... 0x?? | 0x?? 0x??
M I - s S (D | 45 IDCD | P dE (8) [ 2415 (2) [ K B (2) | 22 4414 (8) | MIC(n) | FCS
(2)

e 2

Y JZ : Wired DLL

i 4% # . Wired FD Join Response

Wi. 0x07 | 0x77 | 0x77 ... 0x?? | 0x7? 0x?7 | 0x?? 0x?? | 0x?7 | 0x?7 ... 0x?7 | 0x00 | 0x03
WU B 45 AR IRAT (D | AdIDCD | H A ik (8) [ 475 (2) [ Bt 45 S80I % (2) | AD %t (1) | AD
) (n) PIRZS (D |Gk (D |

HIR= WA & €/ E I

AR 1.

BLZ :DLL

1T 44 F% : Beacon

Mi: 0x80 | Oxaa | Oxff | 0x?7 0x?7 | 0x00 Ox11 | 0x?7 0x?? | 0x?? 0x?? |0x?7 0x?7 | 0x?7 0x??
| 0x?7? | 0x?77 ... 0x?? | 0x?9...0x?? |0x?? 0x?7

M3 8 B W (D [ 4 IDCD | B st hE (D [JF 5145 (2) | i B (2) | B (2) | B B B2
(2 [ 5 Am WUAR XT B Bt 5 (2)) | 3 52 b B s A X B B (2) | e S i B0 (LD | 4 %68 1 1 (8D | {5 4
#H (1| MIC(n)| FCS(2)

BAnA 2.

P JZ : Wired DLL

{44 Ff : Wired FD Join Request

Wi: 0x06 | 0x?? | 0x?7 ... 0x?? | 0x??7 0x?? | 0x?? 0x?? | 0x?7 ... 0x?? |0x?? | Ox?7... 0x?7?
W 6B - MR 45 AR RAF (D | AIDCD) | PR ik (8) [0 )7 5 (2) [ Mk %5 S 80K (2) | IR b aik (8) | AdID
(D | %A

i 3.

PLE: DLL

i 4% % : Join Response

Wi: 0x06 | Oxaa | 0x?7 ... 0x?? | 0x?? 0x?? | 0x00 0x02 | 0x00 | 0x03 | 0x??... 0x?? | 0x?? 0x??
eI 6T - iR (1D | 4% IDCD) | B A9 ik (8) |3 315 (2) | i B (2) | ACRZS (1) | 43 e () 45
HE (1 [MIC(n) | FCS(2)

7.2.3 W[ B E [ & ik [ AD-RUNO003 |

23R BB 3 A i o BE T I AR A XL ) I P R 2

i R h

a) WO B 1R G A IR R
by IR AR G A 15 B 5 3 B A I ST AT HE S A0 R H O DEC U fe i 000 A 2 K L ] I )
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[A] 15K
o) BB IR EE SR T L 1) I 3k 28 B0 3R 18] 0L [n) B[R] (7] A5 1 5
) ZR G 2 AR X ey B ] ] 2 e N7 4 S5 1 R i SCHEAT EE X Qi R B X DT RS, T ) X

FLARE P anp 51 Fros , BRI Ui ik 61 fros .

B e 2% WARFR S
k>
<t 1) I ] [R] 2  5R
1) s i ) 245 W 2 >
—— I

51 X 1a Bt [8) B 4 Wik d /e [

61 Xra B i) [E 45 i 15t AR

F 4 B X B[] [6] 25 0 3 L AD-RUNO003 ]
el E AW

B B A% T AR R S8 ) 4% () DR 3 )

A i A% 1 I3 2R 40 () 38 ) 8 58 BN #5018 45 174 9% U I
SecLevel=0,1 MR R g8 (B %) T 38 2 915 45 A ™ 2%
KS=NULL

B B 2 AN K R g (R G4
I AR G (5 B 45 B 58 OO B35 4 9 B U T . R Wt L i o % 1 4
M 7R 8 NS B4 BT o Bl B 28 A R 45

AR I 3 25 4
SecLevel =2~8

TEST BODY:
SendPacket = TimeSynchronizeRequest;
RefPacket] = Beacon;

RefPacket2 = TimeSynchronizeResponse;

WHILE(Receive(RevPacket).type | = RefPacketl.type) for MaxScanTime;
IF(RevPacket.type = = RefPacketl.type)
{
IF (Verify(RevPacket.all, RefPacketl.all, SecLevel,KS) | = SUCCESS)
W 1 O AR 0 {
i

Printscreen(“Beacon Payload error!”) ;
TestCaseResult =FAILED;

}

ELSE

{
Send(SendPacket, SeclLevel,KS);
Printscreen(“Beacon Payload correct!”) ;

TestCaseResult =SUCCESS;
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}
ELSE
{
Printscreen( “No Beacon received!”);
TestCaseResult = FAILED;
}
IF(TestCaseResult == SUCCESS)
{
WHILE(Receive(RevPacket).type | = RefPacket2.type) for MaxWait Time;
IF(RcevPacket.type = = RefPacket2.type)
{
IF (Verify(RcvPacket.all, RefPacket2.all, SecLevel,KS) | = SUCCESS)
{
Printscreen(“Time Synchronize Response Payload error!”) ;
TestCaseResult =FAILED;
}
ELSE
{
Printscreen(“Time Synchronizing Test Success!”) ;
TestCaseResult =SUCCESS;
}
)
ELSE
{
Printscreen( “No Time Synchronize Response received!”) ;
TestCaseResult = FAILED;
}
}
ELSE
{
TestCaseResult = FAILED;
}

Printscreen(TestCaseResult) ;

TEST RESULT:
SUCCESS or FAILED

SeclLevel=0,

1,5

PrlUZ :DLL

i 4 FK : Time Synchronize Request

i: 0x8b | Oxaa | 0x03 | 0x?? 0x?? | 0x00 0x08| 0x?? ... 0x?? | 0x?? 0x?7?

M 6B . A (D | 4% IDCD | R (D [ 7315 (2) [ WK B (2) | 335 3% 4 K 3% i 20 i) 8] 4
(8)|FCS(2)
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Fz 61 (£D)

I 2R G0 B YR A

Bt 1.

Pri)Z :DLL

i 4% B : Beacon

Wi 0x80 | Oxaa | Oxff | 0x77 0x?? | 0x00 Ox11 | 0x?? 0x?? | 0x?? 0x?? |0x?? 0x?? | 0x?7 0x?7?

| 0x??7 | 0x?7 ... 0x?77 | 0x??7 0x?7

EE A EID) o 3ok 358 9 fllﬂ““%' (D [F2 IDCD | B B9 ak (D | FFF) 5 (2) | MUK R (2) B WU #E (2) | i B K
SecLevel=0, (2) | {5 FR WA X B B A5 (2) [ He 52 0 i R 4y A % 6] B 5 (2) | e =2 i B 850 (1) | 48 %) | [|]  (8) | FCS
1,5 (2)
B 2.
PrYZE . DLL
44 FK : Time Synchronize Response
Mi: 0x8c | Oxaa | 0x03 | 0x?? 0x?? | 0x000x10| 0x?? ... 0x?? | 0x??7 ... 0x?? | 0x??7 0x??
M U8 BH - it (D [ B 45 IDCD | B i st ik (D \J?ﬁﬂﬂa—(zﬂfhﬁﬁ (2>\IA1ZJWL%7yiJ£BT7IJB]‘IETHE
(8) | #92 A £ He e i 2 s} [E] 4 (8) | FCS(2)
W 2R 46 1 R BOHE £,
P ZE . DLL
{4 F% : Time Synchronize Request
Mi: 0x8b | Oxaa | 0x03 | 0x?? 0x?? | 0x00 0x08| 0x?? ... 0x?? | 0x?7... 0x?? | 0x??7 0x??
WSk A A - T (D |45 IDCD [IE b hE (D [ JF 315 (2) [ B (2) | 3035 15 45 & 2% i 20 B Jr) fE
(8) |MIC(n) | FCS(2)
T3 2R 55 7 OB 4% -
Byuf 1.
Pri )z :DLL
SHEHYTA i 44 B : Beacon
SeclLevel = 2,3, | 1. 0x80 | Oxaa | Oxff | 0x?77 0x77 | 0x00 Ox11 | 0x77 0x?7 | 0x?7 0x77 |0x?7 0x?77 | 0x77 0x?7?
4,6,7,8 | 0x?? | 0x?7 ... 0x?? | 0x?? | 0x?? 0x?? 0x?? 0x?? | Ox?? 0x??

s B . Wi (D I RZ IDCD | B B9kl (D [ F 515 (2) [ B (2) |8 WK B2 (2) | i K B
(2) |5 A0 WUAE X B 25 (2) | 1 52 ik B 2 A X B 25 (2) | RS2 i BB (LD [ 468 % B [T (8) [ {5 4 71
(1) |MIC(4) | FCS(2)

Bnf 2.

il )2 . DLL

i 45 # : Time Synchronize Response

Wi, 0x8c | Oxaa | 0x03 | 0x?? 0x?? | 0x000x10| 0x?7? ... 0x?? | 0x?7 ... 0x?? | 0x?? 0x?9 0x??
0x?? | 0x?7?7 0x?7

MU B - Wi (D [ 2% IDCD | B A hE (D [ 3145 (2) [ i BE (2) | BL3g 8 4% Jz i 1) 20 B i) i
(8) |48 A% 45 45 i B 2 B[R] 4 (8) | MIC(4) | FCS(2)

7.2.4 BbiE RS ENiK[ AD-RUN004S

2 D32 49100 3 A TR BE 7 I R PR AT B 15 A ot U I
i A o
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BB A A DN 3 2R B8 (R S BEAE) W 45 i+ I3 28 9 IR S 38 4 ) 1o 4 0 6 5 T 326 o 7 T )
P GEEWO 355K 5

BB A5 B SR T R R S8 (I 4 ) & 326 e P T sk GBE D) 175 3K 5

I3 2R G0 (GBS B0 4 ) R FR AL s e T s 1 R DD 33 5K i 3C -5 390 B8 ) 4R SCHEAT U Q2R 1
X WE TE o O i) 5 000 15 6 % 191 2 e TR P G D) M 5

I B 12 A W ST I 1 AR G R O B ) A 36 A A L JRR P R D) I 5 5

I 2R 8 I S T5E 48 ) 4o A 190 32 7 T s 4 Ol WD) i S5 41 S5 400 B2 0 1 ST AT LU B R |
Xt DE e U0 35

FLARE P an g 52 fros , B W i 62 frs .

WARG
el Bk

ZPS e e

<« EREEREME @D R -
— ZEEmERME GBWD K

<« EERERNE GBbD N

—— EREEREME @D ELX

B 52 B iR Sy B B E

62 BB IR & B 15 AR

451 44 B 7 it B 23 BE I 1L AD-RUNO04 ]
B 7 AR &

R8I 4k 5 A W FR 8 (W S8 T 58 B0 1 0 35 & 1 92 D5 .
SeclLevel=0,1 M 2R g0 (M3 5% 55 B 38 1 g0 35 45 m A R 2%

BB A 2 A DR BT (9 52 3548 1 4%

KS=NULL

Bl 5 A5 B A 2R g () SC i 45) N 2
gy | COLERSMARRREGORRE WS
Seelevel— 28 MR 2R 40 (W 26 3545 B 58 B 85 0 35 £ 16 9% R 8 GRE T L 2 B L8 490
ecl.evel— 4~

MR R 48 (% 45 B 18 1 g 3% 45 i A R 2%

TEST BODY.

32 B A A0S | wiredSend (SendPacketl) 5

fifiig

SendPacket] = WiredAttributeSettingRequest(Superframe) ;
SendPacket2= AttributeSettingResponse;

RefPacket] = AttributeSettingRequest(Superframe) ;
RefPacket2 = WiredAttributeSettingConfirm;

WHILE(Receive(RevPacket).type | = RefPacketl.type) for MaxWaitTime;
IF(RevPacket.type = = RefPacketl.type)
i

IF (Verify(RevPacket.all, RefPacketl.all,SecLevel,KS) | = SUCCESS)

{

Printscreen(“Attribute Setting Request (Superframe) Payload error!”) ;
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TestCaseResult =FAILED;

}
ELSE
{
Send(SendPacket2,SecLevel ,KS) ;
Printscreen(“ Attribute Setting Request (Superframe) Payload correct!”);
TestCaseResult =SUCCESS;
}
}
ELSE
{
Printscreen( “No Attribute Setting Request (Superframe) received!”);
TestCaseResult = FAILED;
}
IF(TestCaseResult == SUCCESS)
{
WHILE(Receive(RevPacket).type | = RefPacket2.type) for MaxWaitTime;
IF(RevPacket.type = = RefPacket2.type)
{
IF (wiredVerify(RevPacket.all, RefPacket2.all) | = SUCCESS)
i
Printscreen(“WiredAttribute Setting Confirm Payload error!”) ;
TestCaseResult =FAILED:;
}
ELSE
i
Printscreen(“Superframe Resource Distributing Test Success!”) ;
TestCaseResult =SUCCESS;
}
}
ELSE
{
Printscreen( “No WiredAttribute Setting Confirm received!”) ;
TestCaseResult = FAILED;
}
}
ELSE
{
TestCaseResult = FAILED;
}

Printscreen(TestCaseResult) ;

TEST RESULT:
SUCCESS or FAILED
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%+ 62 (&)

SecLevel=0,

1.5

HRE W& S € L I

Byuf 1.

P2 : Wired DLL

i % FK . WiredAttribute Setting Request

i. 0xOc | 0x?77 | 0x02 | 0x?7 0x?77 | 0x?7? 0x?7 | 0x?7 0x?77 0x??

WO BEE] 055 AR IR A (1D TADIDCD) |33tk (D |5 505 (2) [ 2 (2) | 87 (3)

Bt 2.

Pr)Z : DLL

i % K : Attribute Setting Response

. 0x90 | Oxaa | 0x03 | 0x?? 0x?? | 0x?? 0x?? |0x00 |0x80 [0x?? [0x?? 0x?? [0x?? 0x?? |0x??
| 0x?77 0x?7?

MRS T« s ] (D [ 2% IDCD [EHE (D [ JF315-(2) | BE (2) | A2 8 P AE (D |8 HAn IR 4T
(D B BAAR RS (D | 2B M — DR 5] (2 R HEEE (2) [$ATER (D |[FCS(2)

HUR= WA &4 €/ R

Bt 1.

)2 . DLL

i % FK : Attribute Setting Request

5. 0x8f | Oxaa | 0x03 | 0x?? 0x?? | 0x?? 0x?? |0x00 [0x80 [0x?? [0x?? 0x?? |0x?? 0x??7 |0x??
... 0x?7 | 0x?7 0x?7

MR L Wz R (L | 2% IDCD | B # ik (D )3 31)5 (2) [ (2) R R A (D | R MR R
5D B MR G AR (D | Z A R AEE RS — R T2 R EH () | & 1EE (n) [FCS(2)
Bt 2.

Y JZE : Wired DLL

i 44 Bk : Wired Attribute Setting Confirm

Wi: 0x0d | 0x?77 | 0x02 | 0x?7? 0x??7 | 0x??7 0x?? | 0x?7 0x?? 0x??

Wi UL B« AR 55 AR IR A (LD | AdIDCL) | X sig ekt (1) [ 5 5105 (2) [ BE (2) [ A (3)

SecLevel =2, 3,
4,6,7,8

W FR 46 I R 09 £,

AR 1.

Bp i )2 : Wired DLL

i 4% #% . Wired Attribute Setting Request

. 0x0c | 0x77 [0x03 | 0x77 0x7? | 0x7? 0x?? | 0x??7 [ 0x?7 [ 0x?7... 0x?7 | 0x03 | 0x00 | 0x80
| 0x?7? | 0x77 0x?7? [0x7? 0x?7 | 0x?7... 0x?7?

WU UL . IS5 PR IR (D | AdIDCD | H bk (D 8175 (2) | IRF S 80K E 2) | HEE (D |
AD ¥ (D | AD F3R () [ H Atk (1) | e 88 g P (D g AR IR AT (1) | & 4 58 5 AR IR AF (1) |
ZAEEAENE DRI [ JEEEE (2 | & PhE

BE 2.

Pr)Z : DLL

i % K : Attribute Setting Response

i :0x90 | Oxaa | 0x03 | 0x?? 0x??7 | 0x?? 0x?? |0x00 |0x80 [0x?? [0x?? 0x?? |0x?? 0x?? |0x00]
0x?7?7 0x?7?7 0x?7 0x?7 | 0x?7 0x?7?

MR WiEa ] (D [ 28 DD [ AL D [P35 (2) [ BE(2) [ e P #4E (D |8 MR RAF (D |
JE M BURAR RS (D | 24 R E I — AR T (O R R O [ $AT45 8 (D IMIC(4) | FCS(2)
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SH R
SecLevel =2, 3,
4,6,7,8

T2 ZR 40 I OB £,

Byuf 1.

BriZ . DLL

i 44 B : Attribute Setting Request

i :0x8f | Oxaa | 0x03 | 0x?? 0x?? | 0x?? 0x?? |0x00 |0x80 |0x?? |0x?? 0x?? |0x?? 0x?? |0x??
... 0x?77 | 0x?? 0x?7 0x?? 0x?? | 0x?? 0x??

TR 156 B . i i (1 [ B9 2% IDCD | B /g Hihk (D [ 73505 (2) | T B (2) [ R @ 1 (D | & b
D [ E R SR RAF (D [ 24 B 5 — DA RS (2 R HEEE (2 g HEE (0 | MIC
(4| FCS(2)

B 2.

P2 : Wired DLL

i 45 Bk : Wired Attribute Setting Confirm

M. 0x0d | 0x?7? | 0x03 | 0x?? 0x?7 |0x?? 0x?? | 0x?? 0x?? | 0x03 |0x00 |0x80 | 0x?? | 0x??
0x?77? |0x?? 0x?? |0x00

WU - AR S5 R IRAF (D | AAIDCD) | JE b bk (D [ )55 (2) [R5 S 80K JE (2) | E b ak (1) [ 7 )8
PEFRAE (D [ @ AR IRAF (D g R AR IR (D | 2B E NS — R T (O | B (2 |
PATEER (D

7.2.5 $EB IR BEiX[ AD-RUNOOS ]

2 X 91 00 3 e A B A BE A3 T A R AT I3 B A B I R R 0T

3o A o
a) WS AN R S8 (R B W46 5 I3 28 0t (R0 S 88 4 ) [o] 5 0 i8¢ 9 ik o A . )
P CHEE O 185K 5

b) B A BRI BN SR S L R R S (I ) & % R T Tk R ) TR

o) IR R G5 (B3 45 ) 5 45 S0 it s 2 10 8 08 M R I ) 375 R 4R S0 45 1 BB 0 R SCHEAT HE W L R e
ot UG i D) ri A 000 35% 4 3% [ 0 F C J  C BE) W

d) IR A M W L 1) AR AR G (N S A ) A 16 G T R R M R B TIE S

e) IR ZR G0 (R 5615 45 ) 5 42 i 17y 52 T 8 i O 6 ) I 52 4 S0 45 00 28 1 4R SC AT O i R e
X6 G e, D) 3t 3 5

BLpRSJ an &l 53 Fros BRI 5] 4n 2k 63 s .
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63 HERE IR o Bt 15 AR

45144 B i % BT PR 23 BE N 1L AD-RUNO05 ]
B 7 AW

BB A 2 A TR T (523545 T 4%

T AR e (P 645 L 58 B R B 152 4 9 % G

M R 8 (B B 3 i il e o5 im AR 45

TR GE (P 564 T I8 3 B B2 4 52 1o 0 ik AR 8 (B U 4 ) % it % U T
KS=NULL

AR5 3K 4% 14
SeclLevel=0,1

B A T AR R 48 (R B ) I 2%

OB A | I R G (R SR TR ) T 5 Jod 45 0 5 4 19 9 00 I O ot L % 8% 3 8D
SecLevel=2~8 | MHA R 4 (&) T AP 5 # H 2%

I 15 £ B 58 BRI K 2R 8 (B A7 18 4D A R it B U 40 T

TEST BODY .

SendPacketl = WiredAttributeSettingRequest(Link) ;
SendPacket2= AttributeSettingResponse;

RefPacketl = AttributeSettingRequest(Link) ;
RefPacket2 = WiredAttributeSettingConfirm;
wiredSend(SendPacketl) ;

WHILE(Receive(RevPacket, Seclevel ,KS).type | = RefPacketl.type) for MaxWaitTime;
IF(RevPacket.type = = RefPacketl.type)
i

IF (Verify(RevPacket.all, RefPacketl.all) | = SUCCESS)

{

Printscreen(“ Attribute Setting Request (Link) Payload error!”);
TestCaseResult =FAILED;

}
ELSE
D3 ) £ AR A {
iR Send(SendPacket?2, SecLevel , KS) ;
Printscreen(* Attribute Setting Request (Link) Payload correct!”) ;
TestCaseResult =SUCCESS;
}
}
ELSE
{
Printscreen( “No Attribute Setting Request (Link) received!”) ;
TestCaseResult = FAILED;
}
IF(TestCaseResult == SUCCESS)
i
WHILE(wiredReceive(RcevPacket).type | = RefPacket2.type) for MaxWaitTime;
IF(RevPacket.type = = RefPacket2.type)
{
IF (Verify(RevPacket.all, RefPacket2.all) | = SUCCESS)
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D030 1) D AR
filiig

{
Printscreen(“WiredAttribute Setting Confirm Payload error!”);
TestCaseResult =FAILED;
}
ELSE
{
Printscreen(“Superframe Resource Distributing Test Success!”) ;
TestCaseResult =SUCCESS;
}
}
ELSE
{
Printscreen( “No WiredAttribute Setting Confirm received!”) ;
TestCaseResult = FAILED;
}
}
ELSE
{
TestCaseResult = FAILED;
}

Printscreen(TestCaseResult) ;

TEST RESULT:
SUCCESS or FAILED

SHEPYIA
SecLevel=0,1

I3 8 580 A M dl

Bl 1.

PrYJZE : Wired DLL

i FK : Wired Attribute Setting Request

Wi: 0x0c | 0x?7 | 0x02 | 0x?77 0x?7 | 0x??7 0x?7 | 0x?? 0x?7 0x?7

WL - R4S FRIRAF (D [ AdIDCD) |3 it ik (1) [ 31045 (2) [ BE (2) [ 8 (3)

Bl 2.

PP )2 : DLL

i 45 % : Attribute Setting Response

M. 0x90 | Oxaa | 0x03 | 0x7?7 0x?? | 0x?7? 0x?7 |0x00 |0x81 [0x?7 |0x?7 0x77 |0x?7 0x77 |0x?77
| 0x77 0x77?

WL . W (D | 2% TDCD [ JHBAE (D 7915 (2) [ HE (2) |G RL IR HE B A (D) | P AR 7
D VAR R (D | 24 R R — MR 51 (2 R R H (2 [HUFT423R (D [FCS(2)

DR FR G0 I WO £,

i 1.

BrZ . DLL

i 4 % : Attribute Setting Request

i.0x8f | Oxaa | 0x03 | 0x?? 0x?? | 0x?? 0x?? |0x00 |0x81 |0x?? |0x?? 0x??7 |0x?? 0x?? |0x??

... 0x77 | 0x?? 0x?7
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SHHIRA
SecLevel=0,1

WA . WA (D) | 2% IDCD | H B9k (D | FEF S (2) | K BE(2) | T T &8 AR (D) |8 kR R
B QD R SRR (D | SR ML S — MEAER 51 (2) R HEHH () R A (n) | FCS(2)
it 2.

PpisJZ : Wired DLL

i 4% Ff : Wired Attribute Setting Confirm

Wi: 0x0d | 0x?7 [0x02 | 0x?7 0x?7 | 0x?7? 0x?7 | 0x?7 0x?77 0x??

WG] - MR 55 AR RAT (1D | AIDCD | X 3 hk (D |5 5145-(2) | BE (2) | 8757 (3)

SecLevel=2~8

HR= N WY& €L I

AR 1.

il )2 . Wired DLL

i B : Wired Attribute Setting Request

Wi: 0xOc | 0x?7? [0x03 | 0x?7? 0x?? | 0x?? 0x?? | 0x?7 | 0x??7 | 0x??7 ... 0x?7 | 0x03 | 0x00 | 0x81
| 0x?7 | 0x?7 0x?77 |0x?7 0x?? | 0x?7... 0x?7?

WU - AR 55 AR IRAT (D | ADIDCD) | H 83k (D |55 (2) | B 45 Z 50K (2) [ [l (1D | AD
Bt (D [AD F1 3% () | B i Hhk (1 | 32528 M 4878 (O g PEFR IR AT (D [ & P B SR IRAF (D | 24
B — AR B (O B H (O | B (»

BAnAL 2.

PrSUZ :DLL

i 4% < : Attribute Setting Response

Wi:0x90 | Oxaa | 0x03 | 0x?7 0x?7 | 0x?? 0x?? |0x00 |0x81 |0x?? [0x?7 0x?7 [0x?77 0x?7 |0x00]
0x?7? 0x?7? 0x??7 0x7? | 0x?77 0x7?

MW 6]« WAl (D [ 48 IDCD [PE b HE (D | FF 51145 (2) | Wi B (2) [ R @ PEERAE (D | @ AR iR
D g M B AR (D [ 24 @ S — D E R 51 (2 B HEEE (2) [ HUATH R (D | MIC
(4)| FCS(2)

W2 ZR 28 I ORCHE 2,

Byuf 1.

Y ZE : DLL

i % K : Attribute Setting Request

7:0x8f | Oxaa | 0x03 | 0x?7 0x?7 | 0x7? 0x7? [0x00 [0x81 [0x?7 |0x?7? 0x7? |0x?7 0x?7 |0x?7
.. 0?7 | 0x77 0x?? 0x?7?7 0x??7 | 0x?? 0x?77?

MG« R R (D [ 28 IDCD | H Ak (D [0S (2) [ B (2) e g P 3AE (D |8 Y s
WAF D [JE AR BRI (D | 2 R E 58— D AF R 51 (2D B % B (2) [JEHEE () | MIC
(4] FCS(2)

Hoiffd 2.

P JZ : Wired DLL

i % FK : Wired Attribute Setting Confirm

Wi: 0x0d | 0x?7 | 0x03 | 0x?? 0x?7 [0x?? 0x?? | 0x?? 0x?? | 0x03 |0x00 |0x81 | 0x?? | 0x?7?
0x?? [0x?? 0x?? |0x00

WU - IR 55 AR AT (D | AAIDCD) [ hE (D |85 5 (2) [ IR 55 S 50K (2) | I Hhk (1) [ 2R S
PERRAE (D |8 PEARIRAF (D g M A AR 1A (D | 2D R EE R — D EAE R 51 (2O a8 H (2
PATEE R (D
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7.2.6 MXIZEFHETENIKE RIE NACK JlliX[ AD-RUNO0G |

23 451 0 3 A B B I I A W O R S 15 4 s e A BE AR ik NACK.,

2

a) BB AR S8 (RSB P46 o - I 2R Gt (R0 S 388 7 [] #5033 9 R ik 4 5 18 4 i
AN KL NACK;

by B B A B R S L 1 KR G (B R K ik NACK

o MR G (BB ) R MY NACK i 305 81 8L A9 4 SCHE AT FEXT S i 24 B X D 5 0500 38

HARE 7B 54 Frzs  HAAS BEm] ik 64 Brs .

WRARL
el e %
PSP W%
< PR BB R R B B RKIENACK
NACK »
I I [

B 54 MXi&&FIETENEERKIE NACK WX K FF E

F* 64 MXIFFRRENIEEELIE NACK izt ijt B

F 14 B W 56 Be 8 7 B B K % NACK 1 i [ AD-RUNO006 |
allREs A&

BB A 2 AT R GE (R 56 345 1 4%

AR A G (9 56 8 ) L 58 BT 48 00 8 4 19 B¢ e

IR R 8 R Be#) T 3 3 #0350 4 A 199 2%

A 2 G (9 56 B ) T 3 a8 4 5 X I 1K 8 58 (B B 48D A 0 D50 A
KEDB=NULL

AR I 3 % 4
SecLevel=0,1

B e 7 B AN 3R 2 B8 (R S BE ) M 45

M R S8 (R 2% 1 4 2 58 O B0 35 44 /4 B TR A
K R 58 (LGB T I A0 3 4 B 4%

BB A 2 58 SO AR 8 (L7 i #) W BT IR L B
KEDB . Ji H

AR I 3 45 4
SecLevel =2~8

TEST BODY .

SendPacket = WiredIndicatingNACK ;
RefPacket =NACK;
wiredSend(SendPacket) ;

I3 4] D AR , I
H ik WHILE(Receive(RevPacket).type | = RefPacket.type) for MaxWaitTime;
IF(RevPacket.type = = RefPacket.type)
{
IF (Verify(RcevPacket.all, RefPacket.all,SecLevel, KEDB) | = SUCCESS)

{
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I3 A il O A
filiig

Printscreen(“NACK Payload error!”) ;
TestCaseResult =FAILED;

}

ELSE

{
Printscreen(“Indicating NACK Test Success!”);
TestCaseResult =SUCCESS;

}

ELSE

{
Printscreen( “No NACK received!”) ;
TestCaseResult = FAILED;

}

Printscreen( TestCaseResult) ;

TEST RESULT:
SUCCESS or FAILED

E =3 iC )
SecLevel=0,

1.5

HURE N WA & S & L I

YL Z . Wired DLL

i % FK : Wired Indicating NACK

Wi 0x03 | 0x?7 | 0x02 | 0x?7?7 0x?7 | 0x?? 0x?7 | 0x?? 0x?9 0x?7

ek 56 B - AR S5 AR RAT (1) | AdIDCD) |5 s s ik (1D | 51145 (20 [ (2) | i fif (3)

N ATA & S iR

Ppi 2 : DLL

4% B : NACK

Wi:0x84 | Oxaa | 0x03 | 0x?? 0x?? | 0x00 0x02 [0x01 [0x03 | 0x?7 0x??

WU« B (D 1R IDCD | F A HAE (D |95 (2) [ UK B (2) | Toffs AR (D) | 84 s
ik %1 3% (1 | FCS(2)

E =3 iCH0)
SecLevel =2, 3,
4,6,7,8

HURE WY& €/ L O

PrYJZ . Wired DLL

74 # : Wired Indicating NACK

. 0x03 | 0x?? | Oxff] 0x?? 0x?? |0x?? 0x?? |0x01 | 0x03

WU B . R S5 FR IR (D | AIDCD | H A HE (D BT 5 (2) | IR % 2 80K B (2) | 8 15 ¥ & B0
(D) | 15 £ %6 oo ik 51 32 (D

T2 ZR 26 I OBCHE 2,

PrMUZ . DLL

i 4% # : NACK

i:0x84 | Oxaa | 0x03 | 0x?? 0x?? | 0x00 0x02 |0x01 | 0x03| 0x?? 0x?? 0x?? Ox?? | 0x?? Ox??
iR BB« W] (L |48 IDCD | B B $hk (D ¥ 8145 (2) | WK B (2) | AL Ba o (D) | Bes i
k) (D | MIC(4) |FCS(2)

149



GB/T 26790.4—2020

7.2.7 MRXIZEHFHETENRERIE GACK JlliX[ AD-RUNO07 |
i

23 491 00 3 T 7 R T LE A M RO O O A 4 S A B Rk GACK,

2

a) BB AR S8 (RSB P46 o - I 2R Gt (R0 S 388 7 [] #5033 9 R ik 4 5 18 4 i
AN KL GACK;

by B B A B R SO L 1 K R G () K ik GACK;

o M ARL (BB ) B3R GACK i 305 11 B A 4 SCHE AT FEXT S i 24 B X D 5 0500 35

HARE A 55 Frzs B 3l Wl ik 65 Frs .

WRARL
Bl e %
PSP W%
< PR BB IR R EA B HRKIZGACK
GACK >
] I s |

B 55 MXEFIETENEELRKIE GACK Wik K FF E

F 65 MXFEFRRENIEEELIE GACK fllix iji B

i 43 B W S Be# HE  HE A B K % GACK Il [ AD-RUNO007 ]
el E VNS

B B A C AR S8 (R 5C B4 W 4%

Sl 3+ ZZ 4 S L 22 2B ek e i s e
A 4 AR G R 2R B ) 2 56 BN 12 0 8 i 19 0 e

SecLevel=0,1

IR R 8 R Be#) T 3 3 #0350 4 A 199 2%
A 2 G (9 56 B ) L 3 3o el 8 4 5 X I 1K 8 58 (B B 48D 1A 0 D50 A
KEDB=NULL

AR I 3 45 4
SecLevel =2~8

B e 7 B AN 3R 2 B8 (R S BE ) M 45

M R S8 (R 2% 1 4 2 58 O B0 35 44 /4 B TR A
K R 58 (LGB T I A0 3 4 B 4%

BB A 2 58 SO AR 8 (L7 i #) W BT IR L B
KEDB . Ji H

I T 91 4 AT
ik

TEST BODY .

SendPacket = WiredIndicatingGACK;
RefPacket =GACK;
wiredSend(SendPacket) ;

WHILE(Receive(RevPacket).type | = RefPacket.type) for MaxWaitTime;
IF(RevPacket.type = = RefPacket.type)
{

IF (Verify(RcvPacket.all, RefPacket.all,SeclLevel, KEDB) | = SUCCESS)

{
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Printscreen(*GACK Payload error!”);
TestCaseResult =FAILED;

}

ELSE

{
Printscreen(“Indicating GACKTest Success!”) ;
TestCaseResult =SUCCESS;

}

ELSE

{
Printscreen( “No GACK received!”) ;
TestCaseResult = FAILED;

}

Printscreen( TestCaseResult) ;

TEST RESULT:
SUCCESS or FAILED

SecLevel=0,1

W R G 1 A B 4,

)2 : Wired DLL

i 4% FR : Wired Indicating GACK

7. 0x02| 0x?? | 0x02 | 0x?? 0x?7 | 0x?? 0x?? | 0x?? 0x?? 0x7?7?

IR . IR S5 AR IRAE (1) | AIDCD) | %f btk (1) | F 55 (2) | KB (2) | #iff (3)

HNEER VAL & S /R

P ZE: DLL

i 4% 7 : GACK

i:0x83 | Oxaa | 0x03 | 0x?? 0x?? | 0x00 0x04 |0x01 | 0x03| 0x?? 0x?? | 0x??7 0x??
TR T T ) (1D |4 TDCD | H Ak (O[5 515 (2) [T BE (2) | B4 B0 | 3 4% J b ik
(D [ Wi 7515 (2) [FCS(2)

SecLevel=2~38

IR W& 3 €

P2 . Wired DLL

T 44 % : Wired Indicating GACK

i.0x02 | 0x?? | 0x00 0x04 | 0x01 0x03 0x?? 0x?? |0x01 |0x03 | 0x?? 0x??

R 5 B38| AIDCD) | H AL (D) |0 FE 55 (2) | % 250K I (2) |3 80D | 88 ML (D)
[0)3 515 (2)

HURE WA &4 €/ R

P JZ . DLL

i 4 75 : GACK

i.0x83 | Oxaa | 0x03 | 0x?? 0x?? | 0x00 0x04 |0x01 | 0x03| 0x?? 0x?? | 0x?7 0x??
WO BE T il (D | M4 IDCD | B Ak (D [ 7315 (2) | WS BE (2) | a5 30 (1) [ 3% 4 7 i 1k
(D [ W7 515 (2) | MIC(4) | FCS(2)
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7.2.8  HIHi% & B W K% & B4E £ B [ AD-RUNOOS |

23 491 00 3 B 7 RE T LE A AT R 1

2

a) BB AR S8 (R R348 I - M R 48 (B 4D 1) B0 35 7 242 326 5040 ot 5

by B s W B K W )R G (S ) R R U A AR R

o) MR AR GE (I S0 A ) B 4 W ) B30 ik 415 7s 41 SC 55 30 SR A 4 SCHEAT HEOAS 2 2R BExk DE e . D]
FLARI P anp 56 Fros , HAAI 3 W i 66 frs .

TRARGE
B
EPS 23 WHBHE
< B
B RIZTR 2
(S| I [Js]

56 Hi7i% & B M X% & HIE AN EF E

& 66 Pk B M K% 8 B AR i i A

i 4 Bk L 4 B P 56 B2 A Bl 12 i A L AD-RUNO008 |
e B YN

BB 2 AT R GE (P 6B 55 P 45

I AR G (2% B 4 B 58 BT 3500 35 9% A9 B IR

T 7 58 RS B B I i i 8 o8 A R 45

I AR G (P 56 B 4 ) B 38 3o B I 338 45 5 Ao I 2R 48 (B9 1 48 ) | W R I
KEDU=NULL

3 3k 2%
Seclevel=0,1

BB 2 AT R ST (R 23545 1 45

I 2R 48 (5% B 4 B 58 BT B0 3 4 119 5% 5 e 2

I R 8 L3 e 4 ) Tl 3o 450 356 4 im A 199 2%

AR 2R G (9 56 38 ) L 3 3 e 35 6 5 AROXT I 1K A8 408 (L s 48 ) 14 50
KEDU B Jg H

AR A 0 3 4
SeclLevel =2~8

TEST BODY:

SendPacket = Data;

RefPacket = WiredDatalndication;
Send(SendPacket, Seclevel, KEDU) ;

3 B S | WHILE(Receive(RevPacket).type | = RefPacket.type) for MaxWaitTime;
H R IF(RevPacket.type = = RefPacket.type)
{
IF (wiredVerify(RevPacket.all, RefPacket.all) | = SUCCESS)

{

Printscreen(“Wired Data Indication Payload error!”);
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TestCaseResult =FAILED;

}
ELSE
{
Printscreen(“Data Transmission Test Success!”) ;
TestCaseResult =SUCCESS;
}
I 4 P AR T }
ELSE
fili & {
Printscreen( “No Wire Data Indication received!”) ;
TestCaseResult = FAILED;
}
Printscreen( TestCaseResult) ;
TEST RESULT:
SUCCESS or FAILED
NN WA & S &/ I
P JZ . DLL
W4 7% . Data
7. 0x81 | Oxaa | 0x03 | 0x?7 0x?7 | 0x?7 0x?7? |0x7? ... 0x?77 | 0x77 0x77
2B

SecLevel=0,

1,5

T3k 330 . W (L) | R4 IDCD) [ HBhE (1D | JFEFE (2) | Wi BE (2) | 8 (n) | FCS(2)

HUNEE A € iR

2 : Wired DLL

i 4 #% : Wired Data Indication

Mi: 0x05 | 0x?? | 0x02 | 0x?? 0x?? | 0x?? 0x?? | 0x?? 0x?? 0x??

MR LA - IR S5 AR IRAF (1D | AdIDCL) | s ik (1 |7 515 (2) |4 B (2D | 47 (3)

SHHA
SecLevel =2, 3,
4,6,7,8

HR= N W& €L I

B JZ . DLL

i 44 Ff . Data

mi. 0x81 | Oxaa | 0x03 | 0x?? 0x?? | 0x?? 0x?? | 0x?? ... 0x?? | 0x?? 0x?? 0x?? 0x?? |
0x?77 0x77

WIS R B . Wil (1) | 4% IDCD) [ JEHLHE (D) [JF 32 (2) [ Wik B (2) | # 4% (n) | MIC(4) | FCS(2)

U WA & 1 €/

Pri )2 : Wired DLL

i 44 F : WiredData Indication

mi. 0x05 | 0x?? | 0x03] 0x?? 0x?? |0x?? 0x?? | 0x03 | 0x00 | 0x?? 0x?? | 0x?7 ... 0x??
MR - IR 5 AR IR A (1D [ AAIDCD) [ P AR (1D [2)7 5 (2) IR 55 S 80K (2) | B HE (D) | Fdf {3
R D [ Hodla 1K (2) [ Hdfa (n)

7.2.9 WK% & B I5H 1% & BHE £ BN K [ AD-RUNO0Y |

2 D3P 81 0 3 A i o BB T I A A T R £ K
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S WOR SR
a) BB A A AR S8 (R 5 B 4D M 45 TR A 48 (IO B2 48D 1) B st 4 2 3 a3
R

by BB A MR I R G 1 PR ST (BB A 1k R s
o PR G (BB ) R 1 U0 i) B4 Wit SC 15 400 B0 A SCHE AT FE XSS 4 2R e Xk DC e D) K

FLARB P anp 57 Fros s BRI Ui i 67 frs .

TRRGE
Gl
EPS 23 bR E
B
I I I —

57 W Xi& & 2| W58 & HFEE BN XK F E

& 67 MXIRE D INIFIE & LR EH L%

T 4 Bk W 56 B 4 B B 7 B 46 200 A% iy 1 1A AD-RUNO009 ]
e B YN

B A O AN IR R 48 R G35 ) T 2%

T 2R B8 (W 261 £ B 58 0 1 0 15 4% 1) 6 R e

BR[| IR R G (BB B A B I 5 4 1 45

SecLevel=0,1 | M R4 (B B4 ) B 8 Bl 545 i A 9 4%

I3 28 40 () S 38 ) T 3 48 0 45 4 52 ORI i 2R e (B3 1804 ) 1y 9% I
KEDU=NULL

B A AN IR R 48 R 1 ) T 2%

T 2R B8 (W 26 1 £ B 58 0 1 0 15 4% 1) 6 R e

WA | IR R G (BB B A B I35 % M 4%

SecLevel=2~8 | Wi R 48 (B3 B A5 ) B 8 Bl B 45 i A 9 4%

I3 28 40 (00 2 35 ) T8 e 48 0 35 4 52 ORI 3 2R e (3 1804 ) 1 9% I
KEDU & /)3 i

TEST BODY:

SendPacket = WiredDataRequest;
RefPacket = Data;

wiredSend (SendPacket) ;

3k B B A8 S | WHILE(Receive(RevPacket).type | = RefPacket.type) for MaxWaitTime;
Ak IF(RcevPacket.type = = RefPacket.type)
{
IF (Verify(RcvPacket.all, RefPacket.all,Seclevel, KEDU) | = SUCCESS)

{

Printscreen(“Data Payload error!”);
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TestCaseResult =FAILED;
}
ELSE
{

Printscreen(“Data Transmission Test Success!”) ;

TestCaseResult =SUCCESS;

}
ELSE
{

Printscreen( “No Data received!”) ;
TestCaseResult = FAILED;
}

Printscreen(TestCaseResult) ;

TEST RESULT:
SUCCESS or FAILED

SecLevel=0,

1.5

3 7R 8 B A B a0«

)2 : Wired DLL

i 4 FK : Wired Data Request

i. 0x04 | 0x?77 | 0x02 | 0x?7 0x?? | 0x?? 0x?7 | 0x?? 0x?7 0x??

WL - IR S5 AR IRAF (D | AdIDCD) | 3 s ik (1) |7 31145 (2) |4 BE (2D | 447 (3)

T AR G 1 WK A

HHYZ - DLL

744 #5 . Data

Mi: 0x81 | Oxaa | 0x03 | 0x?77 0x?7 | 0x7? 0x?7 [0x?77 ... 0x?7 | 0x?7 0x??

MR« sl (1 | R 2% IDCD | H A ik (D [ 5105 (2) TS BE (2) | 8 (n) [ FCS(2)

SecLevel =2, 3,
4,6,7,8

3 2 G 0L e e -

PrUZ . Wired DLL

i % FK : Wired Data Request

Wi: 0x04 | 0x??7 | 0x03| 0x?? 0x?? |0x?? 0x?? | 0x03 | 0x?? 0x?? | 0x00 | 0x?? | 0x?? 0x??
0x?7 ... 0x7?

WU R 45 AR IRAECD [ADIDCD | H 3k (D |55 (2) | IR 55 280K 5 (2) | H Ay st ik (1) |
VCR_ID(2) [ #4288 (D | L84 (1) | B K B (2) [ s ()

NG VAL & 4 iR

PRz :DLL

i 44 Ff . Data

Wi. 0x81 | Oxaa | 0x03 | 0x?? 0x?? | 0x?? 0x?? |0x?7 ... 0x?? | 0x?? Ox?? 0x?7? Ox?7 |
0x?77 0x77

Mo dsk i B - i (L) [ 4% IDCD) | B B9k (D) [ 515 (2) [ i B (2) | 8 fif (n) | MIC(4) | FCS(2)
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23 451 0 3 B 7 RE T LE A AT A IR A R
2
@) PIB A I A DI R G (R SC B ) M 48 5 I &R 58 (B3 A 1) 1l 0 388 4 & ik e & IR 26

et s

by B A W B R A IR A S 1) P AR B (M SR B ) R B A AR AR AR 7R 5

o MR AR ST (58 0 4 ) R 42 W i) BE A RS 45 7 0 5055 J 2R A9 4 SCHEAT EEXS I 2R HE X DU E
D 35 ek

HARE 7 58 s » A 5 W] ik 68 Frs .

WRARL
el e %
ZES &3 W%
< B REM
BWEREME TR >
[ I [ ]

B 58 RFHIEMENIXEFE

* 68 WHERRESHEMILEA

A 4 B B R RS XL AD-RUNO10]
e % YN

B B 2 B AN 3 7R g8 (R 2 B4 ) M 4%
et 2 T 2 58 (R S B4 B 58 W Bl I 5 o8 9 98 R G

SeclLevel=0,1

M 7R 8 GRS B A B o i B 4% A R 45
IR G (56 B 4 ) £ 38 3 B I 8 45 52 Bonh I AR 48 (B9 1 4 ) | W R B
KEDU=NULL

AR I 3 4% A
SecLevel=2~8

BB 2 A R GE (P 645 1 45
I AR G (5% B 4 2 58 O B0 3 95 19 B I e
K R 58 R B4 T IR 35 7 M 2%

B 2 5 O IR AR 48 (B B #) 19 BT IR e
KEDU & Jg H

I T 91 4 AT
ik

TEST BODY.

SendPacket = DeviceConditionReport;
RefPacket = WiredDeviceStatusIndication;
Send(SendPacket,SecLevel, KEDU) ;

WHILE(Receive(RcevPacket).type | = RefPacket.type) for MaxWaitTime;
IF(RevPacket.type = = RefPacket.type)
{

IF (wiredVerify(RcvPacket.all, RefPacket.all) | = SUCCESS)

{
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Printscreen(“WiredDevice Status Indication Payload error!”);

TestCaseResult =FAILED;

}
ELSE
{
Printscreen(“Device Condition Report Test Success!”) ;
TestCaseResult =SUCCESS;
}
}
ELSE
{
Printscreen( “No WiredDevice Status Indication received!”) ;
TestCaseResult = FAILED;
}

Printscreen( TestCaseResult) ;

TEST RESULT:
SUCCESS or FAILED

HURE N WA & S & L I

PhZ :DLL

i 44 FK : Device Condition Report

Wi 0x89 | Oxaa | 0x03 | 0x?7? 0x?? | 0x00 0x01 |0x?? | 0x?? 0x?7?

SIS WU BT Wi D R4 IDCD [ B AE QD 5915 (2) | WK HE () [ 4R A 15 (D[ FCS(2)
SecLevel = 0,
1,5 3 2 e o ORI L -

Bpi 2 : Wired DLL

i % FK : Wired Device Status Indication

i. 0x08 | 0x?77 | 0x02 | 0x?7 0x?? | 0x?? 0x?7 | 0x?7 0x?7 0x??

WU LR« R A5 FRIRAT (D | ADIDCL) |3 stk (1) [ 815 (2) | 1< (2) | 3845 (3D

T 2 58 I K B

Pri 2 :DLL

i 4 FR : Device Condition Report

M. 0x89 | Oxaa | 0x03 | 0x?7 0x?7 | 0x00 0x01 |0x?7 | 0x?? 0x?? 0x?? 0x?7 | 0x?7 0x??

WU - W (D[R 48 IDCD [BHAE (D [ 515 (2 | B (2) |3 IR A5 B (D [MICD) |
SH R FCS(2)

SecLevel =2, 3,
4,6,7,8

HURENEE WA & €/ o

Pri )2 : Wired DLL

i % FK : Wired Device Status Indication

I5i. 0x08 | 0x?77 | 0x03 | 0x?? 0x??7 |0x?7 0x?? | 0x03 | 0x?? | 0x??

W 6B . MR 45 AR RAF (D [ AIDCD [ PRk (D [ 275 (2) [ ] 45 280K & (2) [ E b aik (1) | AdID
(D [EHFREHFE D
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203 451 0 3 B 7 RE T LE A AT A JE IR B AR

2
@) PIB A I A DI R G (R SG B M 48 5 I &R 58 (B3 A 1) 1l 00 38 4 & 1 A R L
it s

b B A W B A T IR B0 A i 1) I AR B (I SR8 ) R A G AR DA 4 7 5

o) MR AR GE (58 0 A ) R 42 W AR £ T AR D0 A 5 45 75 4 5055 30 R A9 41 SCHEAT EEXS A 2R HE X DU E
D 35 ek

HARE B 59 Frzs . BRI Bl Wl ik 69 s .

WRRG:
BB
LPSIE S Wb
N fRR LA
fRR B 4 e
E— — —
B 59 fRiERRHE NI FE
R 69 fRIER SR E WL L A
JHA9 %, B {38 AR 4 487 L [ AD-RUNO11]
Y B A5 AR

BB 2 AT R e (P 6B 55 P 4%
T 2 58 (R S B4 B 58 W Bl I 5 o8 9 98 R G
X R 58 (R34 T I AN 3% 5 M 2%

B A5 2 5 O AR 48 (B B #) 19 B IR
KEDU=NULL

R 3 2% A
SeclLevel=0,1

BB 2 A R GE (P 645 1 45
I AR G (5% B 4 2 58 O B0 3 95 19 B I e
K R 58 R B4 T IR 35 7 M 2%

B 2 5 O IR AR 48 (B B #) 19 BT IR e
KEDU &3 i

AR I 3 4% A
SecLevel=2~8

TEST BODY.

SendPacket = ChannelConditionReport;
RefPacket = WiredChannelConditionIndication;
Send(SendPacket,SecLevel, KEDU) ;

féi)ﬂﬁ“fﬂtﬁ% WHILE(Receive(RcevPacket).type | = RefPacket.type) for MaxWaitTime;
IF(RevPacket.type = = RefPacket.type)
{
IF (wiredVerify(RcvPacket.all, RefPacket.all) | = SUCCESS)
{
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Printscreen(*“WiredChannel Condition Indication Payload error!”) ;
TestCaseResult =FAILED;

}

ELSE

{
Printscreen(“Channel Condition Report Test Success!™) ;

TestCaseResult =SUCCESS;

}

ELSE

{
Printscreen( “No WiredChannel Condition Indication received!”) ;
TestCaseResult = FAILED;

}

Printscreen( TestCaseResult) ;

TEST RESULT:
SUCCESS or FAILED

SecLevel=0,

1,5

HURENENE W% €

Wi E . DLL

i 4 #< : Channel Condition Report

i: Ox8a | Oxaa | 0x03 | 0x?? 0x?? | Ox?? 0x?? |0x?? ... 0x?? | 0x?? Ox??

MR R ] (D) | R4 IDCD [tk (D |7 51145 (2) [ UK B (2) 7 E R ELAE () [FCS(2)

W R G 1o e A £«

TJ}DU%; Wired DLL

i 44 FK : WiredChannel Condition Indication

mi. 0x09 | 0x?? | 0x02 | 0x?? 0x?? | 0x?? 0x?? | 0x?7 0x?? 0x?7?

WL . MRS ARIRAF (1D [ ADIDCD) | %3 i hk (1) [ 515 (2) [ K (2) | # T (3)

SecLevel =2, 3,
4,6,7,8

URENE W 1 €/

PR DLL

i 4% Ff : Channel Condition Report

Wi: 0x8a | Oxaa | 0x03 | 0x??7 0x?77 | 0x??7 0x??7 | 0x?7? [0x?7 ... 0x?? | O0x?7 0x?7 Ox?7 Ox?7?
0x?? 0x?7?

M 356 W] - TR R (1D [ 48 IDCD [ AL (D |7 51045 (2) [ WK B (2) [ {5 1B 8] R 0w (D | {5 1B R A
= E.513 (n) [MIC(4) | FCS(2)

T2 FR 46 I WOHSOHE £,

P Wired DLL

i 4% % : Wired Channel Condition Indication

Wi: 0x09 | 0x??7 | 0x03 | 0x?? 0x?? |0x?? 0x?? | 0x03 | 0x?? | 0x??7 |0x?7 ... 0x??

eI T - AR 45 AR R4 (1D [ AdIDCD) [ TR Mk (D [ 57 5 (2) [ IR 45 2 80K B (2) [ b aik (1) | AdID
(D 515 £ 80 (D [FHERWAE B IR 0
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7.2.12

ZREE MK AD-RUN012 ]

23 451 0 3 A B A BE R IE A AT R R

2

a) BB AR S8 RSB P46 o - I3 2R 8 (R0 S 388 4 ) [] 450 0 3¢ 9 ik s 7 3 s 1
R BARTE AR
D AR AL JE b

2) %
3) i

SEA AL R Tk — A BB — S
LEF AL IR P — A BB Y 22 S o

4)  BEES AL IR TE— S B A R R

5) i
6)
Dk

S5 F AL I P 4 B B Y — S
S5 R A TR P R B Y 22 e
LA A S P 4 B B B AR %

2% J it BRI 2RO Ak 70 IR

x70 ZREEUNXSEHECRESSH
P 25 N K55 S8 o7 AR 55 5 B
0x?7?7 | 0x03 | 0x?7 | Oxff | 0x?? 0x?? | | 0x?? |[0x03 | 0x00 | 0x?? | Oxff | 0x?? 0x?7 |
0x?? 0x?7? 0x?? 0x?? | 0x?7 ... 0x??
BLARZS AL IRAE | Al D | H ik (D B FRIRAT (D[R4 A | A4 (D | B bk (1) [ 30745 5 (D |8 4R 1A
AR (D | 2 BIEME —DEHES | (DB R AR (D 248 RS — 7
OB E @ i1 (2 R HEER (2 & HEAE (n)
0x?? | 0x03 | 0x?7 | 0x?? | 0x?? 0x?? | | 0x??7 [0x03 | 0x00 | 0x?7 | 0x??7 CAR%EF 0x(D |
SLE R LR | 0%00 0x01 0x7?7 0x??7 | 0x00 0x01 | 0x?7 ... 0x??
ARG — A | A (D | B R (D R PEAR U QD @ PR | (D | A (D | BT 45 5 D R bR U
R FRARRAT (D [ 24 B0 E — RS | (D B MR R PR IRAF (D | 248 M5 — A7
| EHEE @ R (2 g% B (2 & HEAE ()
0x77 | 0x03 | 0x??7 | 0x?7 | 0x?? 0x?? | | 0x?7 |0x03 | 0x00 | 0x?7 | 0x?? CRZETF 0xfD) |
PRESH A m P — | 0x?7 0x77 0x?7 0x?77 | 0x7? 0x77 | 0x77 ... 0x??

AR 2 A

L x

AIRECD | H ik (D g AR IR (D g PR
R D I ZANEHEENSE - TR
O EHEE @

AR CD | H Bk CO [SFTE5 2R (D g AR IR AT
(D B G ARIRAF (D [ 248 5 — 7
R B2 st H 2) | P {E ()

BEES ML R P —
A5 4
iR

0x??7 | 0x03 | 0x?? | 0x?? | 0x77 0x??

0x00 0x00

0x77 |0x03 | 0x00 | 0x?? | 0x?? CRNZF 0xfD) |
0x?? 0x?? | 0x00 0x00 | 0x?7 ... 0x??

AR CD | E sk (D & HEAR R (D | & 1 %
AR (D | 2N REE NS — DR
) @ H%H 2

AR CD [ H B3Ik (D [ AT SR (D & P AR IR AT
(D B G AR IRAF (D | 248 PRI 5 — A7
it R 51 (2) R % E (2 g HEE ()

DA AL R 1 4
WO B — A
ik

0x?7? | 0x03 | 0x?? | Oxff | 0x?? 0x?? |
0x00 0x01

0x?? |0x03 | 0x00 | 0x?? | Oxff | 0x?? 0x?77 |
0x00 0x01 | 0x?? ... 0x??

AIRCD | B AL (D R HEARRAF (D | R PR
BARRA (D | 2B E S — NGRS
| EHEHEE @

AW CD | BB aE O [SFTE5 2R (D |8 PR IR AT
(D B AR IR G AR IRAE (D [ 24> 8 P E B 5 — A7
it R 31 (2) R R E (2 g P ()
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R 70 (&)
Mk N 25 i % W55 251 I B e
0x?? | 0x03 | 0x?? | Oxff | 0x?? 0x?? | | 0x?? |0x03 | 0x00 | 0x?? | Oxff | 0x?? 0x?? |
EER AL R4 0x?7? 0x?77? 0x?? 0x?? | 0x?7 ... 0x??
HS IR 22| (D | B M (D R BRI (D R | AR CD | ML (D | T4 S () | PR
it FARRSF (D | 2B EBE — N FEHRS | (DR RFRRAS (D | 248 S — 417
) |JEHRHE @ RS2 | B HEEE (2) [JEHEE (n)
0x?? | 0x03 | 0x?? | Oxff | 0x?? 0x?? | | 0x?? |0x03 | 0x00 | 0x?? | Oxff | 0x?? 0x?? |
EER AL R4 0x00 0x00 0x000x00 | 0x?? ... 0x7?
AR BYHY | 0 | s (D DR FERRIRAE (D R R | AR CD | O HBEE (D BT 45 S () | R BRI A
it FARRSF (D | 2B EBE - N FEHRS | (DR RAFRRAF (D | 24 88 — 417
) |JEHRHE @ RS2 | B HEEH (2) [ JEHEE (n)

by S ag B B R G L 10 I R S8 (I B8 ) A 16 s R 13 IR PR 1 O 5

o) IR AR GE (B B A ) 7 4 W iy e i A 9 SR A S5 0 B A AR SCHE AT FE 2R B X DC S U
i) 400 5 30R (1] 32 R 5 Jo P W

d) BN i A R CE o BN 1 I AR G R S TR ) A 328 G R S J PRI 5

e) MK ZR ST (M S0 A ) e e Wi i) iz A 152 s M I S 41 SC 55 30 B Y 4R S AT FE T 2R Lo DS TS DU
I3 1

2 I3 81 P N o £ R e 8 BT A S e DO A LA B R AT L BRI R A 60 B L B

MK BE sk 71 s .

WAR%
Bl
X B I
< SRR PR
ERERAEER »
< S 5 o
— ERREES ”
——— — I—
B 60 miZiEE NI FE
R EEZEEENRIEHR
JA 14 R A PR A [AD-RUNO12]
Bl & BB

B A O AR R S8 (R 3 5 I 2%
AR AE | TR 2R G (45 ) B 58 B 00 34 4 1 9% R i
SecLevel=0,1 | MHA R % (A T I ABEI 5 #5244
BB A 2 58 MO I R 48 (37 A0 1 BRI G B
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AR I 3 5 4
SecLevel=2~8

B B 7 T AN 3R 2 48 (R S BEAE ) B 45

AR A G (9 26 3 ) L 58 BT 480 8 4% 119 B e
MK R 58 R4 T I AN R 25 W 2

BB 5 2 58 MO R g8 (L B #) Y BT TR L B
KEDU & Ji H

I 8 4 AT
ik

TEST BODY':

SendPacketl = WiredAttributeGettingRequest;
SendPacket2= AttributeGettingResponse;
RefPacketl = AttributeGettingRequest;
RefPacket2 = WiredAttributeGettingConfirm;
wiredSend(SendPacketl) ;

WHILE(Receive(RevPacket).type | = RefPacketl.type) for MaxWaitTime;
IF(RevPacket.type = = RefPacketl.type)
{

IF (Verify(RevPacket.all, RefPacketl.all,SecLevel, KEDU) | = SUCCESS)

{

Printscreen(“ Attribute Getting Request Payload error!”);
TestCaseResult =FAILED;

}
ELSE
{
Send(SendPacket2, SecLevel . KEDU) ;
Printscreen(“ Attribute Getting Request Payload correct!”) ;
TestCaseResult =SUCCESS;
}
}
ELSE
{
Printscreen( “No Attribute Getting Request received!”) ;
TestCaseResult = FAILED;
}
IF(TestCaseResult == SUCCESS)
{
WHILE(Receive(RevPacket).type | = RefPacket2.type) for MaxWaitTime;
IF(RevPacket.type = = RefPacket2.type)
{
IF (wiredVerify(RcvPacket.all, RefPacket2.all) | = SUCCESS)
{

Printscreen(“WiredAttribute Getting Confirm Payload error!”) ;
TestCaseResult =FAILED;

}

ELSE

{
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Printscreen(* Attribute Getting Test Success!”) ;
TestCaseResult =SUCCESS;

}
}
ELSE
{
Printscreen( “No WiredAttribute Getting Confirm received!”) ;
TestCaseResult = FAILED;
I3 4] P AR A }
g }
ELSE
{
TestCaseResult = FAILED;
}
Printscreen( TestCaseResult) ;
TEST RESULT.
SUCCESS or FAILED
RSN WA & S €/ I
EEEIRE
il 2 : Wired DLL
i 4% #% . Wired Attribute Getting Request
i : Ox0a | 0x??7 | 0x00 0x08 | 0x?7 ... 0x??
WL . RS AR IR (D [AAID(D | IR &5 S 5KE ) 1R 253
Bt 2:
PrsUZ :DLL
i 44 F% : Attribute Getting Response
I5i. Ox8e | Oxaa | 0x03 | 0x??7 0x?? | 0x?? 0x?? [0x?7 ... 0x?7 | 0x??7 0x??
SR I 6B . Wida i (D | 4% IDCD [P b IE (D | 7515 (2) | W (2) [ 24 (n) [FCS(2)

SecLevel = 0,
1.5

W2 ZR G0 I SOOI £,

BAEa 1.

PrZJZ : DLL

i 4% % : Attribute Getting Request

Mi:0x8d | Oxaa | 0x03 | 0x?? 0x?? | 0x00 0x06 [0x?? [0x?? |0x?? 0x?? |0x?? 0x?? | 0x?? Ox??
WU B - Wi ] (D | 2% IDCD | B s hk (1) [JF 5145 (2) [ B (2) |8 PEAR AT (1 | )8 P 5 A
FRIRAF (D | Z A B EE S — AR T (2 R HEEH (2) |[FCS(2)

B 2.

HZ : Wired DLL

i % Bk : Wired Attribute Getting Confirm

Wi: 0xOb | 0x?7 | 0x?? 0x??7 | 0x?7 ... 0x??

WU BLE . RS FR IR (D [ AAIDOD | IR 25K E () | ]SS5 ()
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F 71 (50

R WY& &/ 2

ByEf 1.

)2 : Wired DLL

i FK : Wired Attribute Getting Request

Mi: Ox0a | 0x?7 | 0x03 | 0x?? 0x77 |0x?? 0x?7 |0x?7 ... 0x7?

Tk 156 B« AR S5 AR R AT (D [AdIDCD | B i Huhk (D 1175 (2) [R5 S8 FE (2 | Il 55 S 80(n)
Banf 2.

)2 : DLL

i % K : Attribute Getting Response

:0x8e | Oxaa | 0x03 | 0x?7 0x?7 | 0x?7 0x?7 [0x00 |0x?? [0x??7 [0x?? 0x?7 [0x?7 0x?7 |0x?7?
... 0x?7?7 | 0x?7 0x7? 0x?? 0x?? | 0x?7 0x??

M 350 T < TR (1D [ R 28 IDCD) |k (D [ 7315 (2) [ WK BE (2) [ AT 45 58 (D | )@ Y AR IR A7
T2 ¢ (D R GAR AR (D [ 2 JEEE S — DRSO R ERE (2) [ &M (n) | MIC(4) |
SecLevel = 2, 3, | FCS(2)

4:6.7.8 T 77 295 M0

LA E/ T

M2 : DLL

i % % : Attribute Getting Request

Mi:0x8d | Oxaa | 0x03 | 0x?? 0x?? | 0x00 0x06 |0x?? |0x?? |0x?7 0x??7 |0x?? 0x?? | 0x?? 0x?7?
0x??7 0x?7 | 0x?7 0x?7?

MR U8 BH = TR (D |45 IDCD | B Ak (D [JF 5145 (2) | K B2 (2) | HEAR P (D |8 M A 5t
FRIRAF (D | ZA B HEAE I 5 — DA R 51 (2 R H (2) [MIC() | FCS(2)

HaEf 2.

P JZ . Wired DLL

i 4% FK : Wired Attribute Getting Confirm

M. 0xOb | 0x?7 | 0x03 | 0x?? 0x?7?7 |0x?? 0x?? | 0x?7 ... 0x?7

MLV RS ARINAT (D | AAIDCD) | H B HLHE (D |25 5(2) | IR 250K BE () | IR % 250 ()

7.2.13 A EREMENX[AD-RUNO13]

23 451 0 3 A B RE T L A A O R T A
3 7
a) BB A AR S8 R S W48 I I 2R Gt (R0 S 330 4 ) [i] 500 i3 9 T ik e 7 T 5 )
PEIER BRSO T
D B E AR A JE 5
2) P E SRR A — A B Y — ek
3)  HCEASHAL R — AR 2 e
4) Pl B AEH AR R R — A B Y AR ks
5) ML E A5 AL TE A AR A A — AN E R
6) ML E Z5 A AL R Tk R R B 2 AN IE R
7 BCE S AL R TR AR A B A AR R
ZE PR P AR S S RN 72 R

164



GB/T 26790.4—2020

®72 ZEREBUMNKSEQREERSSH
W Py 2 B % W %5 5 e R 5 2

e & AR 45 4 1k
Ja 1k

0x?? [0x03 | 0x?? | 0x??7 | Oxff | 0x?77 0x?7

| 0x?7? 0x??7 | 0x?7 ... 0x??

0x?7 |0x03 | 0x?? | 0x?? | Oxff | 0x?? 0x?7 |

0x?? 0x??7 | 0x00

AR CD | H Rtk (D E R & P AE (D | & 1k
BRI D) | B AR IR (D | 24> T8 A
B RS R H (2) [JEMEE ()

AR CD | H Ak (D) | F2 JE AR (D | 8 AR
T QD) R B BURR R AF (1) | 220 T8 1 {8 1 5 —
MEEFRES (2 | EHECE (2) [$AT45 R (D

0x?? | 0x03 | 0x?? [ 0x?7 | 0x?7 | 0x??

0x?7 |0x03 | 0x?7?7 | 0x?? | 0x?? CR%ET 0xfD) |

it B s My fk @ vk | 0x77 | 0x00 0x01 | 0x?7 ... 0x?? 0x?7 0x?7 | 0x00 0x01 | 0x00
B A | A D | B s (D | R R PSR QD LR Y | AR (D | H A9 (1) | 38R 8 4R A (LD | AR
B FRIRAF (D | B GARIRAF (D [ 2 BAHEE N | U5 (D B HERUSAR RS (D | 248 M 15—
BRG] ( R E O [ EEHE 0 | DR RSB () [PATE R (D
0x?? | 0x03 | 0x?? | 0x?? | 0x?? | 0x??7 | 0x?? [0x03 | 0x?? | 0x?? | 0x??7 CR%ETF 0xfD) |
il B &5 R LR 1 | 0x27 | 0x?7? 0x?7 | 0x?7 ... Ox?? 0x?7? 0x77 | 0x?7?7 0x?77 | 0x00
— R Z A | AR (D | R (D | R PR CD B P | A D | Ak (1) |G R AR (D | AR
itk FRIRAF (D | BB R AR (D I 2 BHEEN | U5 D B MR R AR IR (D [ 2 A B 5 —
F—NEHERS O B QO [BEEG | MEEREN B HEE (2 [ $AT45 R (D
0x??7 | 0x03 | 0x?? | 0x?? | 0x?? | 0x?77 | 0x?? [0x03 | 0x??7 | 0x?? | 0x??7 (ANZET 0x(D) |
Wi B 4 Mg Ak @ v | 0x77 | 0x00 0x00 | 0x?7 ... 0x?? 0x?7? 0x?7? | 0x00 0x00 | 0x00
ARG A | AR (D | e (D R VERAE (D R | AR D | bk (D [ R R AR A (D R bR
sk FRIRAF (D | BB G AR (D I 2 BHEMEE | U5 D B R R AR RS (D | 2 A B M 15—
BRSO EEEE QO EEHE0 | MRS R E () [ HATH R (D
0x?? |0x03 | 0x?? | 0x?? | Oxff | 0x?? 0x?? | 0x?? |0x03 | 0x?? | 0x?? | Ox{f | 0x?? 0x?? |
it & sE b @k | | 0x00 0x01 | 0x?7 ... 0x?? 0x00 0x01 | 0x00

LA A I — A
i

AR CD | H Btk (O [ F s A (D | s 4
PRI CD | g P i AR A (D | 24~ 8 A Y
F— MR BI R R 2) | g PR {E ()

AR | AR dE D |7 AR (D |8 bR
PURF (D) [J& P B ARIRAF (D [ 24 J Ak (5 0 5 —
MFREREFID RS E (2) [$hAT45 R (D

Pic B 25 F AL R 1
AR IR Y 4
i

0x?7? 10x03 | 0x?? | 0x?? | Oxff | 0x?? 0x??
| 0x00 0x00 | 0x?7 ... 0x??

0x?? |0x03 | 0x?? | 0x?? | Oxff | 0x?? 0x?7 |
0x00 0x00 | 0x00

AR [ H A HE (1) [0 7 s P44 (D |
BRI CD | B P A AR IR A (D | 24~ 8 P H Y
B RS2 [RMEEE (2 [J& M{E ()

AR | B3R (D [ PR 4R AR (D |8 P Ar
PAF (D R AR D [ 2 AR R —
MR FEBI R ERE (D [$AT45 R (D

b) W A RN TR i IR G (B B ) ik A G B PR
o I R S8 (B B a8 ) K e WSO Y s T R P 1 SR I SC 5 0T R A e SCEAT RS S G SR L X DR RE
) i) A 0 58 R[] G A A R P 5

A I B WA 1A AR G R S TR ) ik e R A S I S
e) AR GE (W S A ) #7425 Wi 1) o A C 8 s P i S92 41 S -5 300 B ) 4 SCaE A B X A 2R R X DR B
RIS SEROR
2 I3 51 P 3 Tl 0 5 9 £ B e % B A D e L D A R B SR AT L BRI R A 61 iR L B
PRI BT I 73 B .
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W RS
Bl
CESe S P4
4 ERRLE R ok
EEREREEE »
< S B
ERREREES E
I — E——
B 61 ZEEREREMENXHFE
£73 ZEREEEREMENKEHA
J 814 7 i A U 1 0 X [AD-RUNO13]
B B 4 AV

BB 7 T AN IR 2R B8 (R S BE A ) B 45

AR A G (9 56 3 ) L 58 BT 4800 8 % 119 B s
MK R 55 R4 TN 3% 55 M 2
BB 5 2 52 MO AR 8 (L B #) i BT TR L B
KEDU=NULL

AR I 3 % 4
SecLevel=0,1

B e 2 B AN 3R 2 B8 (R S BE ) M 45

T R ST (R 4 2 58 O B0 35 4 A9 B TR G B
KR G (IR A) T I A BN 3% 55 W 2%

BB A 2 58 MO R AR 8 (L7 B #) W BT IR D B
KEDU . ji H

AR I 3 25 4
SecLevel =2~8

TEST BODY:

SendPacket] = WiredAttributeSettingRequest;
SendPacket2= AttributeSettingResponse;
RefPacket]l = AttributeSettingRequest;
RefPacket2 = WiredAttributeSettingConfirm
wiredSend(SendPacketl) ;

WHILE(Receive(RevPacket).type | = RefPacketl.type) for MaxWaitTime;
IF(RevPacket.type == RefPacketl.type)
{
3 B O A A IF (Verify(RevPacket.all, RefPacketl.all,SecLevel, KEDU) | = SUCCESS)
EfBun {

Printscreen(“ Attribute Setting Request Payload error!”);
TestCaseResult =FAILED;

}

ELSE

{
Send(SendPacket2, SecLevel , KEDU) ;
Printscreen(“ Attribute Setting Request Payload correct!”) ;
TestCaseResult =SUCCESS;

}
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}
ELSE
{
Printscreen( “No Attribute Setting Request received!”) ;

TestCaseResult = FAILED;

}
IF(TestCaseResult == SUCCESS)
{
WHILE(Receive(RevPacket).type | = RefPacket2.type) for MaxWaitTime;
IF(RcevPacket.type = = RefPacket2.type)
{
IF (wiredVerify(RcvPacket.all, RefPacket2.all) | = SUCCESS)
{
Printscreen(“WiredAttribute Setting Confirm Payload error!”);
TestCaseResult =FAILED;
}
ELSE
D3 ) P AR A {
Ak Printscreen(“ Attribute Setting Test Success!”) ;
TestCaseResult =SUCCESS;
}
}
ELSE
{
Printscreen( “No WiredAttribute Setting Confirm received!”) ;
TestCaseResult = FAILED;
)
}
ELSE
i
TestCaseResult = FAILED;
}

Printscreen(TestCaseResult) ;

TEST RESULT:
SUCCESS or FAILED

HRE WA & S & L I

BEt 1.

EEEC) Pl )2 : Wired DLL

SecLevel = 0, | W& : Wired Attribute Setting Request

1,5 i: 0xOc | 0x?? | 0x?? 0x?? | 0x?? ... 0x??
WU B - R S5 AR RAF (D | AAIDCD) | IR G5 S 80K B (2) [ IR %5 S 80 ()
B 2.
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P JZ : DLL

i 4 X : Attribute Setting Response

Ii: Ox8e | Oxaa | 0x03 | 0x?? 0x?? | 0x00 0x08| 0x?7 ... 0x?? | 0x??7 0x??
T3 A A . T (D |45 TDCD [ sk (D) | 75145 (2) | BE (2) | 2R(8) [FCS(2)

I 8 8 B A K A
Bha 1.
PrZJZ . DLL

e 2 E X i 44 F : Attribute Setting Request
SecLevel = 0, [ f{:0x8d | Oxaa | 0x03 | 0x77 0x?7 | 0x?7 0x?7 [0x?77 [0x?? |0x?7 [0x?7 0x?7 [0x?77 0x?77 | 0x?7
1.5 ... 0x77 | 0x?? 0x?7
M B - s ] (O [ 2% IDCD | B @ik (D [ 5315 (2) [ BE (2) | P I M 824 (D | )& PR iR
FFCD [J& P BUARRAT (D | 24 BB S — AR B R HECE (2 R HEE () [FCS(2)
Bnf 2.
P JZE : Wired DLL
i 44 % : Wired Attribute Setting Confirm
Wi: 0x0d | 0x?7 | 0x00 0x02 | 0x?? 0x??
W UL RS FRINAE (D | ADID(D) | R B 5K E () | RES 52D
D R 46 1 R B0 £,
ByEf 1.
Pri )2 : Wired DLL
i FK : Wired Attribute Setting Request
M. OxOc | 0x?? [0x03 | 0x?? 0x?? | 0x?? 0x?7? | 0x?7 ... 0x?7? |
WEBPET : S5 BR AT (D [ AIDCD | H AL (D [20F 5 (2) [R5 S 0K (2) [ IR %5 S8 ()
BEf 2.
2 : DLL
i % FK . Attribute Setting Response
:0x90 | Oxaa | 0x03 | 0x?? 0x?7 | 0x?7 0x?? [0x?7 [0x?7 |0x?7 [0x?7 0x??7 [0x?? 0x?? |0x?7?
| 0x?77 0x?7 0x?? 0x?7 | 0x77 Ox??
W] W (LD |92 TDCD) (R E (L |7 51 5 (2 | S5 (2) 3 B P A (L) | 4
XY ¢ FFCD g M B R AR R (D | 2 AR A 5 — AR 51 (2 R B (2) [ #4745 28 (1) | MIC

SecLevel =2, 3,
4,6,7,8

(4) [FCS(2)

I 2R 55 7 OB -

i 1.

PrUZ . DLL

i 44 B : Attribute Setting Request

7:0x8d| Oxaa | 0x03 | 0x?7 0x?? | 0x?7 0x?? |0x?7 [0x?? [0x?7 |0x?7 0x7? |0x?? 0x?? |0x?7?
... 0x?77 | 0x?? 0x?7 0x?? 0x?? | 0x?? 0x??

WIS B« Wt (D [ 4 IDCD | H g Hahik (D |17 505 (2) [ BE (2) | P Ja M4 R (D) | kb R 4
D g MR AR (D | 24 BB S —MEER T () s B (2 [JE M E () [ MIC( | FCS(2)
R 2.

P2 . Wired DLL

i FR: Wired Attribute Setting Confirm

Ii: 0x0d | 0x?? [0x03 | 0x?? 0x?? | 0x?? 0x?? | 0x?7 ... 0x??

WU - 95 B3 (D) [ ADIDCD | F 3k (D) 61755 (2) | 5 280K B (2) |95 S0 (n)
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7.3 BFEEMNRE
7.3.1 IFIZFH B F MWK AD-QUIT001 ]
T2 DR 500 328 32 AR A% BB 5 TE A A BB 30 A B T I 48

I 72
W I 5 R B T2 W0 R ) 0 B 4 2 e
ik

by BN B A MR R T 1 I AR B8 (LA B ) K3k BT K 5

o) IR AR GE (B B0 A ) o 4 W B 8 O SR A S 0 R A 4R SCHEAT FROGE . A SR B X DB T A iy 0
VLA IR 1] T 0 5

d) BN A R o B 1 5 R G R SR ) A 3K B A B O I 5

e PR GE (I S TBE ) K e Wi 19 B 4 25 T W) I 410 345 9 B2 A1) 41 SCHEAT FAS 21 58 o DE e 3
.

HARMS Fe & 62 frs  BAES B Bn3k 74 s

WARG
BB
P B R
3 BABIFER
BTk e
“« B TF N
Btk BT »
E— —— E—
B 62 BFHREWIHEIFTMERFE
R74 DR EWHBETMEIRA
Ji il 2 B B 4 W sl T I 45 AL AD-QUITO001 ]
Bl i # AL

B A O AR R S8 (R 34 I 4%

WA FR 8 (W S B T 58 800 #5053 5 e B
MR 7 58 % 25 B I % 2% 9 4%

BB A T 78 O I R 48 (4O 1 IR G B
KEDU=NULL

A I 3 4% 14
SecLevel=0,1

B A T AR R 48 (R 34 I 2%
TH R 8 (W SC B4 © 58 J0x 1 0 % 45 1 ¢ 5 e 8
MK 2 58 (BB B A B 35 7% ) 4%
BN 15 2% 58 BN DU R 48 (A e 4% ) 14 % 5 T
KEDU & )2 H

A5 ) 3 4% A
SecLevel=2~8

TEST BODY:

3 A 40 iS | SendPacket] = WiredLeaveRequest;
Ak SendPacket 2= ILeaveResponse;
RefPacketl = LeaveRequest;
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RefPacket2 = Wiredl.eaveResponse;
wiredSend(SendPacketl) ;

WHILE(Receive(RevPacket).type | = RefPacketl.type) for MaxWaitTime;
IF(RevPacket.type = = RefPacketl.type)
{
IF (Verify(RcevPacket.all, RefPacketl.all,Seclevel, KEDU) | = SUCCESS)
{

Printscreen(“Leave Request Payload error!”);

TestCaseResult =FAILED;

}
ELSE
{
Send(SendPacket2, SecLevel , KEDU) ;
Printscreen(“Leave Request Payload correct!”);
TestCaseResult =SUCCESS;
}
}
ELSE

{
Printscreen( “No Leave Request received!”) ;
TestCaseResult = FAILED;

W FH Oy AR | )

R IF(TestCaseResult == SUCCESS)
{
WHILE(Receive(RcvPacket).type | = RefPacket2.type) for MaxWaitTime;
IF(RevPacket.type = = RefPacket2.type)
{
IF (wiredVerify(RcvPacket.all, RefPacket2.all) | = SUCCESS)
{

Printscreen(“Wiredl.eave Response Payload error!”);

TestCaseResult =FAILED;

}
ELSE
{
Printscreen(“Leaving Test Success!”);
TestCaseResult =SUCCESS;
}
}
ELSE
{
Printscreen( “No WiredLeave Response received!”) ;
TestCaseResult = FAILED;
!
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3 il ph AR
filiig

ELSE
{

TestCaseResult = FAILED;
}

Printscreen( TestCaseResult) ;

TEST RESULT:
SUCCESS or FAILED

SHHA
SecLevel = 0,

1.5

IR WA & S &K O

i 1.

PZ : Wired DLL

i % FK : Wired Leave Request

. Ox0Oe | 0x?? | 0x00 0x01 | 0x??

WA - R 45 FRIRAT (D | AdIDCD | IR 4 S 80K E (D | /45 S 5D
Bna 2.

P2 . DLL

i % FK : Leave Response

Wi: 0x88 | Oxaa | 0x03 | 0x?7 0x?? | 0x00 0x00 | 0x?? 0x??
WL E - T (D [ 45 IDCD | sk (D |75 505 (2) | i B (2) [FCS(2)

3%, 28 48 O E A 0 -

i 1.

PriJZ :DLL

i 44 7% : Leave Request

M. 0x87 | Oxaa | 0x03 | 0x??7 0x?? | 0x00 0x00 | 0x?? 0x?? 0x?7 0x??
e 6 T - i sl (1 | 4% IDCD) | B Al (D) |33 (2) | i & (2) |[FCS(2)
Hoiffa 2.

Y JZE : Wired DLL

24 i -
Wi. 0x0f | 0x?77 [0x03 | 0x?7 0x7? | 0x?? 0x?7 | 0x?7 | 0x00

WU T . A 45 4R IR4F (D [ ADIDCD | B AR (D [4)5 5 (2) | i % S 80K B (2) [ AdID (D | 8 JF
W&

Wired Leave Response

SeclLevel =2, 3,
4,6,7,8

IR W& 3 €

Kt 1.

BrlZ . Wired DLL

{4 FR : Wired Leave Request

Wi: OxOe [ 0x?7 [0x03 | 0x?? 0x?? | 0x?? 0x?? | 0x?? | 0x??7 ... 0x?? | 0x03
WL - AR5 AR IRAF (D | AAID (D) | B 3 hk (D |55 5 (2) | kR %5 S 80K (2) | AdNum (1) |
AdIDList(n) | ¥ # 8 1k (1D

Bty 2.

P ZE : DLL

i 4% % : Leave Response

M. 0x88 | Oxaa | 0x03 | 0x?? 0x?? | 0x00 0x00| 0x?? 0x?? 0x?? 0x?? | 0x?? 0x??
WA A - TR R (D [ 45 IDCD) | Ptk (1) | 31145 (2) | i BE (2) [MIC(4) | FCS(2)
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F= 74 (8D

T3 3R 45 B S A £, -

Bt 1.

P JZ : DLL

i 44 % : Leave Request

. 0x87 | Oxaa | 0x03 | 0x?? 0x?? | 0x00 0x00 | 0x?7? 0x?7 0x?? 0x?7 | 0x?7 0x?7?

RS ) . o ) :
Seelevel — 2. 3 MTIE 56 B . iRl (1D | B Z% IDCD | B B9 bk (D | F 505 (2) [ Wi i (2) [ MIC(4) | FCS(2)
oecl.evel — [} )

6.7 Bt 2.

PR : Wired DLL

i 44 % : Wired Leave Response

Wi 0xOf | 0x?7 [0x03 | 0x?7 0x?7? | 0x?7? 0x?? | 0x?? | 0x00

WU MR ARIRAT (D | AIDCD | H i3 hk (D |35 5(2) | IR %5 280K (2) | AdID (1) | 85 IF MR
A

7.3.2 BNRFH I EIF M E&AD-QUIT002 |

A B3 AD B A RE T 1 R LR TR OK

o A o
a) BB A I AN R GE (RS BE ) W48 )5 - K &R 8 (R S5 B 1) w5 I 5 o 2 ok e 4 7 T
R

by BN A MR A SR 1] I 3 AR e (R S B ) K 1 B T WV 5
o PR GE (9 ST K 132 WAC 18y 88 T o oz 41 SC -5 30 B2 %) 41 SC AT BE Xk s 2R UGS DS E 0 30 X

FLARI P anpE 63 Fros , BRI Ui I i 75 fros .

WARGE
BB
Bk B WG

< WREITER —
BT R B

<« HJTEMN
BHEITWN >

B 63 BENREWINEITWERFFE

K75 BENZFHREFFMLEIH

i 4 B Fe N\ B B8 2 T M 46 L AD-QUIT002 ]
e B YNy

BB 2 AT R GE (6B 5 P 4%

Wit 4
HOBIATAE | i 2 0 ot ) £ 2 o 4 0 VR
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TEST BODY .
SendPacketl = WiredLeaveRequest;
RefPacket2 = Wiredl.eaveResponse;
wiredSend(SendPacketl) ;
WHILE(Receive(RevPacket).type | = RefPacketl.type) for MaxWaitTime;
IF(RcevPacket.type = = RefPacketl.type)
i
IF (Verify(RcvPacket.all, RefPacketl.all,Secl.evel, KEDU) | = SUCCESS)
{
Printscreen(“Leave Request Payload error!”);
TestCaseResult =FAILED;
}
ELSE
{
Send(SendPacket2, SecLevel , KEDU) ;
Printscreen(“Leave Request Payload correct!”) ;
TestCaseResult =SUCCESS;
}
}
ELSE
{
im0 O 1K A Printscreen( “No Leave Request received!”) ;
iR TestCaseResult = FAILED;
}
IF(TestCaseResult == SUCCESS)
{
WHILE(Receive(RevPacket).type | = RefPacket2.type) for MaxWaitTime;
IF(RevPacket.type = = RefPacket2.type)
{
IF (wiredVerify(RevPacket.all, RefPacket2.all) | = SUCCESS)
{
Printscreen(“WiredLeave Response Payload error!”) ;
TestCaseResult =FAILED;
}
ELSE
{
Printscreen(“Leaving Test Success!”);
TestCaseResult =SUCCESS;
}
}
ELSE
{
Printscreen( “No WiredLeave Response received!”) ;
TestCaseResult = FAILED;
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}
}
ELSE
{
3z B A0 A RS TestCaseResult = FAILED;
(B }

Printscreen(TestCaseResult) ;

TEST RESULT:
SUCCESS or FAILED

RN W& &/

EAEI T

P JZE : Wired DLL

15i 45 FK : Wired Leave Request

Wi 0xOe | 0x?7?7 | 0x00 0x01 | 0x??

WL MRS ARIRAF (D TAID(D [ IR 45 5K E () | Ik 5 230D

E RS D)

SecLevel = 0, ‘

s D32 2 G 0 OB
h R 1.

P JZ : Wired DLL

i % FK : Wired Leave Response

i . 0xOf | 0x?? |0x03 | 0x?? 0x?? | 0x?? 0x?? | 0x?? | 0x00

WO BT R SR R4 (1D [ AIDCD) | H i sibhk (D [2)55 (2) | Ik % S 80K B (2) [ AdID (D) | &
R D

8 MXiEFMLE&E
8.1 TN &
8.1.1 #ENEEMANME(E[miMiE) [ GW-RUNOOT |

T 1 0 56 3 4 E 7 IE A B A BE A A WIA-FA R 45,

3o A O

a) IR G B B A R A BRI K 5

b BN B A MR SR i 160 P03 AR SR AR [l 4 A B A AT

o) PR GO e i He A B A R L A SC 5 0 B A SCBE AT O XS 2R e X DC B L D)

HARE P an g 64 Fros  HAAIS B W ik 76 Brs .
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Bl % WRARGE
< BARE AR
BAREMAWNY ———»
I S

B 64 HENE&MNKLEGE =M FFE

®76 BNEFMNM L E RN A

JH 51 44 Bk BB A AR 45 CIE ) 138 [GW-RUNO001 ]
Bl A5 W 1

AR AE | IR SR A BN 5 #1945

TEST BODY .

SendPacket = Wired ADJoinRequest;

RefPacket=WiredADJoinResponse;

Send(SendPacket) ;

WHILE(Receive(RevPacket).type | = RefPacket.type) for MaxWaitTime;

IF(RevPacket.type = = RefPacket.type)
{
IF (Verify(RevPacket.all, RefPacket.all) | = SUCCESS)
{
Printscreen(“Wire AD JoinResponse Payload error!”) ;
TestCaseResult =FAILED:;
}
ELSE
03 ) D AR {
Printscreen(“JoiningTest Success!”) ;
TestCaseResult =SUCCESS;
}
}
ELSE
{
Printscreen( “No Wired AD JoinResponse received!”) ;
TestCaseResult = FAILED;
}

Printscreen( TestCaseResult) ;

TEST RESULT:
SUCCESS or FAILED

175




GB/T 26790.4—2020

F+ 76 (20)

RN W& &/ O

PR : Wired DLL

i 44 7% : Wired AD Join Request

M. 0x00 | 0x?7 ... 0x?? | 0x02 | 0x?? 0x?? | 0x?? Ox?? | 0x?? 0x?? 0x??

Mk 156 B - BRSS AR R AT (1) | AD K ik (8) | st stk (1) [ FP 315 (2) [ BE (2) [ 2407 (3)

W
e

R W3 28 95 1 OB £«

PrilJZ . Wired DLL
i 44 FK : Wired AD Join Response
Wi 0x01 | 0x77 ... 0x?7 | 0x02 | 0x77 0x77 | 0x?7 0x77 | 0x?7 0x?7 0x?7?

s B - R4S AR IRAT (D | AD K Uik (8) | X ik (1) [ 31145 (2) [ B (2) [ 8 fmf (3)

8.1.2 ENZF/MANM L (R ENiX) [ GW-RUN002 ]

203 FH 83000 3 ) O 14 4% B 5 AL BREE A A TN WIA-FA M2,

W2 7

a) M R G 1) Bl 5 A% Rk HE AR AT 5K 5

by B A A He A A I AT SRR SC S 0 B A 4 SCHEAT LG X A0 SR Bk D 0 i)
VA IR [R5 0 A B AR B BRI BL AN T
D M4 ID AUCREL
2)  AIER M (SecLevel A% 0 B .

SRR B AT NN 77 R

R77 BNEEMAMZ(RENR SEHRESHRE

W 4 25 D 28 G5 17 2 T A i) oy 4548 28 7

0x01 | 0x?7 |0x02

IACIRZS (D) | 43 BE R AdIDCD) | 43 BE Y AD bl
0x02 | 0x?7 [0x02

IACKRZS (D) | 20 BE Y AdIDCD) |43y AD $b bk

) 4 1D A IC i

UNEN

© I B A i I 3R G A i R R M RO 35 5K 5 R 8 BB SR A 1 i 0 B iR
I 3G st PE B JR P Gl D) 3k 5 U 00 s
P 91 P 0 O B o A B e AR A g B 0 3 0 3 IO A0 B8 PRAT L BRI I 65 T
s FARIHA BT AN 78 Fros .

WRRG B

BAREMAER (RAAR) —>

— BAREBMAWN (D

o ERREEE GENO WK (LRI —
E— I
B 65 ENZEMAMLE (R ENL)HFE
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®78 BNEEFMANMNE R BN A

45144 B B A M 45 R i) [ GW-RUNO002
B 7 EESEE

BB | KR AR I AL R 58 R 25

TEST BODY .

SendPacketl = WiredADJoinRequest;

SendPacket2 = WiredAttributeSettingConfirm

RefPacketl = WiredADJoinResponse;

RefPacket2 = WiredAttributeSettingRequest(Superframe) ;
WHILE(Receive(RevPacket).type | = RefPacketl.type) for MaxWaitTime;

IF(RcevPacket .type = = RefPacketl.type)

{
IF (Verify(RevPacket.all, RefPacketl.all) | = SUCCESS)
i

Printscreen(“Wired AD JoinRequest Payload error!”);
TestCaseResult =FAILED;

}
ELSE
{
Send(SendPacketl) ;
Printscreen(“Wired AD JoinRequest Payload correct!”) ;
TestCaseResult =SUCCESS;
}
D3 ) £ AR }
ELSE
fili i {
Printscreen( “No Wired AD JoinRequest received!”) ;
TestCaseResult = FAILED;
}
IF(TestCaseResult == SUCCESS)
i
Send(SendPacket2) ;
WHILE(Receive(RevPacket).type | = RefPacket2.type) for MaxWaitTime;
IF(RcevPacket .type = = RefPacket2.type)
{
IF (Verify(RevPacket.all, RefPacket2.all) == SUCCESS)
{

Printscreen(“JoiningNetwork Test Failed!”) ;
TestCaseResult =FAILED;

}

ELSE

{
Printscreen( “JoiningNetwork Test Success!”) ;
TestCaseResult = SUCCESS;

}
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}
ELSE
{

o TestCaseResult = FAILED;
3 4] 4 G A

}
fifi ik

Printscreen(TestCaseResult) ;

TEST RESULT:
SUCCESS or FAILED

RN W& &/ O

Bl 1.

P )2 : Wired DLL

i 44 FK : Wired AD Join Request

Wi 0x00 | 0x?7 ... 0x?7 | 0x02 | 0x?? 0x?7 | 0x?? 0x?? | 0x?? 0x?7 0x??
MR U - AR S5 AR IRAT (1D | AD Mk (8) | X6 3 bk (1) [ J3 5145 (2) [ BE (2) [ 384 (3D
Bt 2.

WpJZ : Wired DLL

4% FR : Wired Attribute Setting Confirm

M. 0x0d | 0x?? | 0x02 | 0x?? 0x?? | 0x?? 0x?7 | 0x?? 0x?? 0x?7?

W 5T MR 55 AR RAT (1) [ ADIDCD) [ X s st ik (1) | 75105 (2) [ BE (2) | i (3D

T2 AR G2 0 W EOHE £

Bl 1.

P : Wired DLL

i 44 % : Wired AD Join Response

Wi: 0x01 |0x?77 ... 0x?7 | 0x02 | 0x77 0x?77 | 0x?7 0x?77 | 0x?77 0x?7 0x77

MR BB R S5 AR PR (1D [ AD KM hE (8) [ 3 ik (1) [ )57 5145 (2) [ KB (2) | A (3)
Hie 2.

P JZ . Wired DLL

i 44 B : Wired Attribute Setting Request

Wi: 0xOc | 0x?7 | 0x02 | 0x?7 0x?2? | 0x?? 0x?? | 0x?? 0x?7? 0x?7?

Mk 56 BH . AR S5 AR R AT (1) [ ADIDCD) | 3 s ik (1) | 3045 (2) [ BE (2) [ 3 477 (3)

8.1.3 #NIZFBM IR ENIX[GW-RUN003 |

20 P A8 000 3 ) S 35 S R A I 0T 4 A TR A T R TR U 43

o A o

a) IR GEIN AN B A 2% I A 5 1 I R G ik A R R A GRE D 373K 5

b AR GO A G i R A Gl WD 7 SR 41 SC 15 309 B 9 i SCE AT R 0 2 B X DE L D)
I3 5 I o A i AR (e s e e A GRE D IESK .

HARB P 66 s BRI Sl i 79 Brs .
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B B % TARGE

——— ERREEE 8D R

< WRERERE GBBD UEsE

B 66 #NI% & 8 i 3T iR 5 Bl ik B e

K79 BN HBWH RSN

451 44 B F N\ 6 ot B R 23 BE I X[ GW-RUNO003 ]
B B 7 W 5 B #

R A | AR B C A 5 A R 4%

TEST BODY .

SendPacket = WiredAttributeSettingConfirm ;

RefPacket = WiredAttributeSettingRequest(Superframe) ;
WHILE(Receive(RevPacket).type | = RefPacket.type) for MaxWaitTime;

IF(RevPacket.type = = RefPacket.type)
{
IF (wiredVerify(RevPacket.all, RefPacket.all) | = SUCCESS)
{
Printscreen(“Wire Attribute Setting Request (Superframe) Payload error!”);
TestCaseResult =FAILED;
}
ELSE
{
WL IO AL Send(SendPacket) ;
fili & . o
Printscreen(“Superframe Resource Distributing Test Success!”) ;
TestCaseResult =SUCCESS;
}
}
ELSE
{
Printscreen( “No WiredAttribute Setting Request (Superframe) received!”) ;
TestCaseResult = FAILED;
}

Printscreen( TestCaseResult) ;

TEST RESULT:
SUCCESS or FAILED
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79 (20)

BRI NY-&5 € a

PriZ : Wired DLL

i %% FK : Wired Attribute Setting Confirm

i. 0x0d | 0x??7 | 0x02 | 0x?7 0x?? | 0x??7 0x?? | 0x??7 0x?7 0x?7?

WO« IR A5 AR AF (1D | ADIDCD) | 33 bl (D) [ #3115 (2) [ B2 (2) | 384 (3)

SEBIEA
I 2R 55 7 OB £ -

P2« Wired DLL

44 B : Wired Attribute Setting Request

M. 0xOc | 0x?? | 0x02 | 0x?7?7 0x?7 | 0x?? 0x?? | 0x?? 0x?? 0x??

WU B - AR 55 AR IRAF (D [ AIDCD) | xSt dik (D [ 3105 (2) [ BE (2) [ 47 (3D

8.1.4 #ENIZ &M T IR E MK GW-RUN004 |

203 491 00 3 I 5 3 7 RE 7 LE A 0 e A TR R AT BE I BT R T

M 7

a) PR G ABI B A I 2% I o I B A i 0 1 AR G A i o A T R P B B 95K

b) I3 2R G0 R A A1 A I M R B 3 SR AR S5 U B A i SCHE AT AT A SR E X DR S
03530 3o I ) A 8 A 1] G e R R P CBE ) TR S

HARIE e & 67 ez » B A5 B a3k 80 Bk

B B % TARGE

TRERERE (ER WK —

< TREREREE (FERD Ut

B 67 #ENIZ&HERA RSN FE

80 HEONIREHE RS IR 4 B iK% AR

i 48 B e N\ B 5 B B IR 23 BE U K[ GW-RUNO04 ]
e B W 56 B #

A& | IR G T A B i A 19 45

TEST BODY:
SendPacket = WiredAttributeSettingConfirm ;

W3 18] O A B

HER 1A% RefPacket = WiredAttributeSettingRequest(Link) ;

Hd
WHILE(Receive(RevPacket).type | = RefPacket.type) for MaxWaitTime;
IF(RevPacket.type = = RefPacket.type)
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% 80 (%)
{
IF (wiredVerify(RcevPacket.all, RefPacket.all) | = SUCCESS)
{
Printscreen(“WiredAttribute Setting Request (Link) Payload error!”);
TestCaseResult =FAILED;
}
ELSE
{
wiredSend(SendPacket) ;
Printscreen(“Link Resource Distributing Test Success!”);
I3 o1 D A TestCaseResult =SUCCESS;
fifi i }
}
ELSE
{
Printscreen( “No WiredAttribute Setting Request (Link) received!”) ;
TestCaseResult = FAILED;
}

Printscreen( TestCaseResult) ;

TEST RESULT:
SUCCESS or FAILED

WA R Gt o & E 8 A,

i )Z . Wired DLL

i Bk : Wired Attribute Setting Confirm

Wi: 0x0d [ 0x?7? | 0x02 | 0x?? 0x?? | 0x?? 0x?? | 0x?? 0x?? 0x??

WU« IR 45 FRIRAT (D | AdID(L) |3 stk (L [ 58105 (2) | 1 (2) | 38 (3)

ZHEHRE
IR WA & 1 €/

il JE . Wired DLL

{44 FR : Wired Attribute Setting Request

Wi 0x0c | 0x77 | 0x02 | 0x77 0x?7 | 0x?? 0x?7 | 0x?? 0x?? 0x??

MR B - R 45 AR IRAE (D | AAIDCD) | X S ik (D [JFE 515 (2) | K (2) [ 384 (3)

8.1.5 IIFiZF N ML (IE [ ilit) [GW-RUNO0O5 ]

2P A0 3 9 56 1 £ B 5 IE B AL IR I A In A WIA-FA [ 2%,

I 3o 72y

a) MR GE I A B 45 46 I T 4 152 46 K ik R4S I AHE 7S 5

b) B R A B U B R R IS 10 DU 3R 2R G AR [ i A T i

o) ZR G0 0T B A I A ) O R S B R O R SR AT LGS T R ek DR D) 0 3
HARE 7 anl&l 68 Brzs , B4 56 B n 2 81 FiR .
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Bel e % WARLE
3 BAMATRR
BEA I\ >
st ] (R

R

68 ILIFH& & MW 4 CIE @ i) B B

* 81 ITIHIZFMNM 4 (IE @) 3t A

T 4 B WA B A B 20K [ GW-RUNO05 ]
el E EESEES
BB A | KR G (e A T AR 5 4 1 2%

SecLevel=0

Bl £ O o8 B I3 R G (R AR 19 B R

R 3 4 A4
SecLevel=1~8

MK R 55 (B A2 B AR5 3% 25 B 4%
B 5 A 2 58 BN a0 2R Gt (R AR 114 9% I
B4 T 58 O 0 2R 48 (B 8046 19 K s ik 24T

I 91 4 AT
ik

TEST BODY:

SendPacket = WiredFDJoinRequest;
RefPacket= WiredFDJoinResponse;
wiredSend(SendPacket) ;

WHILE(wiredReceive(RevPacket).type | = RefPacket.type) for MaxWaitTime;
IF(RevPacket.type = = RefPacket.type)
{

IF (wiredVerify(RevPacket.all, RefPacket.all) | = SUCCESS)

{

Printscreen(“Wired FD JoinResponse Payload error!”);
TestCaseResult =FAILED;

}
ELSE
{
Printscreen(“FD JoiningTest Success!”) ;
TestCaseResult =SUCCESS;
}
}
ELSE
{
Printscreen( “No Wired FD JoinResponse received!”) ;
TestCaseResult = FAILED;
}
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%+ 81 (£)

Printscreen(TestCaseResult) ;

SecLevel=1~8

032 481 £ 4R B
fili iR TEST RESULT:
SUCCESS or FAILED
IR WA & S &K O
YMYUZE : Wired DLL
i #K : Wired FD Join Request
mi: 0x06 | 0x??7 | 0x?7 ... 0x?? | 0x??7 0x?? | 0x?? 0x?? | 0x?7 ... 0x?? |0x??
Field: R4 FRIRAF (D | AAIDCD) [ JE 3L (8) [ 745 (2) [ IR 55 S 80K B (2) | Pt hk (8) | AdID(D) |
SH B,
SecLevel=0 3k R G5 R R £
Y JZE : Wired DLL
i 4 < : Wired FD Join Response
Wi: 0x07 | 0x?7? | 0x?7 ... 0x??7 | 0x?? 0x?? | 0x?? 0x?? | 0x?? | 0x?? ... 0x?? | 0x00 | 0x03
Field: AR %5 #3745 (1) | AAIDCD) | H 0933k (8) [ 475 (2) | iR 55 S 80K B2 (2) | AD (i (1) | AD 1
2 (n) PR (D [ 45 ik (1D
HUNEEE W% €/ O
Y JZE : Wired DLL
i 44 % : Wire FD Join Request
Wi 0x06 | 0x?7 | 0x?7 ... 0x?? | 0x?? 0x?7 | 0x??7 0x?? | 0x?7 ... 0x?7 [0x?? | 0x?9... 0x??
Field: M55 #5 R4 (1) | AdIDCD) [ J5 Ak (8) [ 475 (2D [ 45 ZHUK B (2) [ b ik (8) | AdID(1)
B XA LAEFRH(E)

BRI A @5 €/

Y JZE : Wired DLL

i 4 < : Wired FD Join Response

Wi: 0x07 | 0x?? | 0x?7 ... 0x?? | 0x?? 0x?? | 0x?? 0x?? | 0x?? | 0x?? ... 0x?? | 0x00 | 0x03
Field: AR 45 #7745 (1) | AAIDCD) | H B3t dik (8) [ 475 (2) | iR 45 S 80K B2 (2) | AD (it (1) | AD
2 (n) PR (D [ 48 ik (1D

8.1.6 IIFHIZ&FMANM L (/K [EMiX) [ GW-RUN0OG

2 DN 3T 491 00 3 9 S 15 RE 7 L R L B 4 8 B AT 5K

T 7

a) W AR G 1) RIS I AT R 5
D iR R L 1ID;
2)  HERRM KJ AR SecMaterial (SecLevel A2k 0 BY) .
by Bl B A i AR AR R L BARE AL AN
D M4 ID ARILRE;
2)  IANUELR M (SecLevel AN2H 0 B},
Z 5 R A B N AR 82 R .
o) I AR G0 ST I A W iR S5 R A A SCHEAT B X G SR B X D e DU e ok
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® 82 HMIFHEFMAME(RENIX) SEHREEHRT

REN RS I3 28 G804 T A o) 7 6 B 28 A

0x01 | 0x03

R4 1D A DT L
INAARZS (D | 43 B HY S 1k (D

0x02 | 0x03
UNTESlS

TIACRES (1) | 43 B %) 48 ik (1)

T 9 P T B 37w A £ 9 e e 0 3K 0 A B AT B BRA T L LR AT 69 s, B AR
UL a3k 83 fras .

el e % WARZ
<t fetr Ox1add
——— AR (REIRD ———»
< - AR ORI -

[ EREEREE GEMD R O

69 IMIF&&EMANRLE & mEMiK) EFEFE

& 83 IIHIZF AN M 4 (a0 13t AR

JH 41 45 B B 47 0 2 AR 4 sz 1] 38O [ GW-RUNO006 ]
B % 2% ZES €3
MR 2R 48 G AR £5) B A 35 55 9 2%
W
OB | ik e o i A LR 22 6 2
SecLevel=0
KJ=NULL
W5 £ B e R R & (Bl ik &) 1K ik
K R 58 E 58 I 15 £ 19 W 2% ID A1 SecLevel 15 8
Mk R 50 52 B 3% 4 A % 8 KT il &
I 5 RAG O RN & :H W

MR R G G AR A O In AR % 4 M 4%

WA R g RS BED A AR 5 25 19 2%

KJ={0xc0 0xcl 0xc2 0xc3 0xcd 0xc5 0xcb 0xc7 0xc8 0xc9 Oxca Oxcb Oxce Oxed Oxce Oxcf}
Wrong KJ={0xcl Oxcl 0xc2 0xc3 Oxc4d 0xch 0xc6 0xc7 0xc8 0xc9 Oxca Oxcb Oxce Oxed Oxce Oxcf}

SecLevel=1~8

TEST BODY .
SendPacket = WiredFDJoinRequest;
RefPacket= WiredFDJoinResponse;

W 1 O AR 65
. Ittt wiredSend (SendPacket) ;
i & ) . i
WHILE(wiredReceive(RevPacket).type | = RefPacket.type) for MaxWaitTime;
IF(RevPacket.type = = RefPacket.type)

{
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< 83 (4p)

0T 9] B4 AT
ik

IF (wiredVerify(RcvPacket.all, RefPacket.all) | = SUCCESS)
{
Printscreen(“Wired FD JoinResponse Payload error!”) ;
TestCaseResult =FAILED;
}
ELSE
{
Printscreen(“FD JoiningTest Success!”) ;

TestCaseResult =SUCCESS;

}
ELSE

{

Printscreen( “No Wired FD JoinResponse received!”) ;
TestCaseResult = FAILED;
}

Printscreen( TestCaseResult) ;

TEST RESULT:
SUCCESS or FAILED

SecLevel=0

BRI a1 €

PiZ : Wired DLL

i % F% : Wired FD Join Request

Ii. 0x06 | 0x?7 | 0x?7 ... 0x?7 | 0x??7 0x?7 | 0x?7 0x?? | 0x?7 ... 0x?7 |0x?7?

Field: Bz 545 (1) | AdIDCD) [ AL (8) |41 75 (2) [ Bz 55 Z 8K B2 (2) [P M 4k (8) | AdID(D)

W R G 1o e RS 4 .«

Pri )2 : Wired DLL

{4 FR : Wired FD Join Response

Mi: 0x07 | 0x?? | 0x?7 ... 0x?? | 0x?? 0x?? | 0x?? 0x?? | 0x?? | 0x?? ... 0x?? | 0x?? 0x??
Field: R4S FriRAF (1D | AIDCD | B B4k (8) |7 5 (2) [ IR 45 Z 80K B (2) | AD $di (1) | AD
2 (n) | #F A (2)

SecLevel=1~38

W R G 1 A R 4«

P )2 : Wired DLL

i 4% F& : Wired FD Join Request

Mi: 0x06 | 0x?? | 0x?7 ... 0x?? | 0x?? 0x?? | Ox?? 0x?? | 0x?7 ... 0x?? [0x?? | Ox?7... 0x??
Field: fR45FrIRAF (1D | AAIDCD [F#4E (8) [BF 5 (2) [R5 S HCK B (2) | R4k (8) | AdID(D) |
LA

T3 2R 48 7 R £«

P JZ : Wired DLL

{4 FR : Wired FD Join Response

Wi: 0x07 | 0x?? | 0x?7 ... 0x?? | 0x?? 0x?7 | 0x?? 0x?? | 0x?? | 0x?7 ... 0x?? | 0x?? 0x??
Field: JIx 55 #7845 (1) | AAIDCD) | H 13tk (8) [ 475 (2) | I 55 2 40K (2) [ AD # i (1) | AD 4
() [ #iAf (2)
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8.1.7 IIH1& & B 3% IR 4 B K [ GW-RUNO0O07 ]

T2 D 32 49 00 3 ) O 15 i 8 7 IE A X B0 3 A0 A R AT TR U 40 I

2

a) PR G AI B I 2% I I B A 1 0 1 AR G A i kA T L 7 Gl D 375K

by IR AR G M o A L Y G D 3 SR Al 305 U B G I SC AT B A SR X D S U
I Ao o I o A 5 A o [ A T e A RO GIE 5K

HARE g 70 frzs B 3l il sk 84 Frs .

B B % WARGE
ERRCEENE GRPD WK P
< ERRCEENE GRMD S
E—————) |

B 70 A% & 8015 IR o B i i A B

& 84 PIHIRFBMIF RS ENX A

Fl 14 I w6 i W B 9 23 BE U 1K [ GW-RUNO007 ]
e ] 56 B A

BRI | TR G T A 5 9 4%

TEST BODY .
SendPacket = WiredAttributeSettingConfirm;
RefPacket = WiredAttributeSettingRequest(Superframe) ;
WHILE(Receive(RevPacket).type | = RefPacket.type) for MaxWaitTime;
IF(RevPacket.type = = RefPacket.type)
{

IF (wiredVerify(RcvPacket.all, RefPacket.all) | = SUCCESS)

{

Printscreen(“Wired Attribute Setting Request (Superframe) Payload error!”);

32 FH ) O A8 65 TestCaseResult =FAILED;
[ Bun }
ELSE
{

wiredSend(SendPacket) ;

Printscreen(“Superframe Resource Distributing Test Success!”) ;

TestCaseResult =SUCCESS;

ELSE
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%+ 84 (41)

Printscreen( “No WiredAttribute Setting Request (Superframe) received!”) ;
TestCaseResult = FAILED;
}

W 1D AR 1)
‘ 1 1A Printscreen(TestCaseResult) ;
BB
TEST RESULT:
SUCCESS or FAILED
HURENENE W% €
Wi )2 : Wired DLL
i 4% Ff : Wired Attribute Setting Confirm
Wi. 0x0d | 0x77 | 0x02 | 0x?7 0x?7 | 0x?7 0x??7 | 0x?7 0x?7 0x??
W] - MR 55 AR RAF (1D | AIDCD) | X 3 ak (D |55 5-(2) | BE (2) [ 875 (3)

RS WA & €/ I

B2 : Wired DLL

{4 R : Wired Attribute Setting Request

Wi: 0xOc | 0x?7 | 0x02 | 0x?27 0x?7 | Ox?7 0x?7 | 0x?7 0x?? 0x??

WU LR« R A5 FRIRAT (D | AdIDCL) |3 stk (1) [ 8105 (2) | 1 (2) | 3845 (3D

8.1.8 IN3%i% & H % IR 43 B X [ GW-RUNOO8 |

T2 P 9] 000 3 ) G TR A B T L A 0 I 37 150 AT B BT R 0 T

DI A

a) IR ST AN B A 4% I 5 5L A 1 R G i e R P CRE B 3K 5

b) 2R A A s T R P B 3 SR A S U B A 41 S AT G 2R EE XS D R L
D338 A o IF ) N 5 7 o ] R TG i M e ) IR 5K

HARE g 71 fros B i Wl i 85 Fn .

e B 2% TARZE
ERCEEE (EE HR »
< ERRACEEY (R UK
——— [—

B 71 P3His & ek RS X E
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#* 85 HIHRFHERFIRESENIX YA

i 45 B

i 5 i B B IR 23 BE U 1K [ GW-RUNO08 ]

e

W) 5% B A

HRAE K 2% 1F

T 2 58 2 AR 75 0 4%

I 8 4 AT

Eii B>

TEST BODY .
SendPacket = WiredAttributeSettingConfirm ;
RefPacket = Wired AttributeSettingRequest(Link) ;
WHILE(Receive(RcvPacket).type | = RefPacket.type) for MaxWaitTime;
IF(RcevPacket.type = = RefPacket.type)
{
IF (wiredVerify(RevPacket.all, RefPacket.all) | = SUCCESS)
{
Printscreen(“WiredAttribute Setting Request (Link) Payload error!”);
TestCaseResult =FAILED;
}
ELSE
{
wiredSend(SendPacket) ;
Printscreen(“Link Resource Distributing Test Success!”);

TestCaseResult =SUCCESS;

}

ELSE

{
Printscreen( “No WiredAttribute Setting Request (Link) received!”);
TestCaseResult = FAILED;

}

Printscreen( TestCaseResult) ;

TEST RESULT:
SUCCESS or FAILED

W
K
e
=i
@

I3 2R 52 I % B 1

PriY 2 : Wired DLL

44 FR : Wired Attribute Setting Confirm

Wi: 0x0d | 0x?? | 0x02 | 0x?? 0x?? | 0x?? 0x?? | 0x?? 0x?? 0x??

WU - RS ARIRAE (D | ADIDCD) | %3 b hk (1) [ JF 55 (2) [ BE (2) [ 8 5 (3)

NG A& € RO

BrSUZ . Wired DLL

i % FK : Wired Attribute Setting Request

Wi: 0x0c | 0x?77 | 0x02 | 0x?77 0x?7 | 0x??7 0x?7 | 0x?? 0x?7 0x?7

WU« IR A5 AR AF (1D | AdIDCD) | 33 bl (D) [ 75115 (2) [ B2 (2) | 8040 (3)
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8.1.9 MXZHFI\RENIZFZKIE NACK Wik GW-RUNO09 |
i

T2 D 3K T4 00 3 0 S 1B RE 7 IR 48 7 B A B R 1% NACK.

ML 7

a) KR G A B A 28 )5 R G (R A B9 ) 452 1 1) 19 56 2 326 B IR 831 i ot i i
i E B AR A [ 45 S 5 1) 03K 2 48 A 3k W 56 I 4 4 A A BE A ik NACK

b I AR G A 1Y I SRR A A s e A BE RS Kk NACK e 305 2 19 i SCHEAT LS 2R EE X
DL JE D000 3 3

FARE P an g 72 fros B 1 n ¢ 86 fri .

BB WRRGE

——— PRBE IR EA RS RIENACK ——»

B 72 MXiE&EETENE & EE NACK Ui B /7 B

R 86 MXIRFHRENRELE NACK iK% A

T 451 48 B W B A 1 R B A B # % NACK Il il GW-RUNO009 ]
W5 % EES ac

I R 58 C A 3 5 0 2%

ORI A i BB A T 58 B0 Il 2R 40 1 R G B Ol i L B TR A IR AT AR A B S
TEST BODY .
RefPacket = WiredIndicatingNACK;
WHILE(Receive(RevPacket).type | = RefPacket.type) for MaxWaitTime;
IF(RevPacket.type = = RefPacket.type)
{
IF (wiredVerify(RevPacket.all, RefPacket.all) | = SUCCESS)
{
Printscreen(“WiredIndicating NACKPayload error!”);
U3 81 D AR A TestCaseResult =FAILED;
ik }

ELSE

{
Printscreen(“Indicating NACK Test Success!”) ;

TestCaseResult =SUCCESS;

ELSE
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%< 86 (£0)

Printscreen( “No Wired Indicating NACKreceived!”) ;
TestCaseResult = FAILED;
}

Printscreen(TestCaseResult) ;

Wi A A RS | TEST RESULT:

i & SUCCESS or FAILED

D 2R 48 5 CEOHR A

P2 . Wired DLL

i 44 FR : Wired Indicating NACK

Wi: 0x03 | 0x?77 | 0x02 | 0x??7 0x?? | 0x?? 0x??7 | 0x?? 0x?7 0x??

WU B - IR A5 HRIRAF (D [ AIDCD) | 3 st ik (D) | 5105 (2) [ R BE (2) [ 8 (3)

8.1.10 MXiEZ&EWTENRZELZE GACK MUK GW-RUN010

20X 8] 000 3 D S 1 B T IE 4R R 2 AR R % GACK,

Dt FE oy

a) IR G A 15 % T 45 5 o 3 e A ) 0 15 4 & 326 Sl TR A o

b) Bl A 3E A A 2 ) R G Kk 3k OB A R R B AR S R 7% GACK 1

o) MK R GOR FE U R DG 1 A5 F5 8 8 AR & ik GACK 4305 11 52 i 4 SC A7 b X o 4 5 Bb
D e S 3t 5

BB sl 73 s BRI an 2k 87 i .

B B % WIARGE

W KB TR & RIEGACK »

73 MXZFETRENZFEE GACK Wik it 7 E

* 87 MXRFHTENZERZE GACK ik % A3

T 4 B P B 1R R A B s K% GACK [ GW-RUNO10]]
e % EES E

T 2 58 2 A B I i o5 ) 45
PP | B B o B 58 BN I3 2R 4 i W R I
B A 2 5 AR I R 4175
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%+ 87 (42)

TEST BODY .
SendPacket = wiredData
RefPacket = WiredIndicatingGACK;
wiredSend(SendPacket) ;
WHILE(Receive(RevPacket).type | = RefPacket.type) for MaxWaitTime;
IF(RcvPacket.type = = RefPacket.type)
{
IF (wiredVerify(RevPacket.all, RefPacket.all) | = SUCCESS)
{
Printscreen(“WiredIndicating GACK Payload error!”);
TestCaseResult =FAILED;

}
ELSE
032 1 O 4R R
i A& {
Printscreen(“Indicating GACK Test Success!”);
TestCaseResult =SUCCESS;
}
}
ELSE
{

Printscreen( “No Wired Indicating GACKreceived!”) ;
TestCaseResult = FAILED;
;

Printscreen(TestCaseResult) ;

TEST RESULT:
SUCCESS or FAILED

NG WY& 4 €/ R R
7

AT € €/ XN

E g Ca0) YAl . Wired DLL

i 4% # : Wired Indicating GACK

Wi 0x02 | 0x?77 | 0x02 | 0x?77 0x?7 | 0x??7 0x?7 | 0x??7 0x?7? Ox?7

WU MRS ARIRAT (D | AdIDCD) | 3 sk (1 | FE 315 (2) [ K (2) | 25457 (3)

8.1.11 WX & iEH#EM K[ GW-RUNO11]

2 D3P 451 00 3 0 G 3 BE T I A A T R £ B

i R h

a) R GEIN AN B A 28 IS L A 1 0 AR G ik M A KT K

b) I3 2R R 1 WA 18 A A SR TR S S B A A SCHEAT X SR H R DR U 3 5
HARME e g 74 frzs B AL 5L 3% 88 B .
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BB WRRGE
—// —//

74 KR X BRI E

& 88 3K & X HHE ML ik A

T 4 B P 56 % 2 B i [ GW-RUNO11 ]
BB % EESESS

T R 8 A B L 4 ) 4%
RO A | B B A 58 O I X 2R 48 10 9 UG
BB A5 A R 4T 5 N T AL 7S

TEST BODY .
RefPacket = WiredDataRequest;
WHILE(Receive(RevPacket).type | = RefPacket.type) for MaxWaitTime;
IF(RevPacket.type = = RefPacket.type)
{
IF (wiredVerify(RevPacket.all, RefPacket.all) | = SUCCESS)

{

Printscreen(“Wired Data RequestPayload error!”) ;
TestCaseResult =FAILED;

}
ELSE
N {
W3 48] O A A _ . L
. Printscreen(“Data Transmission Test Success!”) ;
i . o
TestCaseResult =SUCCESS;
}
}
ELSE
{

Printscreen( “No Wired Data Requestreceived!”);

TestCaseResult = FAILED;
}

Printscreen(TestCaseResult) ;

TEST RESULT:
SUCCESS or FAILED
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NG Y& 4 € R R
T

HUREE A A €/
BrilJZ . Wired DLL
i 44 F& : Wired Data Request

i, 0x04 | 0x?? | 0x02 | 0x?? 0x?? | 0x?? 0x?? | 0x?? 0x?? 0x??

WU LR - R A5 BRIRAT (D | AdID(L) |3tk (1) [ 8105 (2) [ 1 (2) | 38457 (3D

8.1.12

imi2i%

EMii® [ GW-RUN012]

2 I 3P A5 00 3 ) O 5 7 BE 7 IE A R e 1 M TR
M3 720N
a) PR GEI AR B 7 0 2% I o BB A i 0 1K 2R G A ik A R A SR B DL AR

D EAR AL R L 5

2) B
3)
4 B
5)
6)
7)

iﬂ;

LA R AL B — A0 B 2 A0 5%

SER AL IR P — A BB A — e

SR AL JE A — A B Y A 5%

25 F A T A 4 R B Y — M
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TEST BODY .
SendPacket = WiredAttributeGettingConfirm
RefPacket = WiredAttributeGettingRequest;
WHILE(Receive(RevPacket).type | = RefPacket.type) for MaxWaitTime;
IF(RcevPacket.type = = RefPacket.type)
{
IF (wiredVerify(RevPacket.all, RefPacket.all) | = SUCCESS)
{
Printscreen(“Wired Attribute Getting Request Payload error!”) ;
TestCaseResult =FAILED;
}
ELSE

I 0 D AR T {

. wiredSend(SendPacket) ;
AR

Printscreen(“ Attribute Getting Test Success!”);
TestCaseResult =SUCCESS;

}

ELSE

{
Printscreen( “No WiredAttribute Getting Request received!”) ;
TestCaseResult = FAILED;

}

Printscreen(TestCaseResult) ;

TEST RESULT:
SUCCESS or FAILED

HR= N WY& €L I

il )2 . Wired DLL

i % FK : Wired Attribute Getting Confirm
Wi: 0x0b | 0x77 | 0x77 0x?77 | 0x?7 ... 0x77

WKL MRS ARIRAT (D [AdID(D | IR 45 BHKE () IR %25 (n

W
QA
s
i
&

HUR= WA €/ R A

YL JZ . Wired DLL

i 44 #% . Wired Attribute Getting Request

Wi: Ox0a | 0x?77 | 0x00 0x08 | 0x?77 ... 0x??

ML . R S5 AR IRAF (D | AJIDCD) | BR 45 S 50K BE () | IR %5 2 80(8)
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TEST BODY:
SendPacket = WiredAttributeSettingConfirm ;
RefPacket = WiredAttributeSettingRequest;
WHILE(Receive(RevPacket).type | = RefPacket.type) for MaxWaitTime;
IF(RevPacket.type = = RefPacket.type)

W A1 |

iR IF (wiredVerify(RevPacket.all, RefPacket.all) | = SUCCESS)

{

Printscreen(“WiredAttribute Setting Request Payload error!”) ;

TestCaseResult =FAILED;

}
ELSE
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wiredSend (SendPacket) ;
Printscreen(“Attribute Setting Test Success!”) ;

TestCaseResult =SUCCESS;

}
ELSE

0K A8 4 A T {

%jﬁ . “ . . N . . ”
Printscreen( “No WiredAttribute Setting Request received!”) ;

TestCaseResult = FAILED;
}

Printscreen(TestCaseResult) ;

TEST RESULT:
SUCCESS or FAILED

INENEE & € RO

Wi )2 . Wired DLL

15i 45 FK : Wired Attribute Setting Confirm

Wi. 0x0d | 0x?9 | 0x00 0x02 | 0x?7 0x?7?

W B - MR S5 R IRAF (1D | AIDCD) | fR 45 S 80K BE (2) [ I35 S 50(2)

2 Bt
NG VA& € RO

Wi )2 . Wired DLL

i 45 FK : Wired Attribute Setting Request
Wi 0x0c | 0x?7 | 0x?27 0x?7 | 0x?7 ... 0?7

WO« IR 45 BRIAF (D [AAID(D) | R4 S 8K (2) [R5 S H(n)

8.1.14 M7 & KEK Z$ 5 & MK [ GW-RUN014]
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SeclLevel = 2~8

TEST BODY .

SendPacket]l = WiredFDJoinIndication;
SendPacket2 = WiredKeyEstablishRequest(KEK) ;
RefPacketl = WiredFDJoinResponse;

RefPacket2 = WiredKeyEstablishConfirm;
wiredSend(SendPackel) ;

WHILE(Receive(RevPacket).type | = RefPacketl.type) for MaxWaitTime;
IF(RcevPacket.type = = RefPacketl.type)
{

IF (wiredVerify(RcevPacketl.all, RefPacketl.all) | = SUCCESS)

{

Printscreen(“Wired FD Join ResponsePayload error!”) ;
TestCaseResult =“FAILED”;

03 ) D AR }
ik .
ELSE
{
Printscreen(“FD Join Success!”) ;
TestCaseResult =“FAILED”;
}
}
ELSE
{
Printscreen( “No WiredFD Join Responsereceived!”) ;
TestCaseResult = “FAILED”;
}
WHILE(Receive(RevPacket).type | = RefPacket2.type) for MaxWaitTime;
IF(RevPacket.type == RefPacket2.type)
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IF (wiredVerify(RcvPacket.all, RefPacket2.all) | = SUCCESS)
{
Printscreen(*“Wired Key Establish Request Payload error!”) ;
TestCaseResult =“FAILED”;
}
ELSE
{
wiredSend(SendPacket2) ;
Printscreen(“KEK Establish Test Success!”) ;
TestCaseResult =“SUCCESS”;

}

ELSE

{
Printscreen( “No Wired Key Establish Request received!”) ;
TestCaseResult = “FAILED”;

}

Printscreen( TestCaseResult) ;

TEST RESULT:
SUCCESS or FAILED

e3¢ D)

I3 2R G0 0 % B

Bodl 1.

PR . Wired DLL

i 44 #% : Wired FD Join Indication

M. 0x06 | 0x?? | 0x?77 ... 0x?? | 0x?7?7 0x?7 | 0x?? 0x?7 | 0x?? ... 0x?7 |0x?7 | Ox?7... 0x7?
WS - IR 55 F5 IR AF (1D | AdIDCD) [ st sk (8) [ 875 (2) | IR 45 S80I B (2) | IE Ak (8) | AdID
(1) |22 4B RHS)

Bdlfa, 2.

WhJZ : Wired DLL

i % F% : Wired Key Establish Confirm

Wi: 0x11 | 0x?? | 0x03 | 0x7? 0x?? | 0x?7?7 0x?? | 0x?7 0x?? | 0x?? 0x?? | 0x?? 0x?7 0x?7 Ox?7 |
0x00

WL - IR 55 BRI AT (1D | AIDCD) [k (D [ 515 (2) [ BE (2) [ IRt b (2) [ % 8 TD(4)
|3 HRZS (D
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Bt 1.

WpJZ : Wired DLL

44 FR : Wired FD Join Response

M. 0x07 | 0x?? | 0x?7 ... 0x?? | 0x??7 0x?7? | 0x?? 0x?? | 0x?? | 0x?7 ... 0x?? | 0x00 | 0x03
TSR R A . AR 5 AR IRAT (1D [AIDCD | H A Lk (8) [BLF 5 (2) | Bl 45 S 80K BE (2) | AD B (D) |
AD F1 3% (n) RS (D [ b hik (1) |

Bnf 2.
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il 2. Wired DLL

i 4 % : Wired Key Establish Request

P— Mi: 0x10 | 0x?? | 0x03 | 0x?? 0x?? | 0x?? 0x?? | 0x?? 0x?? | 0x?? 0x?? | 0x?? 0x?? | 0x02 |
0x?7 ... 0x?? | 0x?7 ... 0x?7 | 0x?77 0x?? 0x?7? 0x??

WT3sk 156 B - AR S5 AR IR (D [AIDCD | B gkl (D [ 7515 () [ K E ) | B ik (2) | %44
ID(2) | #9127 (1) | %5 91 0 B 1) €6) | 485 8 () | #5491 MIC(4) |

8.1.15 IMI7i% & KEDU Z4$H 4> & MiX [ GW-RUNO15 ]

2032 FH 0 3 P O 3% 4% e A5 I i R % 1R 45 4y & KEDU %%,

3 A

a) ML 2R G I A 5 ) 45 5 3 ok A 2 o) 0 3 K 36 I A T AR SR v 5

b) R A B B A I AT SR G 38 A 4R R B B A i A I, 3 &2 KEDU %5 41
o3RG K

o) MHK R G AENCEN % A 53 K KT » 38 2ok A 4 ) Bl 1 £ Ak B B 43 i 5

d) Dt 2R G A 110 1 S5 A B ) R SCHEAT HRE TR B X DG E DU 5 ek

BAAWE R an 18 78 B BRI BB an gk 94 FrR

e B TRRL
< BHREMAET ———
- BURREWMAWN b

FHHSHR (KEDU) #HRK —»
<« F{4r Kk (KEDU) WipE

78 IMiFHi& & KEDU FA 5 LMK K E

xR 94 MIFIEE KEDU 40 4> & izt 358 AR

JH 11 44 B Bt KEDU % 414 & i [ GW-RUNO15 |
B 1% £ EESY &3

MR R 48 (e A5 25 B A B 5% 45 R 2%
A5 3 4% 14 Bl T A B 58 O I R G (B A B4 Y 0% U5 P CHE B B T D
SecLevel = 2~8

TEST BODY:

SendPacketl = WiredFDJoinIndication;

M3 4 A0S | SendPacket2 = WiredKeyEstablishRequest(KEDU) ;
Ak RefPacketl = WiredFDJoinResponse;

RefPacket2 = WiredKeyEstablishConfirm;
wiredSend(SendPackel) ;
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WHILE(Receive(RevPacket) . type | = RefPacketl.type) for MaxWaitTime;
IF(RcevPacket.type = = RefPacketl.type)
{

IF (wiredVerify(RcvPacketl.all, RefPacketl.all) | = SUCCESS)

{

Printscreen(“Wired FD Join ResponsePayload error!”) ;
TestCaseResult =“FAILED”;

}
ELSE
{
Printscreen(“FD Join Success!”);
TestCaseResult =“FAILED”;
}
}
ELSE
{
Printscreen( “No WiredFD Join Responsereceived!”) ;
TestCaseResult = “FAILED”;
}
WHILE(Receive(RevPacket) . type | = RefPacket2.type) for MaxWaitTime;
IF(RevPacket.type = = RefPacket2.type)
{
IF (wiredVerify(RcvPacket.all, RefPacket2.all) | = SUCCESS)
{
Printscreen(“Wired Key Establish Request Payload error!”);
TestCaseResult =“FAILED”;
}
ELSE
{
wiredSend(SendPacket2) ;
Printscreen(“KEK Establish Test Success!”) ;
TestCaseResult =“SUCCESS”;
}
}
ELSE
{
Printscreen( “No Wired Key Establish Request received!”) ;
TestCaseResult = “FAILED”;
}

Printscreen(TestCaseResult) ;

TEST RESULT:
SUCCESS or FAILED
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HUR= N W € R A

ByEf 1.

Y Z . Wired DLL

mi4 Fx . Wired FD Join Indication

Wi: 0x06 | 0x?7? | 0x?7 ... 0x?? | 0x?? 0x?7 | 0x?? 0x?7 | 0x?7 ... 0x?? [0x?? | 0x?7... 0x??
WU . MR 45 AR AT (D | AdIDCD) | BB AR (8) |41 %5 (2) | M 45 2 50K B (2) | I otk (8) | AdID
(D [ %2k

AR 2.

P Z . Wired DLL

i % FK : Wired Key Establish Confirm

M. 0x11 | 0x?? | 0x03 | 0x?? 0x?? | 0x?? 0x??7 | 0x?? 0x??7 | 0x??7 0x?7 | 0x?? 0x?? 0x?? 0x?7 |

0x00
WU - IR 45 B AF (D | AdIDCD [ Il (D [&F 515 (2) [/ KB (2) [ Ttk (2) [ % 4] ID(D)
[ HIRE D
ZH
HINEER VAL € 4 iR
B 1.

Pri )2 : Wired DLL

{4 # : Wired FD Join Response

Mi: 0x07 | 0x?? | 0x?7 ... 0x?? | 0x?? 0x?? | 0x?? 0x?? | 0x?? | 0x?? ... 0x?? | 0x00 | 0x03
Mt3sk 156 B« R S5 AR IRAF (D) [AID(D) | B bk (8 [ )75 (2) [R5 S 8K B (2) | AD & (D |
AD %3 (n) PIRF (D [ R hE (D

Bal e, 2

il 2. Wired DLL

i 44 FR : Wired Key Establish Request

Wi: 0x10 | 0x??7 | 0x03 | 0x?? 0x?? | 0x?? 0x?? | 0x?? 0x?? | 0x?? 0x?? | 0x?? 0x?? | 0x03
0x?7 ... 0x?? | 0x?7 ... 0x?? | 0x?7? 0x?? 0x?7? 0x??

I UL . IR S5 AR IR AT (D | AdID(D) | H A hk (D [ F 35 (2) [ ) | H Ak (2) | %4
IDC2) | % A2 B (L) | 45 B 0HG i [R) (6) | %% 8 () | 2 41 MIC(4)

8.1.16 IMiAi% & KEDB 44 & ik [ GW-RUNO16 |

2 I3 451 00 3 0 G B 9 BE T IE W O B L& o &k KEDB % 4.

i R h
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by BN B g FE MR B B A N AT SRS 8 1 A 2R (8] B8 s 5 I AR B 9 K KEDB 4 4
Iy AR 5
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HARE A pE 79 Fros  HARSB ik 95 s .
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Seclevel = 2~8
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TEST BODY .
SendPacketl = WiredFDJoinIndication;
SendPacket2 = WiredKeyEstablishRequest(KEDB) ;
RefPacketl = WiredFDJoinResponse;
RefPacket2 = WiredKeyEstablishConfirm
wiredSend(SendPackel) ;
WHILE(Receive(RevPacket).type | = RefPacketl.type) for MaxWaitTime;
IF(RevPacket.type = = RefPacketl.type)
{
IF (wiredVerify(RcvPacketl.all, RefPacketl.all) | = SUCCESS)
{
Printscreen(“Wired FD Join ResponsePayload error!”) ;
TestCaseResult =“FAILED”;
}
ELSE
{
Printscreen(“FD Join Success!”) ;

TestCaseResult =“FAILED”;

}
ELSE
{
Printscreen( “No WiredFD Join Responsereceived!”) ;
TestCaseResult = “FAILED”;
}
WHILE(Receive(RevPacket).type | = RefPacket2.type) for MaxWaitTime;
IF(RevPacket.type == RefPacket2.type)
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%+ 95 (&)
{
IF (wiredVerify(RcvPacket.all, RefPacket2.all) | = SUCCESS)
{
Printscreen(“Wired Key Establish Request Payload error!”) ;
TestCaseResult =“FAILED”;
}
ELSE
{
wiredSend(SendPacket2) ;
Printscreen(“KEK Establish Test Success!”) ;
3 O 1% 65 TestCaseResult =“SUCCESS”;
fifi i }
}
ELSE
{
Printscreen( “No Wired Key Establish Request received!”) ;
TestCaseResult = “FAILED”;
}
Printscreen( TestCaseResult) ;
TEST RESULT:
SUCCESS or FAILED
RS WY& €/ R
Bty 1.
PrUZ . Wired DLL
i 44 # . Wired FD Join Indication
Wi: 0x06 | 0x?7?7 | 0x77 ... 0x?? | 0x?7?7 0x??7 | 0x?? 0x?7 | 0x?7 ... 0x?7 |0x?7 | 0x?7... 0x??
WO BT IR 55 AR IAF (D [AAIDCD | P hE (8) [ )55 (2) [ iR 55 2 8K B (2) | P M bk (8) | AdID
(D) [ % 2B
B 2.
MR . Wired DLL
i 4 7 : Wired Key Establish Confirm
BRI . Ox11 | 0x?? | 0x03 | 0x??7 0x?7 | 0x?7 0x?? | 0x?? 0x?? | 0x?7 0x?? | 0x?? 0x?? 0x?? 0x?7 |

0x00
T 156 B« AR 55 A5 IR AF (D) [ ADIDCD) [ HAE (D |7 505 (2) [ BE (2) [ P hE (2) | 2545 ID(4)
[ %R (D

W 2R 58 1 W A A A

BiEe 1.

il )2 . Wired DLL

i 4 # . Wired FD Join Response

Wi. 0x07 | 0x7? | 0x77 ... 0x?7 | 0x7? 0x?7 | 0x?? 0x7? | 0x?? | 0x?7 ... 0x?? | 0x00 | 0x03
WU . IR AR IRAE (D | AIDCD | B 59 bk (8) [ 5 (2) | IR& S 5K BE (2) | AD %i (1) |
AD %1 3 (n) | BRZS (1) [ J Hihk (D
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< 95 (£0)

ity 2.
P )Z: Wired DLL
i FR: Wired Key Establish Request

Z 2R E Mi. 0x10 [ 0x?? | 0x03 | 0x?? 0x?7 | 0x?? 0x?? | 0x?? 0x?? | 0x?? 0x?? | 0x?? 0x?7 | 0x04 |

0x?7 ... 0x?7 | 0x?7 ... 0x?7 | 0x?7 0x?7 0x?? 0x??
WA I . AR 45 FRIRAT (1D T AdIDCD | B 3k (D [ 7515 (2) [ B (2) | B ik (2) | % 4]
ID(2) | B4 SR (1) | 25 40 06 Bt 18] (6) | 5 40 (n) | 54 MIC(4)

8.1.17 MIFiE & KEK I HEZEM{ [ GW-RUN0O17]

T2 P 9] P 0 a1 O 18 A BE A E A Ak BRI B A ) KEK B 1 80 % .
S WOR SR

a)

b)
<)
d

DI AR G822 2 AR 5 4 28 0, I3 AR 48 (e A B ) T8 3o A 46 1) B0 4 k1% KEK %%
ENE EiEFNOR

B e A Y B 2 A il B AR R 1R Sl 1 A ek ik KEK 34 308 K

I 2R 8 3 A R 1) Bl N 9 R T R R A

I3 28 0K SR Y 4 5T 55 0 B2 9 iR ST 0T EE 2R G DT S A D sl 1

FLARE A 80 7 » HAAI Ui Wl i 96 Brs .

e e % TARS

[ REEEHRR

FHEF (KEK) HR >

< BHPEH (KEK) WY

B 80 IMipiZ& KEK WHEENiXHEFERE

& 96 HIHiRHF KEK K E5E WK% A

Fl 14 B B KEK Zoidi & & i [ GW-RUNO17]
aliE EESEES
I F GE T AR 7% 00 45
A 4 MR 2 58 ek M AR S 1 BT IR C B CRE T B 2 DD

KEK &g A
Seclevel =2~38

TEST BODY:.

sk 4 A8HS | SendPacketl = WiredKeyAttackAlarmIndication

fifi ik

SendPacket2 = WiredKeyUpdateResponse;
RefPacket = WiredKeyUpdateRequest (KEK) ;
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& 96 (1)
wiredSend(SendPacket]) ;
WHILE(Receive(RevPacket)).type | = RefPacketl.type) for MaxWaitTime;
IF(RevPacket.type = = RefPacketl.type)
{
IF (wiredVerify(RcvPacket.all, RefPacketl.all) | = SUCCESS)
{
Printscreen(“Wired Key Update Request Payload error!”);
TestCaseResult = “FAILED”;
}
ELSE
{
W3 A 4 O AR 45 wiredSend(SendPacket2) ;
iR TestCaseResult = “SUCCESS”;
}
}
ELSE
{
Printscreen(“No Wired KeyUpdate Request received!”) ;
TestCaseResult = “FAILED”;
}
Printscreen( TestCaseResult) ;
TEST RESULT:
SUCCESS or FAILED
IR WY& &R
Bty 1.
Prif)Z . Wired DLL
i 44 7% : Wired Security Attack Alarm Indication
Wi. 0x14 | 0x?7 | 0x03 | 0x?7 0x?7 [0x?? 0x?? [0x01 | 0x?? 0x?? | Ob" " *** "2 1 |
WU B = M55 AR IRAF (D [ ADIDCD [ I hE (D [ )55 (2) [ IR 55 S8R BE () [ R A B8R (D |
A ID) | HERED
Bt 2.
il 2 : Wired DLL
i 44 7% : Wired Key Update Response
2B

Wi: 0x13 | 0x??7 | 0x03 | 0x??7 0x?? [0x?? 0x?? | 0x?? 0x?? | 0x00
MR B - R 45 AR R4 (D [ AAIDCD) [ESBhE (D [F 5 () [R5 S HK E (2) | % 4] ID(2) | % 4]
IRE D

T2 R 46 1o OECHE £,

il 2 : Wired DLL

i 44 % : Wired Key Update Request

Wi 0x12 | 0x?7? | 0x03 | 0x?? 0x?? |0x?? 0x?7 | 0x03 | 0x?? 0x?? | 0x02 | 0x?7 ... 0x?? | 0x?7?
... 0x??7 | 0x??7 0x?? 0x?? 0x?7

I UL . IR 45 AR R AT (D | AID(D) | B ekt (D [R5 (2) [R5 S E ) | Hthk (D [ 25
B IDC2) | B A2 R (L) | 55 0T I B (6) | 28 BME (16) | %5 41 MIC(4)
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8.1.18 #MiFi%Z & KEDU K HHZMiX[ GW-RUN018 ]

203 451 P 00 e 0 R 5 7 BE 7 IE R AL B B B A ) KEDU % 9] 20l 5%

2

a) MK R G A AW B A 28 )5 R G (R A o)l 2o A 4 1] i X & 1% KEDU %2
ENtE EEVNOE

by B A R 2 A R R S L 1 K R G A 2Rk KEDU #4918 OK

o) IR AR G AL 1) I A Ak B TR O

A AR A B A ) 41 ST S R 4 SCRE AT T EE U SR ES DC I DU A D 3

HARE 7 81 frzs  HAAS Bl Wl sk 97 Brs .

BB WARG

< ZAEEERR

FYIEH (KEDU) kK ——»

<« HPIEH (KEDU) W

B 81 IMiFiZ& KEDU WHESZENikeFE

%97 MIFiZ & KEDU I &2 )izt i3 AF

i 48 B WG KEDU il 452 i GW-RUNO18 |
e ZESEE3

AR 1A%

DI R 58 1 A #5345 0 2%

B R 5 8 58 ek It 2R S A R R G B GRE L6 % 8 DD
KEDU &g H

Seclevel =2~8

I PR AT |

Eii B>

TEST BODY .

SendPacketl = WiredKeyAttackAlarmIndication

SendPacket2 = WiredKeyUpdateResponse;

RefPacket = WiredKeyUpdateRequest (KEDU) ;

wiredSend(SendPacket]) ;

WHILE(Receive(RevPacket)).type | = RefPacketl.type) for MaxWaitTime;
IF(RevPacket.type = = RefPacketl.type)

IF (wiredVerify(RcevPacket.all, RefPacketl.all) | = SUCCESS)
{
Printscreen(“Wired Key Update Request Payload error!”);
TestCaseResult = “FAILED”;
}
ELSE
{
wiredSend(SendPacket?2) ;
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%< 97 ()

TestCaseResult = “SUCCESS”;

}
ELSE
{
W 1D AR T Printscreen(“No Wired KeyUpdate Request received!”) ;
R TestCaseResult = “FAILED”;
}
Printscreen(TestCaseResult) ;
TEST RESULT.
SUCCESS or FAILED
IR W& 5 € O
BiEa 1.
Bl 2. Wired DLL
i % FK : Wired Security Attack Alarm Indication
Wi. 0x14 | 0x?7 | 0x03 | 0x?7 0x?? [0x?7 0x77 [0x01 | 0x?77 0x??7 | Ob" """ " "7 1
WO B - MR 55 AR R4 (1D | AIDCD) [ JE ik (1D [ 5 (2) [ Ik 55 S8 B (2) | % 4 53 B i (1) |
WY ID2) |5 EHR R (D
AR 2.
il 2 : Wired DLL
i 44 Ff : Wired Key Update Response
e ¢ ) Ii. 0x13 | 0x?? | 0x03 | 0x??7 0x?? |0x?? 0x?? | 0x?? 0x??7 | 0x00

WU BEIT 15 R (D [ AIDCD | B AL (D |75 5 (2) | IR % 2 50K () | 499 IDC2) | 4 47
WA

HR= N WA €/ E I

o 1.

P2 : Wired DLL

i % FK : Wired Key Update Request

Wi: 0x12 | 0x?? | 0x03 | 0x?? 0x?7 [0x?7 0x?7 | 0x03 | 0x?7 0x?? | 0x03 | 0x?7 ... 0x?7 | 0x??
... 0x?7 | 0x?7 0x?7 0x?? 0x?77

Widsk 58 B . R 45 AR RAT (1) [AdID(D) | H B bk (D [ 0575 (2 | IR S SEUKE () | B i Huhk (1) | %5
B IDC2) | B 12T (D) | 5 91 H0E B B (6) | 25 $1MH (16) | % 8 MIC(D)

8.1.19 IiFi% & KEDB W& Z ik [ GW-RUN019]

2P ) P R O 18 4 BE A 1E A AL B 7 A 19 KEDB 25 1 00l %

3o A o

@) MHR R G L AN AP B4 28 05 - R R G (B AR ) 3 1 A 46 1wl 5 i3 4% K % KEDB %
Nt SEVNCOE

b BN B A R 22 A B AR R i 1] PN R Gl A R Kk KEDB % 91 53R

o) I AR G T I A AR 1 I R R T BT A

d) R AR G A3 R A1 S R A A SCHEA TR L SR X DT B DU A S 4

HARE g 82 s HAAR i i Wl fn 98 frn .
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BB TRARS

< ZEEEER

FHYIEH (KEDB) Rk ——»

[« HHPEH (KEDB) Wi

& 82 I15i% % KEDB I &2k it B

%98 II5ik & KEDB W H & &Mk i% A

i 45 B

B 47 % % KEDB 35 45 2 38 [ GW-RUNO019

e B

EESEE3

AR 1A%

DR AR 0 8 I AR 52 75 99 2%

BRI T 58 e I R S A R R G B GRE L4 % 8 DD
KEDB & g H

SeclLevel =2~8

I T 8 4 AT
fili i

TEST BODY .
SendPacketl = WiredKeyAttackAlarmIndication
SendPacket2 = WiredKeyUpdateResponse;
RefPacket = WiredKeyUpdateRequest (KEDB) ;
wiredSend(SendPacketl) ;
WHILE(Receive(RcvPacket)).type | = RefPacketl.type) for MaxWaitTime;
IF(RevPacket.type == RefPacketl.type)
{
IF (wiredVerify(RcvPacket.all, RefPacketl.all) | = SUCCESS)
{
Printscreen(“Wired Key Update Request Payload error!”);
TestCaseResult = “FAILED”;
}
ELSE
{
wiredSend(SendPacket2) ;
TestCaseResult = “SUCCESS”;

}
ELSE

{
Printscreen(“No Wired KeyUpdate Request received!”) ;

TestCaseResult = “FAILED”;
}

Printscreen(TestCaseResult) ;

TEST RESULT:
SUCCESS or FAILED
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< 98 (2p)

SHRIE

T R G0 0 & O3 £,

B 1.

P JZ . Wired DLL

i 4 Ff : Wired Security Attack Alarm Indication

Wi. 0x14 | 0x?? | 0x03 | 0x?? 0x?? |0x?7 0x?? [0x01 | 0x?? 0x?? | Ob™ " """ "7 1

WL - RS AR AT (D | AAIDCD) | JE b hk (D [ )55 (2) [R5 S 8K ¥ (2) | % &5 50w (D |
P ID2) |5 bRk (D

Bl 2.

P )2 : Wired DLL

i 4 % : Wired Key Update Response

Ii. 0x13 | 0x?? | 0x03 | 0x??7 0x?? |0x?? 0x?7 | Ox?7 0x??7 | 0x00

MR B RS ARIRAF (D [ ADIDCD | b EE (D [ 75 (2) | IR 55 S 8K B (2) % 81 ID(2) | % 4
REMD

R WA &S €L I

ByEf 1.

YrYZE : Wired DLL

i 44 7% : Wired Key Update Request

. 0x12 | 0x?? | 0x03 | 0x??7 0x?? |0x?? 0x?? | 0x03 | 0x??7 0x?? | 0x04 | 0x?? ... 0x?? | 0x?7?
... 0x77 | 0x?7 0x?77 0x77 0x77

W A . AR 45 AR LA (D T ADIDCD) | B A stk (D |5 5(2) | B4 280K B () | B b bk (1) | %5
B IDC2) | B H AR (L) | 85 4 WO I B (6) | 28 B (16) | %5 4 MIC(4)

8.1.20 I 3%i& & KEK F #H#8 iH&Z MK [ GW-RUN020 ]

2 I3 B8P 0 3 0 R G 7 BE T I AL BE B B A 1 KEK 8 51 BT I 4

LI 7

a) R R G A AN B 5 W 45 Ja TR R 48 (B A4S 20 A3 2K 1 g 3% 4% & 3% KEK %
ENtE EEVNOE

by BN B A MR 22 A B AR N i 1) P R SR A Rk KEK 5 9T BN R

o) P AR G i A e I A A 1K R BT R A 5

) IR AR G F A B A 4 S R A A SCHEA T B A SR S DT S DU A S 4

HARE g 83 s HAAR I B Bl ke 99 frs .

CEl g TARS

<« BEEERR

FHEH (KEK) ik ———»

< WHEH (KEK) WM

— —
B 83 Iipik& KEK BB HENXEFE
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®99 HIHiLHF KEK EHBE M EENX A

i 45 B

B KEK B 5 2 ) 1 GW-RUN020 ]

e

W) 5% B A

PRI K 2% 1F

L FR LT AR B 55 ) 45
B P 53 B e i I 1 2R G A IR INC W GRE T BE B L D
KEK & Jg A

SeclLevel =2~38

I 9 4 AT

ik

TEST BODY.

SendPacket]l = WiredKeyAttackAlarmIndication

SendPacket2 = WiredKeyUpdateResponse;

RefPacket = WiredKeyUpdateRequest (KEK) ;

wiredSend (SendPacket1) ;

WHILE(Receive(RevPacket)).type | = RefPacketl.type) for MaxWaitTime;
IF(RcevPacket.type = = RefPacketl.type)

{

}

IF (wiredVerify(RevPacket.all, RefPacketl.all) | = SUCCESS)
{
Printscreen(“Wired Key Update Request Payload error!”) ;
TestCaseResult = “FAILED”;
}
ELSE
{
wiredSend(SendPacket2) ;
TestCaseResult = “SUCCESS”;

ELSE

{

}

Printscreen(“No Wired KeyUpdate Request received!”) ;
TestCaseResult = “FAILED”;

Printscreen(TestCaseResult) ;

TEST RESULT:

SUCCESS or FAILED

2% Jdi

W R G 1 A& B 4

LG/

WMYZ : Wired DLL

i 44 % : Wired Security Attack Alarm Indication

i, 0x14 | 0x?? | 0x03 | 0x?? 0x?? |0x?? 0x?? |0x01 | 0x?? 0x?? | Ob* ***** 19
MU B - AR5 R IRAT (D | AAIDCD) [ P hE (D [ 55 () [R5 S K E (D | %4 E
A ID) |5 &R E D

Bnf 2.

)2 : Wired DLL

2

=

BE (D |
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%+ 99 (&)

i % FK : Wired Key Update Response

Wi. 0x13 | 0x?7 | 0x03 | 0x??7 0x?7? |0x?? 0x?? | 0x?? 0x?? | 0x00

W6 BT . AR 55 AR R 45 (1) [ AAIDCD) [ HE (D |5 () | IR S H K E(2) | %45 ID(2) | % 4]
R D

W2 R 28 I OB A 2,

Byuf 1.

P )2 : Wired DLL

i 42 7% : Wired Key Update Request

Wi. 0x12 | 0x?? | 0x03 | 0x?? 0x?? |0x?? 0x?7 | 0x03 | 0x?? 0x?? | 0x02 | 0x?7 ... 0x?? | 0x??
.. 0x?7?7 | 0x?7 0x?77 0x??7 0x?7

WS I« AR 45 AR AT (D [ AdIDCD | H 3tk (D [ )55 (2 | IRESHKE (2 | Bkt (D | %
B IDC2) | BT (D) | 25 91 0E B B (6) | 25 B H (16) | % 4 MIC(D)

8.1.21 IMi7i% & KEDU T # 8 i HZ ik GW-RUN021 ]

2 D03 B8P T 0 3 0 R G 1 7 BE T I AL B B B A ) KEDU 4% 9 507 B i 45

ML 7
a) MR GE 5 AR B A 46 I R 8 (R A B9 ) il 2o A 4 1) i 5 4 e 16 KEDU %2
ENtE EEVNOE

b) B S B A i AR R S 1 I R G i A R ik KEDU %5 4] 8315 5K 5
o) R AR G T I A 1 A A A 1K R BT R R A 5

) R AR G 1 A3 A 4 S R A A SCHEAT R L SR X DT B DU A S i
HARE A p 84 s HAAI KB Wl ik 100 s

Gl S WA RS

 RABERE

FHHEH (KEDU) R ———»

<« FHPHEF (KEDU) WipE

E 84 INi5i% & KEDU = & 8 Bt & 2 i i 5 B

& 100 F3Hi& & KEDU 5 H78 i & 2 il i it AR

45144 B Gz KEDU 5557 i % 11X GW-RUNoO21 ]
B 7 EESEE

MR 2% 1F

WHR R 40 2 AR 3 55 9 4%

B R 2 58 BRI i 2R e 1Y BT R G B GRET L B B D
KEDU EJ8 H

SeclLevel =2~8
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% 100 (&)

TEST BODY .

SendPacket] = WiredKeyAttackAlarmIndication
SendPacket2 = WiredKeyUpdateResponse;
RefPacket = WiredKeyUpdateRequest (KEDU) ;
wiredSend(SendPacketl) ;

WHILE(Receive(RevPacket)).type | = RefPacketl.type) for MaxWaitTime;
IF(RevPacket.type = = RefPacketl.type)
{
IF (wiredVerify(RcvPacket.all, RefPacketl.all) | = SUCCESS)
{
Printscreen(“Wired Key Update Request Payload error!”);
TestCaseResult = “FAILED”;
}
R 1 D A ELSE
ik {
wiredSend(SendPacket2) ;
TestCaseResult = “SUCCESS”;
}
}
ELSE
{
Printscreen(“No Wired KeyUpdate Request received!”) ;
TestCaseResult = “FAILED”;
}

Printscreen( TestCaseResult) ;

TEST RESULT:
SUCCESS or FAILED

I 7R 55 0 & B4 A

Bt 1.

il 2. Wired DLL

i 44 #% : Wired Security Attack Alarm Indication

Wi: 0x14 | 0x77 | 0x03 | 0x?7 0x?? [0x?77 0x?7 [0x01 | 0x?7? 0x??7 | Ob" """ * 17

WSk - MRS ARRAF (D [AIDCD) [k (D [F 5 (2) [R5 S 5K (2) | 24 525 (D |
Z %R W 1D | H &R (D

Kt 2.

P)Z : Wired DLL

i 4% 7% : Wired Key Update Response

M. 0x13 | 0x?? | 0x03 | 0x?? 0x?? |0x?? 0x?? | 0x?? 0x?? | 0x00

MR R S5 AR RAF (DD T AAIDCD) [ bR (D 275 (2) | IR 55 S 8K B (2) | % 81 1D(2) | % 41
RE D
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%< 100 (D)

ZH R

W R G 1o e A £, «

a1

WHZ : Wired DLL

i 44 % : Wired Key Update Request

M. 0x12 | 0x?? | 0x03 | 0x?? 0x?? |0x?? 0x?? | 0x03 | 0x?? 0x?? | 0x03 | 0x?? ... 0x?? | 0x??
... 0x??7 | 0x?7 0x?7 0x?? 0x?7

I UL B . IR S5 AR R AT (D | AID(D) | H ek (D) [ 5 (2) [ IS S E (2) | H A hE (D) [ %5
B IDC2) [ 267 (D) | B 0TS B PR (6) | 2B 1A (16) | % 4] MIC(4)

8.1.22 IMi7i% & KEDB T #8 if 5 Z ik [ GW-RUN022 |

P 5] P D0 10 5 o BE A 1 B A0 BB 8 A 1) KEDB %5 4 3057 8 5 %
M3 728 -
a) PR AR GE AN B A 19 2% i IR G (B A BE ) A 2k 1) B 3 7 1% KEDB %

EER EEENON

b W A B L A AR R i 1 R AR S i A 2 ik KEDB % 81 BT oK

o) I AR G T S A AR I A R R T SRR A

d) IR SR B E A9 4 SC-5 ) B 0 A S AT X G G R S DC IS DA D i i

HARIE P 85 fir i » AL BE Ban & 101 Fs .

B WARS

< LEEERT

FYIE B (KEDB) ik ——»

< HYIEH (KEDB) Wi

B 85 Ii5i% % KEDB T #i8 B &2 it i 5 B

* 101 M3IFi& & KEDB T 37 8 it & 2513 35 BF

FH 1 45 % W7 4 KEDDB B8 57 i) 425 % ) i [GW-RUN022 ]
B 5 W 15 #
I 22 45 2 A B0 5 ) 4%
et 2 1 BRI T 58 O I X 2R G 110 9% R IC B R T LB B L B
KEDB B J5
SecLevel =2~8
TEST BODY:
R B A4S | SendPacketl = WiredKeyAttackAlarmIndication
AR SendPacket2 = WiredKeyUpdateResponse;
RefPacket = WiredKeyUpdateRequest (KEDB) ;
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wiredSend(SendPacketl) ;
WHILE(Receive(RevPacket) ).type | = RefPacketl.type) for MaxWaitTime;
IF(RevPacket.type = = RefPacketl.type)
{
IF (wiredVerify(RcvPacket.all, RefPacketl.all) | = SUCCESS)
{
Printscreen(“Wired Key Update Request Payload error!”);
TestCaseResult = “FAILED”;
}
ELSE
{
032 FH 0 0 A% 65 wiredSend(SendPacket?2) ;
iR TestCaseResult = “SUCCESS”;
}
}
ELSE
{
Printscreen(“No Wired KeyUpdate Request received!”) ;
TestCaseResult = “FAILED”;
}
Printscreen( TestCaseResult) ;
TEST RESULT:
SUCCESS or FAILED
D32 2R G 0 R R A
R 1.
P2 . Wired DLL
i 44 #% : Wired Security Attack Alarm Indication
Wi. 0x14 | 0x?77 | 0x03 | 0x?7 0x?? |0x?? 0x?? [0x01 | 0x?? 0x?? | Ob" * "~ ** 17
MR BB AR S5 AR RAF (DD [ ADIDCD) [ Jdb ik (DD [2)545 (2) IR 55 S 80K B (2) | % 25 40 (D) |
FH ID2) |5 E R (1D
ity 2.
PHYZ : Wired DLL
i % FK : Wired Key Update Response
SRR Mi: 0x13 | 0x?7 | 0x03 | 0x?? 0x?? [0x?? 0x?? | 0x?? 0x?? | 0x00

WK+ AR 45 AR IR (D | AdIDCD) | JEHhE (D) |15 5 (2) | IR 45 2 80K 1 () | %41 1ID(2) | %54
RED

R WA & &/

LG T

PpLUZ . Wired DLL

i 44 % : Wired Key Update Request

Mi. 0x12 | 0x?7 | 0x03 | 0x?? 0x?7 |0x?? 0x?7 | 0x03 | 0x?? 0x?7 | 0x04 | 0x?7 ... 0x??7 | 0x??
... 0x??7 | 0x?7 0x?7 0x?? 0x?77

WS < 5 A (1 | AdIDCD) | H A b (D | L1 (20 | 45 280K I (2) | H 3 (D | 85
B ID(2) A2 (D) | B A B0 I BR (6) | B 4AMH (16) | %81 MIC(D)
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8.1.23 P/S i@ {EMiX[ GW-RUN023]

T2 X P 9] 3000 3K ) S T 5 R A T A e 3% e AR

I 2R

a) BB AR E VCR 45005 . H AL 3217 AMPB ARZSHL . ) ] i 2 58 4 3% S A 5030 5

by AE 4 AT A P IR G R AR CE 3 A L BN R A R R B SR R B R R 2
1 X TimeSlot;

o) R ZR G0 4 SO AR T SC 5 3 B B R SCHEAT X G 2R b X DR TEC LR S 0% 25 AN o R Ok
P22 I 3 aE i

HAKI - an & 86 s BRI B ik 102 frs .

el e % WRARS

KA (PUBLISH) ¥R ——»f

B 86 P/SEEMIXEFFE

* 102 P/SEENIXi%EA

FH 5 24 Fr P/S {5 X [GW-RUN023]

B 5 A% W 56 1

AR 0 3K 4% BB 2 mA
TEST BODY:
RefPacket =UAPPublishRequestMessage;
Count = 03

pRZY
fifi i

WHILE(1) | for 4" SuperframeCycle
{

IF (Receive ( RevPacket). DLL i Header. ffi Control. i Type = = 0b00001 &.& Receive
(RevPacket) . ASLHeader. PacketControl. MessageType = = 0b011 &. & Receive (RevPacket). ASL-
Header. PacketControl. Serviceldentifier ==0b00)
F IR {
Count+ + H
IF (Verify(RcvPacket.all, RefPacket.all) | = SUCCESS)
{

Printscreen (“Publish Request Message error!”™) ;

TestCaseResult = FAILED;
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IF(Count < 3)

{
Printscreen (“Not Enough Data received!”);
TestCaseResult = FAILED;

}

ELSE IF(CycleError >>1" TimeSlot)

{
Printscreen (“Data Cycle beyonds tolerance!”) ;
) TestCaseResult = FAILED;
03P 4] P AR \
i ik
ELSE
{
Printscreen(“Publish Request Message Transmission Test Success!”);
TestCaseResult = SUCCESS;
}
Printscreen( TestCaseResult) ;
TEST RESULT:
SUCCESS or FAILED
LR W& &/
J
I3 2R G R
Bl 1.
P )Z :DLL
i 44 #f . DLLData
i . 0x90 | Oxaa | 0x?? | 0x?? 0x?7 | 0x?7 0x?? |0x?7 ... 0x?? | 0x?? 0x?? 0x?? 0x??
WU BT WS (D[4 IDCD | H bk (D 7515 (2) | WK B2 (2) [ DLL 284
(n) |[FCS(2)
SEHEE | g o,
PrXJZ . ASL
% FR: ASLDataResponse(PacketControl, UAP_ID, Asdulength, Asdu)
f: 0x06 [ 0x?7 | 0x?7 | 0x?7 ... 0x?7
WO BT AR (D | UAP FRIRAF (D | 3 4 B2 (2) [ 8045 (n)
Bl 3.
)ZE . UAP
M & & . UAPPublishRequestMessage
HE: 0x77 ... 0x77
iR B B A (n)
8.1.24 R/SEEMIRX(B31/E1E)[ GW-RUN024 |

2032 490 3 0 56 5 4% BE 5 I A Ak R B /A 1k A
3 A H
a)  HNE A AL 47 AMRS RS, L R & L& B s /514
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b) £ AlarmRptDur B[R] K R G0N 2D B 00E) 1 A5 8h /45 kw4 ol i 4 & s 8l /45
1B A B JRA 9 35 R iR 25 1 X TimeSlot;
o) R FR G0N S A S B R A SCHEAT BRG] G SR B 6] DR DU
ELRES 7 an & 87 frn s BRI B 4n 2 103 firw .

BB WRRG

4 (PEPORT) sk ——»f

E 87 R/SEEMIX(FE3N/E1E) K FE

F 103 R/SEEFEMXZ3/1E 1) WA

FI1 2 % R/S @5 ML OF 3 /45 1) [ GW-RUN024 ]

sl

W& W 1 A

B A AF | BB 2 A R 2%

3 il ph 1A

filiig

TEST BODY:
RefPacket= UAPReportRequestMessage;
WHILE(D) | forAlarmRptDur
i
IF(Receive(RevPacket). DLL i Header. i Control. i Type ==0b00001
&.&.Receive(RevPacket). ASLLHeader. PacketControl. MessageType
=0b100&: & Receive(RevPacket) . ASLHeader. PacketControl. Serviceldentifier = =0b00)
{
IF (Verify(RcvPacket.all, RefPacket.all) | = SUCCESS)
{
Printscreen (“Report Request Message error!™) ;

TestCaseResult = FAILED;

}

ELSE IF(CycleError >1 * TimeSlot)

{
Printscreen (“ReportData Cycle beyonds tolerance!™) ;
TestCaseResult = FAILED;

}

ELSE

i
Printscreen(“Report Request Message Transmission Test Success!”);

TestCaseResult = SUCCESS;
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I T A8 4 AT
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Printscreen( TestCaseResult) ;
TEST RESULT:
SUCCESS or FAILED

e3¢0

NGV Y& € RO
T

W 2R G 1 R

o 1.

Pl :DLL

i 44 % : DLLData

Ii. 0x90| Oxaa | 0x?? | 0x?? 0x?? | 0x000xOb| 0x010x?? 0x070x?7 ... 0x??
TS 156 B - o i (1) | 2% IDCD [ sk B sk (1) [ 7515 (2) [ B (2) | i far (11D FCS(2)
e 2.

Wi JE . ASL

44 FK: ASLDataResponse(PacketControl, UAP_ID, Asdulength, Asdu)
f3: 0x01 | 0x7?7 | 0x00 0x07| 0x?7 ... 0x??

WA U8 B« A4 (D T UAP AR (D | 8K B2 (2) | 3R Aaf (7)

Bt 3

iz . UAP

B % Fr . UAPReportRequestMessage

T8 0x?77 0x77 | 0x77 0x?77 0x?7 0x?77 | 0x?77

WU . UAO FRIRAT (2) | 5 (D T BHFFEE (D

8.1.25 R/S #EE MK (R EHIA) [GW-RUN025 ]

23 451 00 3 R 5 5 7 RE 7 LE A A 3K Al 1 AT K

M3 2

a) IR AR G 1A B B A T8 TE A RS R

b) BB AL dztT AMCLORZSHL 1 I3 5 48 4 326 1 25 i DA 3 oK 5

o fE AlarmRptDur IF[E] Y 03K R GE0 2D e 1 A5 Bl AT 3K B0 B8 45 4 RS Bl A
TR A Y B KR 22 O 1 X TimeSlot

A PR G AT I T R DA KR L 0T BRI SO AT BT A SR S D P DU ) 3 i

HARRB ) 88 s » HAMS Ui Wl an sk 104 R
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104 R/SEEMRGREH N IRH

45144 B

R/S 1 5 M3 (45 51 0O LGW-RUNO025 ]

B 7

EESEE

MR 2% 1F

B B 4 2 A R 45

I 0 D AR T
filiig

TEST BODY .

RefPacket = UAOReportAckRequest;
WHILE(D) | for AlarmRptDur

{

IF(Receive(RevPacket). DLLframeHeader.frameControl. frameType ==0b00001 &.&.Receive
(RevPacket). ASLHeader. PacketControl. MessageType = = 0b101&- & Receive (RevPacket). ASL-
Header. PacketControl. Serviceldentifier ==0b00)

{

IF (Verify(RcvPacket.all, RefPacket.all) | = SUCCESS)
{
Printscreen (“Report Ack RequestMessage error!”);

TestCaseResult = FAILED;

}

ELSE IF(CycleError >1 * TimeSlot)

{
Printscreen (“Report Ack Data Cycle beyonds tolerance!”) ;
TestCaseResult = FAILED;

}

ELSE

i
Printscreen(“Report Ack RequestMessage Transmission Test Success!”) ;
TestCaseResult = SUCCESS;

}

Printscreen( TestCaseResult) ;

TEST RESULT:
SUCCESS or FAILED

NG A& S R

LPpiJZ . UAP

M B 4 FK : UAPReportRequestMessage

WA 0x?72 0x22 | 0x00 0x00 0x000x01 | 0x??

MR B . UAO ARIRAF (2) [ () | B & (D

Bt 2.

Pri)Z . ASL

4 FK . ASLDataReqeust(PacketControl, UAP_ID, Asdulength, Asdu)
f2.0x04 | 0x?? | 0x00 0x07 | 0x?? 0x?? 0x00 0x00 0x00 0x010x??

M L] . A (D [UAP ARIAF (D) | 8080 1 BE (2) | 8045 (7)
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F 104 (&)

e3¢0

Bl 3.

)2 : DLL

i 44 #f . DLLData

Wi: 0x90| Oxaa | 0x?7 | 0x?? 0x?? | 0x000x0b| 0x040x?? 0x00 0x070x?? 0x?? 0x00 0x00 0x00
0x010x?? | 0x?77 0x?7? 0x?? 0x??

M 50T - WA R (1D [ 48 IDCD [P s B b hk (D [F51)5-(2) | B (2)DLL 2§ (11 FCS(2)

I3 2R 8 0 OB

il 1.

P2 DLL

74 % : DLLData

Mi. 0x90| Oxaa | 0x?7 | 0x?? 0x?? | 0x00 0x08| 0x05 0x?? 0x00 0x04 0x?? 0x?? 0x?? 0x01 |
0x7?? 0x77

it B U B - T R (LD | 2% IDCD) [ H B9 ik (D [ 751145 (2) [ BE (2)DLL 24 (8) [ FCS(2)
Hfie 2.

P . ASL

134 FK: ASLDataResponse(PacketControl, UAP_ID, Asdulength., Asdu)

1. 0x05 | 0x?? | 0x00 0x04| 0x?? 0x?? 0x?? 0x01

WA 0 B A4 (D T UAP AR IUF (D | #A7 K BE (2) | 3R A (4)

Bt 3.

Uz . UAP

B % Fr : UAPReportAckRequestMessage

HE : 0x77 0x77 0x?77 0x01

WU . UAO FRIRAT (2) | # A1 (2)

8.1.26 C/SEEFEMiXGEE M [GW-RUN026

T 03 D 56 1 A AL RB S IE# K% /S MIB @ iE K .

AT R

a) BN K2 I L % A is AT AMCL AR HL. R &R 48 & 2% 352 (READ) 53K . L
B 2% DeviceList #4705 ;

b) R R GRS 3 (READ) i 3K 5 1158 0 i SCHEAT BT 20 5 bb X6 DG JE D0 35 ok

HLpR S an & 89 frzm o ELAAR I BB 4n 2 105 firR .
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F 105 C/SEREMAGEEM UM

45144 B

C/S 1 {5 i (32 @ #) [ GW-RUNO026 ]

B 7

EESEE

MR 2% 1F

B B 4 2 AT 2R 58 R 4%

0T 9] B4 AT
ik

TEST BODY .
RefPacket= UAPReadRequest(Devicelist) ;
WHILE(Receive( ASLDataRequest) .PacketControl®-0x1F! =0x04)forLossConnectDuration;
IF (Receive( ASLDataRequest) . PacketControl & 0x1F== 0x04)
i
IF (Verify(Receive( ASLDataRequest). Asdu,RefPacketl.all) | = SUCCESS)
{
Printscreen(“ ALRead MIB Request error!™) ;
TestCaseResult =FAILED;
}
ELSE
{
Printscreen(“ALRead MIB RequestTest Success!”) ;
TestCaseResult =SUCCESS;

}

ELSE

i
Printscreen( “NoALReadMIB Request received!”) ;
TestCaseResult = FAILED;

}

Printscreen(TestCaseResult) ;

TEST RESULT:
SUCCESSor FAILED

HURE WY & O
G

W 2R G2 UL

Bty 1.

iz UAP

4 K : UAPReadRequest(DeviceList)

£ : 0x00 0x00 | 0x83 | 0x?7 | OxIf

WU . UAO AR IRSF (2) [JEHARIRAF (D [ #2665 (D | B AR IRAF (D

BAn e 2

Pris)Z . ASL

134 B : ASLDataRequest(DstAddr, ServicelD, UAP_ID, Priority, Asdulength, Asdu)
£ : 0x04 | 0x00 | 0x00 0x?? | 0x00 0x00 | 0x83 |0x?? | Oxff

W 6B . 4 (D | UAP $RIRAF (D) | 37 K B (2) [UAO R 4F (2) | R HAR IR (D | i &R 5
(D R G FRIRAF (D
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8.1.27 C/SEREMK(5E ) [GW-RUN027]

2 03 0 56 35 A AL BB S IE B R % E MIB JE G K

Wt ot 7R

a) BN R G L B s 4T AMCLORZSHL. [ R 4 &% 5 (WRITE) iR, 'S
WA 2% DeviceList S 1] 47 M2 5

b) AR G E IS (WRITE) i85 3K 5 B0 58 (4 4 SCHEAT Ho X, 40 28 Lk DG e s D003 358 2o

ELpRES 7 an & 90 R s BRI 36 4n 2 106 iR .

BB WRRG

5 (WRITE) Rk ——— P

I (—
B9 C/SEEMNX(EEMS HFE

F 106 C/SEEMNXN(EREM A

FH ) 24 C/S @ fEm (5 R [GW-RUN027]
B B A W 56 15 25

B A AE | OB 2o A &R 58 R 2%

TEST BODY:

RefPacket = UAPWriteRequest(DeviceList) ;

WHILE(Receive( ASLDataRequest).PacketControl&.0x1F! =0x02) forLossConnectDuration;
IF (Receive( ASLDataRequest) . PacketControl & 0x1F== 0x02)

{
IF (Verify(Receive( ASLDataRequest). Asdu,RefPacketl.al) | = SUCCESS)
{
Printscreen(“ALWrite MIB Request error!”) ;
TestCaseResult =FAILED;
}
03P 4] P AR ELSE
ik {
Printscreen(“ALWrite MIB Request Test Success!”) ;
TestCaseResult =SUCCESS;
}
}
ELSE
{

Printscreen( “NoALWrite MIB Request received!”) ;
TestCaseResult = FAILED;
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%< 106 (20)

Printscreen(TestCaseResult) ;

D3 ) P AR A
fiiik TEST RESULT:
SUCCESSor FAILED
W FR G & AL
J
W R G 0 & AL
B L.
PrlZ . UAP
4R : UAPWriteRequest(DeviceList)
S B, 4 0x00 0x00 | 0x83 | 0x?? | Oxff | 0x?7...0x?7

WO B . UAO FREAF (2) | IR HEARIRAF (D [FEAE R 51 (D [ 55 AR IRAF (D 304 ()

Bt 2.

i)z . ASL

4R : ASLDataRequest(DstAddr, ServiceID, UAP_ID, Priority, Asdulength, Asdu)

£ 0x02 |0x00 | 0x?? 0x?7 | 0x00 0x00 | 0x83 |0x??7 | Oxff | 0x?77...0x7?

MR . AL (D) | UAP FRIRAF (D | B AT BE (2) [UAO ARAFF (2) | B HEARIRAF (D | 7 R 5
(D S ARIRAF (D) [ Hedfs (o)

8.2 BAIREMXE

8.2.1 HMIFIZFHWIBEIFMEKLGW-QUIT001]

X A9 00 3 P 5 8 6 BE 7 IE ) A 15 LA B T R

I3 e

a) DR GEI AR B 5 0 2% I o I35 A i) 0 3 AR G A TR B A B T OR 5

b I AR G A4 A T SR AT S S R A iR SCE AT AT R Ok E TS U e o L O
OSSR E SEUESE- - SIRPIA

HARWE P 91 frzs B3 B An & 107 Fis .

BB WA RS

B BT R »

< WHRBEITMN

B 91 IIHiE & W3 B I W LR Fr E
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*® 107 BFHEEWNEFWKIA

i 45 B B 45 1 3l 5 T M 245 [ GW-QUITO001 ]

e W) 5% B A

T 2 48 E AR I 95 0 4%

i 4
MBI | i g 0 0 2 22 0 0

TEST BODY .
SendPacket = WiredLeaveResponse;
RefPacket = WiredLeaveRequest;
WHILE(Receive(RevPacket).type | = RefPacket.type) for MaxWaitTime;
IF(RcvPacket.type = = RefPacket.type)
{
IF (Verify(RevPacket.all, RefPacket.all) | = SUCCESS)
{
Printscreen(“WiredLeave RequestPayload error!”);
TestCaseResult =FAILED;
}
ELSE

{
D030 ) D AR

. Send(SendPacket) ;
ik

Printscreen(“Leaving Test Success!”);

TestCaseResult =SUCCESS;

}

ELSE

{
Printscreen( “No WiredLeave Requestreceived!”) ;
TestCaseResult = FAILED;

}

Printscreen(TestCaseResult) ;

TEST RESULT:
SUCCESS or FAILED

DR FR G0 1 R BN £,

i Z . Wired DLL

i 44 #x : WiredLeave Response

Wi. 0x0f | 0x?7 [0x03 | 0x??7 0x?? | 0x?? 0x?? | 0x?? | 0x00

W38 138 T« R 45 AR A4 (LD [ AdIDCD) | H ALk (D [ 55 (2 | IR B RK E (2 | AdID (D) | B FF

B RE D

I3 2R 8 I B

PriZ : Wired DLL

i % FK : WiredLeave Request

Wi: OxOc | 0x77 | 0x00 0x01 | 0x?7?

W B - R4S BRIRAF (D | AIDCD [ IR 45 S8R BE (2) [ IR 55 S 80D
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8.2.2 BNZHFWINEFMELGW-QUIT002

2032 FH 83000 3 P O 18 % BE A5 IE B Rk B AN IS B T I K .

Do e 2R

a) MR R G G A A 525 45 J5 1 D 15 45 3 o A 2k 1l Dk 3R 48 (A AN iR 45) Rk ik
B K

by M FR G0 W I 158 A% 1 T SR 4 S 09 B ) e SR AT L A 2R B X DS S ) i e 5
T B 0 38 5 3R ] 35 & 5 I 3

HAAREFFan 18 92 B BRI B an e 108 B .

Gl g WAR S

- BHEITER

< B % B JT e

B 92 BANREWIHEFMENFE

& 108 BN HFWIE WKL H

i

2 PR ARSI M GW-QUIT002]

e

B EESPE:

A

I R 58 C A 3 5 0 2%

it 2%
REAE ) it 00 52 M 7 5

bLRZY
fifi i

TEST BODY .
SendPacket = WiredleaveResponse;
RefPacket =WiredLeaveRequest;
WHILE(Receive(RevPacket).type | = RefPacket.type) for MaxWaitTime;
IF(RcvPacket.type = = RefPacket.type)
{
IF (wiredVerify(RcvPacket.all, RefPacket.all) | = SUCCESS)
{
iR AN ] Printscreen(*WiredLLeave Request Payload error!”) ;
TestCaseResult =FAILED;
}
ELSE
{
wiredSend(SendPacket) ;
Printscreen(“Leaving Test Success!”);

TestCaseResult =SUCCESS;
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% 108 (&)

I T A8 4 AT
fifi ik

ELSE
{

Printscreen( “No WiredLeave Request received!”) ;
TestCaseResult = FAILED;
}

Printscreen(TestCaseResult) ;

TEST RESULT:
SUCCESS or FAILED

e3¢0

RN W& &/ O

P )Z: Wired DLL

i % FK : WiredLeave Response

Iy 0xOf | 0x?? |0x03 | 0x?? 0x?? | 0x?? 0x?? | 0x?? | 0x00

WIS < BB 5 AR IRAF (D [ AAIDCD | H Ak (D 55 (2) | IR S HK E (2) | AdID (D) | BT
RED

I3 2R 8 B

P : Wired DLL

i % FK : WiredLeave Request

Wi: OxOe | 0x77 | 0x00 0x01 | 0x?7?

W B - R4S BRIRAF (1D | AIDCD [ IR 45 S 80K BE (2) [ IR 55 S 80D
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[1] IEEE 802.15.4:2011, Low-Rate Wireless Personal Area Networks (LR-WPANSs),






