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TR MR IR AR &2 AR 5

b) R A AR R A SR TN A m e A MR 22 1 B A (BRI AR A N R AR B L R4S (R ORI
— R R AN 25 Ty BAGR T TEAE BOE E ARIC A ok R G A KR g o 1 E L AR R A
TE 2 UK

o) RS A ARG Hh OGS PN R AR i BB RO SR T AT A5 0 BLA 0 AN e A AT ) R Ak L dn g
RREE MR AAAE L 2R

8.1.3 MUk MERZEEY

W RAR WA A M D22 B R
NGNS A AU FE ) 4R TR R RE TR 2 iR H .
15

www . kgaw .. com



GB/T 39412—2020

8.1.4 SRt MBI EH A ER
TR AR LR G T T RO B A IR
BTN GG A A QA rh A B BT IR A0 5 | T O 7 IR SR 5 T RO BN IE A L T R S BRI

e B BOBE B 1 PR B8R O 1l 52 R AR A BRI 9 22 4 UK

8.1.5 REALRLFHE
T B CEARS A AR B R B 23 (4 AR OC D RE L G A AR AR T BE RS = A A 2 PR AT I S

R b < BB A 4 Y BT TR P

P B Bl B IR A B R AT PR TN SR

8.1.6 HHEFRTJHIRICEHE
T b - AN REH B IR 2R B 4 AR R TR
T N B NG A R 2 74 SCPE A H SR A5 B R 5 R 20 AR B AU VE L A SR AT A R A AR A7 A R

574 :is) N

8.1.7 KREEHIAIEII
TSR AR B G AR 2 i ok U
TN G I A ) S 7 3l G A 2 42 1) ) 338 U, A 47 A 3 U1 T i 9 T AR O 2 Y B A XU

8.1.8 TBRIEIR
W RAR « ST 8 A 0 D 224 3t FR ) 00 20 PRAT A9 O K L3l e I R 38
TN AR A A PP R AT R A B 2 7 5 0 FIR A7 B AA T A R, LA £ I BRI 26 19

A T B A 2 BB
8.1.9 HEZEXEWH
AE. a2k

AR LINNES S RES R 9L T
SRR A AU R S R AR R IR O T AR AR A . 2 E BRI R S fE
S DUV o 2 00 T ) PR 0 ) P 458 DR M A e VIS 0 194 2 2 o I 51 24 B30 1 B R T T

8.1.10 BEHIMALEH
TR AR B ST IR AT O U sl O R A O B Kl
B GELAR AE AR 2 15 A7 A5 S5 AL E AU HiT ST FC A 5 B J8 A 1 19 0 . A & BRERAT A0 &

B OR B o MVE /A ITEAUE R 1 2 0L B4

O HR A T BE 23 3
8.2 MNEFEHE
8.2.1  WNTF 5y EL R hY iR £ AL X i
TSR AR LS PR A A 2 TE AR T PR K
N BN AS A AR R 23 TE P9 A7 FRE T N A7 pR RO 75 O 3 A malloc/free R 23 T 8 B8 i %%
RE 23 51 AL P A Bt 1) XL

TR o 25 PNAF 0 C FURE TR e AN B0 98 P B ]

8.2.2 HNERM
o T B« IO 30 S 7 R IO A A T BG4 T B S B R

16
www . kgaw .. com



GB/T 39412—2020

HT N 53 e A 7 R TS M N A i A A R G 1 SN A TR ST L

B C i E PRI reallocO bR B 4 A7 i BURE B A G2 i X RIS L AN AF TR 4R A R A7 78 7T BE 2% 88 BURE
BRI . realloc ) B BRI A P A7 ri BN I 7388 6 204 1ED PO 7 B 9 P 28 5 3 80— 17 19 K 9 P A e 3K 7T i 2 5
4 T ki % 8 memorydump” s H 751 5 64T B BOHIURE 135 8 1 Mk A 2 T

8.2.3 HMEFEAREM

R AR B R B A o B B N AT
N GBS A AU 15 A 80 25 23 BC A4 A7 98 52 i R B S BON A7 it e O E . A7 it D T
AE 23 5 B0 YA S AT AT O .48 il 55 19 22 A XU . MEIE /AN RESE ARG 7R B 2 WL B4 2.

8.2.4 WEEEHMATTF

AR AR S R E OB US BN AT .
TN 50 A A AT o 1 A R A SR AR R BT R A1 0 o A BORE TOS #4505 ) 2 ) BRI 98
LEER S8

8.2.5 HiE/ANEHRE

TR bR A BB A AR
N DR A QA 12 R 7 MO T 0 P BORE ol A A7 AE IR 2 H GO A o s . 248 5 sl
WA AR B i %80 20 SO 3Rl B8 23 e A= 728 A DA s R A BT A7 4

8.2.6 MEFZMXiHFIRE

TR B - IO 3R S P A7 2 i DX SR A A
ﬁfr}w\r“*"éﬁﬁ%fWT%MREJ@%%{’EHTEE@E@E%% PR PN A7 B2 i X5 ) A ] E 2%
i Gz b X 3 R . MEYE /AN RS ACRS R B 2 L BL4.3

8.2.7 ZMKXEHIEMIE

TR R N3 S R A A KON /NI E AT 2 i DX A T
TN WA A AR R SR AT 22 b DXCSZ TR I 2 A5 A A A X i A B /N BEAT R A I B R L DA R AR A
i N BRI i) RE e i g o X d . S BB ACAS AR B 2 L B4

8.2.8 EABRKEREHNENK

BT FEBR < O RE G (o Al 1R A R LV R G2 i X
N B R A AR A 5 0] 92 i DX ol P R R {2 5 DE B DRI R R 1 Ok 5 () % i X T
A2 i SR b X 355 B RURS: . B/ ASERYE AR IS R 51 2 L B.4.5,

8.29 HZEER

B AR B o I BR ) 3E 2 18] B TE AR By Lk HE S R ARS .

TN B A A A 2 5 B0 S U FE S 1 O B AS Ar A F5 (HURBR T
a)  EmAFTENAT I 5

b) ARSI I 5

o) AZZRRE T I

d AR R LA

e) il e — AR R4 Sk

17

www . kgaw .. com



GB/T 39412—2020

8.3 HIEEER
8.3.1 REBRMEBIEERR

TR AR B I R R A R
TN GBS A RS P K g 12 e 2 R s R T S 2 3 R P R T 5 e b R B R
K300 P 3 1 T B 2 i R A T 4 R 55 R

8.3.2 SQLFA

W R bR NLIE A AR B SQL i & A FFIR TR

TN B R AG AE ARS A P mT A AR R T SQUL i 4 IR 2 5 X A A A A KR dh ) 4R 5K DT
AT A PR A0SR R AL B IR 45X S B AT T RE A B D SQUL i A 1 AR i i e A B . ot
AT OXE I LA M) D Of A6 5 A 10 322 A o DTG 5 0o 4 G A BA A AT A A0 s 8040 A 14 A 1 )

8.4 XHEIE
8.4.1 THIMI XA R

T b < AN A I 0 A SO R AT
TN BN A AR 2 75 A8 SCPFH8 IR AT OGP B o R ST sl s 8 1) SO SR 4 R s
WAL AT BE 23 T T A B SO el B A

8.4.2 AZREW G4

R L AN VA e o A E 171
T BN A A AR AP s I SO R 7 22 A DRI 2 el Pl W SCPF i R AR A B it % L L 4 E
ABR T
a) A A AR O O A A AN 2 4 il I SO L AR A5 2R A E S R TS A TR A KU 5
by A A AR I I SO 7 A R e AR BT RS B AN SRR 5 5E R /S 7 AE 2 2 KU 5
o NG A AURD PR TR AR B AN AR Y H SR R I I SR R AR e L B R A AE
By

8.4.3 NHHAMFHER

WIS A E R ECCIHN AT 97

T SRR A AU T A7 A S BOCHF I IR A5 95 A D S AR ER T
a) SRR RITIT SOOI R AT A A G AT Ak B 5

b) o 7 B 5 A B B BT 2R R SO AR AT B B AT 5 L 5

o) HERRSE U & T AR K M SCIF IR AT .

8.4.4 HERH

TSR AR R G AR 3R

N GG A QRS 2 75 A7 A i SN i AR I (AR IR SO PR e H SR 9 AR 4 A 0l P 2 T AR 7
R 1) 5% DA XU

. BRI T AR R IR A IR TE R IR A R

8.45 RKREEBHXHRZRR

W bR« NSRS RGBT
18

www . kgaw .. com



GB/T 39412—2020
VRN A A A 7 B iR TS P00 A SR A s AN B ik TR T8 SR /R A T i 2 51 S 1 ¢
IR e 22 o A 24 R 55 U
8.5 MM
8.5.1 WMOSEHE

R AR A R R — i AT ZEH I E
TN NS A AR R 75 A 20 A 1 I B [ 11 DT 5 B0 o 11 b ) R 55 A7 94 s T B bk
5 B ) RS

8.5.2 XM HBAERIEH

TR R - B G 0T 100 268 4 B A AR R R SR

N GBS A AR R 15 2 1 0 46 At B A W R VRO A SRR A L ok R B i A%
B s F G s N R T 23 AR 25 5 Bl T A i Uk Rl 77 97 SR A 50 P i 48 e VF O (EDD » DT A SR 41 45
e 55 19 22 2 KUK
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o) HIHKIE;
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A22 WHItREE5HRE
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A23 RIAMREMMBEILCE
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Mt % B
(FRHEM 3

K 58 5 5

B.1 #fi&

AP SR 25 T 5 6 B LSS 7 B A 8 WA 9 WA L A W EOR v A& T T AU R BV T R
11 A0 LT 3 7R

B.2 REINEE

B.2.1 XRERTBHEWI D= H ARG
A S BHOIR A5 B BN AR L LR g T AN RS R (CHE D s il

i

# define DIR "/restricted/directory"

charemd[ 500];

sprintf(cmd, "Is —1 %480s". DIR);

RaisePrivileges(+++) ;
system(cmd) ;
DropPrivileges(+++) ;

LIRS A BT — A2 BoR — AN Z R B RN AR JEPAT AL ERAE . BOE BRI BT setuid AR >k 48
HEERGMRRA A, BE# Qg4 F DIR B FNA, BIF I RA B Y PATH A & il i i & PATH 4
FHP AT 4 B S G my/dic”) , B EE ERR R s” IR AR/ my/dic” 3w A7 B AR L Y system ) B AT 5 shell
AW PATH BN s B 7, K 2 7B BRI/ my/dir/Is”, MR A )7 /bin/ls”, 5 &4 AR IR, 077 T8 =
FEIF

B.2.2 WiFRZRKWHTEERER Cookie R EFRHI

BT B R B M B TN S H A A 1) Cookie, DL 45 1 T AMIE H ¥ Gava 185 ) 7R 11,
~ il
Cookie[ | cookies = request.getCookies() ;
for (int i =0; i{cookies.length; i+ 4) {
Cookie ¢ = cookies[1i];
if (c.getName().equals("role")) {

userRole = c.getValueQ) ;

}
L IRARTE 71 451 B30 BE A cookie 3 MR — AN ELA A FH P B9 £ L BT 4 B 2 1B R B AF-fif cookie WY role” {E . TIT AE i
B AT 2,

B.2.3 HMKX/NERAHF NS 056 ik 485 7 Bl
XFF B 1k RAR/NG R A 1 T3 G A RS B 19 00, AT 45 1 T R RIS HIE Gava 16 5) s il

P .
public String preventXSS(String input, String mask) {
returninput.replaceAll("script", mask) ;

}
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LR ACH AR B A K AR seript” i AU A2 SRAT L 1025 4 A g SCRIPT” sl 2 SeRiP” i 3 A 2 il i 1% 07 i
7L U8 K I XSS H i

B.2.4 3f HTTP kB Web B 215 i% th 1945 7k 2 & 3 4T L FE FR I8 E X 58 "R

Xf HTTP ki) Web AT 25 b R OR T 45 HEAT 2L B8 AR R, DLF 45 th T A Gava 15 5)
N

i

response.addHeader(HEADER_NAME, untrustedRawInputData) ;

AR AR AR, PP s B BOE g A N E] HT TP header J13R M 2] % P 3. i T 8086 WA Lot 4k, 1 P # fig
AT e 1 S A o 4

B.2.5 X $UHE 45 ¥ 33 B A B 4K 8D R
A 0 B 45 R 4 T SR M R L LR g5 T O RS R (C IR D sl

i

char * foo;

intcounter;

foo = calloc( sizeof(char) * 10 );

for ( counter = 0; counter | = 10; counter+ -+ )
{

foo[ counter] = 'a';

printf( "% s\n" foo );
LR R B — 4 null 5B FRF RTINS, 4/ foo 8 9 AFFFR—A null 24577 24t 2 ] (A2 10
P FERFPE A foo 450, F4F foo A null Z kW printf O B K /] B8 7 A2 AN 1] T80 501 79 45

B.2.6 XHUEE SIS =M AR R 5
kB 0T HCHE 5 R A S B AN DUR SR i T AR i (C B D i)

w~ A .
char * foo;

foo=malloc( sizeof(char) * 5) ;

foo[0] = 'a';

foo[1] = 'a';

foo[ 2] = atoi( gete( stdin ) ) ;
foo[3]="c";

foo[4] = "\0"';

printf( "%c %c Y%e %e Y%e \n" sfoo[0] sfoo[1] .foo[2] .foo[3] .foo[4] );

printf( "%s\n".foo ) ;

RS — A prindd #EAVEATENE A A, S B A AR ROE B E 1 gete A stdin TR M atoi O i
17648, 3R 8l 0, 4 foo VE N F4F BRI, F4F foo 2] 0 ¥ 4E N NULL £ 145, fool 3 14 Ak I A 2x BT ER .

B27 FHENHFREAGEBHZEHEINFHBENEEFRERE

PRAUEF AT B A4 B AT R 1 2 IR N A B S B AT m ] 1 5 T AL (CIEFHm
B s 2 25 0 T HE T (C B FDH B,
w1
void copy( size_t n, char src[n], char dest[n] )
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size_ti;
for (i = 0; src[i] && (i n); +4+1i)
{
dest[i] = src[i];
)
dest[i] = "\0';
}
R AR T A IR IR RO N sre I F] dest B AT AT REBLA IE# LS B dest BFZERIFE AT,
w2
void copy( size_t n, char src[n], char dest[n])
{
size_ti;
for (i = 03 src[i] && (i n— 1; ++i)
{
dest[i] = src[il;
}
dest[i] = "\0"';
}
BT X E IR L S AT B B0 7E dest (9 BB ML IEFF .

B.2.8 XtIREEE A K M H BRI R
AN X BRI AR e A BE A AR R B 1 45 TR RE A (C D s Bl s 2 25 i T R i (C

=BV N L
w1
void fO)
{

char pathl PATH_MAX];
strepy( path, getenv( "PATH" ) );

}

LIRS getenv O 3R [0 (9 FAF p I B — DB EKEWE M, Big $PATH 2R &% X T, % L PATH_
MAX - # f& paths & A PATH_MAX 5, 88w $ PATH AW ZE L PATH_MAX 550, In i
T PATH_MAX 4%, 1l g 2 B i X i

2.

void {O

{

char % path = NULL;
const char * temp = getenv( "PATH" );

if ( temp ! = NULL)
{
path = (char %) mallocC strlen( temp ) + 1);
if ( path == NULL)
{
b else {
strepy( path, temp );
}
}
}
24
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7GR strlenO RO SE T4 13 1 1 5 L O 3 25 4 I 97 2099 25 1) 3 G 3 028 o X 3
B.29 KEMBHRESERETESMHRKEZMREDRE)
ANH GEAL AR B BE A ) T A A B R BEZ M R il 2 T SR i (C D R il

P
enum{ buffer_size = 50 };
struct buffer {
size_t size;
char  bufferC[ buffer_size];
} buff;
voidfunc( conststruct buffer * buf )
{
struct buffer * buf_cpy = (struct buffer * ) malloc(

sizeof(size_t) -+ sizeof (buff.bufferC)

)3
if ( buf_cpy == NULL )
{
}

memcpy (buf_cpy, buf, sizeof(struct buffer) );
free(buf_cpy );

}
ERARRD AR B buffer 55K A9 4 B2 A5 T H A A 53 A BE 2 R, AEL T 45 ) BUFE Y IR R buffer 45 14 19 52 BR B2 T fiE
LN

B.2.10 %5 {5 Ml & b 57 4K 45 7= 31
kA BE (R DL R 2 T AR L (CHE =D R il

i

# include (stdio.h)

# include (stdbool.h)

main( void )

{
int 1
i = —2147483648;
i =1i—1;
return(0) ;

}

IR AR A AR RO Y A IR R AR AR SRR BT LA 25 1S BN i B 2 147 483 647,

B.2.11 BRIFEHIRKELRG

BRG] 1 45t T ASE I (C BB B R B 2 45 1 7 GE L (C B FDH R,
w1

double divide( double x, double y )

{

return(x / y);

25
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R ARTE F R B T A LR AT AR AR T 5 AT 6 MR A A A 0 B B A S o N S BT RE R R BR A R

il 2.
double divide( double x, double y )
{

f(0==1y)

{

}

return(x / y);

}
%5 G0 56 UE A3 A A B DR BR BRI S A

B.2.12 HELEHIEMNERIFERLERDTH

BE T LB AN st e i FHE R AT s B 1 4t T A R (CIBEED Bl on il 2 45 1 7 ML
Mk (CIHEF) w1,

.
intgetValueFromArray( int * array, intlen, int index )
{
int value;
if ¢ index(len )
{
jelse {
printf( "Error: index is: %d\n", index );
value = —1;
}
return(value) ;
}

IR AR AL B UE 25 A BB R T /N TR 1 KK B R A At /ME . OB T R R AR FUEBE A B RS
B SR, AT RE 1 B U T H5ORE A B RURS

il 2.

if (index)= 0 &.&. index (len )

{

}

2 58 R A K0 R L KA T 6 B A /N B Y A 06 O A 9 B/ R
B.2.13 RA#FERNEBHMOEZNTRABRHG
R HRE A2 FE 05 BRI A SO 58 R B 25 T AR IS A (CHE 5D 7 il

il .
longgenerateSessionID( intusrID )
{
srandom (usrlID )
returnrandom() ;
}
R R RS2 45 I 7 session 77 A ME— R BEAIL 1D, P O BE AL %50 AR B a9 B - 7K G 2 1 P 1D, fi BL7= AR
session 1D $4£s Kk i 48 [\ , Mo 3 AT LLF I FH P session ID 3 #)4571% session.,
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B.2.14 {FEittEREREG
XF T S A RO ER BRSO R B 1R 2 g5 TR IE L (C IR D Rl

w1
voidfunc( char * username, char * password )
{
if ( stremp( username, check_username ) == 0)
i
if ( stremp( password, check_password ) == 0)
{
print{( "Login Successful\n" );
}else{
printf( "Login Failed - incorrect password\n" );
}
belse{
printf( "Login Failed - unknown username\n" ) ;
}
}

IR AR TR B A A ST A R A R A AR R AE R 2P R AR R A4 T P 44 1EL R OE A R 2 e AT P 44
S AE 1Y) o L AT R A R RS BB BN TR IG5 B X RN 25 R OGE B TR B 8 SR O RRIR A B0 A T LA i 22N
[ B9 25 4k 3 T B B FH P 44

w2

char * path = getenv("PATH");

sprintf(stderr, "cannot find exe on path %s\n", path);
ARASRE T ED path SR & B4R MERT R T

B.2.15 A& {5 E &[5 DNS K555
BEGAE M AT 18] DNS, R 1 A T AMBEHE(CHES) ARG RE 2 48T 8% C

IZA=DY N
w1
structhostent % hp; structin_addrmyaddr;
char % tHost = "trustme.example.com";
myaddr.s_addr = inet_addr(ip_addr_string );

hp= gethostbyaddr( (char * ) & myaddrsizeof(structin_addr) AF_INET );
if ( hp&.&. 1 strnemp( hp-)h_nametHostsizeof (tHost) ) )

{
trusted = true;
}else {
trusted = false;
}
ERARS A DNS A 4 LAt Al 35K 2 750k A 2 A5 15 3 A B 4 DNS G247, T 3/ 45 Z (R AR RS .
~ 2.

structhostent  * hp;
structin_addr myaddr;

char % tHost = "trustme.example.com" ;
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myaddr.s_addr = inet_addr(ip_addr_string );
hp= gethostbyaddr( (char %) &myaddr, sizeof(structin_addr), AF_INET );
if ( hp& & 1 strnemp( hp-)h_name, tHost, sizeof(tHost) ) )

{
/% DNSIE [ @t » /
if ( stremp( myaddr.s_addr, nslookup( hp-)h_name ) ) == 0 )
{
/ » DNS g =/
if ( stremp( tHost, reverse_nslookup( myaddr.s_addr ) ) == 0)
{
trusted = true;
}
}
}oelse {
trusted = false;
}

/ » DNS IE [ f# 7 » /
char * nslookup( char * hostname )

{

/ % A7 shell $§4 nslookup hostname R [A] ip * /

/ * DNS R Iafghr =/
char * reverse_nslookup( char * ip )

{
/ % 4T shell $§4 nslookup -qt=ptrip & 18§44 * /

}
2% EAATIE XM 1Y IE 15 AR 18] DNS 25 4. LUK I DNS R 3 .

B.3 REWIxLH

B3.1 RAEAZEMIEZHENRHEHELXBKERE

AR BATZ AV R 12 B Y I AR s 2R AL L R ) 1 45 T AN RSk Gava 38 5D - . s i) 2 45
THE A Gava 1B F ) R,

R

classListUtility {

private static void addToList(List list, Object obj) {
list.add(obj) ;
}

public static void main(String[ ] args) {
List(String) list = new ArrayList{String) () ;

addToList(list, 1);

System.out. println(list.get(0)) ;
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}

RS AT LU gR 1 AH A7 A R G K A 4 L R Listoadd O 325 0 09 J2 50 4R B0 28 180 i R 2 2 B i (ad-
dToListOJy Ay list ZH0 .l list.get(0) 1R WA A & — A TE# 128 G —A> Integer A /& String 88 , 3 H4Q
T AT I 4 o S8

w2

classListUtility {

private static void addToList(List{String) list, String str) {
list.add(str) ;

}

public static void main(String[ ] args) {
List(String) list = new ArrayList(String) () ;
addToList(list, "1");

System.out. println(list.get(0)) ;

H,_,
—

%7 2838 3 U add ToListO 75 12 ) %6 44 Jn i 1E ) (9 26 B0 Ay A R sl AL 28 B 22 2 1k
B3.2 HBAAFIIUMNRFHEBIEE ERBRG

MR T J 1 068 17 0 91 RE A 1 701 1 6t T AR B 25 Gava 52 A0 2 28t T
JWHE Gava 1IEF O R,

w1

(@ Entity

public class Customer {

private String id;

private String firstNamej;

private String lastName;

private Address address;

public Customer() {

}

public Customer(String id, StringfirstName, StringlastName) {+-}

}

RS 7Rl th Customer Entity JavaBean Ak 55 1 2 7 2 4E 31 % P {5 B A9V . Customer Entity JavaBean fE
RS E AR RN G T % P 5 BGR BI 45 22 1% EJB. Customer Entity JavaBean S AR AJJ¥ 54 XF 4, 24 J2EE % #7id [&
EEDOE SEWNE WL W e I oo S O IR ANV & D VAR S E 95 R

~fl 2.

public class Customer implements Serializable {---}

N A TEAE FH 5 0 % 42 52 B Serializable $ 11, LB £ % 42 9% 16 8 7% 51 4k .
B.3.3 it &k KRG

GRS A e R B 1 S5 T AN EIE L (CHBE B R, /R B 2 5 THV IR (CES
N

w1

void f( pthread_mutex_t * mutex )

{

pthread_mutex_lock(mutex ) ;
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[ P EIERE PR« /
pthread_mutex_unlock(mutex ) ;
}
IR Y R EOHS 22 R S BER b AT R AE . AU AL & pthread_mutex_lock O) iR [ J2& 75 1E i » K 7T
RE-F BN W] WU S5 4
il 2.
int {( pthread_mutex_t * mutex )
{
int result;
result = pthread_mutex_lock( mutex ) ;
if (0! = result)
return(result) ;
/o Uil SEIEREE « /
return( pthread_mutex_unlock( mutex ) );

}
B.3.4 #RTFHEERASHBRIGEBFRNITREZNH /0 BIEXDRHE

VA JH 7 R AR 2T G A R S R A L R S AR X SRR AR AT R & R AL T/0
PE sl 1 25 1T AR HE (CIE ) w6l sl 2 5t T RE I (C I E)H 7w b,

.

intfunc( const char * filename )

{

FILE x{ = fopen( filename, "r" );

if (NULL == 1)
{
return(—1);
}
/.XA .o )6/
return(0) ;
}
IR AR B A BEAE AL L K fopen O 3 HIFT I B9 S04 AE Tunc O pREGR 18] 2 i 3 A X HA
w~Bl 2.
intfunc( const char * filename )
{
FILE xf = fopen( filename, "r" );
if (NULL == {)
{
return( —1);
}
if ( fclose( ) == EOF )
{
return(—1);
}
return(0) ;
}
IT 58 AR B8 ] B0 SO AR IR [0 3] 98 FiY 2 2 1 9B
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B.3.5 ShERdE a9 & AL 2 FF B A R B
kG AR T A RS AL AT R AT 45 1 TR S HITE (C B ) 7R il

Znt 1B
int main( intargc, char % % argv )
{
charbuf[ 128 ];
snprintf(buf, 128, argv[1] );
}
[ 3 ARAS A ) snprintf O ¥ A 247 2 K02 1 2 28w X, i B0 35 6 BR 0% A 75 20 A 1y o9 28 01 A2 & i Ak 38 2 7
FI i AT S EBE BORR N A .

B.3.6 XA EH S TR IR RG]

XF 7 ¥ B B S B AT IR R ) 1 45 T ARG T Gava 8 5D a0, - 0 2 45 T RS v
Gava i F ) 7wl
w1
private Object myState = null;
voidsetState( Object state) {
myState = state;
}

voiduseState() {

}
LR ARG R Bl setStateO Al useState O A WIEE NS H. W18 AR T T G S84 — DRI state
IR S 2l A KR
w2
private Object myState = null;
voidsetState(Object state) {
if (state == null) {
}

if (isInvalidState(state)) {

}
myState = state;
}
voiduseState() {
if (myState == nulD {
}

}
%5 Z S BGIAT T B UE R I TE A N SR A RS BT HEAT T A A 98D T TE R R

B.3.7 R[4 3 & b HE X RS 7R Y
AR (R B AR e Mk DUR 45 T A ATE (C il 3D R il
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w~Bl:
char ¥ getName() {
char name[ STR_MAX;
filllnName(name) ;
return name;

}
IR ARAD AR [\ — A Ak st ik, %k T 9 2 R ORI B R TR B R

B.3.8 RERKHF XS HBAGRA

ARG B TR s R B n ) 1 25 T N BYE 7R Gava @B 5D R il s B 2 25 W T HYE H ik
Gava IBEF ) =,

w1
public void removeDatabase(String databaseName) {
try {
Statement stmt = conn.createStatement() ;

stmt.execute("DROP DATABASE " + databaseName) ;
} catch (SQLException ex) {++}
}

F i AT 75 1 v, J7 v removeDatabase O K M B A S 80T 48 5 24 FRE0EUE 22 o 8 0] b Y 05 1 = 0% W5 public,

DR 0H 2 0 % o 45 L PR I P AT 26 7 o P R 3 A U5 — A 00 2 A A A — A A 6 10 8 A i R o 37 ) A I B9 5 2%
2.

private void removeDatabase(String databaseName) {:-}
5 ZE A R Wy iy private SR S8R, FOK B R R 4 B I
B.3.9 FAAHBILBHIEHRBFRAITERBRG

A A e A B R FR A1 Ok Ui ) 28 B, DUR g5t T AN RS FH R (C I =D il
Bl

#include (stdio.h)
void f( void )

{

if ( sizeof(int) == sizeof(float) )

{
floatf = 0.0f;
int *ip = (int =) &If;
(% ip)++;
printf( "float is % f\n", f );

}

}

B.3.10 {EREs IR IERBEE N FR/NMEE RG]

kG A A B A D80 R A E A /N s ) 1 25 T A IE I (C IR FD Bl n ] 2 25t 7 ML
HECIEFH G,
w1
struct node {
int data;

struct node * next;
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}s
int size( struct node * head )
{
struct node % current = head;
struct node % tail;
while ( current | = NULL )
{
tail = current;
current = current-)next;
}

return(tail - head) ;
}
AR 3% T8 — AR T i R BN T 2 RO IR AR B AN R R IR B R W Sk . T A A
E B MBI RIGAKR R I R L S AR e TR i AU . TS BE R IE SR B A7 7E T TR 1 A X3
r DRI O Rl T B Dk i b 75 =TT R AR AN IE A 1 45 28 .

w2
int size( struct node * head )
{
struct node * current = head;
int count = 0;
while ( current | = NULL )
{
count+ +;
current = current-)next;
}

return(count) ;

}
7 R A BB 51 3 i R

B.4 FiRERA

B4l BFEBNITARFERERAMRNBEHERBTHA

TERY IR 04T R U S R O M B s 1 2 i T A S (C IR D R B s B 2 45
TR (CHEF)H R,
w1
boolprintFile( char * username, char x filename )
{
char * file = NULL;
[ BRBOCHE %/
file = file_get_content( filename ) ;
/x KA RAARIR «/
if ( access( filename, R_LOK ) == 0)
{
printf( "%s", file );
return(true) ;

belse{
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printf( "You are not authorized to view this file\n" );
}
return(false) ;
}
IR AR S I S SO BN AT R R A A P RS A DT RIALER o A0 R R R SRR U R SO DU S PR R B
B P AE PR IR S BT R T R 1 R OR G .
w2
boolprintFile( char * username, char * filename )
{
char * file = NULL;
[x KA RTAR «/

if ( access( filename, R_LOK ) == 0)
{
/o BRBOCHE o+ /

file = file_get_content( filename ) ;

printf( " %s" . file );
return(true) ;
}else!
printf( "You are not authorized to view this file\n" );

}

return(false) ;

}
B.4.2 REBEMEHHESEHNFRLDRE)

SO BT ST FE R NAE s 1 25 8 T RS FE (CIE B R 6], s ) 2 45 8 7 RS i (C i
ERXY/P
w1
char * getBlock( intfd )
{
char * buf = (char %) malloc( BLOCK_SIZE );

if (! buf)
{
returnNULL;
}
if ( read( {d,buf, BLOCK_SIZE ) | = BLOCK_SIZE )
{
returnNULL;
}
returnbuf;
}
R AR read O I8 ] AT BE 3 A A A D
w~Bl 2.
char * getBlock( intfd )
{
char * buf = (char * ) malloc( BLOCK_SIZE );
if ¢! buf)
{
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returnNULL;

}
if ( read( fd, buf, BLOCK_SIZE ) | = BLOCK_SIZE )

{
free(buf ) ;
returnNULL;

}

returnbuf;

}
B.43 HWHEZARBFFEELEBFLRG
G A A G DX SRR R AR R ) 1 g i T A T (C IR FD - Bl - ] 2 g5 T S

ECIHEFH R,
w1
intgetValueFromArray( int * array intlenint index )
{
int value;
if ( index(len )
{
value = array[ index];
}
else {

printf( "Value is: %d\n" array[index] );
value = —1;
}

return(value) ;
}
RS R IE 45 € R B R 51 /D TR W e KK BE (R A A b /MBS R — A TR M AU R
1 AT 5 508 5132 BRUBBURE N 7
w2
if (index)= 0 &.& index (len )
{
/* . */
}
B ZE R AT AL R B S T AL T T 1) B ORI B /N Y

B.4.4 REBBWANHEXNFHITE DX EF LG RG

R A A A i A B /N BE AT G2 o XA L R ) 1 g T ORI ik (CIEFD s 0l s ] 2 45
TRAEHIE (CHFH b,

w1
voidmanipulate_string( char * string )
{
charbuf[ 24 ;
strepy(buf, string );
}
IR ARD B A A A H TR T 0 AR N R T IS A A b e X A RS B 9 strepy O BRBOR B0HE AT S
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0 SR T 2 AT LA A Y 2 MO N AR T BE S B e X

w~Bl 2.

voidmanipulate_string( char ¥ string )

{
charbuf[ 24];
if ( strlen( string ) )= 24 || strlen( string ) (= 0)
{

[ x BRI /
belse{
strepy(buf, string ) ;
}
Jx e %)
}
EVEIE N U RN R T

B.45 FERBIRMKEETEZPXARERH
A PR R A A BEEL T R Z2 o DX o 9 1 45 T R VS i (C B 5D - i s 9 2 45 1 1 Ve

B (CIEFH R,
w1
char source[ 21 ] = "the character string";
chardest[127];

strncpy(dest, source, sizeof(source) —1);

RIS A 5 1 strnepy K UR T AT R AL B dest FAFER P . strnepy BB IR TEAT R sizeof B 5E AT HL IR
FRABMKERTHIZ XKD oS HEN X .

il 2.

char source[ 21] = "the character string";

chardest[12];

strncpy(dest. source, sizeof(dest) —1);

%7 AR B 1% i X RN RE AT R R R
B.4.6 A session it HAH &K AL 7R 5

session W HIHLH] , /nB] 1 5 H T AHVE 2 Gava 1B T 6, w6 2 25 H T MJE A Gava 15 5)
AN

.

HttpSessionsesssion = request.getSession(true) ;

sesssion.setMaxInactivelnterval(—1);

EIR AT 7R 1l B T setMaxInactivelnterval S 57U . 22 % DR JE KR 01 35 SR 25 il i e b B G, o B e
P P LSRR . G SR R 1 23 0 SR 0 23 15 R B A IR S 23 B LR R G RO AF LTI RE R B 46 IR 5

Tl 2.

HttpSessionsesssion = request.getSession(true) ;

sesssion.setMaxInactivelnterval (1800) ;

%7 R E session (WA FUWAE — AL L BRI,
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