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FPS: il [ R4 4iMi% (frames per second)
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h) RIAPEESEROLN, KRAMIEED LS EHEBEEH nZRaERAE A NG
FRE BFRRER TR, BUE O KBERBIE).

92213 MRAER

R EHRRGE R, N FIIERK:

a) BN ZEDNIEBI LU P 2+ 02 FAEREER &R P 34T 560 25

b) BEINFAMNR 24h WESERARBKBOABIBEM (NAE 1 K~10 KZW) K K5 EHT
HiE, EO8UE 20min S FEALE E ML HASL

) BEhN R R RO NOR R SRR, Bk P 4 80 2 5%

d) B ahN AR R — P R PR ER P AR DAL A 0 S S BORSCEUR P 0y 4 5 s

e) BB -5 MR S5 Sl £ i R UE A5 BRI At T AT X 1) 46 55 B0k

£) B3N AR NCR A A RIESE, RIEMOSKEEDN 6 £, FREMEK
6min, HAEEEUEE R

g) BENANEIEA P OS5 P 2RSS E 4

h) BINANRERA P O KEANT 8 L7%F, NAKSFR. NEFR, BT BERFRHH
=R =AU RS .
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92221 MiLI

RE LA PRI RN & T Android fRA i0S iR, SAWIT:
a) MAFAXEGEMHE, 2EENENIERET SN (FRED;
b) BHNMERMERE, NAAEEE R ER RS R OREER (BAK);
c) BIINAERXAKMIT, WG 6 MEENNIFET S 6085 (RRED.
92222 MRz
FHIRRLFRER T R1ELE:
a) KPP R EEIETES) — B (8], RE A RREIA P AR S kit 18], nfel AT R
b) RS N TR th 8 R JG R ] G BR A BR 20
¢) KMBHNAERXANERT, ENGE—BE CNTFREIFEESNZ LT 5, b
RIfTAERER .

92223 MALER

WG RBIAG R, VL TIIEK:

a) NN AT BRI P 2SR I 2 b ), 2k 5 W TEETEAT S0

b) BENALER GRS, NaT B ki B2 1 ) R 5% S AR

o) BEINAERKXMARHT, RASGELRENATER, ENGFE ChTRIEERNE) s
i BT S 40

9223 RHAE

92231 Mk

B 2 0 R 0[] & B T Android JSOR1 iOS W, BAIF:
a) P AL DA BER AT AR S EERAE (PR D
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b) fEMMCRER, BahN N e Ak AR Ot — M ThhiE, BRORAESS S I (R,

92232 Mk
F oIS RE PG 13K -
a) GEMARAR (B RERKE SRS AR REMER), RIERZAIZOLZ
BHREBNHRARFEERDORE, RARSEEHLE, HRREH
b) KB ALER A (RSN 455 T RS G D) fE.

92233 MALGR

A ARTRRGR, L T HIER:

a) BEhN AN ADLEE DA R EEE A B EETRR, REMA NSRS & RAREN KL
JRYERK, HAETIRA G BUER(E B

b)  BEh N I eSO R A N R R AR SR B — BR Ay ThRE, W ER AESE SO B FE .

9224 WAWtiRZE

92241 Wik

N 22 2 0 BRI R I GE A T Android ORI iOS RR, AR TF

a) BENNHIN G R A MR AT (RRED);

b) BB B R BRI LR T NCR A AL B ARSI 2 s A (RRUR);
c) BahN A RAAEE Mt i N s E R, FREE YIRS (PREKD).

92242 Wikl

TR FRE R TR %4

a) RIBIHNAMABRREE (WEW. SHUESSE) WA BRH;
b) RIS N B AR A R R e

o) KBRS BN I i BERL B0 A e 7R i .

92243 MAER

N 2 RRRGR, AL THIER:

a) Bl N B AL B et 1 B B B

b) BN RS ENCR A e, AR ER & B pLH;
c) BaNAKRAEIRAN TR SCRR, AT e A # .

9225 HEAR

92251 MR

TR A BRI R & T Android R IOS IR, SAAKINF:
a) N OREN RS JC5R B M B B A R B RURAE R (PR
b) BHNAFFLE P NT RECEERE FRED.

92252 Mikidiz
FHRRFRE A T T
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a) ZRHBBIHNA, BFEHEGREFCBS)N 08,
b) ERATBIHNATE, BEARIREEBFRARE, ARQRMFAEITRRM.

92253 MiRER

BT RIRGE R, L T K
a) BN N OR V4 TOR B MO, R B O P GRS B
b) BENAFRLBRNHET RECEERR, kIR

9226 HiEFE

9226.1 MiXI

BARAr A O RRI R & A T Android WUR1IOS fi, SUAIF:
a) XA MR B A BT InE AR (R
b) M AMA MBI RN AREFASERT CHRED.

92262 Wikt

TR ARG T HIEAF 4
a) PEBHNA ARG, RIS BRI R 5 i S IRAF A OR o 1
b) GBS AR AL R R A

92263 MiALER

BARAA RIS R, w2 T 5K
a) BEhN R NCREUIN BT B AR
b) BN AR BE N AN AR P A S HX T .

9227 HHRZ

92271 Mk

A2 2 M BRTUER T Android i, RAEITF:

a) 3T Android FFRIIBBINHIN A} Activity. Broadcast Receiver. Service. Content Provider,
Intent 1 ACPRIEATBRE], & %B = BahNHMEABYFEAE ChRE);

b) T Android FFR MBI N AT Activity. Broadcast Receiver. Service. Content Provider.
Intent AT L ARE, BRAEHFAMNZLEE GHRED;

¢) T Android FFRMB BN NX] Activity. Broadcast Receiver. Service. Content Provider 4l
AT ARE, BRELRSBHRE GRRE):

d) #F Android JF R B BN N webview 41fF AT &AW E, BEHRTRAMMATRER (X
K.

92272 MWikidiE

FHSRFE R T4l 4

a) KW 5NN Activity. Broadcast Receiver. Service. Content Provider. Intent 114 /& 75 4 A
PRIEAT PRSI, B0 PRI+ R AR

b) REBZ N K Activity AR EA P Sh R, RIERBIREREA:
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c) KM sh NI Activity. Broadcast Receiver. Service. Content Provider M Intent ZRE{ ¥ if

d)

R HATHBERR:
Ky U 5% F 1) webview A14F A WA L2 Trik.

92273 MiXLR
APFLAARREE R, N2 T I K:

a)

b)

c)

d
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9.2.2.8.1

Bah N N %) Activity. Broadcast Receiver. Service. Content Provider. Intent Z1 {147 H¢MR BR
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BN RN Activity AUPFREAT ZARCE, Bk L83y

BN N AT Activity. Broadcast Receiver. Service. Content Provider 4114/ %f M Intent ZKEX
BRI AT A B AR, 8 St A8 IR 55 B

BN N webview 41FREAT €AW, B G PRSP T R .
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e G i A IR TOUE A T Android iR, RAANF:

a)
b)
c)
d)
e)

3T Android JF R (M8 3 N A (IR N AT IR A AL EE (XD
3T Android JFR B BN R HSE BT 2 2% (RRR);
3T Android FF &R BN N 415 BT 2% (RRED;
3T Android FF & (O ) N X BACFS N A ol B R 4 1% (RIARR )
3T Android JF & (IB BN so SN A ] #ERERR (EABR).
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b)
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e)
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ZeN B 3 N AT BB AT B 3

= o B 3 N A AT BT 4

R30S 2 A B 4 v J 2 7 T O SRR
RSN A REER, so UAFEHIME BRE TR
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S G ERRRGTR, NAL TFIE K

a)
b)
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d)
e)
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9.2.2.9.1

Bl . Y AN T 4 I i 9 B T 4 A R E A S A VR o A B
B2l N R IEAT i X AN o] B¢ 0B T A BRAT B i ki IE #3847
BB N REAT I AN ] 4 F 28 42 BRI 38 44 5 vk IE A8 T
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Ba) N R G0 AN AT EREK so SCHHE B
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MR

2 E M HEE S a) 5&EA T Android i, b) TG F i0S ik, HAAWF:
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a) T Android JF RN MNBEITRI R . BB L SRBRRT (PR,
b) T i0S FF R MBI FHNHATR W ) . PR o & MRS (RAR).

92292 Wik
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a) KT Android JFR MBS N AR TR 7B M. BB 26, HtRTEN:
b) WA T 08 FFARMB AN RERM THm. BRESHZ2Hl, fELEER.

92293 MALER

LARMEARREE R, P L FHER:
a) 3T Android JFR BN NEEATRIE . PIRSEEHBRRY, HRTHAE
b) HT i0S FFRMBENN FANEITPIE R . PiRR L EHREORY, B

92210 EBEITHRRRE

9.22.10.1 MiAIR

BT 242 MRS a), b) @M T Android iz, B a) BHEH T i0S i, HAWT:
a) BN NAZETHEIT 2R, REBsHNREBLEAH PR TR (P RED;
b) ZT Android FF & 8 2 A N PR HI7ERBLIL B8 SR 8T FIEfT (IRABR).

922102 Mikidi2

BT LA MR Y a). b) TUEH T Android I, IR a) JGEM T i0S ML, Sk F:
a) Ky Eh R R A AT B R AE A
b) RWIET Android FF & HIEBh N L 75 AT ZE UL B8 A B8 F BT .

922103 MiAER

AT AR ERREE R a). b) WUEM T Android i, [FIR a) TUER T i0S Wi, AAWT:
a) BN NACEIT RS TS AR W, AufE%N P PR TR
b) # T Android JF & 98 3h N NAS o] E UL 38 3R 8 F i AT .

92211 WiZk®2

922111 WiAm

S 2R R EH T Android A1 i0S M. #3h M N R [ 208 2 81 1A nl () nfe? &
4k, W SM2. SM3. SM4 $1E:% (bR,
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922113 ML R
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b) KSR BN TR VA R E S R A
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T AARRGE R, N2 FIEK:
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M. JEE bR . BURGE BRI, GAPITRE. BXEHRR. &1 BRIEGHRR. &
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BBEWA T LRI R B.1.
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HORAE LRIOR A JiI P ohfiessk, 2RISR B A 0 st BT V5 )5

YA TN A I/~ ID J66t ID S0k B A/ ID, #E7 R o LUk{E B I/ 193hie
BAH B A 09¥AR:
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AREAE ] MDS %5 5) BERAR 1 @ 5 3R Base64 4RF5. URL S5 %% )7 UM g it 2 o)

SQL EA
Haiel

ERGWRESHEME SQL #kiEAW “and 1=17, EPihbE I “http://www.example.
com/page.xxx?name=value and 1=1" , &[0 F#f;

ERRSHUE N ERRER “and 1=27 , BREIEHR, WHEBEFELE SQL HEARIF;

FWRBEAFHRSEOUEM “ and'1'='1", “'and'1'=2" .

WM EAFE SQL AR, WK EF THE SQL i ANER) S # A Sqlmap #— 1§k

XSS i

MEEM A 2 8P A <script>alert (123) </script>% XSS #iRifi#), W http:/example.com/
index.php?user=<script>alert (123) </script>, #¥3 HIL/RHE, W B 77 76 25 4 R

EAERH

WMREPURBARS T EASHFHER (FIF GIF X)), W EE—NEREK gif K
L hacker.gif, #RJ5ACE http proxy (Burp Suite) #E1T http iff K248

Wil “W%” %8, & hackergif, WA L1%;

7€ Burp Suite £2#EM1 http Wi R EAE D, 3 hacker.gif 5k hackerjsp, H AL REGE, ik
A BRI ERR, WY MR, 7ER SRS bt P N MU E BE . hitp://www.example.com/
hackerjsp, Viiai%JGE I TFEFF, HXAQ webshell, th AT sk SC{ A4 06 04807 4% B il i

J& £ it %
Wit

MU ARG URL #i th— 255 LI Web i %528 /5 6 it 3% URL Huht .
Tomcat #5#lf5 URL: http://www.example.com:8080/manager/html
Weblogic #i £+ URL: http://www.example.com:7001/console

AR
%

AT IS SCAFERE it Burp Suite $iA SR WAFIF Cln: “7 7“7 ), BoRLUTE R
D FHEORAS B %

1) PuAaRt e

2) SQL i#f);

3) R A

4) FIFRHE

& HAy

CAE I URL (I #E4 http://www.example.com/abe.jsp) B, BEHHPEUELT R
FmLH R (EEHK cmd=ls);

W) A BB A a4, afLLZE LR — 2 i: Net user. Ipconfig. cat /etc/ passwd,
FHTEN BT 28 kA4 TE UG 9 URL, 41 http://www.example.com/abe. jsp? cmd=ipconfig, #i4
Ay AT

{#H] Weblogic. Struts2 M RF A T, KBHPRAFHELENT (5 Struts2 S2-016.
$2-019. S2-037. S2-045. Weblogic. JBoss #iifil %)
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By, ) T BHHE CSRF POC, IH{R{FTE HTML 3L,
i HTML SCeEssh, M HTML fBURDhAEs I, H#iAfE4E CSRF i
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AENTE
X

ST URL, 0 http://www.example.com/viewfile.do?filename=report.xls, (3% 1)
Rk JCAb SO 2

FFAE R BT AR AL P 22 LU F 2 HUS ) URL:

http://www.example.com/viewfile.do?filename=../etc/passwd

http://www.example.com/viewfile.do?filename=../../etc/passwd

http://www.example.com/viewfile.do?filename=...../../etc/passwd

TR (ET K1 etc/passwd SCIAFA 2
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TR oy LURSE F 51 77 vkl 47 3R

B, WA RN REARLS R.

W, WSS TERRE.

ISR AT 4 gk 1% L. (NI R B3N W 7

1) B Guii SQL 4 #HIT);

2) WAEFSAE (i 4 FLECF AR T8 ),

3) BEEMNG Gl B sRm N, FRNETRE AT R RS
4) BUCEN G seE e ) ED;

5) RS A BARE

6) KFBUH R (N URL EHEABEBF, Redis RFAVTMHH, Memcache HKFZHid)
¥ D;

7) BRIFERAER o E#FEEE ED;

8) HBUMWISCHFAE (T & AFAR A SCEM E);

9) BFMPIR ARl REFE, "WIFBIEHHEFRS) %

XML 4k
HEA

{ ] Burp Suite #113, FEiRUFKRSEPWA XML AR K, RGN XML 34 E4T814E,
W7E<?xml version="1.0" encoding="1S0-8859-1"7> 5 #f A0l F Py %:
Linux ?\ﬁ
<?xml version="1.0" encoding="UTF-8"2>
<IDOCTYPE UserInfo [
<!ENTITY name SYSTEM"file:///etc/passwd™>
1>
{UserInfo>
<{name>&name; </name>
<{/UserInfo>
Window R 4.
<?xml version="1.0" encoding="UTF-8"7>
<IDOCTYPE UserInfo [
<!ENTITY name SYSTEM"file:///c:/boot.ini">
1>
<{UserInfo>
{name>&name; </name>
{/UserInfo>
G R R 55 2% LSO A, WIFELE R
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S SR-IE B Th fi A A 2kl 5% A ) B B Ak 312 1 T8GR (4 B /Y
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