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FEERRERAR ETZFEEHN
UE 5 BREF1M A 1Y

1 SeE

AFRUERLTE T I I RE B8 8l B2 HE AT UE A5 #R 35 RN R 380 A0 F5IE A5 R 3 B BT A A 5 R A5 B
WS A 2 Bp 8L
AR HEE T 2 A5 EER ST N RGBSt IF A .

2 FetEsIAxXH

BN SO XS T A SO R R AN T A FLR T H R R SO A0 BB AR IS AR S
PF o FURASTE H W0 51 SO 5ol UAS (R4 BT A A48 e 500 368 11 A 31

GB/T 25069—2010 fFR %4 A Rif

GB/T 370922018 fFEZEHEAR HEEY L LZR

GM/T 0014—2012 k45N UE 5 52 % 15 Uh iU

3 ARiF EXMGEREIE

3.1 RiIBMEX

GB/T 25069—2010 5t i A K T B A Filsg SOGE T A3
3.1.1
iL3%{51E near field channel
B RE R B A FIUE A UE 5 48 2 s 5l 55 2R 0 4% o a0 B B85 0 4 (4R
Rl AT {51 6% (518 NFC 4%,
3.1.2
M4 {5i& network channel
T UE R G830 55 2 Gt o I 4% 3% 3 B Re B o i A 1 {7
3.1.3
J & ID vendor ID
i IR 55 4% o B 45 R BE R sl i & T & T R VR IR e s i & T & T 1 B i ik — A iR
3.1.4
I %% vendor private key
FreB S Ir &) MAER e ik & b Wi Se A W H TR ) /& & 5 r S T R .
3.1.5
&% vendor public key
eIt k) MER e ik & hiisem A W TUEl ) /&S A5 i S T i A% .

3.2 UEREIE
A A EE T A

&
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DER : 7] # 51 25 15 # 1] ( Distinguished Encoding Rules)
1D #riH (I1dentification)

NFC. i i {5 (Near Field Communication)

RN FE#L% (Random Number)

URI: % — % AR R 4T (Universal Resource Identifier)

4 l%\ m\ IJ

B AT R AR B AR SO 1) B4 RE RS B B %, AT DU H 3 A 1) GIE B DA IE R GE W IE S, 5k 5%
AGMEMERIE B LIS 2 (028 SO/ S5 DI RE . AR b 4 38 B9 RE B8 2 B2 A5 B HL A A ST R )
AE ) H B & 4R NFC S0l A S I0RE . ZA A BB N AT & GB/T 37092—2018 WY E K, H
i i AR AR E SR LR ST B RS2 I RE . R T 2 (5 RO UE S HOE AN P ICRE SR DL AL 1,

TEFSRLA

VARG
LR & §
Ll sl RS OSSR WG SN
SRR £
WA, BOELRE, WS
R ERRIE
EiLr — S EAEERE 2GR
WA AR ANBBES, MRS
SRR
T s i ——

B 1 ETEZEEMNIESRIEMERANUERE

PN E X ek X . TAG: //CONTENT, Htf TAG Rl i 265, CONTENT %R —
A b B 195 B, CONTENT N 28 % ] DER 4%, 3548 ] BASEG64 % 15 % 7% 1% 0] 3T ER £ 45 £
HAGEF N A YR A DER #7965 . ST Ehslrboe SCR) 4 4% =X 5 58 B — 4E i 4% =X 325 o i
Z UL A,

PR T ASN.L & AR 2R/, nk 1 FR .,

&1 HERIMR

B 2 A i Ba
PrintableString AT DA H
OCTET STRING FA
INTEGER A
BIT STRING FeR e (o A0 1 4D
BOOLEAN AR AL, BUE M “TRUE” 8 “FALSE”
SEQUENCE 1 a5 Bedl i A 7 T )
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AR E T8 BERS Bl i 2% F) T AL 373 17 38 W ) ) 4 4 T8 ) 30E 45 DA UE 2R 48 B 3 UE B 9 72 L D SOF
3 2 H R TR NN TE AT A5 UE A5 DNUE 2R G800 P 0 A8 B R 00 o0 I B O W A, O 4R B R O NG T RE AR S
B ARIPOUE A5 TAUIE 28 G238 15 Hu bk S5 JF 3R B SUER — 25 o 1 i AR IE A5 IAGIE 2 52 19 S8 50 A TE A bR v T R I

PR LA 2,

a JEH{EE: FREXURI. RN. SessionID

c MEHE: REEPHIETRHELS
b 4 VerificationCode < gfﬁéz T T %}:2 >
o _ f PISEE: FRERR_

ESEE: EHTRESR

R e R AT SR T R SOCR I
B2 iEPHREHIRER
BT 2 AR E R UE A A P BOR AR T

d FIF B RELNMA
VerificationCode , FE:Xi%
RIE S AT IRAE

a) B RERS S A i I 3 1R 18 R IBGIE 5 UIE R G0 AR A UE A5 B IC RS0 B SS M anE -

ApplyCertificateRegistration :; = SEQUENCE {
tag PrintableString,
uri UTF8String(Size(1..MAX)),
rn OCTET STRING,
sessionlD OCTET STRING
}

TE A5 H 3 B0 S0 A A S LA

tag W{H ) CERT, & 7s MpiLE B g ik 45 H 3

uri B UE A5 IR R G0 1 I 45 15 18 38 15 bk

rn SN BEALEL 5

session]D 38k 7R YCUE 45 B3 1 F2 1 2535 1D,

o1 25 L EHL I RS VerificationCode, B &7 8 I~F75

by

fig
© B RERS B I i R £ 05 3 1) B C R SO Y URT & 26 UE A5 # S 3R I B B 45 i an s

ApplyCertificateRequest : : = SEQUENCE {
version Version,
rn OCTET STRING,
sessionID OCTET STRING,
devicelD UTF8String(Size(1..MAX)),
deviceName UTF8String(Size(1..MAX)),
pubKey SubjectPublicKeyInfo,
signatureOfNegotiatingData Signature,
vendorID UTF8String(Size(1..MAX)) OPTIONAL,
vendorSignature Signature OPTIONAL

)
TE P HIR I SR T B A NS A
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version 3y K H BB MUAS , HE5H 0T -

Version ::= INTEGER { v1(0) };

rn BCH B BB 3 & IR 15 1Y RN

session]D 38k A UIE 45 B 3 1 B2 19 &34 1D

deviceID 3 N # fERS gh Bt & 1D;

deviceName 3 & BE 8 2l 1% £ 24 15

pubKey 3 h 5 687 2l 15 75 1 % i B e v /1 3 N B 28 44 23 85 A D7 19 28 BH 98, LR

ZER IR

SubjectPublicKeyInfo : : = SEQUENCE {
algorithm AlgorithmIdentifier,
subjectPublicKey BIT STRING

}

Hodr, 2N B AR IR AT AlgorithmIdentifier £5 44 K F IR,
signatureOfNegotiatingData 38 i 8 e B gl & L %5 AL b B 38 N 28 44 FASH YT Negoti-
atingData %4 M I % 2510 Hb tag {528 CERT, HEURZEMAE .

Signature ; ;= SEQUENCE {
signatureAlgorithm AlgorithmIdentifier,
signature BIT STRING

}

Hod, signature 3 Ch il A2 2 FAFXT NegotiatingData B DER #ifiS %5 4 U425 5#
NegotiatingData 2 IE L5 AT .

NegotiatingData :: = SEQUENCE {
tag PrintableString,
uri UTF8String(Size(1..MAX)),
rn OCTET STRING,
sessionlD OCTET STRING,
verificationCode UTF8String(Size(1..MAX)),
devicelD UTF8String(Size(1..MAX))
}

vendorID 3k R 1D, Al 3%

vendorSignature 3 R XT RN 254, Al ik,

) EFIAIE AR G E R R Sh A OISR B S BRI G ad E B A IE R SE & T A b)
i A= U VerificationCode, K5 48 RE % sl ik & 1Y UE 5 I 3 18 5K B EAT B , A9
— 45 9iE RN, SessionID J& 75 A &, il I B 15 A 25 48 2 B B0 UE 25 44 J2 75 1E 1 5
— ) R ID R ETEAF) RS R (AT
— R RN %2 2 A AR (TR .

e) EFINUE FR GE i ik B0 2% 15 18 [0 B BERS Bl i o 101 S 90k A5 H i e 23 2 FOBIR S5 A T
ApplyCertificateResponse : : =SEQUENCE({

status BOOLEAN,

response ApplyCertificateResponseType OPTIONAL

}
TIE A5 H 3 I S A B SR
status B IEAS HIEAL B E5 R | true IR HITE LT , false 7 #1382 UL
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response M IEH T b hk8OIE R HAGR ST .
ApplyCertificateResponseType : : = CHOICE {
uri [0] UTF8String(Size(1..MAX)),
fullCert [1] SEQUENCE SIZE (1..MAX) OF Certificate
}
D $%B GM/T 0014—2012 BYZR T HUE , t v] 38 18 3 3 15 8 AR BOUE 5 R 805 2, B 4544

L
CertificateDownloadInfo ::= SEQUENCE ({

tag PrintableString,

uri UTF8String(Size(1..MAX))
}

kAR BH A A S ST
tag 3 % CERTDOWN;

uri SO UE A5 T 20 55 1 Ak o
HEF AR B IE S I P BOR 1 2 DL SR B

6 ETSFENHFEZERENY

6.1 HFEZ
6.1.1 ATHEMRENNEFERBHIN

AP BCRUAE T 1A BERS 2l 5 o B A BB R AT 28 44 52 I iy S0 A S AR L P P Xl 55 R G G e
AN AEAS B S B P B SO DL IR 3

a EfEE: FKELURI. RN, SessionlD-
SystemDescription~ Extension 24 &

e

f L% »
B b URL RS2/« P :) o Wi
B LB HIE RIS

B3 ATEHEINNBFELNIURER

FHT B0 % 50 (0 B 7 2 A h L R N R

a) B R o iR A%l ok U 3 15 8 AR M 1 45 00 ) b Ak 4 S0, A0 4 B AL B 0y 4 5 IR 55l 55 R G
URI.RN, SessionID k55 R GE i ik F Y 7 BeaF A &5 4 h -
Authenticationlnitialization: : = SEQUENCE ({

tag PrintableString,

uri UTF8String(Size(1..MAX)),
rn OCTET STRING,

sessionID OCTET STRING,
systemDescription PrintableString,

extension PrintableString OPTIONAL

}
B 0 % 5100 i A e SO A S B S ST
tag (H A AUTH, &R WSS A Ky B 43 %51 5

ol
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uri 3R $ 3k B 13 8 05 IR 55 M 55 AR G2 Y S A5 LAk

rn 3 Ay B AILEL 5

sessionID B AR B 1 % 51 33 B /9 2515 1D

systemDescription 38 A $2 it B {7 %5 5| Il 55\l 55 R 48 i 4 3

extension 3 Y B F B (A BE) .

b) RS EA O TAREEIR URL KRG HERE B, 68 88 3h i & sa 6 A5 L i
URI 48 2 {5 18 Wl 55 R G0 &% B 0y 48008 K IH B AR W .

AuthenticationRequest :: = SEQUENCE {
version Version,
rn OCTET STRING,
sessionlD OCTET STRING,
pubKey PublicKeyForm,
signatureOf TUC Signature

}

B 03 B 5035 SR B b & AN SR SLanE
version 182 7R 3 R TH B 1Y RRA 5
rn SRR B RERS Bl A BRAT Y BE LA RN
sessionID J# 7~ B BERS 2 B 45 2145 19 &% 1D
pubKey MF /R & REH i & M P M AHMERSOERF R . WREAZEANENAHEEL.
MR 46 Z BT FH P B AR 55 R FEMN AP S S R 2T .
PublicKeyForm ::=CHOICE({
pubKeylInfo [0] SubjectPublicKeyInfo,
certificate [1] CertificateType

}
CertificateType :: =CHOICE{
uri [0] UTFS8String(Size(1..MAX)),
fullCert [1] SEQUENCE SIZE (1..MAX) OF Certificate
}
signatureOf TUC 3%/~ & BB RS sh ik & FH 1 8 2 FAEA X TUC Y DER Zaf i) %5 45 . Hop
tag MIfH R AUTH, TUC S 25k 0 F

TUC .:= SEQUENCE {
tag PrintableString,
uri UTF8String(Size(1..MAX)),
content Content
}
Content ::= SEQUENCE {
rn OCTET STRING,
sessionlD OCTET STRING

)
o 55 RGN BEAS S BE A 1 By 2 5 K T BUR L BE SessionID Z AR WA R
XTI R B AT B AiE RNVAPILA L TUC S B AH .
R SR N T 55 2 DU S C Py Cl2,
6
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6.1.2 EERABTHEZZMHIN
AP E T ) FHE e 58 oh 15 4 B0 G AR B 58 iUAE BN BB TF 4 4 9 72 O BUR AR LI 4.,

a B8 : FKEURI. AccessCode i B

b URL R -
REWRIE, JREE AR
Se | commmmE. mEsax |45

E32

BE

dURIFRERE: RENEFELLERHE

B4 FRAFBFEZHIUREE

FENEBFEL VRN T -

B e o ik & o 5 B RN A2 2RI R A4 %5 R SR U () H ik URT K5 [a) 4>
A E B AccessCode, LR 450 F .

ContentSignatureRequest: : = SEQUENCE {

a)

tag PrintableString,
uri UTF8String(Size(1..MAX)),
accessCode OCTET STRING

}

A 25 240 SR B A A B0 & SO

tag WA N SIGN, KR PSR N E L4

uri 8R40 A SR DT SR A A HT P R IO 4 40 8 LA K AR 2 44 {5 B R ik
accessCode 3 A i ] 4 iLE & .

b) R ik £l i URI 48 € {5 16 1% URI & 3% 38 K 2., SRR 2 24 4 LRI 45 1

LU

GetContentRequest :: = SEQUENCE {
version Version,
accessCode OCTET STRING

}

FE 2 N AR BUH B b &30 & Lanr

version 3 F R 15 2K TH B K RAS 5

accessCode IR /R 2 B8 2 B 25 AR AF 197 18] 2 JiAE B AccessCode,

o S FRGEE A URT #5815 18 1) 8 BER sh & Rk 2 A BRI T .

TobeSignedContent : : = SEQUENCE {
status INTEGER,
response PrintableString

S PRTES N RS - A R (1l

status 30 7Rl 55 Z8 G5 0 R T B kb FEZE SR

response 38 7 i i 75 BV « A0 SR SR T B AL BRI , D00 Sk 1R A5 44 P i SR O T, ) Sk Ak

Y SI

D BB FDRELNE SR PR R HET T4 il 58 URL 8 5E (5
7
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EARRNEELERE L RS IT .

ContentSignature :: = SEQUENCE {
type BOOLEAN,
signatureOfTUC Signature OPTIONAL

}

P55 40 S5 T B P A A B B U R

—type W R PR EX A E S - true TR PN S 4 L false TR P BUN 24 5
signatureOfTUC 3 5 BB 8 s ik & L FH 28 24 FAEA X TUC 19 DER i 5 1) 25 45 , Horp
tag FIME A SIGN, TUC 4R 45 1 F .

TUC :.= SEQUENCE {
tag PrintableString,
uri UTF8String(Size(1..MAX)),
content Content
}
Content ::= SEQUENCE {
response PrintableString

}
PP LR 7 S Z L C3,

6.2 ERUIE
6.2.1 RATEHMEFNNHFE B WIEHIN

AP HLE T M A RERS Bl i a1 B A AR R AT 28 44 BRI L SE BN H B AR T S AR BE AT B 07 22 551
A AR L SRR LA 5

a EIHfENE:
FKHLURI - AccessCode Z5iH B
b URIFRSERE: RIXS 8RR
d@ﬁ,#5<:§§ HE N
TR wE ¢ URTHR SRR R
B 5L S5 45 500 T L S

B5 ATEHEHNNHFEZRIEHIUREE

T B0 %50 B 5075 2 B AE P SO AR AR .
a)  FEERS s & T Y (5 AR EU T B0y S 5 A0 25 4% 56 E )8R AR T B A 45 B 8 ) RS URI
Je Feagi () 4 fifE B AccessCode, HEH A5 ANT

VerifyAuthenticationSignature : : = SEQUENCE {
tag PrintableString,
uri UTF8String(Size(1..MAX)),
accessCode OCTET STRING

}

FH T 5 03 % 591 09 % 24 56 TE ) 1R AT B b 25 AN SR 5 SCanE

tag W {H N AVERIFY . R/ U SRRy H T B 0 55 501 1) 2 24 B iE
uri R WS T5 6038 15 ik 5

accessCode 38 Jy 5[] 4 815 B .
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b)  FRER S AFE L RN, il ik URT 45 28 B9A5 I8 3% B 0y 2 515 K TH B R 45/ an F -
VerifyRequest: : = SEQUENCE {

version Version,

rn OCTET STRING,
accessCode OCTET STRING,

devicelD UTF8String(Size(1..MAX))

}

B o 500 3 SR B A& AN B L .

version 3 A 45 I 2 B RUAS 5

o 3 R BB RS B A AR LAY RN

accessCode Bl R GBS 2l 1 #5345 B9 15 18] 2 J 45 2. AccessCode;

devicelD B i F e ¥ gl ke 45 1D,

o) BRUE N T R B 4 ST SRV . B0 R P 7 1] A S BB AccessCode SR A, IRl
URI 4§ 5 {5 18 ) 8 GE 8 20 1% & 01 &2 B £ % 500l o 1o 3 2., AR S50 n F

VerifyResponse :: = SEQUENCE {
status INTEGER,
response Responselnformation,
certificate Certificate TypeOPTIONAL

}
B 53 5 551 g 1 7 5 v A% AN SR A SLAnE
status I8 2 7R %38 2K T B A0 b B 4%
response 37 7 M L7 T4 S A < A0 SR XT3 SR T R A 3 R T, DU Ay 2R D AT 5 SR By T Al
% R AL FVANT RD B9 DER 4t i 2545, OB S5 T .
Responselnformation :: =CHOICE {
failReason [0] BIT STRING,
signatureOQfRD [1] Signature

}
RD ::= SEQUENCE ({
rn OCTET STRING,
devicelD UTF8String(Size(1..MAX))
}
certificate B A UE T 2L hE SO 55 R GRS, ARSI T .
CertificateType :: =CHOICE {
uri [0] UTFS8String(Size(1..MAX)),
fullCert [1] SEQUENCE SIZE (1..MAX) OF Certificate

}
& B RERS B 1 A H W By 0y 25 ) e 9 R, B BGIE A5 8l @ 0 URT R 20k 5 f# A e 45 h g
AN AE S AR 55 28X RN F1 devicelD % % & & A 5, I 8 UE 25 iR
SHP,

6.2.2 FERAFTHFEZEZWIEDIL

AP CRLRE T A BEAS 3l i o i 4 A BB SE AR BN B R A8 4 R A S A L B ICR R L IAT 6
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a AFIEE:
FKELURT. AccessCode 2531 &
ik ﬁﬁ%lgl&*iiﬁ%m@
, . R
4 RERET | B P
g W& 7
¢ URHEREEIE: RRARZELRIETNYE

E6 FERAFTYFERZWIEHNIRRER

{6 BNER T AR BUREWNT .
a) EER I Y E RN B A AE R IR LT B A 5 R G T A ik URT A&
i A 2 JEAE B AccessCode, HEU IR LS/ UNT .

VerifyContentSignature :: = SEQUENCE {
tag PrintableString,
uri UTF8String(Size(1..MAX)),
accessCode OCTET STRING

}

A 28 4 B TR A ORI B R A& S B LR

tag WH N CVERIFY . KR PR ICE B0 N 2% 4 ik 5

uri 8O 55 7 48 B {5 H bk ;

accessCode 38 4 5 [A] 2 f8L(5 B .

b) B RER Bh A ik URI 48 &€ 15 18 & % N A %4 B ki R H 2 HEIESS T .

VerifyContentSignatureRequest ;:: = SEQUENCE {
version Version,
accessCode OCTET STRING

}

N 254 24 B R I SR I B R 2N B0 3 ST

version IRy PN 2525 24 56 UE TR oK B RRUAS 5

accessCode 3 R & GEFE 3l 15 #5313 1Y V7 0] & AR B, AccessCode,

o) URI B el 55 2 G H W 31 8 28 28 44 B0 ibis oK I 25 30 E b B9 17 17 4 B A5 B, accessCode J2&
Ak, i URT 38 2 {5 18 17 55 RE B8 sh e 4% 1] 2 PN 25 28 44 B0 F i o7 8 B, HEBUHR &5/ an T

VerifyContentSignatureResponse :: = SEQUENCE {
message UTF8String,
signatureOfMessage Signature,
certificate CertificateType

}

VAL 25 28 44 30 e 0 9 5L v A% Sl AR
——message B FE R E 2 A EIE;
signatureOfMessage . F R Z 5 5. ;
certificate B IE 45 T M bk 5k 55 R GEUE 15 H AR Z5 /B anF .
CertificateType : : =CHOICE {
uri [0] UTFS8String(Size(1..MAX)),
fullCert [1] SEQUENCE SIZE (1..MAX) OF Certificate

10
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B RE R Bl B A ORI PN A A 44 B U 1 T U AT LR R BOIE A3 R il g URT R #0IE 3
AT IE S T A AR AN G R B IE 2 44 £ B TR ONIE B AR message #9554, IR 5 E
SiRJERG I,

PR SR T 52 L C

7 ETEEENHMEZ R

7.1 XEmEZERERE DN
AP BCRURE T A BEAS Sl i o 4 A BB O SO 2R G 4R I 2 A R AT SR in 2 A4 e L Bl B0 AR

W7,

a IEFHEE - %ﬂﬁ%}é\#ﬂﬂ%ﬁ@%%ﬁ%#ﬁ%

s b URTIEEfEH - i
BRBHRE | pamic A E ARG, Aol | RS >° W@jﬁf o
c2

B 7 XfEmEZREAHIREE

ST e 2 1A% S o BORLRE 0 R

a)

b)

B RE Bl I A 3 T 37 A7 0 RIS N % 0 25 A AR AT . LA SO R G VT R il URT K
{5 % 4] CommunicationKey , LA IR ZEF AT+
EncryptionRequest :: = SEQUENCE ({
tag PrintableString,
uri UTF8String(Size(1..MAX)),
communicationKey KeyType
}
ST 1 85 B 0 A A T B R A A B AR
tag (N ENCRYPT ., /R WS SO
uri BOR BE SCPF 2R 48 0 38 45 il 5
communicationKey 3 & I A 373 15 P25 0038 15 25 8 B 45/ an F
KeyType : : =CHOICE {
accessKey [0] OCTET STRING,
pubKey [ 1] SubjectPublicKeylInfo

}
RS oh 1 £ e A BE ML B N A% % £ ContentKey, 43 31 {# F 18 15 % 4 Communica-
tionKey H1SCR 3 U 23 81 I %% P9 45 0 % % 5 ContentKey, 13 51 % 3C ¢l 1% 3C c2, il i

URI 48 58 17 18 18] SO 58 58 4 3% SCUF N 25 114 %25 91 4% o 1oz 1 8., FORCHR 45 A an F
EncryptionResponse :: = SEQUENCE {

version Version,

cl BIT STRING,

c2 BIT STRING

)
ST 1) s B A i o S92 9 8. b 2% S0 5 SCAnT
11
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version 3 Ay SCA % e 7 TH 2 AR 5

cl W A e sh ik 8 45 19 38 15 % 47 CommunicationKey Xt PN 2 % %5 47 ContentKey
) Jom % 24

c2 AR BERS Bl i & i SO RIS A B P 2N 2 % 4 ContentKey BN 25 1R,
SCAE R G B W) ORI Y 5 AL e T RS R S0 ol A5 BN A I % %
ContentKey, - F| ] ContentKey Jil % 3O, B o2 5% 5 09 X — R I- A7

Z ML B 52 0 C.5,

c)

7.2 XHmEZREREDY
AHRSCRILRE TR REAS 35 o 14 B A AR B O ST 2R 0 4 I 2 B HE AT SR i 4 1 o A L P LR
WK 8,
a IEHEE: PRI ECHREAE

b URL HREGE:
RIERRASCHHSCERER

s URT 2518 e B3
BB RE RSP B S L SR > s,

d URLfEEf5E:
R B SRR IRV B

B8 NXHmEZEREAHIRER

ST fife o s AL i D DO AR 0 R
a)  FBAERS B i Al i I 4R G PO PR A AL SO R SE UG IR e hE URT Kl 5 %% 4

CommunicationKey , AR5 Q0 F «

DecryptionCipherContent :: = SEQUENCE {
tag PrintableString,
uri UTF8String(Size(1..MAX)),
communicationKey KeyType

}
SOk N A R AU A AT
tag S DECRYPT , 378 PRSI R g 3OO 4 5
uri 3R S SO R G 3 A
communicationKey 3 A FI R AR 9738 15 PN 28 0938 1 %5 51 AR 45 i an .
KeyType :: =CHOICE {
accessKey [0] OCTET STRING,
pubKey [1] SubjectPublicKeyInfo

)
b) B RERS i il i URT 45 5 f5 18 17 SCPF R S8 418 SCPF A 8 00 s A AL a1 R IH B B 25 4

WmF
DecryptionCipherRequest :: = SEQUENCE {
version Version
}
SCAF e % 11 5 A AR v SR R TP version BURTH B I IRA & .
o) SO R GE N B SO i 2 AL R SR LB URT 45 & 15 18 17 5 BE A% sl i A% & ik S
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P i 25 T 2 R A B el R VS R ELALHE P B0 P9 45N 4% % 4 ContentKey BN % 5C 2
AR RS M h
DecryptionCipherResponse :: = SEQUENCE {
c2 BIT STRING
}
S5 S 5 BH A% e 1 E R R c2 RO TP 2 BH X A 450 4% %% 1 ContentKey 1 i %5
&i
B BB RS ol 150 A 1 WA B ST i 7 1Y) %8 B A% B el N T S L S T P B R L ) LB i R 2, 45 3
Wﬁﬁﬂ%%%ﬁ COntentKey I 18 {5 % 4 CommunicationKey fill% ContentKey 15 3| %
o BRERL BB Ak URI 8 % {7 18 [0 ST 28 G2 0 26 SUF A 4 1) 88 B A% i o 520 2., OO H
%%sz
DecryptionCipherReply :: = SEQUENCE {
cl BIT STRING
}
SCAF fift 2% %) 2 B A i 1 A2 B P o1 3R AE % 8 CommunicationKey X PN 5 i % % £ Cont-
entKey %458 .
S 2R 8 H W B ST ik 8 1 % A% i IR S0 BRI el A3 BN A I % 4 ContentKey , Jf
i ContentKey fiff 25 SC 425 3C, 15 3 SCAF I 3¢,

IR BRI 755 0L C.6,

13
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M X A
(FRHEM 3
REMESN

Al A&

A B 57 32 B A A b o R SCHR S B I T B LR e A4

A2 REMESH

FIRT 4 A5 3 45 09 {5 B0l % b — 4> URI, URI #9 #% X 4. [ scheme: ] [//authority ] [ path]
[? query], AJ LA T scheme K X 70 A [F & 9 45t ARbrfEh Z g WA W R T URI A,
i TAG 1ER scheme X 43 ] 19 i 5, AR R .

—TAG y CERT, #% J25 5 = P SGHATUE S H 3

—TAG J AUTH.#% 1 6.1.1 Prlat it B 0y % 5 ;

——TAG Jy SIGN, ¥ 18 6.1.2 il 1715 BN AR F 54

—TAG J AVERIFY . #% 18 6.2.1 WrsCE 17 5 03 5 51 B 5507 25 44 B0 5

—TAG J CVERIFY, #18 6.2.2 hil 4715 BN BT 5 4 Rl ;

—TAG J ENCRYPT, 4% 8 7.1 Wp s 47 S0/

—TAG 2y DECRYPT,#% /8 7.2 W47 SO % .
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Mt & B
(& BHE M)
F A Z 4R HIE B BRiF Y

&

AR S 25 T UEAS HE A — R BT 37 1 G AR T AR O R g s . R 3 5RO i i
FHLAIEB N IE RS HIFIES .

B.2 FAZHBHYIES HFHIN

R 4R AT UE P B A B AR AR A

a)

b)

c)
d
e)

1))
g)

IEBIAIE &R G A BE B B IE &0 ] 3¢ ApplyCertificateRegistration XF N 1 — 4815 . 1 56 X
ApplyCertificateRegistration £5 A 74T DER 4 i , 48 5 5 4 A5 &5 S8 5F BASE64 % 46 jii v]
FTENH F4F 8 CONTENT, R G INHT 28 CERT://, RGeHE WL 4k 5

FHL#E LRI CERT : //CONTENT, 3f-# 1 CONTENT 38 BUIE 5 IAUE 5 48 4 1 ik
HH 5 &30 i 3 ApplyCertificateRegistration;

FHLAE AL I IE RS VerificationCode 3 /RS 5

F-HLaE 5 X 4% 15 38 711 URT B AE B9 UE 5 DA IE 28 46 & 25 30F 5 HE s R 1 8

WEBUGE RSB FHLNERE B S, Bt AR Tm, 2R AP #E A o F LA
VerificationCode; UE 45 TA IE & 4t X F ML A9 U 45 #1385 3 oK 18 B #F 17 5% 3F . & #§ 5 UE RN,
SessionID Z AR F A& A A ARIES S 2 G IEW ) /& ID 2 EAEE) malRD )/
FEIXT RN 24 2 BA 50

UEAS DA AIE 72 50 38 4o 0 £ {75 38 1] = HIL [0 A2 90F A5 B3 e 1y 9 8 5

F P A H I GM/T 00142012 2R F 8k A5, th 0] 38 2o 35 3 15 R BOE B T80 8. IE
T#HEZ4Em 1) TAG 8 DOWNLOAD, URI HiES F # IR 55 i stk
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C.1

C.2

RN

C.3

C.4

C.5

16

M X C
(BB 3R
M A% =

zhed

A B S X e v B 2 44 5 6 2 P UL SO T i 4 DI SCAY  RY R H  SEEAT A 4

ATEHENNBFERNUN ARG

DML — b LR 1 FH 37 SO R AR T8, o R A R T T B P B AT S . DO AR A

AR B O 7638 A B 0y S0 IR 55 19l 55 R 4 vb o i 0, BRI AR G R

a)  FH PR PR o AR RS B s AT T R RB AL Bl i Al i NFC IO 55 2 Gt 1 ) 45 175 ) b ik
URI.RN . SessionID. Ml 55 R Ge il iR 7 2 5515 B

b)  FRER A R ) AR URL X R G R M5 B 2R A P SE 47 8000 i DAl 2o 5 )l
% RO R BRI R

o) 55 FRGE IR B K0 R T B AT SR E B0 R A 5 AT TR RE ) B

f

ik

BERBRYFEZEEZMUEAGS

PSR —Ff BB T3 SRR g By R AT A BRI AR I T

a) TR RERS BB A 1l AR IR 52 By N Al 55 R GE 9 U5 R ik URT Ay 1] 4 it
{& B, AccessCode;

b) B BER Bl A T X 4 A5 T [0l 55 B GE R 1R AR IRAE By N A SR TH .5

o k55 FR G i P 2% AF I 1) B BERS S A KR AL N

& EREB SR T R &R WA P IAXT B8 NE R AL G B B SIS NE S
AR M 28R T R L5 RS

f

il

BEARYFERZRIEMNT AR

LML — T i YR 3 R UE RS UE B AR AT

a) TR RERS S & S SR A R AR IS UE A S0 IE R G 5 O U NFC R R vy ) 4 it
{5 B, AccessCode;

b) BB A NEFC [ k{68 i A ik TR N 25 26 44 36 1R T K TH 2 5

o) TEMR B I 3 2 535 K T B R B B IRAE AccessCode &3 M . 56 31F 3 1 J5 XHIE /4 N 25 R 17 %%
s [RIUE T #th bk B0IE 5 — 2 &k 5 B BB RS S B 4

& B RER B B A BGIE B BRI T 2 Bk R 2 S L SR 2 2 (R A AL

34 I 0 SR fR i U A 3h =

% PIPSCAR) — o i 2 7T 3 SR 7 A SN S DR SOT AR R R R PR s B A B AR B AR
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BReM s RAR AR T .

C.6

a)  WBAF R GE e I MR A N AR AR R, T PR RE S Bl e o 4 1 — ZE R AR IR 4 2R 2 U7 1)
Hihik URT Jif {5 % 4 CommunicationKey;

b)  BRERE ik & A BEALEUVE A N 250 %% % 4 ContentKey, 43 5 fff 38 {5 % 4] Communica-
tionKey FIHB{F R WCE 2N N3 N B NN %8 % 4] ContentKey , 15 3] %5 3 c1 % SC 2, F- 18 15 ™
2 T Rk B RS

o B AR e W BB I A % S o1 19 BN 2SN % % 4 ContentKey, 7 F ] ContentKey il %5
SCH S TR BB c2 55 % T i SCE— i ik MR RIS .

XHBRENZAEED RS S

PP UL — Tl M A 7 ] 37 52 MR A P9 2 A X0 CL5 B P A R BRI A E

a)

b)
c)

d

e)

MR A2 422 SO o WS 2 P 2 IS 2 3R 9 A o A 0, 2 A0 TR BB RS 2l 38 & 41— A 05 A IR
2 4597 e ik URT B {5 %40 CommunicationKey;

B RE S Bl 150 A T Aok X 1 T o R A R 9 A R S A % R B T R R

HIB A2 28 90 42 AT 3] SCAF fie 285 110 %5 SR A% i v >R JEL U 308 e T 24 15 3 1] ) BB R 2l IR A ik T IR
BRI B ContentKey BN % 3C ¢2;

B RE Bl I A H Wi 3 SO Mgk R 1 R BH A% o 1 T S, S N A % R AR TR B RD B R 2,1
BN %8 ContentKey, I A i 15 % 8] CommunicationKey Jill % ContentKey 15 3| %
3C el il id PR TE RS ol Kok MR RS

R F R G R o1 B L 4% ol 15BN 2% % 9 ContentKey, JF i i ContentKey fift %
SCA % SC A5 B S
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& £ X W

[1] GB/T 34095—2017 fBELE2HAR HTHF 403 T8 & X4 E1E B ) Zm & 4
[2] ISO/IEC DIS 8824-1 Information technology—Abstract Syntax Notation One (ASN.1)—

Part 1: Specification of basic notation
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